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Customer Success Story

Cisco Optical Network Helps Banner Health Provide S  tate-of-the-Art

Clinical Care

Executive Summary

Customer Name
Banner Health
Industry

Healthcare
Business Challenge

* Increase bandwidth to support growing
array of clinical applications and
services

e Lay a foundation that can support
state-of-the-art wireless, voice-over-IP
(VolP), and network-based clinical
applications today, as well as in the
future

¢ Ensure maximum availability and
resiliency, as well as strong security
across the network

Network Solution

* Highly available Cisco metro optical
network, with Cisco LAN and wireless
solutions

Business Value

* Provides bandwidth to support a full
suite of modern clinical applications,
imaging solutions, voice, and wireless
systems that enhance patient care

¢ Allows for much more manageable,
secure, and resilient network
operations

* Provides a robust, flexible foundation
for delivering future services and
applications

Banner Health uses a high-speed, highly available C  isco ® optical network to
connect eight major sites in Arizona and power ava  riety of clinical applications
and services that enhance patient care.

Business Challenge

Banner Health is one of the largest nonprofit lealte networks in the United States, with
hospitals in Arizona, Nevada, Nebraska, Wyomindif@aia, Colorado, and Alaska. The
organization operates eight major hospitals in dm& alone and is the second-largest private
employer in the state.

As a national healthcare leader, Banner Healthestrio equip clinicians with the latest tools
to provide exceptional patient care. By 2004, tharer Health hospitals in Arizona were
beginning to adopt picture archiving and commuiicest systems (PACS), wireless
networking, VolP, video-based telemedicine, and etgtronic medical record (EMR)
systems. These solutions allowed clinicians to nealy share real-time patient data
(including high-resolution images), access compmsive information and applications at the
bedside, and deliver care more efficiently. Bukéep network costs under control, Banner
Health’s IT leaders had to find a way to delivezgt applications efficiently.

“We're a not-for-profit organization,” says JamdgiBfelder, director, Network Planning &
Integration for Banner Health. “So every extra doive can save is a dollar we can use in
other areas to improve patient care.”

Instead of deploying separate solutions at eacpitabsthe IT team wanted to build a single,
centralized system that could deliver voice, videtd data services to any facility on the
network. In addition to the cost advantages, theefim believed that by centralizing these
processes, they could create a more resilient mitinérastructure, and one that would allow
them to more easily add new services in the futBuot there was one problem: Banner
Health’s existing SONET DS-3 metro network could pmvide the bandwidth to support
this strategy.

“We're very focused on providing our doctors andsas with the tools they need,” says Pflugfeldémé can't give them the bandwidth to
support those tools, then they’re forced to livéhweduced functionality in caring for their patigsi

Pflugfelder and the Banner Health IT team decidedpgrade the LANs at all eight facilities and darl the metro network.

“We knew that all of these applications were comangs, and they were all going to gobble up badtwi says Pflugfelder. “It just made no
sense to shortchange the solution in any way.”
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“We've been able to adopt state-of-the-art technolo gy and even step into the carrier-class world to pr ~ ovide the
functionality we need. What we've done here is unpr  ecedented. We've moved into an area of bandwidth an  d

functionality that most healthcare providers have y et to achieve.”
— James Pflugfelder, Director, Network Planning & Integration for Banner Health

Network Solution

After exploring several options, the Banner He#dtlim decided to replace the DS-3 network with arh@® metro optical ring. By owning
and provisioning a dedicated dense wavelengthidiviswltiplexing (DWDM) network, Pflugfelder belied the organization could
implement a long-lasting, versatile foundationvatually any future application.

Banner Health worked with local fiber provider SBRI longtime partner SBC to provide the planniresigh, installation, and ongoing
monitoring of the optical network. For the optitathnology itself, Banner Health chose Cisco ON&G#i5multiservice provisioning
platforms (MSPPs).

At each facility, dual Cisco ONS 15454 MSPPs aggtegoice, video, and data services, and enabladBatealth administrators to easily
provision high-bandwidth services across the netwdfith Cisco DWDM provisioning tools, the platfosncombine carrier-class optical
network performance with the capability and manadiea of traditional IP networking solutions. Thogganization also deployed dual Cisco
Catalyst 6500 Series switches at each facility to provieiundant, high-performance, high-port-density Gigthernet aggregation
throughout the LANSs.

Supporting an environment in which an outage dandily mean the difference between life and deathywork availability was Banner
Health's chief design consideration. So the sotugmploys fully redundant chassis, power suppéied, management engines to protect the
network from failures in any node, line card, agreent of fiber, and achieve true “five-nines” aaaility.

“We had great teamwork with Cisco and SBC to halfpuild a network that had all the high availabilite required of it, as well as more than
150 times the bandwidth we had previously,” saysd®élder.

Building the Health System of the Future

As part of the upgrade, Banner Health also expaitdexreless footprint in Arizona, deploying Cisaironef’ wireless access points to
support a variety of applications. Beginning withaccess points statewide in 2004, Pflugfelder espthe organization to have more than
600 installed by end of 2005.

The IT team oultfitted two Banner Health facilitiggh full wireless coverage, allowing cliniciansadocess patient records, e-radiology
systems, and a computerized physician order eG®OE) system from wireless tablets at the poirtané. Instead of asking Emergency
patients to wait in line at a front desk, hospstaiff can register patients at the bedside usimglegs laptops. In addition, several hospitals
were outfitted with a wireless voice solution thlbws clinicians to immediately reach a nurse loygician just by speaking a name out loud.

All of these wireless and VolIP applications areusely delivered through the Cisco wired and wirgleANs, and centrally managed and
supported over the Cisco optical metro network. Buthe Banner Health IT team, the major advantzgée centralized architecture is that
whenever a pilot proves successful at one facilityan be rolled out to other facilities quicklgdarelatively inexpensively. This versatility,
combined with the huge increase in available badthwihas opened doors to solutions that previowslyld have been unthinkable.

“When we rolled out our new Banner Estrella fagjlibur Security people asked us about having 160rég cameras there send live video
streams back to our corporate data center, socthielgl avoid the need to monitor the cameras ohsiggs Pflugfelder. “We were looking at a
total of 100 separate one-megabit-per-second \stteams, day and night, 24-7, and we were ablayto'Sure, go ahead.”
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Banner Health ultimately decided not to move forwaith the full remote monitoring solution, butlistieployed a network-based video
security system. Security personnel today can reljabntrol and view any Banner Estrella securéynera from any facility on the optical
network.

Business Value

With the new Cisco optical network and Cisco LABanner Health now has the bandwidth, resiliency, metwork performance to take the
next step in state-of-the-art patient care. Thewization can deploy virtually any application engce that will improve clinicians’ abilities
to care for patients. The centralized architectdréne solution also allows the Banner IT teamrimvjsion services extremely efficiently and
cost-effectively. Which, in turn, means that Banffedevelopers can continue innovating and addieg services and capability for
caregivers.

“Instead of having to roll out eight different ingmhentations for our facilities, we can roll outtjose,” says Pflugfelder. “That gives us all of
those additional funds and more time to innovatetirer areas. By building a much simpler, more rgeahle system, we can give caregivers
much more access to new applications and solutions.

Most importantly, thanks to the resilient Ciscouimins and the expert implementation by SBC, thetimm is extremely reliable. Even when
sections of the optical ring have been taken dawriiher maintenance, the network has never gomendo

“We were not live for more than a few days whenaaainy morning at 2 a.m., a Buick slammed intelephone pole in the Northwest
Valley, crushing the fiber,” says Pflugfelder. “Wiok less then a 1-second hit during that impaat.tBe following day, the link was out for
12 hours while the damage was repaired. Due ton#teo ring resilience, nobody even knew it was lesyapg.”

Ultimately, Pflugfelder believes that the Banneiakie facilities in Arizona are now better positiohnthan ever before to provide exceptional
patient care, and support any tools clinicians mesd far into the future.

“We've been able to adopt state-of-the-art techgpland even step into the carrier-class world tivigie the functionality we need,” says
Pflugfelder. “What we've done here is unprecedentéd’ve moved into an area of bandwidth and fumatlidy that most healthcare providers
have yet to achieve.”

Next Steps

Today, Banner Health is in the planning stagesfisling a secondary data center to the ring aparbusiness continuance and disaster
recover strategy. The solution will provide synaioas and asynchronous data mirroring of all netvpwdcesses across the health system,
with full load sharing and full recovery within sews after a catastrophic failure. As part of tlempBanner Health is quadrupling the
bandwidth between the two data centers, whichuititnately be connected by two 20-Gigabit Ethercteinnels.

Banner Health also is deploying new telemedicin@iegtions throughout the healthcare system thhituse real-time voice and video to allow
physicians to consult and collaborate on procedume®tely. The metro network will easily suppom tiequired 30-Mbps streaming video
between sites.

“Now, whenever someone asks for something thatplaite new demands on our infrastructure, our ansmnees,” says Pflugfelder. “That’s
the biggest benefit. It's empowered us to say yes.”

For More Information

Cisco optical solutions have already helped eniggprand service providers around the world redoses, simplify service provisioning, and
support a wide range of new applications. To fintlfww Cisco Systerfisan help your organization, contact your locabact
representative, or visitttp://www.cisco.com/go/optical
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