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CiscoWorks Network Compliance Manager Alert Center

Q. What is CiscowWorks Network Compliance Manager (NCM)  Alert Center?

A. CiscoWorks Network Compliance Manager Alert Center is a subscription offering that
provides customers with additional functionality to maximize their return on investment (ROI)
in network automation.

The offering has the following components:

1. Security Vulnerability Service:  An online security service that delivers security vulnerability
policies. Instead of the traditional security alerts from multiple vendors, which are typically
delivered by e-mail and therefore very hard and time consuming to act on, these alerts are
delivered as CiscoWorks NCM policies. Once these policies are received through CiscoWorks
NCM Alert Center and installed on customers’ CiscoWorks NCM servers, it's easy for
customers to quickly identify all vulnerable network devices across their network and perform
rapid remediation before any hackers can compromise their network.

2. Compliance service: Currently, CiscoWorks NCM Alert Center provides PCI DSS (Payment
Card Industry Data Security Standard) policies for Cisco |0S® Software. PCI DSS represents
a common set of industry tools and measurements to help ensure the safe handling of
sensitive information.

3. Security best practices content:  CiscoWorks NCM Alert Center provides CIS (Center for
Internet Security) compliant policies for Cisco 10S and Cisco PIX® platforms. CIS is a nonprofit
organization that helps CIS members develop and promote the widespread use of security
configuration benchmarks.

Q. How does the Security Vulnerability Service work?

>

The security vulnerabilities are sourced primarily from iDefense Labs (a division of Verisign),
which is a provider of security intelligence information to government and Fortune 500
organizations. A secondary source of network vulnerability content is the National Vulnerability

Database (NVD). NVD is the U.S. government repository of standards-based vulnerability
management data maintained by NIST (National Institute of Standards and Technology).

The CiscoWorks NCM Alert Center team analyzes and triages the vulnerabilities every week.
The CiscoWorks NCM Alert Center team writes OVAL (Open Vulnerability Assessment
Language) scripts for each of these vulnerabilities, packages the content in the form of
policies, and loads them to the Cisco Repository Alert Center. In many instances, Cisco is
able to make use of OVAL scripts written by other members of the OVAL community.

The latest security vulnerability policies are then detected by the CiscoWorks NCM Alert
Center Utility, which is an agent installed on the customer’s CiscoWorks NCM core. The
CiscoWorks NCM Alert Center Utility can be scheduled to run on a weekly or ad hoc basis,
detects the latest content, and then installs it on the CiscoWorks NCM core. Once on the
CiscoWorks NCM core, the policies can be run as an audit task to determine the security of
the network infrastructure.

The security vulnerability alert process is shown visually in Figure 1.
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Figure 1. Cisco’s Security Vulnerability Process
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How often are the security vulnerability alerts pub lished to the CiscoWorks NCM Alert
Center Website?

The CiscoWorks NCM Alert Center team releases security vulnerability alert packages on a
weekly basis. If customers have their CiscoWorks NCM servers configured to automatically
download new alert updates on a periodic basis, they will automatically get their next set of
new alerts when the CiscoWorks NCM server “calls home” to the Ciscoworks NCM Alert
Center Website. Customers can also perform an “on-demand” download and check for new
alerts at any point in time. Any new alerts that have been uploaded to the CiscoWorks NCM

Alert Center Website since the last download will get downloaded to their server.

What compliance policies are currently available?
Currently, CIS policies for Cisco I0S and Cisco PIX platforms are available. CiscoWorks NCM
Alert Center also provides PCI policies for Cisco 10S Software.

Does a customer need to subscribe to CiscoWorks NCM Alert Center in order to use
CiscoWorks NCM?
No, CiscoWorks NCM is a standalone product that is fully functional without the CiscoWorks

NCM Alert Center service.

Are there any specific product dependencies in orde r to use Ciscoworks NCM Alert
Center?
Yes, customers that want to use CiscoWorks NCM Alert Center will need to be on CiscoWorks

NCM 1.3 SP2 or higher.

rt Center?

Please contact your Cisco sales representative, who'll be happy to set this up for you.

How can | get a demonstration of CiscoWorks NCM Ale
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Q. I'm already evaluating Ciscoworks NCM. Can | evalua te CiscoWorks NCM Alert Center
too?

A. Yes, please contact your Cisco sales representative, who will get you the evaluation login
credentials for CiscoWorks NCM Alert Center. Your CiscoWorks NCM Alert Center credentials
will expire at the same time as your CiscoWorks NCM evaluation license.

Q. How do I get support for CiscowWorks NCM Alert Cente  r?
Customers should use Cisco customer support in the same manner as they do today for other

>

product support issues.

For More Information

For more information about CiscoWorks Network Compliance Manager Alert Center, visit
http://www.cisco.com/go/cwncm, contact your local account representative, or send an e-mail to
ask-ncm-pm@cisco.com.
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