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CiscoWorks Hosting Solution Software 1.9

As companies turn to content networking technologie s to deliver information and services to their cust omers, the need
to manage and administer this unique and rigorous e nvironment is rising. Designed to better enable com panies to
manage their content networking, CiscoWorks Hosting Solution Software (HSS) proactively manages the av  ailability of
data center infrastructure for Layer 4—7 network se  rvices.

Product Overview

CiscoWorks HSS is a complete and self-containediorét management software package that helps opsritaononitor, activate or suspend,
and configure load-balancing services in data esiitased on Cisco Systehexjuipment. As part of the CiscBusiness-Ready Data Center,
CiscoWorks HSS helps you to protect, optimize, imedease your business by providing up-to-dateigardtion, fault, and performance
information about the network infrastructure, player 4—7 load-balancing services.

CiscoWorks HSS provides an access security modefabilitates delegation of authority and respbitisy for operations, administration, and
monitoring of Cisco load-balancing devices, inchglactivation and suspension of selected load-bathservers. CiscoWorks HSS
automatically discovers the data center infrastmecand then can immediately begin collecting stiaé and management information,
providing a current snapshot of the managed enmieoti. This up-to-date information helps operati@taff to easily pinpoint the source of a
problem. CiscoWorks HSS is a manageable softwdumtico with a full Cisco Discovery Protocol implemtation and supports Cisco MIB I1.

CiscoWorks HSS 1.9 is an easily deployed softwastallation. The software provides an I1SO load imagcluding all of the OS, device
drivers, and HSS management software. Becausefofrp@nce specifications and support requiremeZitg;oWorks HSS 1.9 must run on a
dedicated platform and cannot run other applicatimmthe same platform.

By using CiscoWorks HSS 1.9 with the supportedresfee platforms, customers can take advantage of widely available hardware
sparing, maintenance, and support. The supporfetbree platforms provide a minor but discernabtegase in both capacity and
performance of the CiscoWorks Hosting Solution BegiHSE) in heavily loaded environments. Tablests [features and benefits of Cisco
HSS.

Table 1. Features and Benefits

Feature Benefit

Flexible user security model with granular, Removes unnecessary overhead between network administrators and server managers

tiered user access to content switches to increase productivity of all operational staff; allows administrative tasks to be securely
delegated without granting full device access

Configuration and activation of Layer 4-7 Provides productivity gains for server managers by offering daily management features

e-business services such as taking Web servers in and out of service, graceful shutdown, and changing
weight; provides ability to perform simultaneous configurations to multiple devices at
one time

Up-to-date, at-a-glance fault and performance Saves time and resources in daily operations through an optimized, operational GUI

monitoring of the data center infrastructure used to monitor Cisco infrastructure

Proactive Layer 4—7 e-business service Saves time in troubleshooting e-business availability and the application traffic

monitoring distribution among Web servers
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Feature Benefit

Web-based, lightweight, secure GUI with easy Generates incremental revenue for managed service providers with one-stop customer
customer view personalization and reporting service management

Fault event notifications for user-defined Provides upper-layer network management systems and operations support systems
threshold crossing alerts through syslog, trap, integration for analysis

or e-mail

CiscoWorks HSS is ideal for enterprises and sempiogiders that implement Cisco content switchehsas the Cisco Content Services
Switch (CSS) and the Cisco Content Switching Mod@8M) for the Cisco Catalys6000 Series switches. These customers range faten d
center infrastructure providers, application sexnpeoviders, and large enterprises, to e-busin@ssagnters and small and medium-sized
enterprises.

Key Features and Benefits
CiscoWorks HSS also offers the following key featir

A granular user access model (Role-Based Accessdpis used to partition network resources foy&ad—7 services and switch ports as
well as authorize user group access to individpplieation services with their actions logged fad#ing.

Delegated activation and suspension of virtualdérasses (VIPS), real servers, and services elimargy need for server administrators to
have network topology or operations knowledge, waitbess controlled by Role-Based Access Control.

Robust Layer 4—7 service configuration of contevitches, including virtual servers, real servers] aontent owners and rules is provided
by a secure Web-based GUI. Eliminating the neads&the command-line interface (CLI) helps enablaraon configuration of devices
for standardization of policies.

Enhanced configurations are supported for senaat-tmlancing tasks such as on the Cisco Contenic8srSwitch for VIP redundancy
and on Cisco Catalyst 6000 Series switches with E&¥ICSM redundancy. Support for creation of politaps to help set up content
probing, validate proper configuration, and speaeifiy set policies for cookie, URL, and session siap

Secure Sockets Layer (SSL) proxy services are m@uitand reported on the Cisco Catalyst 6000 SeitbsSSL Service Module and
Cisco Content Services Switch.

Near-real-time flexible fault and performance moriiig of a select set of Cisco routers, switchésg@PIX security appliances, Cisco
content software, Cisco content switches, and Lay@rservices can be done in Cisco technology-bdatdcenters.

The secure Web-based GUI facilitates easy custeiaarreport personalization and historical dateorépg.

It is easy to create filters, make predefined gsp@nd perform rapid searches to make selectioos@®br a set of devices and services,
enabling quick and easy administration even inrmvnents with thousands of managed objects.

Upper-layer management system integration inclsgislg, trap, and e-mail notifications, as welEagensible Markup Language (XML)
export of historical data.

Application Features
CiscoWorks HSS has a flexible user security mauk &llows it to be used as a dedicated resourshared by many customers. Within

CiscoWorks HSSgdomains can be defined to include a specified subset witds, interfaces, and Layer 4—7 services in theagead data

center that is accessible only to users with righthat domain. For example, one Cisco Contenti&es Switch and a pair of Web servers can

be grouped under a domain for a particular apptinadr customer. Only users with assigned righth& domain can see the existence of and

act on the devices and services in that group.l&ilyi within CiscoWorks HSS useoles define granular access to various features offeyed

CiscoWorks HSS. For instance, a server managerrolgehas access to Layer 4—7 monitoring, servitigation, and service configuration
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functionality. By combining the assignment of userspecific roles and domains, a specific custésrsarver manager account can be limited
to only this customer’s domain with the grantedsteemanager user role.

Users are authenticated either by local accouetsted on CiscoWorks HSS or by common remote autagion methods such as TACACS+,
RADIUS, Lightweight Directory Access Protocol (LDMRr Active Directory (AD). Using one of the commoeemote authentication methods
can greatly simplify administrative work and allo@scoWorks HSS operations to be integrated taiegi®ccess security methods.
CiscoWorks HSS uses 128-bit full encryption Se@woekets Layer (SSL) connections between its platfand the client Web browser for
secure communications with users. Authorized us@nsmonitor, activate, and configure Layer 4—7 ises/remotely, even through firewalls.
In addition to the Web-based GUI, CLlIs like that@$co 10S Software provide direct console, Telnet, or SeGhell (SSH) Protocol access
to CiscoWorks HSS.

To complete the security environment, CiscoWork$H&o records the configuration changes that usake to devices into an audit log file.
This helps ensure that a clear record of who chdimdet and when is maintained. This log is stored secure text file.

CiscoWorks HSS provides for delegation of activatmd suspension of Layer 4-7 e-business sendaeb,as taking Web servers in and out
of service. Layer 4-7 e-business services withlabiity status are mapped to Web servers in a doitivaited listing so that users need not
have knowledge of the content switch hierarchy.dgiven (shared) physical Web server, CiscoWorgS lIso provides a mapping of all the
virtual servers and content rules using the seByusing CiscoWorks HSS, before taking a servevrdg/ou can easily disable all its services
from one place, instead of visiting all the affectértual servers, content rules, and related ¢améition tasks. During activation and
suspension tasks, a status monitor allows yowatiktin near-real time the effect of an action. ®uictions are provided for routine daily
operational tasks.

CiscoWorks HSS provides up-to-date fault and peréorce monitoring of Cisco routers, switches, canseftware, and content switches in
Cisco technology-based data centers. Detailedrsysted interface-level information provides quicklglem identification, governed by user
security. For example, the Device Status pagedisthe data center network devices availableparsicular user, including detailed system-
level information (such as device operational Statiptime, IP address, and CPU and memory usadehtarface-level information (such as
interface operational status, utilization, dropg] arrors). The Service Status page lists all #nget 4—7 services available to a user along with
detailed network service information (such as sergtatus, virtual servers, content rules, corgentices, hits per second, and total
connections).

Layer 2—7 faults that occur within the customer donare highlighted in the Alarms page. Filterimgli gorting by priority is available to view
and act upon selected faults. This capability essmlliscoWorks HSS to effectively monitor networkg@delation and unavailability.

CiscoWorks HSS supports robust Layer 4—7 configamatdf content switches. It supports redundant igamétion of owners, content rules,
services, virtual servers, real servers and thedtibgs on Cisco Content Services Switch and C&atalyst content switching modules, as
well as configuration of virtual servers, real s¥s; server farms, and their bindings for Cisco Eaftware server load-balancing devices.
Although it does not provide for every possible faguration task on these devices, it provides thk lof those needed by operators
implementing or modifying services.

CiscoWorks HSS supports monitoring and reportin§8E proxy services on Cisco Catalyst 6000 Serigglses with the SSL Services
Module, and Cisco content services switches. Iviges a view of the SSL proxy server list (suchade virtual IP address, index number,
port, RSA key, RSA certificate, DSA key, DSA cddifte) and SSL statistics (such as connectionspttsl, connections completed, full
handshakes, data failures, number of cipher ald@rts$ capability allows CiscoWorks HSS to provigeorts on the SSL Services Module.

Personalized views and reports can be easily dreaté customized for each user, governed by userige For example, a few specific
Layer 4-7 services and a few specific interfacesbmasingled out from a customer’s domain to createtailed view or report with attributes.
Specific attributes of interest (tables and coluniren all the categories of monitored data (rositswitches, and content switches) can be
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grouped into a personalized view or report. Theseige users with quick and easy access to critidatrmation relevant to daily operations
and can be shared with different users to simpglifytomer network management.

CiscoWorks HSS offers many predefined historicahdaports for service hits, connections, CPUz#tlon, and so forth. Just as with
personalized views, customized historical datamspzan be built by selecting desired attributesedaon customer domain. Reports can be run
against a set of devices by selecting a reporispedifying a time period. Reports can be configuosde e-mailed periodically, simplifying

the tasks of distributing reports.

Reports are available in both tabular and grapiméts. These are based on the formats used I§jishe Network Analysis Module (NAM),
simplifying the coordination for analysis of datarh CiscoWorks HSS and Cisco NAM when both are u€é&toWorks HSS can provide up
to a few weeks of historical data depending onlekel of reporting collection required. Adminiswed can specify both aggregation and
truncation frequencies for the monitored data. dtisal data and views can be exported in CSV and_Xdmats.

Product Specifications
Table 2 lists supported reference platform spetifims. Variation from supported reference platfepacifications will not be supported.

Table 2. Supported Platform Specifications

Hewlett Packard DL350 IBM xSeries 336

Product Number Proliant DL360 G4 xSeries 336 8837E2U

Memory 2G PC2700 DDR 333 SDRAM 2G ECC DDR SDRAM

Processor Intel Xeon 3.0-GHz/800-MHz Processor (dual capability) 3.0 GHz/800 MHz, 2-MB Layer 2 Intel Processor
with 1-MB Layer 2 cache

Storage Controller Smart Array 6i Plus Controller Integrated Single-Channel Ultra320 SCSI Controller

Storage (Hard Drive) One or two 36.4-GB Ultra320 (use two for redundancy) One 36.4-GB, 2.5-inch, 10,000-RPM Ultra320 SCSI

Hot-Swappable SL HDD
Storage Type Hardware RAID SCsSi

Ordering Information

To place an order, visit theisco Ordering Home PagBurchase CiscoWorks HSS 1.9 by placing an orelginbing October 30, 2005,
through normal sales channels. This is the filgiase of CiscoWorks HSS 1.9. CiscoWorks HSS cositstiong encryption technologies
controlled by the U.S. government, and you willgpempted to apply for permission to access theyged files.

Service and Support

Cisco offers a wide range of services programstelarate customer success. These innovative ssrgiograms are delivered through a
unique combination of people, processes, tools pamthers, resulting in high levels of customeisgattion. Cisco services help you to protect
your network investment, optimize network operasicaind prepare the network for new applicatiorextend network intelligence and the
power of your business. For more information alfoisto Services, sgeisco Technical Support ServicesCisco Advanced Services

For More Information
For more information about the Cisco Works HosSajution Software, visiittp://www.cisco.com/en/US/products/ps6518/indexlht
contact your local account representative, or watgiscoworks@cisco.com
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http://www.cisco.com/en/US/ordering/or13/or8/order_customer_help_how_to_order_listing.html
http://www.cisco.com/en/US/products/svcs/ps3034/serv_category_home.html
http://www.cisco.com/en/US/products/svcs/ps11/services_segment_category_home.html
http://www.cisco.com/en/US/products/ps6518/index.html
mailto:ciscoworks@cisco.com
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