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CISCOWORKS INTERFACE CONFIGURATION MANAGER 1.0

CiscoWorks Interface Configuration Manager (ICMaisetwork management application that simpliffesdonfiguration of switch
access ports and interfaces. In medium-sized ¢ laetworks, CiscoWorks ICM performs bulk access-ponfigurations across the
network, resulting in faster service deploymentweduced misconfiguration. Ciscoworks ICM can bedito configure Layer 2
Network Admission Control (L2 NAC), a new technoydigom Cisco Systenfisthat controls network access based on the ideantity
posture of the client(s). CiscoWorks ICM 1.0 auttesahe configuration of L2 NAC-specific switch poand features, and future
releases will support generic port configuratioroas the network.

PRODUCT OVERVIEW

CiscoWorks ICM provides rich graphical configuratiand reporting capabilities to help you efficigntianage access ports on your
Ciscd® LAN switches. It simplifies configuration of L2 N&\and reduces the cost and time needed for consls2eNAC configuration on
the switches.

CiscoWorks ICM offers additional functionality thextends the capability of CiscoWorks LAN Managetfolution (LMS) 2.5 and
2.5.1. It installs on top of CiscoWorks LMS 2.5 ffwthe December 2005 update applied) or 2.5.1 avithinimum prerequisite of
CiscoWorks Resource Manager Essentials (RME) 4@istoWorks ICM integrates with the CiscoWorks CampManager if installed
and operational (with discovered network informa}iadCiscoWorks ICM will use the discovered networtormation and make the end-
user experience more integrated and user-friendly.

CiscoWorks ICM provides the capability to creatd aave named device and port groups that can bseekin multiple configurations.
The devices can be selected from the pre-creategpgrand lists in CiscoWorks RME. Ports can be @hdsr the selected devices using
powerful filtering capabilities.

CiscoWorks ICM provides easy-to-use configuratiomands to configure end-to-end L2 NAC on Cisco LAhitches. These
configurations can be saved, edited, copied, ahddided multiple times. The application includessar-friendly configuration browser
with a powerful navigation panel for quick navigatithrough the various L2 NAC configurations.

KEY FEATURES AND BENEFITS

CiscoWorks ICM Home
A single click on the home page launches most featin the application. This provides an easy,reéiméd point of navigation. See
Figure 1.
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Figure 1. CiscoWorks ICM Home Page

A Interface Configuration Manager - Microsoft Internet Explorer provided by Cisco Systems, Inc.
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Network Planning and Research

CiscoWorks ICM accelerates network research anthjtg for L2 NAC deployment, resulting in fasteptiyments and reduced error
through intelligent automation with the L2 NAC Réesabs Report.

The L2 NAC Readiness Report takes the inventogesices in CiscoWorks RME and displays a graphigpbrt of the L2 NAC
capabilities of each device in the inventory. Thenglarity of capabilities is based on the supmbtéehnologies such as NAC L2 802.1x
and NAC L2 IP. In version 1.0, the analysis is donesupported switches and is based on the hargiatferm and the OS version
running on it. Using this report, network admiragtrs can quickly see which of the devices neeaigsdand which are ready at any

given time. See Figure 2.

Figure 2. CiscoWorks ICM L2 NAC Readiness Report

3 Interface Configuration Manager - Metwork Admission Contral (NAC)-NAC Readiness Report Report - Microsoft Internet Explorer pro

Lisco Srsteus Interface Configuration Manager

Metwork Admission Control (NAC)-NAC Readiness Report Immediate Reportas of 15 Fek 2006, 13:42:30 PST

EIE
L

Showing 1-20 of 168 recorcs

1. rimtg-her-core-6506 1921681599 122018)5%1 7T(0T4)APRT 2003-05-19 10:54:19

2 Ims-hench-3750-2 192188152168 12.220)8E1 UNKNDWAN
3.172.205.250 172.205.250 12.2025EWAT 12.2(259EVA1
4. ne-c3560-4a0s 17220599 12.2(25)5EC UNKROVN
517220105131 17220105131 12 202895E01 UNKNCRAN
61722041554 1722011564 122025560 UNKNEAN

71722011585
81722011586

1722011565
1722011568

12.2025)56(1 93)
BE(OATTIAC

12.2(25)56(1.93)
BS(DATTIIAC

9.1722011567 1722011567 12.2(25)SED UNKNOWN
10,10.77.209.43 10.77.209.43 12202514 122259EWR4
11,1077 210195 1077210196 12.2(25)5EA UNKNCWAN
12192 168 150588 18216815066 1220143581 TI(0T4)APPT 20030518 10:54:18
131077210197 10.77.210497 12.2(255ED1 UNKMOWAN
14, Ims-bench-3550-8 192.168.152.196 121(22E81 8 UNKNOWAN
15. seaview-3550 1722011968 121(8)EAe UNKNCWAN
16.17220115.52 1722011552 124(27) UNKNDWAN
17. Im#-bench-2850-1 192.168.152.184 121020E81 8 UNKMCWAN
1817220521 17220521 5.5(11) s5(11)
19,1077 209142 10.77.209.142 12.08) UNKNCWAN
2017220525 17220525 55013 25013

Cisen Catelyst 5506 Swich
Cisco 3750 Stack

Cisco Catelyst 4508 Swich
Ciszo Catalyst 3560-48PS Switch
Cison 3750 Stackc

Cisca 3750 Stack

Cizco Catalyst 4506 Switch
Cisoo Catalyst 5508 Swich
Cisco Catalyst 3550127 Switch
Cisco Catslyat 4507R Switch
Cisca 3750 Stack

Cison Catalyet 8506 Swich
Cisca 3750 Stack

Cisco Catalyst 3550 24 Switch
Cisco Catalyst 3550 24 Swich
Ciss 2501 Router

Cisco Catalyst 29507 24 Switch
Cisco Catalyst 2935 Swich
Cisco Catalyst 5000 RSM

Cisca Catelyst 4003 Swvich

144 cotopage: 1 |t 8 paes @) [
_WAC | wacizi |

<

RAXAXKR LR
et 3 ¢ 2 AU AT T T U

ﬁm}vspérpa‘ge'|2[l v]

1< Gotopase: 1 of 9panes @) 2]

&] Done

% Lacal intranet

All contents are Copyright © 1992—2006 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

Page 2 of 6



Device and Port Groups
With CiscoWorks ICM, you can divide your networkardevice and port groups in order to maintain fmamore manageable and re-
useable sets of network devices and ports. Thissseansiderable amounts of time for ongoing conéition changes and management.

A device and port group (DPG) is a named groupetHcded devices and the chosen ports on theseedeWdPG can be used in multiple
configurations. CiscoWorks ICM provides a wizarctteate a DPG and you can see the same deviceiggoagpcreated in CiscoWorks
RME. You can choose individual devices or choosewhole group from the device selector.

Port selection provides powerful filtering capalilio make selecting several thousand ports antaeaky You can filter ports based on
port name, port type, port speed, range of podisjiristrative status, operational status, VLAN gssd to ports (with CiscoWorks
Campus Manager integration only), port descripti&n, See Figure 3.

Figure 3. Port Selection GUI Showing Filtering Options

2 Select Ports - Microsoft Internet Explorer provided by Cisco Systems, Inc.
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Easy, Consistent, and Reusable Configuration
Saved configuration templates speed up ongoinggunattion changes and management, reducing deplayinge and increasing
consistency across the network.

e Configuration Instance—CiscoWorks ICM provides aasizto create configuration templates called Caméijon Instances that can
be saved, edited, copied, and reused. The Configareustance contains the selected device andguotips and all the configured
services such as NAC L2 802.1x, NAC L2 IP, etc dawvith a unique name. This Configuration Instanae lbe scheduled to run as a
job at any time or immediately. Any part of the @guration Instance can be edited and re-deplofedonfiguration Instance can be
copied into an exact replica and given a uniqueenam
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e Configuration Instance Browser—CiscoWorks ICM prasda browser window for the Configuration Instangite a navigation tree
panel. The navigation tree panel allows you to egphe configuration instances for easy viewing editing. See Figure 4.

Figure 4. Figure 4 Configuration Instance Browser and its Navigation Tree panel

A Interface Configuration Manager, - Microsoft Internet Explorer provided by Cisco Systems, Inc.
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CiscoWorks LMS Integration
Integration with CiscoWorks LMS reduces valuabarting time and takes advantage of existing Ciscd&/&ME and Campus Manager

capabilities.

e CiscoWorks Resource Manager Essentials—CiscoWorlksitiegrates tightly with CiscoWorks RME’s invenygamodule to obtain
inventory information of supported devices. CiscaW¢dCM uses the device and credential informatiom the Device Credential
Repository (DCR) in CiscoWorks LMS 2.5 and 2.5..sa8Works ICM also uses the device group struatueated in CiscoWorks
RME during the creation of the device and port gourhis allows you to see the same group infoonads created in CiscoWorks
RME. CiscoWorks ICM integrates with the ConfiguostiArchive, Configuration Downloader, and the Jgiproval modules in
CiscoWorks RME to talk to the devices and mainsgiaurity in job downloads.

e CiscoWorks Campus Manager—CiscoWorks ICM integraféds Campus Manager to reduce errors caused by ah&yping, and to
improve overall reliability of the network througbnsistent valid configurations. CiscoWorks ICM suiee discovered network
information from CiscoWorks Campus Manager, suckla&N name and ID, in its GUI. This integration alallows you to filter port
selection based on the VLANs assigned (names antblports (see Device and Port Groups on page 3).

Supported L2 NAC technologies in CiscoWorks ICM
CiscoWorks ICM supports the following L2 NAC techogies:

e NAC L2 802.1x
e NAC L2 IP
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e RADIUS server configuration on switches
e AAA Fail/Open configuration on switches
e MAC exception handling configuration on switches

e Policy-based access control list (ACL) configuration CATOS for the Catalyst 6000/6500 Series only)

PREREQUISITES AND SYSTEM REQUIREMENTS

CiscoWorks ICM 1.0 requires restricted or un-reséd version of CiscoWworks LAN Management Solud (with the December 2005
update applied) or 2.5.1. CiscoWorks RME 4.0.2aterl, which is part of CiscoWorks LMS is requiredaaminimum. CiscoWorks ICM
integrates tightly with Ciscoworks RME and uses ynahits modules to function.

The server and client requirements for CiscoWo@d lare identical to CiscoWorks LMS 2.5.1 becausestalls on top of CiscoWorks
LMS. Please refer to the CiscoWorks LMS 2.5.1 Q8tirt Guide online for details on these systernirements:
www.cisco.com/en/US/products/sw/cscowork/ps2425ipiastallation_guides_list.html

ORDERING INFORMATION

CiscoWorks ICM is available for purchase througfutar Cisco sales and distribution channels woudiéwiTo place an order, visit the
Cisco Ordering Home Page

CiscoWorks ICM licensing options are describechia product bulletin and ordering guide located urlde “product literature” section
here:www.cisco.com/go/cwicm

SERVICE AND SUPPORT

Cisco offers a wide range of services programstelarate customer success. These innovative esmpiograms are delivered through a
unique combination of people, processes, tools pamnthers, resulting in high levels of customeisfattion. Cisco services help you to
protect your network investment, optimize netwopleiations, and prepare the network for new appticatto extend network
intelligence and the power of your business. Foreniimformation about Cisco services, §8seco Technical Support ServicesCisco
Advanced Services

FOR MORE INFORMATION

For more information about the CiscoWorks Interf@omfiguration Manager, visitww.cisco.com/go/cwicnor contact your local Cisco
account representative, or send an e-maildcoworks@cisco.cormr to the Product Marketing groupaak-cwicm-pm@cisco.com
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