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DATA SHEET

CISCO NETWORK CONNECTIVITY CENTER

The Cisco ® Network Connectivity Center (NCC) delivers end-to-  end management across multiple tools, technologies, and
silos. From networks and applications to business i mpact and dashboard views, Cisco NCC manages the en  tire IT
environment in alignment with an organization’s bus iness objectives.

Organizations continue to measure IT investmerginaghow they contribute to business objectiveisn@y organizational goals include
improving service levels and reducing operatingsby optimizing the performance of the infrastuetand the applications that deliver
critical business services.

Cisco NCC is a suite of network and service managgrsoftware that manage increasingly complex astdlolited IT environments in
alignment with business priorities. Using sophatéd modeling, analysis, and automation technoo@esco NCC provides end-to-end
insight into how IT health relates to business ises: It automatically pinpoints service-affectiiaglts and calculates their business impact,
giving you the information you need to maximizevies delivery while lowering operating costs andueing business risk.

Cisco NCC builds on industry-leading, ready-to-tesa cause and impact analysis technology thatgiimig connectivity problems in real time
and identifies their impact. Cisco NCC extends #ratlysis from end to end across the IT environmiraluding multitechnology,
multivendor networks; operations support system3Dfackaged, and proprietary applications; anihiess services and processes.

Figure 1
Cisco NCC Overview
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Cisco NCC features include (Figure 1):

« Fast, accurate discovery of the entire environment

« Built-in information model that maps components émelr relationships across layers
« Automated root cause analysis—no rules writing negli

« Business impact analysis that aligns IT with busénebjectives

« Advanced automation, including analysis, escalatonl updates

« Scalable architecture to manage the world’s largéststructures

 Flexible, Web-based dashboard views

FAST, ACCURATE DISCOVERY

Cisco NCC provides comprehensive autodiscoveryraftaset of components and relationships in L&yehe IP layer, and the application
layer, including hosts, network devices, cardstfafLANSs, cables, network connections, interfatBspetworks, databases, application
processes, and application agents. Autodiscovey siveral data sources and interfaces, includmgl& Network Management Protocol
(SNMP), system, and application agents. In additiggen APIs support the importing of data from pietary element and network managers
and provisioning systems, and GUI tools are avkdltdcompile a complete picture of the environment

BUILT-IN INFORMATION MODEL

A common information model is needed to understama underlying network and application resourcegpsut services and customers.
Cisco NCC uses patented technology to build a ceh®rsive model of the managed environment, inctudihcomponents and their
relationships, behaviors, and interactions—fromrtésvork to the business level. Detailed maps dysplactly what exists in the
environment, including where the components aratéat; their interdependencies, and their real-statis.

Cisco NCC models more than 100 abstract classekjefts and more than 50 types of relationshipsdet them; new class models
are constantly being added. While business sergieenot autodiscoverable, Cisco NCC provides sé@dl-based tools for modeling these
services and their relationships to the “last mdéthe infrastructure.

AUTOMATED ROOT CAUSE ANALYSIS
Cisco NCC provides real-time, detailed network apglication analysis for complex IT environmentsalysis is built into each module, so
resource-intensive rules writing is not required.

At the network level, Cisco NCC automates root eaarsd impact analysis for IP, ATM/Frame Relay, Bhdtiprotocol Label Switching
(MPLS) VPNSs and routing protocols, and can crogsetate events and their impacts across domaintheAapplication level, Cisco NCC
pinpoints the root cause of application problemsnstier they happen—in the network, in the applicaitigelf, or in related systems or
applications. Cisco NCC's cross-domain correlatinks analysis from multiple domains for an endetud analysis solution.

This powerful analysis delivers significant bergfit

* Reduces costs by automating root cause and impalbytsis and eliminating rules writing

« Maximizes IT availability by helping you find antkfproblems that matter—before they affect business

« Allows you to deliver better, more reliable sergid¢e your customers by turning thousands of confusivents into specific problems and
impacts
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Figure 2
Automated Root Cause Analysis
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BUSINESS IMPACT ANALYSIS

Cisco NCC's Business Impact Module automaticallguates the effect of infrastructure and applmatiaults on business services. Impact
calculations are based on values that users assi@rstomer, service, and infrastructure componeatording to business importance.
Analysis can be customized to include external dathnon-IT notifications.

Business impact analysis relies on Cisco NCC'sthiinformation model, which maps complex busingsscesses across infrastructures and
applications to the business level, including #dationships between business processes and aagtmcture, applications, or services that
support them, and lateral relationships and impaet&een related business processes.

Figure 3
Cisco NCC Business Impact Analysis
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Business impact analysis supports business goals by

< Improving service-level agreement (SLA) compliabgecalculating which underlying faults affect cusirs and services
» Optimizing use of skilled resources and allowingaorizations to prioritize corrective action on gireblems that matter most
« Maximizing service availability and performance bmtter competitive advantage, profitability, andtomer loyalty

ADVANCED AUTOMATION

As infrastructures become more complex, so doesageanent—but IT teams still must find ways to do mwith less. Cisco NCC automates
the most challenging and error-prone managemeks, taecluding discovery, modeling, analysis, wookifescalation, and updates. By
automating these high-cost, labor-intensive fumsjdCisco NCC helps organizations to lower opegatiosts, improve productivity, increase
revenue, and reduce business risk.

Most significant are the automation of analysispaa@on and updates. At deployment, Cisco NCC'slligient analysis adapts automatically
to the managed environment, eliminating high dgw@lent costs and speeding time-to-value. The arsadysd adjusts automatically as the
environment changes, eliminating high-cost maimenaf rules and scripts, and enabling organizatioradd new technology with
confidence.

SCALABLE ARCHITECTURE

Cisco NCC architecture follows the most advancettiiuted systems software technology principlessés object-oriented design and
development, programming languages, compilers,atiper systems, middleware, networking protocols, ather software technology
disciplines to provide a highly scalable solution.

Cisco NCC's recursive architecture distributes tatdta collection and data analysis to eliminatéabdity bottlenecks. It synchronizes
multiple cooperating distributed processes to te\d single system image. Patented analysis temimobntributes to scalability by
precomputing logic, which remove computation-intee®perations from the real-time critical pathgddoy using exceptionally fast and robust
computational algorithms. These design factors len@lsco NCC to manage the world’s largest and roostplex infrastructures.

FLEXIBLE, WEB-BASED DASHBOARD VIEWS

The Cisco NCC Business Dashboard combines datardewmalysis and high-level graphics to deliver-tzdsed views to business and
operations users. Users can customize their screigmseveral view components—including summariegifications, maps, and status
charts—that are enhanced by a selection of icohsts;@nd backgrounds. These components can alsmbedded into third-party portals or
custom Web pages, creating a desktop layout witlipleiinteractive sources of content. The stat¢hefart Business Dashboard includes
advanced features, such as access control witfesiign-on and context sharing among screen conmgene

As Cisco NCC's presentation layer, the Businesshbaard is populated by intelligent, real-time as@yFigure 4). Topology views show
problems in context of the entire infrastructureets$ can drill down through the business servieeeothe health and status of components, as
well as the impact of service-affecting faults. Bese Cisco NCC isolates faults automatically afférdintiates real problems from their
symptoms, it eliminates the data overload thatatatter dashboard screens. Instead, users havingistformation they need to ensure
availability and performance of business-critiaivéces. And, this information updates dynamicaliythe environment changes, so the
Business Dashboard display is always accurate prid-date.
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Figure 4
Cisco NCC Business Dashboard
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SYSTEM REQUIREMENTS
Table 1 lists Cisco NCC system requirements.

Table 1

Cisco NCC System Requirements

Software Solaris 2.8 or 2.9, Windows 2000 Server, Windows XP (console only)

SERVICE AND SUPPORT

Cisco Systenfsoffers numerous innovative services programs telacate customer success. These programs arerelithrough a unique
combination of people, processes, tools, and paitnesulting in high levels of customer satisfattiCisco services help you to protect your
network investment, optimize network operationgl prepare the network for new applications to ecteetwork intelligence and the power
of your business. For more information about Ciservices, se€isco Technical Support ServicesCisco Advanced Services

FOR MORE INFORMATION
For more information about the Cisco NCC, contatnjocal account representative or visit:

http://www.cisco.com/en/US/products/ps5934/indaxlht
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http://www.cisco.com/en/US/products/svcs/ps3034/serv_category_home.html
http://www.cisco.com/go/services
http://www.cisco.com/en/US/products/ps5934/index.html
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