Cisco SYSTEMS

Q&A

CISCOWORKS QOS POLICY MANAGER 3.2

GENERAL

Q. What is CiscowWorks QoS Policy Manager (QPM)?

A. CiscoWorks QPM is an important enabler of end-td-gunality of service (QoS) for IP networks. Ciscol®QPM 3.2 is a secure, Web-
based, QoS management tool that combines centtatiaific monitoring with networkwide configuratiaf Differentiated Services (DiffServ) for
data, voice, and video applications, simply bynakadvantage of the Cistcimtelligent infrastructure.

Q. What are the benefits of CiscoWorks QPM?

A. CiscoWorks QPM can improve converged network ojmmatby providing a centralized, intelligent, ambeeffective way to manage traffic
according to enterprise requirements. Network adsmitors can take full advantage of built-in Ci$@®® Software and Cisco CatalyDperating
System (Catalyst OS) QoS mechanisms, gain vigibiito traffic throughput at different points inetimetwork, and enable networkwide
performance protection for voice, video, and caitidata. Improved productivity is gained throughQuanagement that spans from baseline
profiling of traffic by top applications and diditition of traffic by service classes to networkwi@eS provisioning and monitoring for QoS policy
validation.

NEW FEATURES
Q. What features are new to CiscoWorks QPM 3.2?
A. Table 1 describes the new features included ino®ikirks QPM 3.2.

Table 1. CiscoWorks QPM 3.2 Features

Features

Enhanced QoS management reliability and performance
Includes CiscoWorks Common Services Software 2.2
Explicit support for the following device operating systems:
¢ Cisco I0S Software Release 12.3

¢ Cisco Catalyst OS 7.2 and Catalyst OS 8.1

Support for QoS on tunnel interfaces

New device support:

¢ Cisco Catalyst 2948 Switch

¢ Cisco Catalyst 3750 Series switches with support for class of service
(CoS)/differentiated services code point (DSCP) mappings, marking, and policing

¢ Cisco Catalyst 6500 Series Policy Feature Card 3 (PFC3) and Multilayer Switch
Feature Card 3 (MSFC3)

Japanese-OS on Windows

Netscape Navigator browser 7.1
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For more information about device and software supplease visit

http://cisco.com/en/US/products/sw/cscowork/ps2p@ducts _device_support_tables_list.html

Use CiscoWorks QPM on its own server (recommendedgtimal performance), or in conjunction with ettCiscoworks solutions as follows:

« CiscoWorks VPN/Security Management Solution (VMS) 2
¢ CiscoWorks LAN Management Solution (LMS) 2.2
« CiscoWorks Routed WAN Management Solution (RWANj 1.

Q. Is CiscoWorks QPM 3.2 compatible with Ciscoworks\@®.1, 3.0, or 2.1?

A. Yes. Please note that there is a policy-convernsiiity for CiscoWorks QPM 2.1 to QPM 3.2. If youeaa QPM 2.1 user, it is recommended to
first become familiar with the CiscoWorks QPM 3skuinterface, workflow, and product features befmnverting QPM 2.1 policies. This will
allow you to plan in advance how you want CiscoV¢d@@M 2.1 policies to be structured within the Gistorks QPM 3.2 management tool.

MONITORING

Q. Isit possible to use QoS monitoring without Ciseaa®é QPM 3.2 policy deployment?

A. No. QoS policies must be deployed to the netwoikgi€iscoWorks QPM 3.2 to enable QoS monitoring ambrting in the management
tool.

Q. Can I use CiscoWorks QPM 3.2 monitoring with Cisooters and switches?
A. ltis possible to use CiscoWorks QPM 3.2 monitorwvith central and remote Cisco routers only (Ci2660, 2600, 3600, 3700, 4000, 7000,
and 7500 series). Enterprises will use CiscoWorR#1@.2 monitoring to collect QoS statistics fromnits listed in Table 2:

Table 2. CiscoWorks QPM 3.2 Monitoring of QoS Statistics

MIB Type Cisco 10S Software Release

Class-Based QoS (CBQoS) MIB used for modular Cisco 10S Software releases 12.2, 12.2T, and 12.3
QoS-defined policies

Committed access rate (CAR) MIB used for Cisco 10S Software releases 11.1cc, 12.0, 12.1,
non-modular, QoS-defined policies 12.2,12.2T, and 12.3

Q. What kind of QoS feedback is possible with Ciscokga@PM 3.2?

A. CiscoWorks QPM 3.2 monitoring is used to baselirafile traffic for top applications (for exampleAB, Oracle, PeopleSoft, custom
applications) and DiffServ classes (for examplal-tene, business-critical, best-effort) and toidate QoS settings and results (for example: Is the
“silver” service class for business-critical apptions getting 40 percent of the link? Are rateHiing bandwidth applications such as Gnutella
working?). Historical analysis monitors traffic,tvia start and end time, for all policies on onenore interfaces, polling on a regular basis and
storing the gathered data. Real-time analysis rmmnitaffic for all policies on one interface contously, in real time (no data is stored).
Information is presented in bits or packets peosdand graphed as a line or bar chart. Analysisidtes displaying traffic statistics (including
network-based application recognition [NBAR] filsgtbefore and after QoS policy deployment and ef@@oS action statistics. The following
statistics can be graphed:

« Policies
— Traffic matched per class prior to QoS actions
— Traffic matched per class after QoS actions
— Traffic matched per class discarded by QoS
« Filters—distribution of matching traffic by policylter statements
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¢ QoS actions—Queuing, Weighted Random Early Dete€WéRED), traffic shaping, and policing

Q. Can | do further analysis with a third-party apgtion such as Microsoft Excel or Concord Commurices eHealth?
A. Yes. CiscoWorks QPM 3.2 has an export option teaegates an Extensible Markup Language (XML) foteasfile that contains monitoring
statistics that can be imported into third-partplagations for further analysis.

Q. How does CiscoWorks QPM 3.2 monitoring fit with tGisco Network Analysis Module (NAM) for the Cis@atalyst 6500 Series and Cisco
7600 Series in a CiscoWorks traffic-managementt&i@

A. You can use the Cisco NAM with CiscoWorks QPM Zedomplete LAN and WAN traffic management. Thed@i®\AM can characterize
traffic patterns on the LAN by automatically detegtknown and unknown applications, categorizedhaists and conversations. Cisco NAM has
onboard instrumentation, including NetFlow suppfat,traffic management. When used with CiscoWdpiaM 3.2, the Cisco NAM gives network
administrators a complete Cisco solution for traffnalysis and LAN and WAN troubleshooting.

Q. What parameters impact CiscoWorks QPM 3.2 traffanitoring performance?

A. Several parameters impact CiscoWorks QPM 3.2 monggerformance: polling interval time; networlspgnse time; polled data (number
and type of policies); number of interfaces; seo@ifiguration; and disk space. For more infornmatiefer to the CiscoWorks QPM QoS Analysis
tutorial at:

http://www.cisco.com/en/US/products/sw/cscowork(®®prod_installation_guides_list.html

Q. What is the maximum length of time a QoS monitoriagk can run?
A. The maximum length of time a monitoring task camisisix months.

Q. How many router interfaces can be viewed in a sigghph?

A. Itis possible to display up to 12 interfaces igraph for a single policy (for example, voice tiaffets low-latency queuing [LLQ] and 33
percent of link) or display several graphs, ead widifferent interface but for a common set dfgies (for example, gold—voice, silver—
SAP/Oracle, bronze—best effort). Both views provadeetwork administrator with QoS feedback for atihap path, including bandwidth use and
dropped packets per interface and per service.class

DEPLOYMENT AND ADMINISTRATION

Q. Does CiscoWorks QPM 3.2 support large-scale Qo®geents?

A. CiscoWorks QPM 3.2 includes features and functiorenable QoS management for large networks. Tabdkscribes these features included
in CiscoWorks QPM 3.2.

Table 3. CiscoWorks QPM 3.2 QoS Management Features

Features
Relational database (part of CiscoWorks Common Services) for storage of policies and QoS statistics
Structured management that includes deployment groups with integrated policy groups and device groups

Deployment control, allowing guidelines to dictate the number of devices in a concurrent deployment and
schedule

Support for Secure Sockets Layer (SSL) policy distribution to devices

As part of defining a policy group, generation of a capabilities report indicating common QoS functions for various
devices running different Cisco IOS versions

Policy libraries that include Cisco or user-defined templates that can be copied, modified, or attached to multiple
policy groups for “one-to-many” configuration

Scheduled backups to an offsite server

© 2005 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 3 of 7


http://www.cisco.com/en/US/products/sw/cscowork/ps2064/prod_installation_guides_list.html

Administrative domains

Q. How many authorization roles are supported in Giéeks QPM 3.2?

A. CiscoWorks QPM 3.2 has various permissions (vieadlify, deploy) for different roles. What a user @min Ciscoworks QPM 3.2 depends
on the assigned role. CiscoWorks Desktop offers fiossible roles, each with a set of permissiosigiasd to a single default device group. For
example, the system administrator role has globahssion to view and modify policies but not dgptbem. When using Cisco Secure Access
Control Server (ACS), CiscoWorks QPM 3.2 inhettits tlefined administrative device groups and roketaermissions. Cisco Secure ACS
allows for three different roles associated witfiedent device groups. For example, a user may Bgseem administrator permission for western
U.S. routers only.

Q. Isit possible to deploy policies based on an eskrigger?

A. CiscoWorks QPM allows external applications togegthe distribution of policies to the network fodeployment group (you can have more
than one deployment group), by issuing an HTTP esgurhis feature allows you to implement eventiroe-based triggering of policy

deployment, as required. Certain parameters muisicheled in the HTTP request. They include: usemauser password, device group name, and
deployment group name.

NETWORK CONVERGENCE

Q. How does CiscoWorks QPM 3.2 help in building andhaging converged networks?

A. CiscoWorks QPM 3.2 takes advantage of the Cisa@dligent network to control delay and packet logsu can provision end-to-end service
classes for critical data (for example, SAP, OraekopleSoft, custom applications) and real-tirafitrgenerated by voice gateways, IP phones,
and IP videoconferencing systems. You can use @iscks QPM 3.2 QoS analysis to determine if sergless policies deployed to the network
are delivering the desired results.

Q. What does CiscoWorks QPM 3.2 offer for IP teleptdny

A. |P telephony usually requires a rather complex QmSiguration for the devices that carry voiceficafiows. IP telephony QoS management
is one of the primary features of CiscoWorks QPRI iscoWorks QPM 3.2 includes a rules-based, Byegtep wizard with a built-in library of
predefined QoS policy templates based on Ciscgdesicommendations. These predefined policies diowccurate, fast configuration of voice
QoS mechanisms on switches and routers, yet camlédied as needed to meet specific network requargts. Provisioning QoS for IP telephony
in an enterprise network becomes a simple taskrenthe wizard intelligently maps policy templatesietwork devices (the user can reassign the
default mappings as needed). CiscoWorks QPM 3iatdudes a network voice-readiness report (devicat have all the required software and
hardware to support QoS for voice) and deploymaditaQoS monitoring can be used for troubleshapéind adjusting policies as needed.

VIRTUAL PRIVATE NETWORK

Q. How does CiscoWorks QPM 3.2 help in building andhaging converged networks?

A. CiscoWorks QPM 3.2 is used to specify policiesrfetwork elements (refer to the CiscoWorks QPM 2viak support list). If a given
network element also serves as an IP Security P&eN endpoint, the network administrator showdsider enabling QoS “preclassify” on the
router interface so that granular QoS classificatising CiscoWorks QPM 3.2 can be facilitated. QusS policy should be specified for the
interfaces associated with IPSec cryptographic majgsoWorks QPM 3.2 also supports MultiprotocobebSwitching (MPLS) and MPLS VPNs
by providing EXP bit matching and setting. WhemagsCisco |0S Software Release 12.2 (11)T or léer CBQoS MIB works with QoS
preclassify enabled, so CiscoWorks QPM 3.2 cansied for monitoring on those router interfaces.

INSTALLATION AND COMPATIBILITY
Q. What operating systems does CiscoWorks QPM 3.2a&tpp
A. CiscoWorks QPM 3.2 server software is availabl&\indows 2000 Professional, Server, or Advanced @emith Service Pack 3 or 4.
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Q. Can CiscoWorks QPM 3.2 use device inventory dateesdtin Ciscoworks Resource Manager Essentials (RME
A. Yes. CiscoWorks QPM 3.2 can import device invenfooyn CiscoWorks RME 3.3, 3.4, and 3.5 installedttes same (CiscowWorks RME 3.5
only) or separate server.

Q. Should Ciscoworks QPM 3.2 be installed on its owdidated server?
A. Yes. If you plan to use CiscoWorks QPM 3.2 with jnan complex historical monitoring tasks, it is besuse a dedicated server to allow for
maximum performance and disk space to store QdiStita collected from the CBQoS MIB.

Q. Can CiscoWorks QPM 3.2 be installed on the samees@vith other CiscoWorks applications?
A. Yes. CiscoWorks QPM 3.2 can be used with the fdligwCiscoWorks solutions on the same server:

« CiscoWorks VPN/Security Management Solution (VMS) 2
¢ CiscoWorks LAN Management Solution (LMS) 2.2
* CiscoWorks Routed WAN Management Solution (RWAN] 1.

ORDERING AND FULFILLMENT INFORMATION
Q. How do | order CiscoWorks QPM 3.2?
A. The CiscoWorks QPM 3.2 software is available forchase through regular Cisco sales and distribufi@mnels worldwide.

To place an order, visit the Cisco Ordering HomgePa

Q. | have Ciscoworks QPM 2.x. Is CiscoWorks QPM 3.2ilable for free?
A. No. CiscoWorks QPM 2.1 customers who want QPM 3uatrpurchase the QPM 3.2 upgrade using part nu@Wa&pPM-3.2-URUP-K9.

Q. | have Ciscoworks QPM 3.1. Is CiscoWorks QPM 3.2ilable for free?
A. Yes, if you have a valid Software Application Sug8AS) service support agreement. Customers @GighoWorks QPM 3.x SAS
agreements may request entittement update kits fihenCisco Product Upgrade Tool at www.cisco.comrage.

Q. Where do I go to obtain part number and orderifigrination for Ciscoworks QPM 3.2?
A. Refer to the CiscoWorks QPM 3.2 product bulletinrfoore information:

http://www.cisco.com/en/US/products/sw/cscowork(®®prod_bulletins_list.html

FOR MORE INFORMATION
For more information about the CiscoWorks QoS Rdlitanager, visitvww.cisco.com/go/gpner contact your local account representative at
Cisco Systenfsor send an e-mail to the Customer Support grogsedworks@cisco.com
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