Cisco SYSTEMS

Q&A

CISCOWORKS WIRELESS LAN SOLUTION ENGINE EXPRESS

OVERVIEW

Q. What is the CiscoWorks Wireless LAN Solution Eng{iéLSE) Express?

A. CiscoWorks WLSE Express is an integrated managearhsecurity solution that helps simplify and audite the deployment and security of
Ciscd Aironef’ access points. It provides a solution for smaitl midsized-businesses (SMB) and enterprise braffaie WLAN deployments of
up to 100 Cisco Aironet access points located | ammultiple locations. CiscoWorks WLSE Expresa omponent of the Cisco Structured
Wireless-Aware Network (SWAN) autonomous accessypgnlution. It provides comprehensive air/radegirency (RF) and device-management
capabilities in ways that simplify deployment, redwperational complexity, and provide administitosibility into the WLAN. By automating
several RF and device-management tasks, CiscoWGH&E reduces the costs and time needed for WLANogepent, management, and security.

CiscoWorks WLSE Express also provides an integratelembedded authentication, authorization, andwting (AAA) server for user
authentication, making it an ideal solution for meeand branch-office deployments with limited WABNdwidth. This solution also provides
survivability for WAN failure scenarios and allowsers to authenticate locally. It supports pophbtensible Authentication Protocol (EAP) types
including Cisco LEAP, Protected EAP (PEAP), EAPXi}e Authentication via Secure Tunneling (EAP-FAS3nd EAP- Transport Layer
Security (EAP-TLS).

CiscoWorks WLSE Express supports up to 50 Ciscorfét access points and 500 AAA user accounts, avitbptional license upgrade to support
100 Cisco Aironet access points and 1000 AAA useoants. Please refer to the CiscoWorks WLSE Esgpilata sheet on upgrade option for 100
access points.

Q. What is the Cisco SWAN?

A. Cisco SWAN provides the framework to integrate arténd wired and wireless networks to deliver thvedst possible total cost of ownership
(TCO) for companies deploying WLANSs. Cisco SWANeaxds “wireless awareness” into important elemehtsenetwork infrastructure,
providing the same level of security, scalabiligijability, ease of deployment, and managementozless LANS that organizations have come to
expect from their wired LANSs.

Q. What are the primary benefits of Cisco SWAN?

A. Cisco SWAN reduces overall operational expensesirnplifying network deployment operations and mamagnt. With Cisco SWAN,
several, hundreds, or thousands of central or relynticated Cisco access points can be manageddrsingle management console. Cisco
SWAN:'s flexibility allows network managers to desigetworks to meet their specific needs, wheth@iémenting a highly integrated network
design or a simple overlay network.

Q. What role does CiscoWorks WLSE Express performminGisco SWAN framework?

A. CiscoWorks WLSE Express provides centralized, cein@nsive management for the Cisco SWAN autonomoeesa point solution.
CiscoWorks WLSE Express, working with Cisco Airoaetess points, provides visibility into the RFwmtk, including coverage displays,
continual “Air/RF” monitoring, network security vitintrusion detection and suppression, simplifiegldyment, self-healing capabilities, and
network optimization. CiscoWorks WLSE Express aseists network managers by automating and sinmgdifsnass configuration deployment,
fault and policy monitoring and alerting, trackiwigreless clients, and reporting.
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Q. Where can | read more about Cisco SWAN?
A. For more information about Cisco SWAN, vikitp://www.cisco.com/go/swan

DEVICE SUPPORT

Q. How many Cisco Aironet access points can CiscoWWkSE Express manage?

A. CiscoWorks WLSE Express manages up to 50 Ciscon@traccess points, with an optional license upgradepport 100 Cisco Aironet
access points.

Q. How many users does the integrated AAA server ae@orks WLSE Express support?
A. The standard CiscoWorks WLSE Express supports Gf@ausers, or up to 1000 users with the licenggage version of Ciscoworks
WLSE Express, which supports 100 Cisco Aironet se@mints.

- What EAP protocols are supported on CiscoWorks WESfress integrated AAA server?
CiscoWorks WLSE Express supports LEAP, EAP-FASTAPEand EAP-TLS.

Does CiscoWorks WLSE Express provide feature pavityh Ciscoworks WLSE in terms of management feagupport?

Yes.

- Which Cisco Aironet access points are supporte@isgoWorks WLSE Express?
. CiscoWorks WLSE Express supports Cisco Aironet 12@0 Aironet 1200, Aironet 1130 AG, Aironet 110MdBAironet 350 series access
points. It also supports the Cisco Aironet 1310&sscPoint/Bridge and Aironet 1400 Wireless Bridge.

PO PO PO

Q. Does CiscoWorks WLSE Express support the Cisco B¥ies lightweight access points (formerly Airespaccess points)?
A. No. The Cisco 1000 Series lightweight access pairesupported by the Cisco Wireless Control System

Q. Do Cisco Aironet access points need to run Cisc® ISbftware to support the Cisco SWAN framework?
A. Yes, only Cisco Aironet access points running Ci€28 Software can support Cisco SWAN and send Riagement data back to
CiscoWorks WLSE Express.

Q. Can CiscoWorks WLSE Express upgrade Cisco Airo2801and Aironet 350 series access points runningydfks software to Cisco
I0S Software?

A. Yes, CiscoWorks WLSE Express provides centralizadsitonversion capabilities. Some configuratiotinggt are not preserved in this
conversion process, but they can be easily rectesieg the configuration templates available isc@Works WLSE Express.

Q. Does CiscoWorks WLSE Express support Cisco Airaviegless bridges?

A. Yes, CiscoWorks WLSE Express provides network mamamt support, including configuration, monitoriagd reporting for the Cisco
Aironet 1400 and Aironet 1300 in wireless bridged®oCiscoWorks WLSE provides Cisco SWAN Radio Mamagnt support for the Cisco
Aironet 1300 when it is configured in access-ponuide.

Q. Does CiscoWorks WLSE Express support IEEE 802.41and g networks?
A. Yes. CiscoWorks WLSE Express supports IEEE 802.iland g networks.

Q. Does CiscoWorks WLSE support the Cisco WirelesBhBne 79207?

A. The Cisco Wireless IP Phone 7920 is supported bga®Vorks WLSE Express as a wireless client. Cisa/@&/LSE Express provides
client-association reports and client-tracking supfor the Cisco Wireless IP Phone 7920. The tlisacking feature can be used for
troubleshooting and finding associated access @oint
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Q. Does CiscoWorks WLSE Express support the Ciscolyt&500 Series Wireless LAN Services Module (WLSM)?

A. Yes. CiscoWorks WLSE Express interoperates withGiseo SWAN Wireless Domain Services (WDS) softwiaeture. Cisco SWAN WDS
can runs on both Cisco Aironet access points aadCthco Catalyst 6500 Series WLSM. Cisco SWAN WQ§ragates radio management
information received from the access points arnehtlilevices and sends this information to the Gismdks WLSE Express where it is used to
manage, monitor, and control the RF environment.

RF MANAGEMENT AND WIRELESS DOMAIN SERVICES

Q. What is Cisco SWAN Wireless Domain Services (WDS)?

A. Cisco SWAN WDS is a collection of Cisco 10S Softeéeatures that enhance WLAN client mobility, helisure WLAN security, and
simplify WLAN deployment and management. Cisco SWMWIDS can be located in Cisco Aironet access pantisco Catalyst switches. The
Cisco SWAN WDS device communicates with CiscoOWAOKSSE.

Q. What platforms can operate a Cisco SWAN WDS device?
A. A Cisco SWAN WDS device can be a Cisco Aironet 128 Aironet 1200, Aironet 1130 AG, or Aironet 1186ries access point, or a Cisco
Catalyst 6500 Series WLSM.

Q. Is Cisco SWAN WDS required for RF management wienQisco SWAN autonomous access-point solutiorsés®
A. Yes. AWDS device is required for the Cisco SWANess-point solution. For deployments that use aqoeimt-based WDS, at least one
Cisco SWAN WDS access point per subnet is reqdoe®F management of that subnet.

Q. How is Cisco SWAN WDS related to Ciscoworks WLSEpEess?

A. RF measurements taken by access points (and olfi@isco or Cisco compatible client devices) witkd given subnet are aggregated by the
WDS device and forwarded to CiscoWorks WLSE Expfesanalysis. Based on the measurements receivatthe WDS device, CiscoWorks
WLSE Express can detect rogue access points, énéeide from other devices, provide assisted siteegs, and support WLAN self-healing for
optimal channel and power-level setting.

Q. Can Cisco Aironet access points support clientdendianning the air/RF environment?
A. Yes. Cisco Aironet access points are multifunctiolmaaddition to serving clients, they also prawigir/RF monitoring.

Q. Are third-party switches supported for rogue acqesst switch-port tracing and shutdown?
A. No. CiscoWorks WLSE Express uses the Cisco DisgoRentocol and other Cisco SNMP MIBs to trace rogoeess points to specific switch
ports, and thus supports Cisco switches exclusively

Q. Can arogue access point configured on a diffesleatnel than the access point scanning the RFamagnt be detected?
A. Yes. Cisco Aironet access points can monitor bloghserving channel and nonserving channels, sgueraccess point configured on a
different channel than the access point scanniadrth environment can be detected.

Q. Is there service disruption to associated cliemtgn an access point performs air/RF scanning?
A. No. There is no service disruption to associatahtd when an access point performs air/RF scanning

Q. Can an IEEE 802.11a rogue access point be detegtad IEEE 802.11b/g radio?
A. No. An IEEE 802.11a radio is required to detectEfBE 802.11 rogue access point. The dual-mode I&EE11a/b/g Cisco Aironet 1230 AG,
Aironet 1200, or Aironet 1130 AG series access fsaian be deployed to detect IEEE 802.11a/b/g raguoess points.

WIRELESS LAN INTRUSION DETECTION AND PROTECTION
Q. Can Cisco Aironet access points support clientdendianning the air/RF environment?
A. Yes. Cisco access points are multifunctional. Iditimh to serving clients, they also provide air/RBnitoring.
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Q. What is the Cisco SWAN Integrated WLAN IDS for amonous access points?

A. Cisco SWAN Integrated WLAN IDS uses a Cisco Airoaetess point deployed with its radio (802.11ayly) placed in multifunction mode
to service client devices and provide WLAN intrusimonitoring. In this configuration, an access péumctions as both an active 802.11
infrastructure device and as an 802.11 scanninigeleBasic WLAN IDS capabilities such as rogue asgeoint detection and unauthorized client
network detection are supported.

Q. What is the Cisco SWAN Dedicated WLAN IDS for autamous access points?

A. Cisco SWAN Dedicated WLAN IDS uses a Cisco Airoaetess point deployed with its radio (802.11arlg)@laced in scanning-only mode
to support only WLAN intrusion monitoring. In thi®nfiguration, an access point functions as ani808canning-only device providing
continuous, 24-hour monitoring of the RF environmd&ime access point’s full bandwidth is dedicatethtrusion detection RF monitoring.

Q. How do I deploy Cisco Aironet access points opegpin scanning-only mode?

A. Cisco Aironet access points operating in scanninig-mode are deployed as dedicated access poidetéot intrusions. Because scanner-
mode access points are not supporting client deviog/ a small number of access points, with higjaén antennas, need to be deployed for
complete dedicated WLAN IDS. Scanner-mode accesggpcan also be deployed as an overlay to aniegisttegrated WLAN for advanced
WLAN IDS support.

Q. How does CiscoWorks WLSE Express contain any regeess points that have been detected througlFainitoring?

A. CiscoWorks WLSE Express traces the switch porhefdetected rogue access point. It provides antiféemeans of tracing rogue access
points by monitoring and using the clients assediab rogue access points. When a switch poracett, CiscoWorks WLSE Express can shut
down the switch port, disabling the rogue devicerfraccessing the network.

DEPLOYMENT, MANAGEMENT, AND TROUBLESHOOTING

Q. How does CiscoWorks WLSE Express provide autontatifiguration for factory default access-point asphent?

A. Automatic configuration facilitates automatic dowading of configurations to newly deployed accesiats and bridges based on customer-
defined templates. This simplifies and speeds apl#ployment of new access points. CiscoWorks WES$ress 2.11 introduces a deployment
wizard that allows administrators to define thainfiguration policies for access points up fronsdxhon the location. The wizard also simplifies
and automates the setup for access-point-based WiB&Works WLSE Express can automatically desgagtrimary and backup access-point-
based WDS per subnet and automatically generafegooations and credentials.

Q. How does access point automatic configuration work?

A. The network administrator can use the CiscoWorksS®IExpress deployment wizard and specify the aquaiss configuration policies and
setup based on the location (subnet). When theateass point boots, it receives the CiscoWorks WESfress information from the Dynamic
Host Configuration Protocol (DHCP) server and davadls the default configuration. Specific configimattemplates based on device type, subnet,
and software version can be applied automaticailguthorized access points.

Q. Can shared keys and other security parametersrifigieed automatically?
A. Yes. Shared keys and other security parameterBeannfigured using the specific configuration téates based on device type, subnet, and
S0 on.

Q. Can CiscoWorks WLSE Express be used to archivesagueint and bridge configurations?
A. Yes. CiscoWorks WLSE Express can save up to foofigorations for each device. Device configurateam be archived on demand, or
scheduled to run periodically. Users can view, d&gaand compare configurations.

Q. Is a client walkabout required for the assisted sitrvey?

A. No. Client walkabouts are optional for the assisiégl survey. CiscoWorks WLSE Express can provigténal channel and power-level

settings based on only the access-point air/RF tmamg phase of the assisted site survey. Howeaforming client walkabouts during the
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assisted site survey is recommended because éaises the coverage for RF management and it makaegte surveys more effective. A Cisco
client adapter or a Cisco compatible client adapaerbe used to perform a client walkabout.

Q. What does a “scan-only” or “scanner-mode” accedstpoovide?

A. Scanner-mode access points are dedicated access {hait are used to monitor the air/RF environnfi@nintrusions. Scanner-mode access
points do not support client associations; they ombnitor the air/RF environment. They provide emtead WLAN IDS features such as detecting
unregistered wireless clients, in addition to b&¥ICAN IDS capabilities such as rogue access-po@téction and unauthorized client network
detection. They provide continuous, 24-hour, uminigted air/RF scanning.

Q. How is the Cisco SWAN autonomous access-point lgelf-healing?

A. If CiscoWorks WLSE Express detects that an acces has failed, it compensates by automaticaltyeasing the power and cell coverage of
nearby access points. This WLAN self-healing miziesithe outage impact to wireless client devicesnaaximizes the availability of wireless
applications. Self-healing also recalculates povesrerage when the radio comes back up. CiscoWolkSB\Express also periodically assesses the
performance of the network from the establishedbradtting or performance baseline. Alerts are grd for performance degradation.

Q. When CiscoWorks WLSE Express increases the powacasss points to cover for a lost radio acces# jpoiring WLAN self-healing, is
there service disruption to existing client devites
A. No. There is no service disruption to client desiassociated to access points that have increlasigghower during WLAN self-healing.

Q. Can CiscoWorks WLSE Express be used to track dagselient device?

A. Yes. CiscoWorks WLSE can be used to discover theciated access point of a specific client dev@tient lookup by MAC address, user
name, and client name are supported. User nameppasksupported for IEEE 802.1X Cisco LEAP and &ct#d Extensible Authentication
Protocol (PEAP) running on Cisco Secure Access @b8erver. Because Cisco SWAN WDS notifies CiscodWLSE Express when a client
roams, this information is available in near r@aktas opposed to a polling-based model.

MONITORING

Q. How does CiscoWorks WLSE Express gather fault arfbpmance data?

A. The CiscoWorks WLSE Express queries standard Sinetaork Management Protocol (SNMP) MIBs from Cislevices whenever
possible. Administrators can specify polling intds/and define thresholds for monitored data. Wthegsholds are exceeded, CiscoWorks WLSE
Express can generate northbound alarms and treqsgth SNMP traps, syslog messages, and e-mailcatitins. This allows wireless fault
information from deployed CiscoWorks WLSE Expressides to be consolidated using a higher-level agkwnanagement system, such as HP
OpenView or the Cisco Information Center.

Q. Can there be multiple syslog or trap receivers ibetive messages from the Ciscoworks WLSE Express?
A. Yes. Multiple syslog or trap receivers can be dfin

Q. Does CiscoWorks WLSE Express receive SNMP traps fitee WLAN infrastructure?
A. No. CiscoWorks WLSE Express monitors the WLAN isfracture using SNMP polling and in turn gener&&a1P trap messages to be
forwarded to other network management applicatigimsn user-defined thresholds are exceeded.

Q. How much historical data can CiscoWorks WLSE Expitsre?
A. CiscoWorks WLSE Express can save up to a few wetkistorical data. Administrators can specify batjgregation and truncation
frequencies for the monitored data.

Q. Does CiscoWorks WLSE Express support Multiple B&sicvice Set Identifiers(MBSSID) on Cisco Aironetess points?
A. Yes, CiscoWorks WLSE Express can be used to comfignd monitor MBSSIDs. Security policies for nmpiki basic Service Set Identifiers
(SSIDs) can be defined and monitored.
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USER INTERFACE

Q. Can a device-level access-point interface be laeshéfom CiscoWorks WLSE Express?

A. Yes. A device-level Web interface can be launchetlindependently used to configure an access poiatoridge from CiscowWorks WLSE
Express.

Q. Does CiscoWorks WLSE Express provide a visual iation of Cisco Aironet access points?

A. Yes. CiscoWorks WLSE Express provides GUI visugliraof Cisco Aironet access points and coveragpldys with its Location Manager
feature. Administrators can import a floor plapég or .gif formats) and place the access poingpproximate locations. A rogue access point’s
location is shown on the floor plan GUI.

APPLIANCE

Q. Where should CiscoWorks WLSE Express reside imgte/ork?

A. There are several deployment options. It can béogled in each remote site to provide localized ggcand management for all the Cisco
Aironet access points deployed in that site. Alainely, for commercial and small deployments it te deployed in the network operations center
(NOC) to manage several locations consisting oftB0-Cisco Aironet access points.

Q. Can the CiscoWorks WLSE Express hardware be upd?ade

A. No. The CiscoWorks 1030 for WLSE, which is the leace that CiscoWorks WLSE Express runs on, haseal ftonfiguration. No
components of the CiscoWorks 1030 can be upgradegpbtaced in the field. As application needs cleamgw hardware configurations will be
introduced into the product family to support chaggequirements. This approach enhances the iidljadnd supportability of the CiscoWorks
WLSE Express.

Q. Does the CiscoWorks WLSE Express support data lgaakd restore capabilities?
A. Yes. The CiscoWorks WLSE Express configuration ¢databe backed up to another device and laterresstBata backup can also be
scheduled to run periodically, to minimize the dats in the event of a CiscoWorks WLSE Expredsifai

Q. Does CiscoWorks WLSE Express support redundancy?

A. Yes. The CiscoWorks WLSE Express supports warmdstanedundancy. A backup server can be configuradke over the wireless
management in the case of a primary CiscoWorks WES#tess failure. Data on primary and backup serean be synchronized periodically
(the minimum is 15 minutes). Multiple CiscoWorks BE Express servers can be assigned and referepeedifbual IP address to make this
transparent to the user. Both primary and backgpd@orks WLSE Express servers have to reside osame subnet.

Q. Can CiscoWorks WLSE Express software run on a oustgprovided workstation or server?
A. No. CiscoWorks WLSE Express software is availabily preinstalled on the specialized CiscoWorks 1f280VLSE hardware.

INTEGRATION

Q. How does CiscoWorks WLSE Express integrate witleottetwork management systems?

A. When network faults are detected or user-definetbpaance thresholds are exceeded, CiscoWorks WEGfess generates notifications
through SNMP trap and syslog messages that caorivarided to other network management systems. Gledss WLSE Express also provides an
Extensible Markup Language (XML) API for exportidgvice lists, faults, reports, and other settirgggHird-party integration and customization.
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Q. What is the integration between the CiscoWorks WIEXRress and CiscoWorks LAN Management Solution S)®1
A. CiscoWorks LMS provides broad, generalized netwapkrations management for a wide range of Cisciédgvlt integrates with
CiscoWorks WLSE Express in the following ways:

¢ CiscoWorks WLSE Express can be launched from Cism&®/LMS and vice versa.

« Alist of IP addresses and credentials from theinery can be imported and exported between Cisck$\MdVIS and CiscoWorks
WLSE Express. Device import can be automated.

. Is CiscoWorks LMS required for CiscoWorks WLSE Eogs to work?
- No. CiscoWorks LMS is not required for CiscoWorks 8E Express to function.

Q
A
Q. Is CiscoWorks WLSE Express required for CiscoWdrktS to manage Cisco wireless devices?

A. No. CiscoWorks LMS can perform standard maintenampegations on Cisco Aironet access points judt@ses for any other Cisco device.
However, the operations in CiscoWorks LMS are galimrd, and not specific to the unique factors ingd in managing Cisco wireless-aware
infrastructure. For complete management of wiretessnology, Ciscoworks WLSE or WLSE Express isueyl.

ORDERING

Q. Are hardware and software service support progragable? How are they ordered?

A. Yes. A Software Application Support (SAS) serviomftact can be purchased that provides Cisco TeahAgsistance Center (TAC) support,
Cisco.com Software Center access, and minor updésescan also purchase a Cisco SMARTetrdware service contract that provides hardware
support for the CiscoWorks 1030 for WLSE. Contamiityservice representative for available options.

Q. How can | upgrade the CiscoWorks WLSE Express ppstt up to 100 Cisco Aironet access points?
A. Upgrading CiscoWorks WLSE Express to manage 1060CAéronet access points and 1000 AAA users catidpe by ordering an additional
50-device license.

Q. How do I gain access to CiscoWorks WLSE Expressvsoé updates?
A. Software patches and updates are posted to the.@iss Software Center. Customers with existing $8&racts can also obtain the latest
release of CiscoWorks WLSE Express 2.11 softwaiautih the Product Upgrade Tooltdtp://www.cisco.com/upgrade

FOR MORE INFORMATION
For more information about Cisco SWAN, visit:
http://www.cisco.com/go/swan

For more information about Cisco Aironet produstsit:
http://www.cisco.com/go/aironet

For more information about CiscoWorks WLSE, visit:
http://www.cisco.com/go/wlse

For more information about Cisco Secure ACS, visit:
http://www.cisco.com/en/US/products/sw/secursw/8&Ziddex.html
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