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Data Sheet

Cisco Network Planning Solution Version 1.1

Cisco ® Network Planning Solution (NPS) helps users to opt  imize network capacity and performance, ensure netw  ork
resiliency even during unplanned changes, improve a pplication and service continuity, plan for new tec hnology
deployments, and validate planned configuration cha nges. Cisco NPS helps reduce the risks associated w  ith network
growth, migration, and consolidation.

Product Overview

The network has become a critical business respantkorganizations need strategies that strengthsiness continuity through improved
network and application resilience while reducipgi@tional expense. This includes the ability ®dpst, avoid, and mitigate against costly
network and application service disruptions, areldbnfidence to quickly adapt the network to chagdiusiness opportunities.

Cisco NPS is part of the Cisco Network ApplicatPerformance Analysis (NAPA) Solution, an innovatbaabination of sophisticated
management tools and services from Cisco SyStarieh provide IT management with a holistic viefitloe interaction between network
resources and application performance. Cisco NABWt®n redefines how enterprises can monitor aadamge application performance and
network services to support business initiatives.

Cisco NPS is a vital tool for improving network dahility as well as the continuity of applicatioaad services. It operates on a high-fidelity
software model of the production network, accuyasénulating the behavior of routers, switches\ialls, and applications to enable a broad
range of change impact (“what-if") analyses. Actible information derived from analysis is used tkenautomated or guided configuration
changes in the network. Using Cisco NPS removegtlesswork in the rollout of new applications aed/iges, reduces costs by eliminating
manual and time-consuming tasks, and can lowetatapipenses. With Cisco NPS you can:

« Plan for network and traffic growth, consolidatiamd migration

* Maintain an online, continuously available repasitof network data

« Automatically size links for network performancedamsilience

« Plan for new technologies such as VPNs and voiee & (VolP)

« Forecast traffic based on trends

« Predict the impact of node and link failures offfitdlows and resource usage

« Optimize network topology for projected growth

Cisco NPS provides a graphical view of the netwtogology (Figure 1), with the ability to accessailed information about node and link
attributes. The network model can be modified thfothe GUI to predict the impact of changes in togg, device configuration, and traffic.
Configuration changes can also be introduced mtanodel through a Cisco 10Software command-line interface (CLI). Study résiélom
Cisco NPS are provided in Web (HTML), MS Word {.,rtir Extensible Markup Language (XML) reports.
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Figure 1
Network Topology View from Cisco NPS
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Key Features and Benefits

High-Fidelity Network Data Model

Cisco NPS includes a Virtual Network Data Servet tutomatically maintains a detailed data mod¢hefproduction network, including
topology, configuration, and traffic. It collectadhintelligently merges detailed network data frafaroad range of sources, reconciling
conflicts based on user-configurable prioritie§otmation can be obtained online from network desimcluding Cisco routers, Cisco
Catalyst switches, the Cisco PXSecurity Appliance, and devices from many otherees. Built-in software intelligence also allowatal to
be imported from CiscoWorks, Cisco Network ConnagtiCenter, Cisco WAN Manager, Cisco NetFlow Flosliector, and numerous third-
party sources.

Advanced Network Planning and Analysis

Cisco NPS accurately models a broad range of L2yerd Layer 3 technologies, Cisco devices, and-drty devices. Link utilization or
end-to-end flow data can be introduced into thevagt model to perform accurate traffic-flow simudats. Multilayer failure analysis
determines which traffic flows will be most affedtby outages, and where resulting bottlenecksileelylto occur in a network. You can
subject the entire network to an automated “reatihglanalysis to identify potential connectiviggroblems. Cisco NPS also helps you predict
the impact of deploying new technologies, protocotshosted applications, including VPNs, VLANsdanore. A VolP Readiness
Assessment guides you through a step-by-step amadgering the network’s readiness for VolP depient.

Automated Network Design and Optimization
Cisco NPS features an integrated design framewdtkstandard, configurable models for common desigerations. Configurable design
actions can be parameterized, sequenced, and &avegheated execution as a compound task.

« Capacity planning analyzes trends in the current traffic patterrs ojects future traffic loads.
¢ Resilient link dimensioning determines the optimum network-wide link capadaitan existing topology to support projected t@affows

under normal and failure conditions. A failure caaa encompass selected links, nodes, and shakegrdups.
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« Topology design determines link placement for a ring backbongamnaing tree, or dual spanning trees. Topologygteactions can be
used to design new networks as well as perforneimental expansion of an existing network.

* QoSplanning automatically sets IP QoS parameters and sizesudee bandwidths or weights on IP interfaces basatie queue load and
gueue configuration rules.

Rules-Based Configuration Analysis

Proposed network changes can be validated befpteydeg them. Cisco NPS features a powerful rulasedl engine that systematically
checks the entire network model, diagnosing dewiiseonfigurations, errors, policy violations, améfficiencies. Cisco NPS processes and
interprets device configurations the same way phadluction network devices do during operation. ékgnowledge of network devices,
protocols, and routing behavior enables networkwidalysis of connectivity and resiliency, unlikb@t analysis tools that are limited to
simple syntax checks on a single device at a thngonintrusive test of network security detectsgapnetwork defenses and pinpoints
misconfigured nodes that block valid network t@ffCustomizable reports can demonstrate compliatitberegulatory and IT Governance
requirements, such as Sarbanes-Oxley, the Healtlrdnce Portability and Accountability Act of 1938PAA), the Federal Information
Security Management Act (FISMA), and others.

Cisco NPS is provided with hundreds of standaratki¢hat reflect industry best practices publisbgdisco, U.S. government agencies, and
others. Rules are provided with source code, sapglley templates, and an integrated authoringremment to help incorporate your
organization’s best practices. Standard checksmapass:

¢ |P addressing and routing

¢ Protocol configurations, including Routing Inforrgat Protocol (RIP), Open Shortest Path First (OSR#grior Gateway Routing
Protocol (IGRP), Enhanced IGRP (EIGRP), and Bofgateway Protocol (BGP)

* Route maps and access control lists (ACLS)
« Hot Standby Router Protocol (HSRP)
« Simple Network Management Protocol (SNMP), systegging, and router administration

« Firewall configurations and security protocols udihg authentication, authorization, and account#gA), Kerberos, Network Address
Translation (NAT), RADIUS, and TACACS+

¢ VPNSs, tunnels, and VLANs

¢ Quality of service (QoS) and more

Service Provider Module (SPM)

The optional Cisco NPS Service Provider Module (NF) extends its functionality to encompass serpiovider-related technologies and
protocols, such as MPLS, Intermediate System-terinédiate System (IS-IS), and large interconneB@®B networks. Cisco NPS-SPM
provides support to automate planning for MPLS eks, including Label Switched Path (LSP) topolatggign, LSP link sizing, and
introducing traffic engineering into the network.

System Requirements

Cisco NPS contains a Design and Analysis enginévamdal Network Data Server. The Design and Anelyngine is typically implemented
on the user desktop. The Virtual Network Data Seiwvgenerally implemented on a dual-processofgiat with the prerequisite database
environment. The Virtual Network Data Server carubed in a single network-management environmetht avi additional Cisco NPS license
added per concurrent user to provide design anlgsisdunctions. Table 1 lists the system requinetador Cisco NPS.
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Table 1.

System Requirements

Design and Analysis

Virtual Network Data Server

Disk space 20 GB 80 GB (or larger depending on network size and data
retention practices)
Hardware * Intel Pentium 3, 4, or equivalent 1.5+ GHz (Windows) Dual 3.0+ GHz Intel Pentium 4 or Xeon with 800-MHz
¢ Sun Ultrasparc Il or Il (Solaris) FSB
Memory 1 GB (minimum) 4 GB (minimum)
Software Only English-language versions are supported: Only English-language versions are supported:

Windows Server 2003
Windows 2000 Server
Windows XP Professional

Windows 2000 Professional

* Windows Server 2003
¢ Windows 2000 Server
* Windows XP Professional

¢ Windows 2000 Professional

* Solaris 8
* Solaris 9
Prerequisites Only English-language versions are supported:

(not included with
Cisco NPS 1.1)

¢ Oracle 9i Release 2 Database (9.2.0.1 or higher)

e Oracle 9i Application Server (AS) TopLink patched to
Release 9.0.3.5

Ordering Information
Cisco Network Planning Solution 1.1 is availablegarchase through regular Cisco sales and disivibehannels worldwide. To place an
order, contact your Cisco representative or Vifjh://www.cisco.com

Cisco NPS 1.1 licensing options are describedénGisco NPS 1.1 product bulletin, available at:
http://www.cisco.com/en/US/products/ps6363/prodldiims_list.htm!

Service and Support

Cisco delivers a wide range of services program@uih a unique combination of people, processess,tand partners, resulting in high
levels of customer satisfaction. Cisco servicep lgeli to protect your network investment, optintiegwork operations, and prepare the
network for new applications to extend network liigence and the power of your business. For meferimation about Cisco Services,
contact your Cisco representative or Vigtp://www.cisco.com

For More Information
For more information about the Cisco Network PlagnSolution, contact your Cisco representativeisit:v
http://www.cisco.com/en/US/products/ps6363/indaxlht
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Cisco Systems has more than 200 offices in theviatig countries and regions. Addresses, phone nispaed fax numbers are listed on the
Cisco Website at  www.cisco.com/go/offices
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