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CISCO NETWORK PLANNING SOLUTION VERSION 1.0

Cisco ® Network Planning Solution (NPS) helps users to opt  imize network capacity and performance, ensure netw  ork
resiliency including during unplanned changes, impr ove application and service continuity, plan for ne w technology
deployments, and validate planned configuration cha nges. Cisco NPS reduces the risks associated with n  etwork growth,
migration, and consolidation.

PRODUCT OVERVIEW

The network has become a critical business resdoyremabling organizations to develop and introcum& services and applications, improve
productivity and accessibility, and increase bussngpportunities and market competitiveness. Al,suganizations must plan and implement
strategies that strengthen business continuityutiiramproved network and application resiliencelevhéducing operational expense. This includes
the ability to predict, avoid, and mitigate agaiosstly network and application service disrupticarsd the confidence to quickly adapt the network
to changing business opportunities.

Cisco NPS is a vital tool for improving network dahility as well as application and service countty. It operates on a high-fidelity software
model of the production network, accurately sinintathe behavior of routers, switches, firewallsd applications to enable a broad range of
change impact (“what-if") analyses. Actionable imf@tion derived from analysis is used to make aatethor guided configuration changes in the
network. Using Cisco NPS removes the guessworkarrallout of new applications and services, redwsts by eliminating manual and time-
consuming tasks, and can lower capital expenseas. @co NPS you can:

¢ Plan for network and traffic growth, consolidati@amd migration.

* Maintain an online, continuously available repasitof network data.

« Automatically size links for network performancedaesilience.

« Plan for new technologies such as VPNs and voiee i (VolP).

¢ Forecast traffic based on trends.

« Predict the impact of node and link failures offficdlows and resource usage.
« Optimize network topology for projected growth.

Cisco NPS provides a graphical view of the netwopgology (Figure 1), with the ability to accessailed information about node and link
attributes. The network model can be modified thfothe GUI to predict the impact of changes in togg, device configuration, and traffic.
Configuration changes can also be introduced mganodel through a “virtual” Cisco IGSoftware command-line interface (CLI). Study resul
from Cisco NPS are provided in Web (HTML), MS Wdndf), or Extensible Markup Language (XML) reports
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Figure 1. Network Topology View From Cisco NPS

B

P £l Vem

Ve iiproce ek v

e T e S Ty ToaTe e

AERQooMER L2 RER

i e ki

P b T D et s

KEY FEATURES AND BENEFITS

High-Fidelity Network Data Model

Cisco NPS includes a Virtual Network Data Servet ttutomatically maintains a detailed data modéhefproduction network, including
topology, configuration, and traffic. It collectadhintelligently merges detailed network data frafaroad range of sources, reconciling conflicts
based on user-configurable priorities. Informaian be obtained online from network devices ineigdCisco routers, Cisco Catalyswitches,
the Cisco PIX Security Appliance, and devices from many otherdes. Built-in software intelligence also allowatal to be imported from
CiscoWorks, Cisco Network Connectivity Center, Gi$¢AN Manager, Cisco NetFlow FlowCollector, and rarous third-party sources.

Advanced Network Planning and Analysis

Cisco NPS accurately models a broad range of L2yerd Layer 3 technologies, Cisco devices, and-arty devices. Link utilization or end-to-
end flow data can be introduced into the detailesvork model to perform accurate traffic-flow siratibns. Multilayer failure analysis determines
which traffic flows will be most affected by outagend where resulting bottlenecks are likely tcunén a network. You can subject the entire
network to an automated “reachability” analysisdentify potential connectivity problems. Cisco NRISo helps you predict the impact of
deploying new technologies, protocols, or hostaaiegtions, including VPNs, VLANS, VolP, and more.

Automated Network Design and Optimization
Cisco NPS features an integrated design framewdtkstandard, configurable models for common desigerations. Configurable design actions
can be parameterized, sequenced, and saved fatedpexecution as a compound task.

¢ Capacity planning analyzes trends in the current traffic patterrss grojects future traffic loads.
¢ Resilient link dimensioning determines the optimum networkwide link capaaityn existing topology to support projected trafficavs under
normal and failure conditions. A failure case cana@mpass selected links, nodes, and shared risipgro

« Topology design determines link placement for a ring backbongganging tree, or dual spanning trees. Topologyotieactions can be used to
design new networks, as well as perform incremesphnsion of an existing network.
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Rules-Based Configuration Analysis

Proposed network changes can be validated prideptoyment. Cisco NPS features a powerful rulegth@ngine that systematically checks the
entire network model, diagnosing device misconfigions, errors, policy violations, and inefficieesi Cisco NPS intelligently processes and
interprets device configurations the same way phadluction network devices do during operation. étkgnowledge of network devices,
protocols, and routing behavior enables networkwaidalysis of connectivity and resiliency, unlikbet analysis tools that are limited to simple
syntax checks on a single device at a time. A mbrusive “test” of network security detects gapsétwork defenses, and pinpoints misconfigured
nodes that block valid network traffic. Customizabéports can demonstrate compliance with regylaod IT Governance requirements, such as
Sarbanes-Oxley, the Health Insurance Portability A&ccountability Act of 1996 (HIPAA), the Federalfbrmation Security Management Act
(FISMA), and others.

Cisco NPS is provided with hundreds of standardichehat reflect industry best practices publisbeisco Systenis U.S. government agencies,
and others. Rules are provided with source codepkapolicy templates, and an integrated authogimgronment to help incorporate your
organization’s best practices. Standard checksmapass:

¢ IP addressing and routing

« Protocol configurations, including Routing Infornaat Protocol (RIP, Open Shortest Path First (OSRF¢rior Gateway Routing Protocol
(IGRP), Enhanced IGRP (EIGRP), and Border GatewajoBol (BGP)

* Route maps and access control lists (ACLS)
« Hot Standby Router Protocol (HSRP)
¢ Simple Network Management Protocol (SNMP), systegging, and router administration

< Firewall configurations and security protocols imtihg authentication, authorization, and accountdgA), Kerberos, Network Address
Translation (NAT), RADIUS, and TACACS+

* VPNSs, tunnels, and VLANs
¢ Quality of service (QoS) and more

SYSTEM REQUIREMENTS

Cisco NPS contains a Design and Analysis enginevardal Network Data Server. The Design and Analyengine is typically implemented on
the user desktop. The Virtual Network Data Serseagyanerally implemented on a dual-processor platfeith the prerequisite database
environment. The Virtual Network Data Server carubed in a single network-management environmetht avi additional Cisco NPS license
added per concurrent user to provide design anlgsiadunctions. Table 1 lists the system requiretador the Cisco NPS.

Table 1.  System Requirements

Design and Analysis Virtual Network Data Server
Disk Space 20 GB 80 GB (or larger depending on network size and data retention
practices)
Hardware ¢ Intel Pentium 3, 4, or equivalent 1.5+ GHz (Windows)  Dual 3.0+ GHz Intel Pentium 4 or Xeon with 800 MHz FSB

e Sun Ultrasparc Il or 11l (Solaris)

Memory 1 GB (minimum) 4 GB (minimum)
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Design and Analysis Virtual Network Data Server

Software Only English language versions are supported: Only English language versions are supported:
* Windows Server 2003 * Windows Server 2003
* Windows 2000 Server * Windows 2000 Server
* Windows XP Professional * Windows XP Professional
* Windows 2000 Professional * Windows 2000 Professional
e Solaris 8
* Solaris 9
Prerequisites Only English language versions are supported:
(Not included * Oracle 9i Database
\l/\lv::t’hs(ilso‘;o * Oracle 9i Application Server (AS) TopLink patched to Release 9.0.3.5

ORDERING INFORMATION
Cisco NPS 1.0 is available for purchase throughleegCisco sales and distribution channels worl@éwitb place an order, visit ti@@sco Ordering
Home Page.

Cisco NPS 1.0 licensing options are describedénGisco NPS 1.0 product bulletin, available at:
http://www.cisco.com/en/US/prod/collateral/netmgizss6341/ps6363/prod_bulletin0900aecd802c¢8494.html

SERVICE AND SUPPORT

Cisco offers a wide range of services programstelarate customer success. These innovative ssrgiograms are delivered through a unique
combination of people, processes, tools, and partnesulting in high levels of customer satisfactiCisco services help you to protect your
network investment, optimize network operationg] prepare the network for new applications to exteetwork intelligence and the power of
your business. For more information about CiscwiSes, se€isco Technical Support ServicesCisco Advanced Services

FOR MORE INFORMATION

For more information about the Cisco Network Plagn$olution, visithttp://www.cisco.com/en/US/products/ps6363/indaxlhdr contact
your local account representative.
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