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Introducing the Cisco 8340 Series
Application-Oriented Networking Appliance

PRODUCT OVERVIEW

The Cisc6 Application-Oriented Networking 8340 Series Applia is a new deployment form factor that expandsA®N product family from
Cisco Systenfs It is part of a new class of Cisco Applicationi€ted Networking (AON) products that provide asesgial point of convergence
between today’s intelligent networks and appliaaibased on highly distributed, service-oriented, taditional architectures. Cisco AON
technology embeds application intelligence intoribewvork to better meet the underlying needs ofieaons for real-time visibility, security,
event driven messaging, optimized delivery, aneéiotore integration and deployment services.

Cisco AON 8340 Series Appliance offers the coneaatt single-source performance and ease of usetahdalone appliance with the added value
of being network-embedded It offers:

« Deployment flexibility within the umbrella of a medrk-embedded Cisco AON solution

« Leverages existing Cisco AON functionality optinmigideployment for numerous applications
« Offers High performance augmented by custom harelaeceleration

¢ Transparent integration and management as pareaftisting infrastructure

Cisco AON's state-of-the-art design incorporatesihvare and software components pre-integratedaimomplete subsystem that can be flexibly
deployed in enterprise data centers, service peovidtworks, or other scenarios as an embeddedrefunction. Included with Cisco AON are
software tools for managing and provisioning Cis€N nodes (AON Management Console), as well agésigning application policies using a
library of “bladelets” that can be configured irifdient sequences as required. Cisco AON also dleslia software development kit and API for
flexible extension to any custom environment, opiena or format (AON Development Studio)

Figure 1. Cisco® Application-Oriented Networking 8340 Series Appliance
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FEATURES AND BENEFITS

Cisco AON 8340 Series offers consistent functidpadiith existing Cisco Cataly$6500 Series AON Module and Cisco Intermediate iBess

Router (ISR) Modules including:

« Intelligent M essage Routing—Rich feature support (Content-Based Routing, ExideStyle Language Transformation [XSLT], load
balancing, multiprotocol support etc.) to provideeatral role as an intermediary in a highly hegereeous application environment.

¢ Security—Rich feature support spanning access managemermbatw|, content inspection, message-level thpeatiection and auditing.

< Visibility—Ability to capture, process, and log highly gramuteessage information.

» Extensibility—Included set of APIs to add custom adapters andkbdts.

Other features and benefits of Cisco AON 8340 SeXjgpliance include:

Table 1. Features and Benefits

Feature

Seamless Integration Into the
Network

Secure, Closed, Hardened Device

High Reliability and Availability

Ease of Management

DEPLOYMENT SCENARIOS

Benefit

Transparent interception and redirection of only interested application traffic from router or switch to Cisco
AON appliance

Cisco Discovery Protocol, which allows the appliance to be discovered (and managed) as a Cisco device
Extensive security testing and auditing procedures for device hardening

Secure administration using Secure Shell (SSH) Protocol to Telnet into Cisco AON appliance

Hardware redundancy provided by:

— Redundant hot-swappable power supplies

— Redundant hot-swappable cooling fans

— Redundant hot-swappable hard disk drives with Redundant Array of Independent Disks (RAID)

Support for virtual clusters, transparent failover within nodes in a cluster, and weighted load balancing to
make the Cisco AON appliance highly available, reliable, and scalable

Support for CiscoWorks to facilitate transparent integration and management of the Cisco AON 8340
Series appliance into the existing infrastructure

Cisco AON 8340 Series appliance is optimized faresal deployments including:

« Application M essage Router—Network footprint, high performance, custom extbilisy, feature breadth and multiprotocol/standasdpport
makes the Cisco AON 8340 Series Appliance welltpmsd as an Application message router.

« Application to Application (A2A) Security Gateway to external world and a policy enforcement apml@at the enterprise edge: Transparent
integration with existing infrastructure, in addiito feature support including content inspectand, validation, data confidentiality and

integrity etc...

« XML Servicesand Protocol Offload Appliance: L everages existing AON feature support including XML parsing and tokenization, content
routing, schema validation, XSLT, etc. Additionalsupport for high-volume persistent sessionssimgle form factor or appliance cluster.
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Table 2. Standard and Integration Capabilities

Feature Description

Network/Web Protocols HTTP, HTTPS, Multipurpose Internet Mail Extensions (MIME),

Database Support Sybase, Oracle

Messaging Protocols Java Messaging Service (JMS), MQ, Tibco

XML Processing XSLT, XSD, Simple Object Access Protocol (SOAP) 1.1, 1.2, XPath 1.0

Management Simple Network Management Protocol (SNMP), Java Management Extensions (JMX)

Security Standards SAML 1.0, Secure Sockets Layer (SSL), SSH, 3DES, RSA, Advanced Encryption Standard (AES), Public Key
Cryptography Standards (PKCS), Secure Hash Algorithm 1 (SHA-1), Hash-Based Message Authentication Code
(HMAC)

Table 3. Product Specifications

Feature Description
Hardware ¢ Form factor: three rack units
* Quad processor with custom hardware acceleration
e Three 10/100/1000-Mbps Ethernet interfaces
Software Embedded Cisco AON Software v1.0
Physical Dimensions * Height: 5.05 in. (128.35 mm) Depth: 28.15 in. (715 mm)
o Width: 17.32 in. (440 mm)
* Weight: about 85 Ib (38.5) kg
Power Consumption Dual 550W power supplies, 110/220 volts

Regulatory Compliance UL 1950; EN 60950; CSA-0C22.2 N0.950; IEC 950; FCC 15J Class A (FCC Part 15 [CFR 47] Class A); ICES- 003
Class A; VCCI CE Il; CE mark; EN 55022 Class B; CISPR 22 Class B; EN 55024

Environmental ¢ Operating temperature: 50-95°F (10 —35°C)

¢ Operating humidity: 8% to 80%

Table 4. Ordering Information

Part Number Description
APL-AON-8340-K9 Cisco AON 8340 Series Appliance with Cisco AON Software and Embedded Planning Design and Implementation
Services

FOR MORE INFORMATION
For more information about Cisco AON products, peewisithttp://www.cisco.com/go/aon

For questions and ordering equipment, please coataesales-leads@cisco.com

For detailed Cisco AON features, please visit
http://www.cisco.com/application/pdf/en/us/questicts/ps6438/c1650/cdccont_0900aecd802c1foc.pdf
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