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Customer Challenges

= Networks have become
Increasingly complex

= [t's no longer enough to ensure
traffic flow from one point to
another—now you must also
ensure optimum performance

= Need clarity on how to tie user and
business needs together

= Need to move beyond reactive
management




The Solution:
Cisco Network Analysis Module (NAM)

Cisco® NAM Feature Benefits
« Traffic analysis integrated in the
network
Critical points, Web-based GUI * Eases deployment,
_ _ _ management, and support
e Real-time and historical .
monitorin Detects how applications
g —
and users use the network

Applications, hosts, conversations

 Application response time
monitoring

User’s experience of the network

and receive services

 Reveals how applications
are performing

. * |solates problems before

Packet capture and decode
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Embedded Traffic Analyzer Software

# Current Data: az of Wed 13 Jul 2005, 18:54:03 UTC

« Configuration of the NAM i T

Address: 192168158178 Host App Pkts  Bytes
Metwwark Protacal:

li sjc-vpnd-7E3.cisco.com icmp 4 456
Network parameters s AN B —— NN I
Adgress: A Networkdo-MAC Address Correlation sjc-vpn5-804 cisco.com icmp 4 456

MAC collection is not configured for this data

tpossibly the router) Broadcast Pkis: source
P ¥ You can configure this collection on this data sjc-vpr -849 . cisco.com icmp 20 22380

S e | eCt i O n Of t raffi C to m O n i to r Muicast PKt=: source at Setup > Monitor > Core. sjc-vpn1-849 cizco.com pmap 55 4816

sjc-vpr -865.cisco.com icmp 56 B384

sjc-vpnS-804 cisco.com epmap 12 &40

- - ‘Application Protocol Usage sjc-vpn1-863. cisco.com Epmap 138 9520
r'ypes of statistics to gather T
sjic-vpn1-944 cisco.com epmap 12 &40
W hsrp 55% Sj6-vpRE-533 Cls00.com iotmp 4 456
. . . o sfn':f ggﬁ% Sic-vprB-533.cisco.com enmap 12 B840
 Real-time and historical N W -
W icmp 1% orless - png.a01 cisco.cam epmap 12 240

epmap 1% or less -
B dns 1% or legs  Sio-vPri7-53 cisco com iomp 4 456
r e O r t S B nbtname 1% orless sjc-vpn?-53.cisco.com epmap 12 540
igmp 1% 01888 v foxconn-vlan 01-10-63-24-173 cisco.com icmp 4 458

other 1% or less

10.88.2231 EpmER 24 1660
ghcp-1258-107-128-229 cisco.com Epma| 48 3360

Lsto Sustews N AM Traffic Analyzer
L 8BS

MIB-Il monitoring
L Report generated. Thu 28 Jul 2005, 21:52:55 UTC

A p p | i Cat i O n y h O Sts y an d | Daity Report: Thu 28 Jul 2005, 14:00 - Thu 28 Jul 2005, 22:00 1 4 Gota:|dui /| 26 | 1400 ~|EE BEU

C 0 n V e r S at i 0 n m O n i to r i n g :I::riud; . ?‘:I-"' j‘ = in bl_g%eslsec, nanlab-kon7 = out bytes/sec, namlab-pct, namlab=-gup2, namlab=-sup5, ni
ranularity. oL 'I

Packet capture and decode Lo B |

EC] Appl Protocol =

Application response time e =
1 1 E@ namlab-kom? - out b g r — hamLak-fc

mon |t0 rn g .g% T 5 » [ ::::i::zzgg

4 namlab-sup2 == ncm-ped
1 i Ia namlab-zupS
Voice over IP (VoIP) and e
H H . Bl switch Part | | 5

video monitoring s
3 @ Top Ports - Bytes
D@ Top Ports - Packets o

ONZO0 ZION DTd0 BBIRD 0Sr00 10180 12:00 1400 16100 1300 2ez00 2200 0izhn
Har3 Hard.

Differentiated Services o
(DiffServ) monitoring T |

1<) ] sote du v | 28| 1400 v H}MI




Interface Monitoring

* View traffic statistics for all interfaces

* Drill-down to obtain more detalils,
including. TopN applications, hosts,
and conversations

O

@ Current Rates

TTI=T. | |
showving 1-5 of 3 interface
" Int In ‘% Out % In Out In Out In Qut In Out In Out
Wilization UKilization Packets's Packets's  Bytesis® bytesis Hon-Unicast's Hon-Unicast's Discardsis Discardss Errorsis Errorst
O 1. Anti 0.4 045 38.07 §382 5140915 96% 35391325 0.0z 0.02 0.00 000 0o 0o
() 2. Fadid 0.0z 0.41 2185 3623 223083 4% 3130402 0.03 0.08 0.00 000 0o 0o
(O 3. AToRn 0.00 0.00 0.00 0.02 000 =1% 0.47 0.00 0.00 0.00 000 0o 0o
() 4. ATMOI20-gal3 layer 0.00 0.00 0.00 0.02 000 =1% 047 0.00 0.00 0.00 000 0o 0o
() 5. ATMOI20 0-aal3 laye 0.00 0.00 0.00 0.02 000 =1% 047 0.00 0.00 0.00 0oo Qoo 0o

Riowys per page;

I — : : kB I 4 cotopage: 1 116 [ Bl
Monitoring router interfaces is a good [~ S

t starting place for learning how bt | RetTime | or

network traffic is being used

- Select an ftem




Application, Host,
and Conversation Monitoring

Protocol Distribution

Data Source: | ALL SEANM -
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Sort Options:| O ctets =

Protocol

it

icmp

colp
=latel )
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loopback
others
di=|
=il

* Current Data: == of Wed 13 Jul 2005, 18:54:03 UTC

Hetwork

MaC
(possibly the router)

Host Details
Address: 192.168.159.178
Protocal: i
DNS Mame: Mot Awailable
Address: A Networkto-MAC Address Carrelation
callection is not configured for this data
Broadcast Ps: source:

‘ou can configure this collection on this data
Mutticast PRS: source at Setup > Monitor > Core.

Application Protocol Usage

Protocol
B hsip 55%
ospt 30%
W pim 6%
somp 3%
W icmp 1% or less
epmap 1% or less
M dns 1% or less
nbt-name 1% or less
igmp 1% or less
other 1% or less

Conversations from known protocols

Host
Sie-vpnd-T6S cisco.com
sic-vpnd-T85 cisco.com
sic-vpns-&04 cisco.com
sje-vpns-804 cisco.com
sic-vpn1-848 cisco.com
si-vpni 848 cisco.com
sje-vpn1-865 cisco.com
sic-vpn1-885 cisco.com
sic-vpni-844 cisco.com
sje-vpni-944 cisco.com
sic-vpn-533 cisco.com
sic-vpnE-§33 cisco.com
Sje-vpnE-B01 cisco.com
sic-vpnB-801 cisco.com
sic-vpn7-83 cisco com
sje-vpn7-53.ciseo.com

App
iemp
epmap
iomp
epmap
iomp
epmap
iemp
epmap
iomp
epmap
iomp
epmap
iemp
epmap
iomp
epmap

dhep-faxconn-vian 01-10-63-24-173 cisco.com icmp

10.89.2231
dihcp-126-107-126-229 cisco.com
petti-sk150.cisco.com
dhop-171-69-126-192 cisco.com
dihcp-171-69-126-209 cisco cam
dhep-171-69-126-219 cisco com

epmap
epmap
icma
icmp
iemp
epmap

Pkts  Bytes
4 456
12 840
4 456
12 B840
0 2280
55 4816
5B 6384
136 9s:0
4 456
12 B840
4 456
12 840
4 456
12 840
4 456
12 B840
4 456
24 1880
48 3360
32 a2
8 656
8 BS6
% 720

Conversation Pair Statistics

Data Source:| ALL SFAMN = Address:

H Via

1 ip 1 1510
2 ip 1 424
£ ip 1 273
4 in 1 102
5 in q 102
B 4] =1 g
7 in =1 g
g 4] =1 7
9 4] =1 7
10 in =1 7

G0 To Entry: of f2 Prey

NAM detects the applications,
the bandwidth they consume,
and the hosts using costly
WAN resources

Detailed Host and
Conversation Statistics




Historical Reporting

» Select and

Mmon |t0 I networ k LisceSuiens  NAM Traffic Analyzer =
p erfo r m an C e M Feport generated: Thu 28 Jul 2005, 24:52:55 UTC

. Daily Report: Thu 28 Jul 2005, 14:00 - Thu 28 Jul 2005, 22:00 I ¢ coto:|Ju +| 28 | 1400 + |G [ 2]
over time

Perind: IDail-'r' J = in hl%tﬁes.o’sec, nanlab-kon7 - out bytes/sec, nanlab-pc6, nanlab-sup?, namlab-sup5, ndg

. . Granuarty: [T hour <]
* 100-day historical |== [wo

reports for |

preselected s oot |y 5

namlab-kom? - in hytes/sec
— namlab-kom? - out hbutes/zec

[T
- Aw.l = — nanlab-peh
V ar I ab I e S [A[E] namisia-kom7 - aut b E g
2] namiat-pcs & — namlab-supS
E@ niatmlab-sup2 hcm—pcd
. E@ narmlak-sups
¢ D et al I e d E@ ncm-ped
B Switch Port

iInformation to TR o

D@ Top Ports - Bytes

S u . -1[Z] Top Ports - Packets N:'M ' 02:'00 ' 04:'00 '%:'w ' 03:'00 ' 10:'00 '12:'00 'm'w ' m:'w ' 13:'00 '20:'00 '22:'00 ' M:'w
p_p_o_rt planning e £

activities and to =
ald pOStevent _Close | 14 4 coter | su || 28 1400 |G [ B

troubleshooting




Packet Capture and Decode

[ Setup | Monitor | Reports |' . | Alarms | Admin |

+ Zettings * coiie * Dowenload + Custom Filters +

You Are Here: # Capture = Decode

Packets: 1-1000 of 1756 Stop | [Prev | Meat 1o | [Bate] Protocal =] Filter |

Pkt |Time({=)|Size Source Destination Protocol Info e
0.000) 387|sjc-vpn3-255.cisco.com |nam-6506.embu-mlah. . GET icapturelnetstatus.php HTTRIM 1
2 0367 RE sic-vpn3-285.cisco.com  nam-Ba06.embu-mlak... TCP 1187 = hitp [ACK] Seq=31746281 Ack=14166704...
J 10.227 387 sic-vpn3-285.cisco.caom  nam-Ba06.embu-mlak... HTTP GET fcapture/getstatus.php HTTRM
4 10.703 BB sic-vpn3-285.cisco.com  nam-B506.embu-mlab... TCP 1157 = hitp [ACK] Seq=31746606 Ack=14166708... =

Packet Mumber: 1 -Time:Jul 27, 2005 18:26:200153 - Packet Length: 387 bytes - Capture Length: 387 vtes

+ ETH Ethernet I, Src; 00:dd:be:f4: 8708, Dst: 00003978

+ WLAN  802.1qirtual LAM

+ IP Imternet Protocol, Sre Addr: sjc-vpn3-255.cisco.com (10.21.64.259), Dst Addr: nam-6509.embu-milab.cisco.com (192 168.76.12)

+ TCP Tranzmission Control PrDtDED', Sre Port: 11467 |:“| BTy NetPoar bitn fO0Y Son P TARQRE Acl- 1ATRETANRE | gn- 378

- HTTP  Hypertext Transfer Protocaol 1
HTTP GET icaptureigetstatus. php HTTFA 11N _Support trOUbleShOOtlng eff_orts
HTTP  Accept-Language: eniin with trigger-based captures, filters,
HTTP Accept: textthtml, imagelgif, imagelpey, * o=.2, .

decodes, and a capture-analysis toolset

0000 00 e b0 £F 39 78 00 d0 bc £4 € 08 31 00 00 ‘oo § T G 5 T 5 6 T T x = =

0olo 08 00 45 00 01l ed 63 b7 40 00 77 06 47 0Ob 0a 15 CElLne fLw. Gl

00z0 40 £f c0 a8 4c 0c 04 85 00 50 01 4 67 agd 54 70 f...L....F..q.Tp

0030 ab T2 50 18 22 45 52 £4 00 00 47 45 54 20 2£ 63 B ER L FET S S

ood0 el TO 74 75 72 65 2£ 6T 65 74 73 T4 6L 74 75 73 apture/getstatus

oos0  Ze 70 63 70 20 48 54 54 50 EZf 31 Ze 31 0d 0a 41 .php HTTP/1.1..4




Application Response Time (ART)
Monitoring

Learn how users experience
application performance

ey [ = Statistics include
' = : Application Cllent-server
W = Server Server Network Round Trip

Time, Application

Latency

: Response Time,
2 | Total Transaction

o Tou @ Time
, = Displays the data in

Intuitive tables and

Application

Clients h
i ~ . . Total Time grap S
— Server Lat . . . .
Pl WENAM S riontme @ Historical viewing
and reporting




Anticipate infrastructure improvements
needed to support increased

VO | ce Mon itOI"i N g demand in voice services

Active IP telephony monitoring
Track active call attributes

Identify call quality degradation via
packet loss and jitter statistics

See call detalls for individual phones ‘
Voice-application monitoring - 5CCP call detifor caled party

[ J
View distribution of VolP protocols B s I
» Application response time (ART) e e
. Call State: On Hook
Measure Cisco® CallManager _mieren osss
response times P —
ot QOS mpsa:::::’::: 2:_'?11Maw64k
Monitor voice traffic for QoS violations s;::c:;::r:s: &
Verify that voice traffic is receiving the LA
approprlate prlorlty pm:;‘:;ﬁ :wzadulzuns,:zzsmamc
* Video telephony R
|dentify active video calls mﬁim; o

Switch Port:




Differentiated Services Monitoring

(DSMON))

DiffServ monitoring can be
used to:

« Validate planning assumptions
and QoS allocations

* Detect incorrectly marked or
unauthorized traffic

N DsvoN
d viB

A

4

O Current Rates @ TopH Chart O Cumulative Data

Data Source-Profile: |A|-|- SPAN-SEVTLAB v| Sort Option:
Agyregation: Other DSCP v

Thousan
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Ethernet Header IP Header TCP Header FTP Data

(DSCPO)

Ethernet

SCCp
boatps

(DSCPO) (DSCP24) (DSCP40)
FTP SNMP http

(DSCP26) (DSCP24) (DSCPO0)
ICMP SNMP FTP




Router Health Monitoring

= Monitor vital router T
resources such as CPU R R e e e
usage, memory usage,
temperature and fan
status, sysUpTime,
hardware revisions, and
power-supply status

= Provides the network
manager with immediate Ca—
Information on the health
of critical network devices o memmer

Tight integration with the router permits the NAM to monitor and
track important infrastructure health diagnostics

Status:




I,
Managing NAM—
Cisco Performance Visibility Manager (PVM)

Available Now ]

Reports J API

A A

 Data collection, aggregation, correlation

* Application response time correlation

e Traffic analysis

 Bandwidth utilization

e Baselining

 Monitoring based on policy and thresholds
e History and trending

RMON y
ART MIB
DSMON
Vini R = NetFlow
Mini-RMON S S

Cisco® NAMs == g ’\@.'

Cisco Confidential — NDA Use Only



Deployment Scenario:
NAMs in LAN and WAN

Headquarters
] . e
[] - g2 = | Operations
I:l onitoring remote sites through
[] D D weR based Traffic Analyzer 720
Branch A IPATAN — Video Surv.
i NetFlo e y
Export E_mfg)’
E >

NIVI=mNIYY]| NME-NAM-80S Available for
Cisco Branch Routers

6K-NAM 6K-NAM Available for Cisco
Catalyst 6500 Switches and Cisco

Remote Office — 7600 Series Routers




Business Benefits

« Gain visibility into the network services and
applications that make up the business

Monitor how applications and users utilize the
network and receive services

Improve network performance

» Better visibility enables enterprises and
service providers to optimize IT investments ===~
and enhance network security Ty S

- . |_cuse | K 4 sotaf D =17 [or0 =1(@ b DA
Prevent unauthorized or frivolous use of
network resources

Reduce downtime and failures

* “Right-size” the network to reduce network
spending

Determine services trends to anticipate
infrastructure improvements that will be needed
to support increased demand

Tie network usage to business need

Fg?
14 q eotaf0ec <] [ 17 o000 <& bl
{UDP}, 192,168,148, 162-L
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