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Application Infrastructure Control, Performance, Security, and
Infrastructure Simplification with Cisco Application Control
Engine and Application Velocity System

SUMMARY

The portfolio of Ciscd data center solutions for Application Networkingr8ces has two significant additions. First, tisd8 Application
Control Engine (ACE) introduces new levels of agation control as a module on Cisco Catdlg§00 Series Switches. Second, significant
security enhancements have been added to the Spgaliwation Velocity System (AVS) dedicated apptienBoth products result in an
application solution that overcomes the followirgltenges:

« Application control: improving the way IT departments deploy, operate] manage their application infrastructures.
« Application performance: helping ensure better service to end users, dimfuscalability, availability, and failover.
« Application security: helping to protect critical applications, infrasttures, and data from abuse and misuse.

¢ Infrastructure simplification: reducing the complexity of the infrastructurerisking the number of devices and vendors, bettgrating
the network and the application, and lowering thst ©of the infrastructure.

The portfolio of Cisco data center solutions forphpation Networking Services helps make appligagionore scalable and available (Figure 1).
By using less server and network resources, th@a@ans lower the total cost of ownership and emdeal T flexibility. The portfolio offers IT
teams integrated building blocks for optimizing gagion control, simplifying infrastructure, an@ldzering end-to-end business processes.

Figure 1. Cisco ACE and Cisco AVS in the Data Center
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CHALLENGE

The data centers for enterprises and service peovidice continual pressure to amplify serviceaiglpimprove the reliability and quality of
service, and reduce costs. Applications are sijilayed and managed in separate silos across tlenkevhere application performance often is
a secondary concern. Organizations use various pmducts to address the worst challenges in ipéatations. Finally, security and regulatory
compliance place further constraints on how IT iett.

IT needs solutions that give it more control over &pplication infrastructure, that aggregate céifiab to simplify management, and that deliver
highly secure and accelerated application sendoesa the extended enterprise. To meet these nhabeenterprises and service providers require
data-center solutions that:

« Deploy and migrate applications without addinghe application infrastructure
« Scale the application infrastructure

« Have multitier data-center and application security

 Provide distributed workflow

« Consolidate functions, devices, and management

« Increase application throughput

SOLUTION

Unlike application front-end appliances, Cisco AGEully integrated with the Cisco network, providiIT teams with a foundation for efficiently
using data-center resources, people, and the systeoughout the infrastructure. The Cisco platfaadresses the challenges of optimizing,
scaling, securing, and delivering applications wehgyu need them, when you need them, and with atieled control. This solution also helps

to enable high availability for virtualized applizms, to optimize applications, to address thaiiregqnents for data-center and application security,
and to maximize the performance and resourcestafaganters to deliver applications at the lowest end with the lowest operational overhead.

The Cisco ACE and AVS offerings introduce seveeahhologies for delivering applications in demagdémterprise environments, including
advanced application control through virtualizataond role-based access control, high performargk,decurity, and infrastructure simplification.
These and the other major features of the Cisco AGQEAVS solutions collectively deliver exceptioparformance, operational flexibility,
security, and application optimization.

Performance: Latency, Mitigation and Bandwidth Usage Reduction
Cisco ACE and AVS achieve short application respdimees by incorporating features that enhance avétand application performance in
Layer 2 through Layer 7.

As more and more applications are added to a @i the cost of supporting each applicatioediced. Cisco ACE and AVS also reduce
operating overhead costs—which are typically moam thalf of an IT budget—when implemented on the &&atalyst 6000 Series Switch.
The Cisco ACE module uses the switch for powercspeooling, and the management interface.
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Cisco AVS appliances enhance application performaver the WAN by improving response times. Withany changes to the application or in
client interaction, Cisco AVS solutions routinelyrisk end-user response times by 50 to 80 per€sto data-center solutions maintain the state
of the entire application across all clients andees. Through knowledge of the context of requehts solutions transform data previously
considered uncacheable and eliminate the needettkahith either Web or application servers. AggtegpWeb requests and minimizing
unnecessary network calls bring gains for userartdgss of their location, access, or client systEmese advances rely on four primary capabilities
of the Cisco AVS products:

« FlashForward object acceleration helps the Cisc&8¥20 Application Velocity System eliminate unresary browser cache validation
requests. This new technology eliminates the nétwefays associated with embedded cacheable Webtslguch as images, style sheets,
and JavaScript files. In a Web deployment, eacheeltdbd object must ensure that the user has thembopwser version, and each validation
involves a separate HTTP request from the cliethécorigin server. Pages that embed many objegts$ wait to be rendered until the client-to-
server round trips are completed. Cisco FlashFahteohnology automates this process at the seilasbject validity information is carried in
the single download of the parent HTML documente Tisco AVS 3120 takes responsibility for transpyemanaging validity and
expirations. This automatic aggregation savesitraff validating object freshness on the serveg,sidther than on the client. The benefits can
be realized in any application.

* Smart Redirect speeds Webpage redirecting by heethim Cisco AVS 3120 convert HTML metatag-basedreets into more efficient HTTP
header-based redirects. The result is significdiajer page response time that does not sactfifecéexibility and productivity of metatag-based
redirection.

¢ Fast Redirect speeds HTTP header-based 301/302¢tdireducing the round trips required from tvane. The Cisco AVS 3120 processes the
301/302 HTTP status code response and fetchesdivected resource over the LAN in the data center.

« FlashConnect improves browser performance by emgabéisponses to be processed in parallel rathersergally. By default, Microsoft Internet
Explorer fetches objects over only two TCP conmediestablished for each domain name it sees HTAML container page. This limit means
that requests are often queued unnecessarily jfaibit performance suffers. By multiplexing #geconnections, the Cisco AVS 3120
accelerates performance.

Reduce Time, Cost and Complexity of Application Deployment

Enterprises and service providers need flexiblalagde, and reliable platforms for application dety. Significant reduction in the time needed to
deploy applications is achieved through centralizetrol with decentralized management using vinpaatitioning, role-based access control, and
hierarchical management domains. Virtual partitign¢can provide the same level of service to as maar850 logical groups., Role-Based Access
Control (RBAC) enable centralized control and dé@dized management. Combined with hierarchical agement domains these functions allow
resource distribution and management in logicaligso(such as businesses, applications, or custporessgiven physical platform and ensure
maximum flexibility for deployments, for the mosiadable and efficient use of the Application CohEagine.

Security

The Self-Defending Network concept aims at peaamiofl through built-in defense at multiple leveighe data center. A Cisco data center
solution for Application Networking Services intatgd with a Cisco Self-Defending Network supportstilevel security while efficiently
handling application traffic. Such a solution pies a single point of control for all business aadurity policies and a robust solution for
application security, including:

¢ SSL encryption and decryption

« Directional deep inspection

 Integrated hardware-accelerated protocol control

« Positive and negative (whitelist and blacklist)géy

« Protocol compliance

« Anomaly detection

< Transaction logging and reports for applicatiorusitg forensics
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Whereas intrusion prevention and intrusion detecsigstems protect Web servers, the Cisco ACE an8l sdlution protects against vulnerabilities
in Web-based applications. What firewalls acconfpéisthe network level—denying all activities unlesgslicitly allowed—Cisco ACE and AVS
accomplishes at the application level. A rules-dapelicy-directed approach ensures that thosenzatied requests to and from the application
comply with policy and do not, for example, inclualeequest to turn off the application.

In a typical threat scenario, an attacker uses l pyexy that resides on a legitimate user’'s deskitye attacker can tamper with message headers,
protocols, or payloads—for example, by insertingiomalis code into different parts of the applicatiBevelopers often do not protect their code
from these types of attacks.

A Cisco AVS solution filters out malicious inputsing a variety of methods:

« Normalization—The Cisco AVS 3120 first normalizes HTTP and HTTtR#ic by decoding encrypted traffic so that tteylpad can be
examined, not just the TCP header.

« Bidirectional, deep-packet inspection—The Cisco AVS 3120 examines messages in both diregtat the protocol and message payload levels.
It identifies malicious traffic by applying policguch as whitelists and blacklists.

¢ Blocking—The Cisco AVS 3120 blocks protocol and messageopalg that do not comply with policy, using a conaltion of whitelists
(permitted) and blacklists (prohibited). Applicatibehavior is analyzed to ensure that policies@mately match major application protocol
behavior and payload characteristics.

These features combine such that a Cisco AVS solytiovides protection against entire classestatks. Unlike signature-based protection,
which handles only specific known threats, or ledrnules-based protection, which requires an ekterigining phase, the Cisco AVS security
solution protects applications from both known anétnown threats. The AppScope graphical tool orCiseo AVS 3180 also provides a view
of activity between the data center and any reroat&tion, facilitating the isolation and resolutiohany problems.

Optimization
Cisco ACE and AVS improves application responsesimnd increases business transaction throughiogt asombination of:

« Bandwidth reduction features and minimized appilicatatencies
« Offloading server processing cycles for optimizagplications
« Content switching techniques, which optimize resewsage and help ensure application availability

With this comprehensive solution, applications dgptl across the WAN can now have response timesopidy experienced only in LAN
environments. Cisco AVS also provides the abilitgtaphically view application performance metriogjuding end-user response times,
helping users quickly identify and troubleshootlaggtion bottlenecks.

Often the challenge of application delivery is just about overcoming network latency. Organizatialso want to minimize their use of
bandwidth for cost, availability, or performancasens. A Cisco AVS solution can achieve a 70- tp@&@ent reduction in bandwidth usage, while
maintaining high performance, by applying the faliog techniques:

« Delta encoding—Webpage caching is successful because many pagsttc; subsequent requests can be satisfiedtfrertache instead of the
server. However, dynamic resources and conteng fembsequent server requests for the original fBagenvhen one can encode and deliver to
the client just the differences between the cadrigginal page and the updated new page, many casese handled by sending just a few bytes.
This approach, called delta encoding, is a cofenlogy of the Cisco AVS 3120. It helps the clispstem dynamically construct new pages
from cached pages by applying small deltas. Thisgss is both automatic and transparent—no chaadeswser clients, application servers,
or content are required.

« Dynamic browser caching—Many enterprise applications for customer relatigmsnanagement (CRM) and for portals often markesom
objects, such as images, JavaScript files, Actigedtrol files, or binary files, as noncacheableisTiractice can result in slow download
performance, especially for remote users with Behibandwidth. Cisco Just-in-Time Object Evaluatechnology on the Cisco AVS 3120
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automatically tracks the freshness of each of tbegects in real time. If a requested object haschanged, the client uses its cached version.
The Cisco AVS 3120 delivers the object only whelmais changed in that specific context.

« Smart image optimization—The Cisco AVS 3120 device compresses image fitedligently to optimize image quality, resulting fimster
image download times, faster page renders, and efficeent bandwidth usage. Other schemes compnesges uniformly, a policy that can
severely degrade quality of some images while misspportunities to compress other images furtBeme images can be highly compressed,
but others need to maintain their detail. For examrg JPG photo for an accident claim can be kigihteahighest resolution, whereas a scanned
insurance policy document can be highly compresstitbut compromising readability.

* Compression—Cisco goes beyond standard compression to delisee advanced optimizations such as adaptive dyneaaiting (discussed
later in this paper), delta encoding optimizatiang FlashForward technologies. Devices and appesdtiat incorporate simple byte reductions
are determined by how much repetitive content & gamtains—for typical HTML pages, compression redygage size by two to five times.

In contrast, delta optimization can often reducgepsize by 10 to 50 times, depending on how muelpdye actually changes. The Cisco AVS
3120 uses byte compression to further reduce #eeadian already-shrunken delta-optimized page. dniike existing GZIP and DEFLATE
implementations, Cisco’s optimized GZIP compressiofully compatible with all browser types, inciad Mozilla Firefox. Compression is
also available in the Cisco Content Services SWi@BS) as of Version 8.10.

Many organizations are surprised at how much sqreeser is needed to support Web capabilities aptiGgtions. Cisco incorporates a wide
variety of server offload functions in ways that @ertinent and appropriate for enterprise IT dgplents. The following features combine to
reduce server cycles by up to 80 percent:

« TCP connection multiplexing for offloading connection management—With the TCP connection feature, the Cisco ACE @isto AVS 3120
can take on the overhead of managing network cdiomschy maintaining persistent TCP connectionswie Web and application servers. To
optimize overall performance as traffic levels aj@rthe Cisco ACE and Cisco AVS 3120 adjust thebmrmof persistent TCP connections to the
back-end servers as load conditions dictate, fgedileb and application servers to focus solely antextt generation. This feature can double the
capacity of the Web server.

» Caching—A high-performance caching architecture enablesrs¢innovative optimizations of the Cisco AVS 312luding delta encoding
optimization and FlashForward object acceleratitatic caching also directly offloads servers gfuests for frequently requested static objects,
such as images and applets. This fully configuréddéure adds to the overall application perforneagued transaction throughput.

« Adaptive and configurable dynamic caching—This feature helps the Cisco AVS 3120 fulfill regtsefor dynamic content, enabling the
offloading of application servers and even cora@ldases. With configurable dynamic caching, thedC®¢S 3120 can cache multiple responses
for a given URL based on specified cache parametach as URL query strings, HTTP headers, andieaahues. In effect, it enables dynamic
content to be treated as static for acceleratefdqpeance. With a simple script, even personalizata ¢an be dynamically cached, leaving more
resources for core transactions.

» Load-based dynamic caching—Sophisticated content expiration policies help gaotee the freshness of dynamic content. The Ci&® 2120
monitors server load in real time and makes irgefit closed-loop decisions on content expiratioogiimize site performance and use hardware
resources efficiently during periods of peak t@affihis feature is configurable according to ld@dijng, and URLSs.

« Lazy-request evaluation—Many systems make updates globally and, in effdatk access for some period of time. For exanwleser request
can initiate a recompile, and during that time ather requests that come in may be queued, possblsing all users to wait. With lazy-request
evaluation, the device can be configured to alveyse a cached copy upon request and, when thedpacgrocessing is complete, to
automatically refresh the copy from the origin serWVith this feature, the device always servesamrout of the dynamic cache and, in effect,
separates the client request from the origin seesponse.

« SSL acceleration—The SSL protocol has become the industry stanaargrbviding security, privacy, and confidentialftyr enterprise business
transactions. To accelerate SSL transactions, ise@evice handles the SSL handshake with thetcliecrypts Web requests from the client,
proxies them to the back-end Web or applicatiomessr condenses the server responses (throughogeitaization and FlashForward
capabilities), encrypts them, and delivers thertigoclient within the secure SSL connection. Thiewhtically reduces the number of SSL-based
transactions and increases SSL scalability as rasi¢burfold. SSL processing is available on Cis@EAthe Cisco Content Switching Module
(CSM), Cisco content services switches, and Cis¢8 A

« URL mapping—In another security measure, the Cisco URL mappamability hides URLs within the HTML source by sying them with
arbitrary URL strings. This helps isolate the backt infrastructure by preventing end users fronmgete actual URL structure used by the
origin server.
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« Singlesign-on (SSO) optimizations—Many enterprises use SSO mechanisms such as Mitsddd LAN Manager to authenticate users as they
log into enterprise applications. Authenticatiom iway of preventing user spoofing. Cisco improwesrall application performance in SSO-
enabled environments by eliminating redundant auibation traffic associated with object validati@guests.

« XML transformation—Applications that output XML offer considerableXiility in terms of connectivity and reuse. Traatihg XML on
the application server is inefficient and leadsigmificant back-end performance problems. Instefatie usual standalone XML transformation
appliance, Cisco offers integrated XML translat@apability through an XML module built into the €sAVS 3120. The solution caches XML
objects to improve performance and throughputpetffk the transformation of XML from the back end #re client, and then performs all
appropriate optimizations to deliver to clients.

Cisco ACE Services Module helps ensure availabditd reliability of application services inside andside corporate networks with a variety
of policy-based approaches:

« Load-balancing policies—Heavy server loads are distributed using policeseld on criteria that identify the requests toibtiduted, the
eligible devices capable of handling those requesis the algorithms for distributing the requeBtsamples of load-distribution algorithms
include round robin, weighted round robin, leastroections, weighted least connections, least loaaled predictive hash.

« Server-failure policies—When a server fails, what happens next is govebyetie operator’s specific policy. For example, Wwtzould be done
when a server to which a client has a persistemi@ction mapped fails during a transaction? Passiptions include resetting the connection,
issuing an HTTP redirect (perhaps to a serverdisgiays an error message), rebalancing the coonect a new server using the load-balancing
policy, or directing it to a special “sorry serveiat becomes active if there are no other eligibleers for this policy.

« Content-specific policies—Different treatment can be specified for differgmies of content. For example, a policy might dimdkrequests for
cacheable content to a set of reverse-proxy cablaésffload the processing of static images fr@pligation servers. Another might partition a
Web server farm into static and dynamic sections.

« Device-specific policies—Different treatment can be specified for differgyges of devices. For example, clients using aledsedevice can be
directed to a set of servers that customize corfiterits format.

SUMMARY

With its latest additions to its data center solusi for Application Networking Services, Cisco ®y8s® helps businesses improve value across
widely distributed organizations by creating netkgothat optimally support application deploymegecifically, Cisco data center solutions for
Application Networking Services deliver:

« Unprecedented control for IT over the deployment aranagement of application service, which can dtaally improve service and reduce
management overhead by creating virtual partitemms using role-based access control.

» High application and device performance, includliégGB throughput and 4-MB bidirectional connectibm$iandle large-scale operations, and
unigue WAN latency and bandwidth reduction captédito improve end-user response times acrossaiveork.

< Rich levels of application and network securityglirding bidirectional support for content inspenti®SL encryption/decryption, and transaction
logging for application security forensics.

 Integration of multiple front-end services withirsiagle processing path.

The Cisco’s data center solutions for ApplicatiogtWorking Services provide a new and solid fourtdato help ensure that IT can adapt to a
changing and challenging business environment withidget and on time. They include the following:

¢ The new Cisco ACE module

« The new Cisco AVS software update for the Cisco 120 Application Velocity System

« Application load balancing and acceleration: Cisco CSS 11500 Content Services Switches

« Application load balancing: Cisco Content Switching Module for the Cisco Gah6500 Series Switch

« Application load balancing and Secure Sockets Layer (SSL) off-load: Cisco Content Switching Module with SSL for this¢€d Catalyst 6500
¢ Cisco GSS 4400 Global Site Selector platforms

* HTTP(s) optimization: Cisco AVS 3120 Application Velocity System
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* HTTP(s) optimization management device: Cisco AVS 3180 Application Velocity System

The Cisco Application Networking Services produifenngs also include Wide Area Application Sendgcéor providing remote offices LAN-like
access to centrally hosted and managed applications

* Web and video services: Cisco Application Conteetworking System (ACNS) Software
« File and print services software: Cisco Wide Arda Bervices (WAFS)
» Data-center file services: Cisco Network Attacheéor&ye (NAS)

Cisco Application-Oriented Networking brings to tGesco Application Networking Services products éfadity to deliver application
infrastructure functions as network-based services.
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