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Cisco 10S® Software Release 15.0(1)SY supports Cisco Catalyst® 6500 Series Supervisor
Engine 2T only. Cisco I0S Software Release 15.0(1)SY inherits features from Release
12.2(50)SY and adds several new software and hardware features specifically developed for
Catalyst 6500 Series platforms with the new Supervisor Engine 2T. The release also reflects
the evolution of Cisco’s software development model, which accelerates the consistency of
features and applications across platforms and enables Cisco® Services for Borderless
Networks.

Cisco I0S Software Release 15.0(1)SY is the first extended maintenance release for the Supervisor Engine 2T.
Release 15.0(1)SY does not support Cisco Catalyst 6500 Series Virtual Switching Supervisor Engine 720 with
10GE Uplinks and other older supervisor modules.

Cisco I0S Software Release 15.0(1)SY includes the following:

e Support for the Cisco Wireless Services Module 2 (WiSM2) with Supervisor Engine 2T
e Support for the Cisco ACE Application Control Engine Module with Supervisor Engine 2T
e More than 70 new software and hardware features
These new features are in addition to the more than 200 features enabled by Cisco 10S Software Release

12.2(50)SY on Cisco Catalyst 6500 Series Switches running Supervisor Engine 2T, reinforcing the position of the
Cisco Catalyst 6500 Series as the most comprehensive switching platform available today.

There are no special memory requirements to upgrade from Release 12.2 to Release 15.0 on Cisco Catalyst 6500
platforms. This release follows the same rigorous test procedure as all Catalyst 6500 Software Releases and is
Safe Harbor tested.

The naming convention and maintenance lifecycle for Cisco IOS Software Release 15.0 is explained in the Cisco
10S Software release strategy document for the Cisco Catalyst 6500 Series at
http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/prod_bulletin0900aecd804f0694.html.

For detailed information about the features and hardware supported in Cisco 10S Software Release 15.0(1)SY,
refer to the Cisco I0S Software Release 15.0(1)SY release notes and customer documentation at
http://www.cisco.com/en/US/products/ps6017/tsd_products support_series_home.html.
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Release Packaging

Cisco I0S Software packaging for Cisco Catalyst 6500 Series Switches was simplified for Supervisor Engine 2T
with Cisco I0S Software 12.2(50)SY, and this practice continues with the Cisco 10S Software Release 15.0 train.
The simplified software packaging has four image sets: IP Base, IP Services, Advanced IP Services, and
Advanced Enterprise Services. Each set will be available in two types: regular and no payload encryption (NPE).
The regular images provide Secure Shell (SSH) as well as the possibility to encrypt traffic at line rate using the
IEEE 802.1ae standard. The NPE images are targeted at countries with import restrictions and include control-
plane encryption services such as SSH and Simple Network Management Protocol Version 3 (SNMPv3), but they
do not include the capability to encrypt data with IEEE 802.1ae.

For an overview of Cisco I0S Software packaging for Cisco switches, including its availability and the associated
Cisco 10S Software release migration strategy, visit http://www.cisco.com/go/packaging.

New Features

New Hardware

Cisco I0S Software Release 15.0(1)SY adds support for the service modules listed in Table 1 with Supervisor
Engine 2T.

Table 1. Supported Service Modules

Service Module Description Part Number

Cisco ACE30 hardware ACE30-MOD-K9
Cisco WiSM2 WS-SVC-WiSM-2-K9

Cisco Wireless Services Module 2

The Cisco WiSM2 controller for Cisco Catalyst 6500 Series Switches, shown in Figure 1, is a highly scalable and
flexible platform that enables systemwide services for mission-critical wireless services in medium-sized to large
enterprises and campus environments. Designed for IEEE 802.11n performance and high scalability, the Cisco
WiSM2 controller supports a high density of clients and delivers highly efficient roaming, with at least nine times
the throughput of existing IEEE 802.11a/g networks. The Cisco WiSM2 controller offers enhanced uptime, with the
capability to simultaneously manage up to 500 access points, superior performance for reliable streaming video
and toll-quality voice, and improved fault recovery for a consistent mobility experience in the most demanding
environments. Cisco I0OS Software Release 15.0(1)SY is the first software release that supports Cisco WiSM2 on
Cisco Catalyst 6500 Series Switches running Supervisor Engine 2T.

For more information, refer to http://www.cisco.com/en/US/products/ps11634/index.html.

Cisco Application Control Engine Module
The Cisco ACE30 Module (Figure 2) for the Cisco Catalyst 6500 Series Switches is an industry-leading application
switch, increasing the availability, accelerating the performance, and enhancing the security of data center
applications. It allows enterprises and service providers to accomplish four primary IT objectives for application
delivery:

e Increase application availability

o Accelerate application performance

e Secure the data center and critical business applications

o Facilitate data center consolidation through the use of fewer servers and load balancers
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For more information, refer to
http://www.cisco.com/en/US/prod/collateral/modules/ps2706/ps6906/product bulletin c25 632385.html.

Transceivers Supported
Cisco I0S Software Release 15.0(1)SY supports the following transceivers:

e SFP-10GB-LRM (10GBASE-LRM)
e SFP-10GB-LR (10GBASE-LR)
e SFP-10GB-ER (10GBASE-ER)

Software Innovations

Cisco I0S Software Release 15.0(1)SY brings componentized software, allowing Cisco to develop, test, and reuse
source code for similar functions across a smaller number of operating systems. Consistency of code across
platforms provides consistency of behavior and simplified management for customers. The software innovations
span multiple technology areas, including high availability with bidirectional forwarding detection (BFD), Layer 2
campus extension using Virtual Private LAN Service (VPLS), optimized video delivery with medianet, and IPv6.

High Availability

Cisco I0S Software Release 15.0(1)SY for the Cisco Catalyst 6500 Series has been enhanced to meet demand
for higher network availability for both infrastructure and services. New routing clients for BFD and nonstop
forwarding (NSF), stateful switchover (SSO), and graceful restart help eliminate or reduce the impact of downtime
and meet customers' requirements for uninterrupted access to applications, systems, and data.

e Open Shortest Path First Version 3 (OSPFv3) graceful restart: The graceful restart feature in OSPFv3
prevents routing protocol reconvergence during a processor switchover by allowing nonstop data
forwarding along routes that are already known while the OSPFV3 routing protocol information is being
restored. To perform the graceful restart function, a router must be in high-availability stateful switchover
(SSO) mode. For more information, please visit
http://www.cisco.com/en/US/docs/ios/ipv6/configuration/quide/ip6-ospf.html.

« BFD for IPv6 (BFDv6) protocol: BFD is a detection protocol designed to provide fast forwarding path failure
detection times for all media types, encapsulations, topologies, and routing protocols. In addition to fast
forwarding path failure detection, BFD provides a consistent failure detection method for network
administrators. BFDv6 provides IPv6 support by accommodating IPv6 addresses, and it provides the
capability to create BFDv6 sessions. For more information, see
http://www.cisco.com/en/US/docs/ios/ipv6/configuration/quide/ip6-bfd.html.

e BFD support for OSPFv3: With Cisco 10S Software Release 15.0(1)SY, OSPFv3 is now a registered
protocol with BFD and receives forwarding path detection failure messages from BFD. For more

information, please visit http://www.cisco.com/en/US/docs/ios/ipv6/configuration/quide/ip6-bfd.html.

e Border Gateway Protocol (BGP) for IPv6 address family NSF and graceful restart: The graceful restart
capability is supported for the IPv6 BGP unicast, multicast, and VPNv6 address families, enabling the
Cisco NSF function for BGP IPv6. The BGP graceful restart capability allows the BGP routing table to be
recovered from peers without keeping the TCP state. For more information, see
http://www.cisco.com/en/US/docs/ios/ipv6/configuration/quide/ip6-mptcl_bgp.html.
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e Multiprotocol Label Switching (MPLS) VPN 6VPE and 6PE SSO support: The SSO feature maintains
stateful protocol and application information. User session information is maintained during a switchover,
and line cards continue to forward network traffic with no loss of sessions, providing improved network
availability. SSO initializes and configures the standby rendezvous point and synchronizes state
information, which can reduce the time required for routing protocols to converge. Network stability may be
improved with the reduction in the number of route flaps created when routers in the network fail and lose
their routing tables. For more information, see
http://www.cisco.com/en/US/docs/ios/mpls/configuration/quide/mp _6vpe_6pe_issu_sso.html.

IPv6

Networks today predominately use IPv4. The networks of the future will need to grow, and that growth will be in the
IPv6 space. The Cisco Catalyst 6500 Series preserves the IPv4 network investment and continues to offer
customers new IPv6 services to prepare for the orderly transition to IPv6.

For more information about IPv6 campus design, please see
http://www.cisco.com/en/US/partner/solutions/ns340/ns414/ns742/ns815/landing_clPv6.html.

o Link-state advertisement (LSA) and shortest-path-first (SPF) throttling OSPFv3 fast convergence
enhancements: The LSA and SPF throttling OSPFv3 fast convergence enhancements provide dynamic
mechanisms to slow down link-state advertisement updates in OSPFv3 during times of network instability.
These enhancements also allow faster OSPFv3 convergence by providing LSA rate limiting in milliseconds.
Previously, OSPFv3 used static timers for rate-limiting SPF calculations and LSA generation. Although
these timers are configurable, the values used are specified in seconds, which poses a limitation for
OSPFv3 convergence. LSA and SPF throttling achieves subsecond convergence by providing a more
sophisticated SPF and LSA rate-limiting mechanism that can respond quickly to changes and also provides
stability and protection during prolonged periods of instability. For more information, see
http://www.cisco.com/en/US/docs/ios/ipv6/configuration/quide/ip6-ospf.html/.

¢ Hot Standby Router Protocol (HSRP) IPv6 global address support: The HSRP global IPv6 address feature
allows users to configure multiple nonlink local addresses as virtual addresses, and it allows the storage
and management of multiple global IPv6 virtual addresses in addition to the existing primary link-local
address. If an IPv6 address is used, it must include an IPv6 prefix length. If a link-local address is used, it
must not have a prefix. For more information, see
http://www.cisco.com/en/US/docs/ios/ipv6/configuration/quide/ip6-fhrp.html#wp1070413.

Routing

The Cisco Catalyst 6500 Series continues to add advances in routing technology for enterprise environments. The
routing features supported in this software release help simplify deployment of network virtualization and provide
added resiliency and improved operations.

e MPLS VPN Inter-Autonomous System (Inter-AS) Option AB: The MPLS VPN Inter-AS Option AB feature
combines the best functions of Inter-AS Option (10) A and Inter-AS Option (10) B networks to allow an
MPLS VPN service provider to interconnect different autonomous systems to provide VPN services. These
networks are defined in RFC 4364 section 10 multi-AS backbones, option A and option B, respectively. For
more information, see
http://www.cisco.com/en/US/docs/ios/mpls/configuration/quide/mp_vpn_ias_optab.html.
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¢ MPLS VPN Inter-AS Option AB+: Option AB+ is an enhancement to allow the next hop to be in the global
table. It allows MPLS forwarding between provider-edge autonomous system border routers (ASBRs) on
the same link as the one with Multiprotocol Exterior BGP (MP-eBGP) VPNv4 peering. Option AB requires
the next hop to be in the Virtual Route Forwarding (VRF) instance (configured as hybrid VRF) and thus
allows only IP forwarding between provider-edge ASBRs. Option AB+ is an enhancement to allow the next
hop to be in the global table, and it allows MPLS forwarding between provider-edge ASBRs (on the same
link as the one with MP-eBGP VPNv4 peering). This feature allows the Inter-AS hybrid next hop to be in the
global table (instead of the VRF table) and uses the MPLS forwarding path (instead of the IP path).

e OSPF demand circuit disable: This feature prevents potential problems with point-to-multipoint (P2MP)
links and adjacency drop problems. It disables demand circuit negotiation for hub-and-spoke environments.

¢ BGP event-based VPN import: This feature introduces a modification to the existing BGP path import
process. The enhanced BGP path import is directed by events: when a BGP path changes, all its imported
copies are updated as soon as processing is available. Convergence times are significantly reduced
because the propagation of routes is no longer delayed by the software’s waiting for a periodic scanner
time interval before processing the updates. For more information, see
http://www.cisco.com/en/US/docs/ios/iproute bgp/configuration/quide/irg_event vpn_import ps10591 TS
D_Products_Configuration_Guide Chapter.html.

¢ Round-trip changes without affecting provider-edge and customer-edge neighbors: this feature enables
alteration of the round-trip values without resetting the affected provider-edge and customer-edge
neighbors. For more information, see
http://www.cisco.com/en/US/docs/ios/iproute bgp/configuration/quide/irg_event vpn_import.html.

e Support for an Intermediate System-to-Intermediate System (I1S-I1S) instance per VRF instance for IP: This
feature provides multiple VPN VRF-aware IS-1S instances. For more information, see
http://www.cisco.com/en/US/docs/ios/12_Os/feature/quide/vrf_isis.html.

e OSPF graceful shutdown: The OSPF graceful shutdown feature allows network administrators to remove a
router from the network gracefully without affecting data traffic. When a user runs an OSPF shutdown
command, the router informs all its neighbors that it is going offline by sending OSPF messages indicating
that all links originating from the router are not useful for data forwarding. In addition, it sends an empty
hello message to bring down any OSPF adjacency relationships with its neighbors. Note that the router can
be reached after the graceful shutdown for troubleshooting or upgrading of router software or hardware.
This feature enables software and hardware upgrades in a single route processor device because users
can gracefully shut down the router from the network and then upgrade software or hardware in the router
as needed. It also allows troubleshooting without affecting data traffic because users can log in to the
router for debugging after shutting it down.

e OSPFV2 local routing information base (RIB): With the OSPFv2 local RIB feature, each OSPF protocol
instance has its own local RIB. The OSPF local RIB serves as the primary state for OSPF SPF route
computation. The global RIB is not updated with intermediate results during the SPF. Instead, the global
RIB is updated only when routes are added, deleted, or changed, thereby reducing global RIB
computations. This reduced update activity may result in fewer dropped packets. This feature is enabled by
default and does not need to be configured. For more information, see
http://www.cisco.com/en/US/docs/ios/12_4t/12_4t15/ht osrib.html.

o OSPF support for Not-So-Stubby Area (NSSA) RFC 3101: This feature adds an OSPF knob to prefer Type
7 over equal-cost Type 5. This feature is provided to comply with updates in RFC 3101.
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Multicast
Multicast enables many enterprise applications for video, multimedia, and data. The multicast features in this
software release enable high availability and add capabilities for both IPv4 and IPv6.

e Multicast VPN (MVPN) data multicast distribution tree (MDT) enhancements: This feature provides the
capability to map the groups in a VRF instance to particular MDT groups in a deterministic fashion.
Traditionally, the MDT groups are selected at random when the traffic passes the threshold. A 1:1 mapping
of VRF groups to MDT groups would ease troubleshooting and traffic engineering. Previously, there was a
limit of 255 MDTs before they were reused. Customers want to map many of their services to specific
MDTs and deliver them only to provider edges that have interested receivers. With this new function,1024
data MDTSs are supported.

« Internet Group Management Protocol Version 3 (IGMPv3) host stack: The IGMPv3 host stack feature
enables routers and switches to function as multicast network endpoints or hosts. The feature adds Include
mode capability to the IGMPV3 host stack for Source-Specific Multicast (SSM) groups. For more
information, see http://www.cisco.com/en/US/docs/ios/12_3t/12 3tl4/feature/guide/gtigmpv3.html.

o |IP Multicast load splitting - ECMP using S, G, and next hop: This feature introduces more flexible support
for ECMP multicast load splitting by adding support for load splitting based on source and group addresses
and on source, group, and next-hop addresses. This feature enables multicast traffic from devices that
send many streams to groups or that broadcast many channels, such as IPTV servers or MPEG video
servers, to be more effectively load-split across equal-cost paths. Prior to the introduction of this feature,
the Cisco I0S Software supported only ECMP multicast load splitting based on the source address, which
prevented multicast traffic sent by a single source to multiple groups from being load-split across equal-
cost paths. For more information, see
http://www.cisco.com/en/US/docs/ios/12_2sr/12_2srb/feature/quide/srbmpath.html.

¢ VRF and Multicast VRF (MVRF) syslog: Syslog information for MVRF messages contains VRF information,
allowing users to see VRF-aware multicast syslogs for troubleshooting.

Virtual Private LAN Service

The Cisco I0S Software Release 15.0(1)SY adds support for VPLS Routed Pseudowire a.k.a. Integrated Routing
and Bridging (IRB) Support for VPLS. It allows MPLS/IP packets to be routed in and out of a VPLS domain
between different vlans. This is useful when there is a need to connect different vlans and use vpls at the same
time by allowing user to configure an IP Address on a SVI Interface that has an Xconnect vfi CLI present for
VPLS PW.

With VPLS IRB now Data Center and Campus Layer 2 Extension can be done directly in the Aggregation or
Distribution Layer, which is the demarcation point for the Layer 2 and Layer 3 networks in most Enterprise
Architectures.

© 2011 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 6 of 10


http://www.cisco.com/en/US/docs/ios/12_3t/12_3t14/feature/guide/gtigmpv3.html
http://www.cisco.com/en/US/docs/ios/12_2sr/12_2srb/feature/guide/srbmpath.html

Layer 3

DC Aggregation ‘ - - = - ----~---- Demarcation

DC Access

Layer 2

Service Providers and laaS Hosting providers can use the functionality to provide complete Layer 2 and Layer 3

virtualization for their customers without adding an additional device.

Medianet

Mediatrace: Mediatrace is a network diagnostic tool that monitors the state of an audio, video or data flow
across a network path. Mediatrace discovers layer 2 and layer 3 devices along the flow path and can
provide different levels of information ranging to the device specific (CPU, memory), interface specific
(input interface speed, output interface drops), to the flow specific (DSCP values, network jitter and packet
loss).

For more information, please visit
http://www.cisco.com/en/US/docs/ios/media_monitoring/configuration/guide/mm_mediatrace.html.

RSVP based CAC (Call Admission Control): RSVP based CAC provided a robust CAC mechanism for
deployments across WAN resulting in superior QoS and reliability for calls amid meshed and multitier

networks.

Medianet 2.2 Support in GOLD: Microburst Detection is added to GOLD diagnostic tool which helps
troubleshoot packet microbursts in the port-asic and log the event.

Other features supported in this release include:

RIP for IPv6 (RIPng) NSF

Service advertisement framework (SAF)

BGP show ip bgp neighbor policy

BGP neighbor site-of-origin (SoO) command neighbor soo

IP-RIP delayed startup

OSPFv2 enablement on an interface using the ip ospf area command
OSPF time-to-live (TTL) security check

NSF and SSO support in IPv6 multicast
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Certifications
Cisco Catalyst 6500 Series Supervisor Engine 2T and the WS-X6908 line cards will be FIPS 140-2 certified in this
release.

SSHv2, SNMPv3, and HTTPS also are included in this certification.

Manageability
Table 2 lists MIB enhancements. For details, visit ftp:/ftp-sj.cisco.com/pub/mibs/supportlists/wsc6000/wsc6000-

supportlist-ios.changes/.

Table 2. Cisco 10S Software Release 15.0(1)SY MIB Enhancements

CISCO-DHCP-SNOOPING-MIB
CISCO-ENTITY-ASSET-MIB
CISCO-ENTITY-FRU-CONTROL-MIB
CISCO-ERR-DISABLE-MIB
CISCO-HW-MODULE-CONTROL-MIB
CISCO-INTERFACETOPN-EXT-MIB
CISCO-LAG-MIB

CISCO-PAGP-MIB
CISCO-SWITCH-ENGINE-MIB
CISCO-SWITCH-HARDWARE-CAPACITY-MIB
CISCO-SWITCH-QOS-MIB
CISCO-TRUSTSEC-MIB
CISCO-TRUSTSEC-SXP-MIB
CISCO-UDLDP-MIB
CISCO-VIRTUAL-SWITCH-MIB
CISCO-VLAN-GROUP-MIB
CISCO-VTP-MIB

Support
Cisco I0S Software Release 15.0(1)SY follows the standard Cisco support policy. For more information, visit
http://www.cisco.com/en/US/products/products_end-of-life_policy.html.

Ordering Information

To place an order, visit the Cisco Ordering homepage. To download software, visit the Cisco Software Center.
Table 3 lists ordering information for Cisco 10S Software Release 15.0(1)SY.

Table 3. Cisco 10S Software Release 15.0(1)SY Ordering Information

Product Name Part Number

Cisco CAT6000-VS-S2T I0S ADV ENT SERV FULL ENCRYPT S2TAEK9-15001SY
Cisco CAT6000-VS-S2T 10S ADVANCED ENTERPRISE SERVICES NPE S2TAEK9N-15001SY
Cisco CAT6000-VS-S2T I0S ADVANCED IP SERVICES FULL ENCRYPT S2TAIK9-15001SY
Cisco CAT6000-VS-S2T 10S ADVANCED IP SERVICES NPE S2TAIK9N-15001SY
Cisco CAT6000-VS-S2T I0S IP SERV FULL ENCRYPT S2TISK9-15001SY
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Cisco CAT6000-VS-S2T I0S IP SERV NPE S2TISK9N-15001SY
Cisco CAT6000-VS-S2T 10S IP BASE FULL ENCRYPT S2TIBK9-15001SY
Cisco CAT6000-VS-S2T 10S IP BASE NPE S2TIBK9N-15001SY

For More Information

For more information about the Cisco Catalyst 6500 Series, visit the product homepage at
http://www.cisco.com/go/6500 or contact your local account representative.

Also see the following resources:

e Cisco I0S Software product lifecycle dates and milestones

o http://www.cisco.com/en/US/prod/collateral/iosswrel/ps8802/ps6969/ps1835/prod bulletin0900aecd801e
da8a ps6441 Products Bulletin.html

o http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/prod bulletin0900aecd804f0694.pdf

e Cisco I0OS Software information

o http://www.cisco.com/en/US/products/sw/iosswrel/products ios cisco ios_software category home.htm
|

e Cisco I0S Software Center

o Download Cisco IOS Software releases and access software upgrade planners:
http://www.cisco.com/cisco/software/navigator.html?a=a&i=rpm

e Cisco Software Advisor (requires Cisco.com account)

o Determine the minimum supported software for platforms:
http://tools.cisco.com/Support/Fusion/FusionHome.do

e Cisco Feature Navigator (requires Cisco.com account)

o Use a web-based application to quickly match Cisco IOS Software releases, features, and hardware:
http://tools.cisco.com/ITDIT/CEN/jsp/index.jsp

e Cisco I0S Software Planner (requires Cisco.com account)

o View all major releases, all platforms, and all software features from a single interface:
http://www.cisco.com/pcgi-bin/Software/losplanner/Planner-tool/iosplanner.cqi

e Cisco Catalyst switching portfolio

o View the full Cisco Catalyst switching portfolio in one document:
http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps6406/CatalystPoster Final.pdf

¢ Product management contact

o Cisco Catalyst 6500 Series marketing team (cco-6500-external@cisco.com)
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