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Product Bulletin No. 3088  

Cisco IOS Software Release 12.2(25)EX for Cisco ME 3400 and ME 2400 
Series Ethernet Access Switches 

Cisco Systems® announces new Cisco IOS® Software for Cisco® ME 2400 and ME 3400 Series Ethernet Access Switches. These two product 

families are designed for service providers offering voice, video, and data (“triple-play”) and VPN services. This product bulletin contains 

content and delivery information for Cisco IOS Software Release 12.2(25)EX. For more information about the Cisco IOS Software release 

process, refer to Product Bulletin 537. 

As the market leader in Metro Ethernet solutions, Cisco continues to be an innovator. This software release features mission-specific features 

that simplify management, deployment, and troubleshooting of Metro Ethernet access networks. It is the first Cisco IOS Software release 

supporting the new Cisco ME 3400 and ME 2400 series switches. 

This release introduces software support for two new Metro Ethernet product families and four new products. 

Cisco ME 3400 Series Ethernet Access Switches: 

• Cisco ME 3400-24TS AC Ethernet Access Switch (part number ME-3400-24TS-A) 

• Cisco ME 3400-24TS DC Ethernet Access Switch (part number ME-3400-24TS-D) 

Cisco ME 2400 Series Ethernet Access Switches: 

• Cisco ME 2400-24TS AC Ethernet Access Switch (part number ME-2400-24TS-A) 

• Cisco ME 2400-24TS DC Ethernet Access Switch (part number ME-2400-24TS-D) 

Any early deployment release of the software should be used in a test network before being deployed in a production network. 

This mission-specific software designed for Metro Ethernet access includes many new features and concepts that make the Cisco ME Series the 

optimal access switch for service providers. Many default behaviors of the software are different from traditional Ethernet switches. These 

differences make the Cisco ME 3400 Series easier to configure, manage, secure, and troubleshoot. Some of the new key Metro Ethernet 

features follow: 

• User-Network Interface (UNI)/Network Node Interface (NNI) 

• Control Plane Security 

This release of Cisco IOS Software introduces the concept of UNI/NNI for Ethernet access switches. The ability to identify the application of 

each port provides ability to set default behaviors that provides many benefits. Table 1 lists some of the key behaviors and benefits of 

UNI/NNI.  
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Table 1. UNI/NNI Default Behaviors 

Default Behaviors  Benefits  

UNI Default: Down  Ports must be activated by the service provider before customers can receive service.  

UNI Default: No Local 
Switching  

Circuit-like behavior protects each customer’s traffic from other customers’ traffic. 

UNI Default: Control Plane 
Security Enabled  

Control plane packet ingresses from the UNI are dropped in hardware to protect against denial of service 
(DoS). 

NNI Default: Up  Automated configuration of the switch is enabled through the Dynamic Host Configuration Protocol 
(DHCP)/BOOTP server.  

 

Control Plane Security protects the processor from DoS attacks. By default the UNI drops the following control protocols: 

• Bridge protocol data unit (BPDU) 

• VLAN Trunking Protocol (VTP)  

• Cisco Discovery Protocol  

• Unidirectional Link Detection Protocol (UDLD)  

• Link Aggregation Control Protocol (LACP) 

• Port Aggregation Protocol (PAgP) 

This feature also provides an option to rate-limit control protocols. If the customers need these protocols tunneled across the network, the 

service provider can still protect the switch by controlling the number of control protocol ingresses from customers. 

Table 2. Key Features of Software Feature Images  

Feature  Cisco ME 2400 Series  
Cisco ME 3400 Series 
METROBASE  

Cisco ME 3400 Series 
METROACCESS 

Cisco ME 3400 Series 
METROIPACCESS 

 UNI NNI UNI NNI UNI NNI UNI NNI 

Rapid Spanning Tree (802.1w)   X  X  X  X 

Multiple Spanning Tree (802.1s)   X  X  X  X 

Cisco EtherChannel ® Technology  X X X X X X X X 

802.3ad  X  X  X  X 

802.1Q Trunking  X X X X X X X X 

Port Security  X X X X X X X X 

MAC Address Notification  X X X X X X X X 

Private VLAN  X X X X X X X X 

802.1x X X X X X X X X 

Secure Shell (SSH) Protocol (v1.5/2)  X X X X X X X X 

Unicast MAC Filtering  X X X X X X X X 

Kerberos  X X X X X X X X 

TACAS+/RADIUS  X X X X X X X X 

Dynamic ARP Inspection      X X X X 

IP Source Guard      X X X X 

DHCP Snooping  X X X X X X X X 

Port Access Control List (PACL)  X X X X X X X X 
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Feature  Cisco ME 2400 Series  
Cisco ME 3400 Series 
METROBASE  

Cisco ME 3400 Series 
METROACCESS 

Cisco ME 3400 Series 
METROIPACCESS 

 UNI NNI UNI NNI UNI NNI UNI NNI 

Storm Control  X X X X X X X X 

Control Plane Security  X  X  X  X  

Ingress Policing  X X X X X X X X 

Egress Shaping  X X X X X X X X 

Configurable Per-VLAN MAC 
Learning  

    X X X X 

Flex Link      X X X X 

Multicast VLAN Registration (MVR)  X X X X X X X X 

Internet Group Management 
Protocol (IGMP) Snooping Versions 
1, 2, and 3  

X X X X X X X X 

IGMP Filtering  X X X X X X X X 

IGMP Throttling  X X X X X X X X 

IGMP Fast-Leave  X X X X X X X X 

802.1Q Tunneling      X X X X 

Layer 2 Protocol Tunneling (L2PT)      X X X X 

Static Routing        X X 

Routing Information Protocol (RIP) 
Versions 1 and 2  

      X X 

Enhanced Interior Group Routing 
Protocol (EIGRP)  

      X X 

Open Shortest Path First (OSFP)        X X 

Border Gateway Protocol Version 4 
(BGP4) 

      X X 

Rourted Access Control List 
RrACL)  

      X X 

Multi-VRF CE (VRF-Lite)        X X 

Hot Standby Router Protocol 
(HSRP) 

      X X 

Policy-Based Routing (PBR)        X X 

Availability 
CISCO IOS Software Release 12.2(25)EX will be available in November 2005. 
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Ordering Information 
Table 3 gives ordering information for the Cisco ME 3400 Series software feature images. 

Table 3. Ordering Information for Cisco ME 3400 Series Software Feature Images 

Image Name  Description  Part Number  

me340x-metrobase-tar Cisco ME 3400 Series IOS METROBASE S340XBT-12225EX 

me340x-metrobasek9-tar Cisco ME 3400 SERIES IOS METRO BASE CRYPTO S340XBK9T-12225EX 

me340x-metroaccess-tar Cisco ME 3400 SERIES IOS METRO ACCESS  S340XAT-12225EX 

me340x-metroaccessk9-tar Cisco ME 3400 SERIES IOS METRO ACCESS CRYPTO S340XAK9T-12225EX 

me340x-metroipaccess-tar Cisco ME 3400 SERIES IOS METRO IP ACCESS  S340XIT-12225EX 

me340x-metroipaccessk9-tar Cisco ME 3400 Series IOS METRO IP ACCESS CRYPTO S340XIK9T-12225EX 

Software Image Migration Guide 
Figure 1 displays Cisco IOS Software Release 12.2(25)EX functions relative to the 12.2S and 12.2SE releases and identifies the recommended 

migration path. For more information about the Cisco IOS Software release process, refer to the Cisco IOS Reference Guide white paper at 

http://www.cisco.com/en/US/products/sw/iosswrel/ps1828/products_white_paper09186a008018305e.shtml. 

Figure 1 

Cisco IOS Software Release 12.2 Release Train 

 

 

For More Information 
Additional product information is available at the following URLs:  

• Cisco ME 3400 Series Ethernet Access Switches: http://www.cisco.com/en/US/products/ps6580/ 

– Release Note: http://www.cisco.com/en/US/prod/collateral/switches/ps6568/ps6580/prod_bulletin0900aecd8034ff2d.html 

• Cisco ME 2400 Series Ethernet Access Switches: http://www.cisco.com/en/US/products/ps6581/index.html 

– Release Note: http://www.cisco.com/en/US/prod/collateral/switches/ps6568/ps6581/prod_bulletin0900aecd8035cfc5.html 

 

http://www.cisco.com/en/US/products/sw/iosswrel/ps1828/products_white_paper09186a008018305e.shtml
http://www.cisco.com/en/US/products/ps6580/
http://www.cisco.com/en/US/prod/collateral/switches/ps6568/ps6580/prod_bulletin0900aecd8034ff2d.html
http://www.cisco.com/en/US/products/ps6581/index.html
http://www.cisco.com/en/US/prod/collateral/switches/ps6568/ps6581/prod_bulletin0900aecd8035cfc5.html
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Corporate Headquarters 
Cisco Systems, Inc. 
170 West Tasman Drive 
San Jose, CA 95134-1706 
USA 
www.cisco.com 
Tel:  408 526-4000 
 800 553-NETS (6387) 
Fax: 408 526-4100 

European Headquarters 
Cisco Systems International BV 
Haarlerbergpark 
Haarlerbergweg 13-19 
1101 CH Amsterdam 
The Netherlands 
www-europe.cisco.com 
Tel: 31 0 20 357 1000 
Fax: 31 0 20 357 1100 

Americas Headquarters 
Cisco Systems, Inc. 
170 West Tasman Drive 
San Jose, CA 95134-1706 
USA 
www.cisco.com 
Tel: 408 526-7660 
Fax: 408 527-0883 
 

Asia Pacific Headquarters 
Cisco Systems, Inc. 
168 Robinson Road 
#28-01 Capital Tower  
Singapore 068912 
www.cisco.com 
Tel:  +65 6317 7777 
Fax:  +65 6317 7799 

 
Cisco Systems has more than 200 offices in the following countries and regions. Addresses, phone numbers, and fax numbers are listed on the 

Cisco Website at www.cisco.com/go/offices . 
 

Argentina • Australia • Austria • Belgium • Brazil • Bulgaria • Canada • Chile • China PRC • Colombia • Costa Rica 
Croatia • Cyprus • Czech Republic • Denmark • Dubai, UAE • Finland • France • Germany • Greece • Hong Kong SAR 
Hungary • India • Indonesia • Ireland • Israel • Italy • Japan • Korea • Luxembourg • Malaysia • Mexico 
The Netherlands • New Zealand • Norway • Peru • Philippines • Poland • Portugal • Puerto Rico • Romania • Russia 
Saudi Arabia • Scotland • Singapore • Slovakia • Slovenia • South Africa • Spain • Sweden • Switzerland • Taiwan 
Thailand • Turkey • Ukraine • United Kingdom • United States • Venezuela • Vietnam • Zimbabwe 
 
All contents are Copyright © 1992–2005 Cisco Systems, Inc. All rights reserved. Cisco, Cisco IOS, Cisco Systems, and the Cisco Systems logo are registered trademarks or 
trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries. 
 
All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a partnership relationship 
between Cisco and any other company. (0502R)  Pa/LW9744 11/05 
 
Printed in USA 
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