Cisco SYSTEMS

Deployment Guide

Deployment of Cisco IP Mobility Solution on Enterpr ise Class
Teleworker Network

The Cisco ® Service Oriented Network Architecture (SONA) frame  work helps enterprise customers evolve their
existing infrastructure into an Intelligent Informa tion Network that supports new IT strategies, inclu ding service-
oriented architecture, Web services, and virtualiza  tion. By integrating advanced capabilities enabled by intelligent
networks, enterprises can reduce complexity and man agement costs, enhance system resiliency and flexib ility,
and improve usage and efficiency of networked asset  s.

Part of the SONA framework, the Cisco EnterprisasSiTeleworker (ECT) solution securely integratesretwork infrastructure,
management infrastructure, managed services, grltaions across the entire enterprise, includiAgy, WAN, branch, and
teleworker locations.

Emerging wireless technologies such as wirelesss ANl 3G make it possible for enterprise telewarkeiaccess their intranet from
virtually anywhere, and at any time. For examplesleworker can move from an Ethernet-connectedidgcstation in a home office
to a Wi-Fi-enabled living room; from a Wi-Fi-enabll&rain station to a 3G-enabled moving metro trainfom a Wi-Fi-enabled office
to a Wi-Fi-enabled meeting room.

While ubiquitous IP connectivity is becoming mofeaageality, some challenges remain. Today, a neatelvice can have Wi-Fi, 3G,
and Ethernet connections, but it is still uncleaioh is best to use in a given instant, when &lasailable. And while multiple wireless
technologies can be used to cover a mobile usark areas, switching between these technologiesesaiit in frozen or restarted
applications, disconnected VPNs, and dropped packéis can affect enterprise productivity and disti the benefits of pervasive
wireless and IP connectivity.

This deployment guide addresses how Cisco 10S IBiliptechnology can be integrated into the ECTution framework to enable
teleworkers to roam between networks while enjoegure connectivity to the corporate intranet auithservice interruption. This
guide explores the various options available torcengial and enterprise customers looking to intiegnaobility and security into
their networks.

BACKGROUND

Cisco 10S IP Mobility technology provides mobilesus with a simple, user-intervention-free expergeticgain network connection
anywhere, at any time. It provides intelligent cection management for users by automatically salgthe “best” access link whenever
possible without user intervention. Session comtitag helps increase user productivity and redingesustration of having to restart
applications.

Cisco IOS IP Mobility technology uses the IETF MelP standard to enable users to freely move omlocation to another and
to switch between networks without worrying abopplécation sessions being dropped. Mobile IP tetdgoalso simplifies solution
interoperability. Cisco 10S IP Mobility technolo@ycludes the Cisco Mobile Wireless Home Agent, GiEBS Foreign Agent, Cisco
Mobile Router, and Cisco Mobile Client. This docuntaion focuses on using the Cisco Mobile Wireldesne Agent and the Cisco
Mobile Client. For more information about Cisco I@SMobility technology, visit:
http://www.cisco.com/en/US/products/ps6551/products technology home.html

The Cisco ECT solution provides a Cisco ftSbftware-based large-scale, secure, end-to-endgedrP network with integrated
managed services and applications support. It gesva standard solution for facilitating securevoet integration to suppliers, partners,

All contents are Copyright © 1992—2006 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 1 of 11


http://www.cisco.com/en/US/products/ps6551/products_ios_technology_home.html

employees, and customers. The Cisco ECT solutippats global deployment and a management modeptbaides a low total cost
of ownership (TCO). More details on the Cisco E@IuBon can be found alittp://cisco.com/go/ect

Cisco Easy VPN and Cisco I0S SSLVPN are e two E@Wponents that can be used in the IP mobility smutCisco Easy VPN is a
Cisco 10S Software-based VPN solution that simggdifiy PN deployment for remote offices and telewakBased on the Cisco Unified
Client Framework, the Cisco Easy VPN solution caizes VPN management across all Cisco VPN devibes,reducing the
management complexity of VPN deployments.

Cisco I0S SSLVPN provides remote secure corporet@ark (intranet) access over the standard pubt&rhet using only a Web
browser and its native Secure Sockets Layer (S&tryption. An SSL-enabled Web browser can be usedttess e-mail, the intranet,
and various applications and resources insidedhgocate network from any PC.

Integrating Mobile IP technology with the Cisco E€Glution framework provides seamless roaming betveifferent networks while
keeping a secure VPN connection to the corporédtearnk.

TARGET MARKET SEGMENTS

This secure Mobile IP solution is ideal for bothezprise and commercial business segments. Ingigemetworks, this solution
provides secure access to employees even frommgdogations; for example, commuting employeesatgsspersonnel can maintain
connectivity to their corporate network without irayto re-establish sessions while moving from elacplace.

Commercial companies find this solution useful wHenexample, remote users in professions sucktad brokerage for financial
institutions need to securely access the corpeseateers of the parent company while visiting tleignts. As another example, a banking
professional could access the headquarters tangastant loan approval or identify current inténmedes.
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NETWORK ARCHITECTURE

Figure 1 shows the components of the Cisco ECTisollase architecture that is used in this IP titgtsolution. Cisco Easy VPN or
Cisco IOS SSLVPN give end users secure accessporede resources.

Figure 1. Original Cisco ECT Topology
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Platform and Images
Following are the components and versions used i anobility deployment of the Cisco ECT solution.

o Cisco Mobile Wireless Home Agent: Cisco 7200 or@3@ries Router using the —js- image with Cisco 8o8ware
Release 12.4(6)T1

e VPN gateway: Cisco 7200 Series Router or Cisco 38&grated Services Router using the adventek#&iseage with
Cisco I0S Software Release 12.4(6)T1

e Cisco Mobile Client Version 2.0.14
e Cisco Easy VPN Client Version 4.0.5
e Cisco IOS SSLVPN Client Version 1.0.2.127

e Cisco Secure Access Control Server (ACS) Version 4.
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Cisco IOS IP Mobility Components

Cisco Mobile Client

The Cisco Mobile Client provides intelligent roamibetween wired and wireless networks, enablingmllication sessions to continue
without user intervention or application restafist more information about Cisco Mobile Client,itzis
http://www.cisco.com/en/US/products/ps6527/tsd_potsl support_series_home.html

To download the Cisco Mobile Client, visittp://www.cisco.com/cgi-bin/tablebuild.pl/cmc-1Dhis site will require a Cisco.com ID.

Cisco Mobile Wireless Home Agent

To offer seamless roaming to customers, mobileaipes need an IP connection that is always onpiedeent of location, movement,

or wireless infrastructure. They also need qualftgervice (QoS) capabilities, especially the &ptlb forward packets at rates appropriate
for each connection. For example, if a user corsnteca wireless WAN and then roams to a faster 8@&ark, the mobile operator needs
to reduce the packet-forwarding rate at the mortfenhew connection takes over, in order to avouketloss (from too high a
forwarding rate) or sub-optimal performance (frara tow a forwarding rate). The Cisco Mobile Wired$ome Agent is based on the
IETF Mobile IP standard (RFC 3344), which idensfi host device by a single IP address even di¢héce moves its physical point

of attachment from one network to another. Theltesubscribers with mobile devices can roam totlaeonetwork without restarting
applications or terminating and re-establishinganection.

Cisco ECT Solution Components
Cisco Easy VPN and Cisco I0S SSLVPN are the ECilitiesi components that can be used for implemertisgcure Mobile IP
network deployment.

The VPN gateway in the corporate network can bésadCEasy VPN gateway or a Cisco |OS SSLVPN gateWhen registering with
the Cisco Easy VPN gateway, the user can use predlkeys or certificates. The Cisco Easy VPN harbaiso be configured for split
tunneling, which allows only corporate traffic tags through the VPN gateway. All other traffic tendirected to the Internet directly
from the Cisco Mobile Wireless Home Agent. WhenWrRN gateway is a Cisco I0S SSLVPN gateway, it@perate in full tunnel mode,
clientless mode, or thin client mode.

When a VPN gateway is mentioned in this documeis,gither a Cisco Easy VPN gateway, a Cisco ISE\EN gateway, or a
converged VPN gateway that supports both VPN telcigies.

Cisco Easy VPN Client (VPN Client)

A VPN session can be established over the Mobileolihection originating from the user’s laptop. MigN gateway is beyond the
home agent; all packets to the corporate netwaleacrypted from the laptop and are routed thrabghhome agent. As the user
roams, the Mobile IP tunnel is maintained (as laaghere is network connectivity in the area). VRN session is maintained and
all the applications run without interruption. Faore information on Cisco Easy VPN deployment,tvisi
http://www.cisco.com/en/US/products/ps6660/produstsite paper0900aecd80267995.shtml

Cisco IOS SSLVPN Client (SSL VPN Client)

Cisco I0S SSLVPN provides remote secure corporetwark (intranet) access over the standard pubt&rhet using only a Web
browser and its native Secure Socket Layer (SStiyption. SSL authentication and encryption/dedgypbperates at the application
level, which eliminates the need for any speciajppse software installation at the client side.$81L-enabled Web browser and e-mail
client can be used to access e-mail, the corportiemet, and various applications and resourcadéthe corporate network. The end
host supporting the browser could be any IP-basst (PC, Mac, Linux/UNIX).

When users are mobile and have a Mobile IP sessitablished, they can start the Cisco IOS SSLVRHige using a browser in
clientless or full tunnel mode. Once the sessi@uixessfully established, they can access th@@gresources. For more information
on Cisco 10S SSLVPN deployment, vidittp://www.cisco.com/en/US/products/ps6660/produstsite_paper0900aecd8029d630.shtml
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CISCO ECT AND MOBILE IP SOLUTION

Security Challenges When Using Cisco Mobile Client Alone

When Cisco Mobile Client is used from the laptapegisters with the home agent in the corporateor. This requires that the User
Datagram Protocol (UDP) port 434 be open in thenfall between the Internet and corporate netwark#&mdling the Mobile IP traffic.
There is no control on the type of traffic that gsthrough the Mobile IP tunnel. Users can seriitimas data inside the Mobile IP
packet and disrupt the corporate network.

Adding Security to the Solution

Integrating Mobile IP with Cisco Easy VPN or Cid&@S SSLVPN provides a way to secure the traffigvity into the corporate network.
The Cisco Mobile Wireless Home Agent can be plandtie DMZ. This allows for UDP port 434 alone te Gpened in the firewall
between the Internet and DMZ, and does not comm®ithie entire corporate network. The VPN gatewaybeaplaced in the corporate
network and the corresponding ports (SSLVPN: TC® &dd IP Security [IPsec]: IP 50, UDP 500, and UIBR0) can be opened in the
firewall between the DMZ and the corporate. Thisvas only encrypted traffic to flow into the corde network. Figure 2 shows a
conceptual view of Mobile IP tunnel and VPN tunheing up when the user is roaming.

The Cisco Mobile Client on the laptop registerdwiite home agent. Upon successful registratiorPH ¥ession can be established with
the VPN gateway. Any traffic to the corporate natewill now be encrypted. All other data trafficstmed toward the Internet will go to
the home agent and then go directly to the Intafreglit tunneling is enabled on the VPN gateway.

Figure 2. Conceptual View of Mobile IP Tunnel and VPN Tunnel Being Up When User Is Roaming
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DEPLOYMENT SCENARIOS

This section explains the possible deployment seenhasing the Cisco Mobile Wireless Home Agent andPN gateway.

Cisco Mobile Wireless Home Agent in DMZ and VPN Gat eway in Corporate Network (External Roaming Only)

Figure 3. Network Topology with Cisco Mobile Wireless Home Agent in DMZ and VPN Gateway in Corporate Network
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As shown in Figure 3, the Cisco Mobile Wireless HoAment resides in the DMZ and the VPN gatewaydessin the corporate network.
The advantage of this design is that only UDP 484 needs to be opened in the firewall betweenrnteenet and DMZ. This prevents
any major damage to the corporate network. Thédraéstined for the corporate network then paiserigh another firewall (which has
only ports for VPN gateway open) to terminate VRISsions on the VPN gateway. This way only legitemater traffic comes to the
corporate network.

This is one of the most secure designs availaliie.disadvantage of this design is that it suppmrtg external roaming, i.e., only users
that are outside the corporate network and areirgaoan maintain session continuance. When entéhimgorporate network, the user
has to manually disconnect the Cisco Mobile Clitertte able to access the corporate network.

The security of the Cisco Mobile Wireless Home Agéself can be increased by using a combinatioacogss control lists and the
Cisco 10S Software Flexible Packet Matching featlitee Flexible Packet Matching feature in Cisco I®x8tware can be used to deny
any traffic that is not encrypted. Flexible Padiiettching allows the packet contents to be examatedparticular offset for a particular
pattern. Policies can be configured on the rowthich allows the router to drop the packet if thelile IP header is not followed by an
IPsec header.
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Cisco Mobile Wireless Home Agent and VPN Gateway in ~ Corporate Network (Internal Roaming Only)

The Cisco Mobile Wireless Home Agent and the VPMway can reside in the corporate network and aldyv internal roaming.
Internal roaming is useful for moving between difet internal networks; for example, between déffgércorporate buildings. Figure 4
shows an example of internal roaming.

Figure 4. Network Topology with Cisco Mobile Wireless Home Agent and VPN Gateway in Corporate Network
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When inside the corporate network, the user registith the internal home agent address. Once thieil®IP session is established,
the user can move between internal networks withasimg application sessions.

In this scenario, the traffic does not need to plassugh the corporate firewall, so no firewall fsoneed to be opened. The VPN gateway
is used for external VPN access, but external rogrisi not possible, as the home agent is only eddeHrom the internal network.

CONFIGURATION

Firewall Configuration
Firewall configuration for permitting Mobile 1P ffec:

permt udp any host 10.1.1.1 eq 434

Firewall configuration for permitting IPsec traffic

permit ip any host 10.3.1.1 eq 50
permt udp any host 10.3.1.1 eq 500
permt udp any host 10.3.1.1 eq 4500

Firewall configuration for permitting Cisco 10S S8PN traffic:

permt tcp any host 10.3.1.1 eq 443

All contents are Copyright © 1992—2006 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 7 of 11



Cisco Mobile Wireless Home Agent Configuration
router nobile
!
ip local pool NAI-POOL 10.1.2.1 10.1.2.255
ip nmobil e home-agent address 10.1.1.1 broadcast lifetinme 1800 nat-detect replay 255
ip nobil e host nai @yconpany. com address pool |ocal NAI-POOL interface G gabitEthernet0/0

ip nmobil e secure host nai @wyconpany. com spi 234 key hex 0089786512345987611116153412131
al gorithm nd5 node prefix-suffix

Cisco Mobile Client
The Cisco Mobile Client build can be foundhdtp://www.cisco.com/cgi-bin/tablebuild.pl/cmc-1.TDhis site requires a Cisco.com ID.

Details on setting up Cisco Mobile Client to interavith the Cisco Mobile Wireless Home Agent carfdaend in the user guide at:
http://www.cisco.com/en/US/products/ps6527/tsd_potsl support_series_home.html

APPENDIX

Full configuration of the Cisco Mobile Wireless HerAgent:

ha#sh run
Bui | di ng configuration...

Current configuration : 2550 bytes

!

I No configuration change since last restart
!

version 12.4

service tinestanps debug dateti nme nsec
service tinmestanps | og datetine nmsec
servi ce password-encryption

!

host name ha

!

boot - st art - mar ker

boot system di skO: c7301- advent erpri sek9-ne. 124-6. T
boot - end- mar ker

!

enabl e secret 5 1234567

!

aaa new nodel

!

!

!

aaa session-id comon

!

resource policy
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|

clock timezone PST -8

cl ock sumer-tinme PDT recurring
ip cef

1

1

|

!

no i p domain | ookup

i p domai n name ci sco.com
ip nmulticast-routing

!

!

password encryption aes

|

nterface G gabitEthernet0/0

ip address 10.1.1.1 255.255.255.0
dupl ex ful

speed 100

medi a-type rj 45

no negotiation auto

nterface G gabitEthernet0/1
no i p address

shut down

dupl ex auto

speed auto

medi a-type rj 45

no negotiation auto

nterface G gabitEthernet0/2
no i p address

shut down

dupl ex auto

speed auto

medi a-type rj 45

no negotiation auto

|

router nobile

ip local pool NAI-POOL 10.1.2.1 10.1.2.255
i p mobil e home-agent address 10.1.1.1 broadcast lifetinme 1800 nat-detect replay 255
ip nobil e host nai @yconpany. com address pool |ocal NAI-POOL interface G gabitEthernet0/0

ip nobil e secure host nai @wyconpany. com spi 234 key hex 0089786512345987611116153412131
al gorithm nd5 node prefix-suffix

I oggi ng al arm i nf or mati onal
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control -pl ane

!

gat ekeeper

shut down

!

line con O

stopbits 1

line aux O

stopbits 1

line vty 0 4
exec-timeout 120 O
transport input ssh
transport output ssh
stopbits 1

!

ntp cl ock-period 17179980
nt p updat e-cal endar

1

end

ha#
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