Cisco SYSTEMS

Deployment Guide

Deploying an Enterprise-Class Teleworking Solution using
Cisco Router and Security Device Manager

This deployment guide shows how the Cisco ® Enterprise-Class Teleworker (ECT) solution can be  deployed using
Cisco Router and Security Device Manager (SDM) for  commercial and small and medium-sized enterprises.

The Cisc8 Enterprise Class Teleworker solution is a higluiglable Cisco 10% Software-based solution that securely integrates t
network infrastructure, management infrastructoranaged services, and applications across the emtierprise, including LAN, WAN,
branch, and teleworker locations.

The solution is an integral part of the Cisco Saxv®Oriented Network Architecture (SONA), a framekvtitat enables enterprise
customers to build integrated systems acrossyadaliverged, intelligent network. Using the CiscdMNA\ framework, the enterprise
network can evolve into an Intelligent InformatiNetwork-one that offers the kind of end-to-end timrts and centralized, unified
control that promote true business transparencyagiiitly.

Cisco Systenfshas successfully deployed the Enterprise Clasaioeker solution within its own organization, inasing productivity

and improving efficiency while enabling “zero-totiadleployment, manageability, and low-to-negativataost of ownership (TCO).
Enterprises and service providers can use the G&dosolution to offer the benefits of network seeg to their end users and customers,
while maintaining an effective ROI.

For ECT/SONA Solution Overview, refer to:
http://www.cisco.com/en/US/prod/collateral/iossvpeb537/ps6586/ps6660/prod_brochure0900aecd803ffitize.cFor ECT/SONA
solution, services and applications support, refehe following Cisco.com linkattp://cisco.com/go/ect/

Cisco SDM is a Web-style graphical user interfa@&l) tool that can be used to configure Cisco Y@&uters. It usually comes with
a router’s factory default configuration and canrb@ked from any Java-enabled browser that haeexivity to the Cisco IOS router
to be configured. The latest version of Cisco SBMvailable ahttp://www.cisco.com/pcgi-bin/tablebuild.pl/sdm

Please refer thttp://www.cisco.com/go/sdrior coming up to speed with SDM. There you witidiall the product documentation.

When Cisco ECT is deployed for a small number oN\&pokes, the network can be provisioned by conifiguall hubs and spokes
using Cisco SDM. This is the focus of this guide.

CISCO SDM USE FOR THE CISCO ECT SOLUTION

This guide covers the steps needed for the praviigjpof a Cisco ECT solution using Cisco SDM. Ipkins how to configure DMVPN
hubs and all necessary features needed for a sipekejing DMVPN, firewall, Network Address Transtan (NAT), quality of service
(Qo0S), and IP services.

Note: Only some selective screen shots are shown irgthige. You will find that some steps do not haweadching screen shot. We
opted for selecting the most meaningful ones, &pkbe guide shorter. The missing ones shouldaatecany confusion when following
the detailed steps.

The configuration can be downloaded from Cisco Siidctly to the routers, or it can be saved tde f this last case, Secure Device
Provisioning (SDP) can be used to remotely retrieeconfiguration file, and to install a new ciétite in a new spoke router. However,
SDP is not covered in this guide.
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Cisco SDM can be used to manage devices that drepas it allows to the user to remotely accessuger using Secure Sockets Layer
(SSL) and change the configuration.

Cisco SDM is a good choice for deploying a CiscalE0lution for a small number of routers. In thissario, the VPN routers are
usually provisioned locally at the central offiaedethen shipped or hand-delivered to the end esesent to a small office.

Below is one possible list of features that carbabled by Cisco SDM for a Cisco ECT remote spokiger, used for a small or medium-
sized VPN deployment. Other features might be exbfdr each particular case.

¢ Internet connectivity, DSL, cable, etc.

e Two VLANS; one for corporate traffic and one toumed as a guest VLAN

¢ DMVPN as the underlying VPN backbone

¢ Routing for DMVPN

o IP Security (IPsec) and Public Key Infrastructu?&l) for VPN access

e Cisco 10S Firewall and access control lists (ACLS)

o Network/Port Address Translation (NAT/PAT)

o Intrusion prevention system (IPS)

¢ Quality of service (QoS)

o Network Admission Control (NAC)

e Baseline IP services: Dynamic Host Control Prot¢gEiCP), DNS, Network Time Protocol (NTP), VTY asseetc.

o Wireless configuration (for a Cisco 871 router epaj
Before deploying spokes, the primary and seconbdy PN hubs need to be configured. This will be fingt step.
Note: Cisco ECT is primarily deployed using PKI. Thisighly recommended, although the solution could &is deployed using
pre-shared keys. This guide assumes that the Piéktnucture is already provisioned. For an expianaon how to provision the Cisco

10S PKI certificate server please read:
http://www.cisco.com/en/US/products/ps6350/produabsfiguration_guide chapter09186a00804450cf.html
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NETWORK ARCHITECTURE
Figure 1. Cisco ECT Architecture

Linux, MAC,
Windows PC

" . é Data VPN
VPaﬁaGg?men Data VPN W Gateway 2
ateway Gateway 1 (Hub2)

(Hub1)

—_Accessto
Corporate
Resources

rd - \
[ Corporate Network |

Cisco Configuration Engine
Certificate Authority, AAA,
Cisco Security MARS, etc.

The picture above (Figure 1) shows a typical EGhiéecture. It shows how a remote router acting BMVPN spoke connects back to
the corporate site. It also contains a separategemnent network, which allows for a central managerof the remote routers and gives
an opportunity to change the data security poligittsout breaking the remote connection to theadlistouter.

Platforms and Images

For a small deployment, use any Cisco 3800 Seuvigter for hubs. For spokes, use a Cisco 870 Seiger for home or small offices,
a Cisco 1800 Series router for small to mediumesidices, or any larger Cisco IOS router for lagdfces.

Cisco I0S Software Releases 12.4(6)T3 and 12.4(8pove are recommended for hubs and spoke rootettse latest available.
An advance enterprise image is needed to enab@isad ECT features.

In this guide, Cisco SDM 2.3 is used for all seiyucbnfigurations. It was executed from a PC irdataln, but for a given version, the
software is the same, only the location is différ&or Internet access, Cisco SDM Express was &isdo SDM Express is only started
from the router installation.
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When a new router is ordered, Cisco SDM can usla&lfactory-installed in the router’s flash memdrigis Cisco SDM version may be
outdated when it comes time to configure the rofateCisco ECT. When deploying the Cisco ECT salntithe latest Cisco SDM version
should be installed for ease of use; otherwigs,rniecessary to install the latest version on Bt€ECT routers.

Start by installing the latest Cisco SDM versioihjat you can download from Cisco.com at
http://www.cisco.com/cgi-bin/tablebuild.pl/sdm

Note: In order to be able to download this software, @oant with Cisco.com is required.

CONFIGURING DMVPN HUBS

Cisco SDM delivers commands to the active runnimgfiguration only. To save the configuration to NMR, go to “File > Write to
Startup Config...” menu option.

Cisco SDM can also be used to configure DMVPN hugesd for Cisco ECT deployments. In the most comerchitecture, two DMVPN
hubs are provisioned; one acts as primary andebensl, a backup hub.

To configure a router as a primary DMVPN hub parfdhe following steps:
Step 1. Start Cisco SDM and connect to the router that lméliconfigured as the hub.

Step 2. Navigate to Configure > VPN > Dynamic Multipoint WP Select “Create a hub” option and click on “labrbe selected task”
button.

Step 3. In the next screen, seldetill Mesh if you want to allow direct spoke-to-spoke coniats.

Step 4. Click Next and then select the primary hub to start.
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Figure 2. Configure the DMVPN Hubs
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In the Multipoint GRE Tunnel Interface Configuratiecreen specify the IP Address of the multipoiRE3unnel interfacdP Addresses
of multipoint GRE tunnel interfaces on all routérsa DMVPN network must belong to the same sufiygically this is a private subnet.

Make sure the “Tunnel Key” and “NHRP Network |D"eathe same for all hubs and spokes, so that theng she same DMVPN area.
(Figure 2)

Regarding the multipoint generic routing encapsoe(mGRE) tunnel interface, the same subnet meistsed by all VPN routers that
are part of the same DMVPN area. This is an intesalanet, only visible to the DMVPN routers.

Step 5. SelectDigital Certificates in the Authentication screen that follows.

Note: If a digital certificate is not configured on thisuter, configure one. All the routers in a DMVPNuwd must be issued a digital
certificate by the same CA server.

(Please refer to “Step 3—VPN configuration” in tisde for the steps required to install a PKI {iedte in this router).

Step 6. Even though all three routing protocols (Enhanaedrior Gateway Routing Protocol [EIGRP], Open $&sirPath First
[OSPF], and Routing Information Protocol [RIP]) Wilork, Cisco recommends EIGRP or OSPF.

Step 7. Select the appropriate AS number and the interetbark networks that other VPN nodes should hagess:to.
Step 8. Click Finish to generate and deliver the configuration to theer.

This is a sample configuration:
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crypto isakmp policy 10

encr 3des
|

crypto ipsec transform-set ESP-3DES-SHA1 esp-3des esp-sha-hmac
mode transport
!
crypto ipsec profile SDM_Profilel
set transform-set ESP-3DES-SHA1
!
interface TunnelO
bandwidth 1000
ip address 192.168.200.1 255.255.252.0
no ip redirects
ip mtu 1400
no ip next-hop-self eigrp 33
ip nhrp authentication DMVPN_NW
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 360
ip tcp adjust-mss 1360
no ip split-horizon eigrp 33
delay 1000
tunnel source GigaEthentet0/0
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile SDM_Profilel
|
1
router eigrp 33
network 10.20.0.0 0.0.255.255
network 192.168.200.0 0.0.3.255

no auto-summary
|

Now perform the same steps, but select the “BackYPN hub. There is an additional screen to sdleetfprimary hub IP addresses
(Figure 3).
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Figure 3. DMVPN Backup Hub
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Following is a sample configuration. It is almdse same as the primary DMVPN hub, but here theseethie bandwidth command to
lower the routing metric, or preference, for thiarel interface, making this DMVPN hub second ffiremsh a spoke routing perspective.
Everything else remains the same, except for thRBW@® address, of course.

Note: The bandwidth for this MGRE interface is smallarthhat of the primary one.

crypto isakmp policy 10

encr 3des

!

crypto ipsec transform-set ESP-3DES-SHAL esp-3des esp-sha-hmac
mode transport

|

crypto ipsec profile SDM_Profilel

set transform-set ESP-3DES-SHAL

!

interface TunnelO

bandwidth 900

ip address 192.168.200.2 255.255.252.0
no ip redirects

ip mtu 1400

no ip next-hop-self eigrp 33

ip nhrp authentication DMVPN_NW
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ip nhrp map multicast dynamic

ip nhrp map multicast 172.16.0.1

ip nhrp map 192.168.200.1 172.16.0.1
ip nhrp network-id 100000

ip nhrp holdtime 360

ip nhrp nhs 192.168.200.1

ip tcp adjust-mss 1360

no ip split-horizon eigrp 33

delay 1000

tunnel source GigaEthentet0/0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile SDM_Profilel
1

router eigrp 33

network 10.20.0.0 0.0.255.255
network 192.168.200.0 0.0.3.255

no auto-summary!

At this point, you must save the configuration tdRAM by going to “File > Save to Startup Config..."tl@rwise, the configuration will
be lost when the router is power-cycled. It is aBsmommended that you save a copy of the configurat your PC for future reference.
This can be achieved by clicking on “File > SavenRing Config to PC...".

ADDING A NEW CISCO ECT-ENABLED SITE

Note: Cisco SDM delivers commands to the active runnimgfiguration. To save the configuration to NVRAMwnoeed to go to
“File > Write to Startup Config...".

Step 1—Internet Connectivity
This example uses a new Cisco 871 router withthesfactory default configuration.

Appendix A includes a sample factory configurationa Cisco 871 router.

Note: In this example, the router uses DHCP to connettidmutside network, but can be configured withdddressing scheme used
by the ISP at the final destination in mind. Thire, configuration can be saved to NVRAM.

The first step to provision this router is to caoyt the Internet access configuration. If conmecfrom a DHCP-accessible site, such as a
cable modem, these steps are needed:

1. Connect the WAN interface to the Internet (modemTNouter). On a Cisco 871 router, this interfagéHastEthernet4”.

2. Connect a PC to the Cisco 871 router (LAN sidejhwFastEthernetO of a Cisco 871 router, for examp

3. Type http://10.10.10.1 to access the Cisco SDM &sgpthat comes in flash. Cisco SDM Express corsiststep-by-step wizard
that you can use to set up login credentials, I&®ark information, and basis firewall. If Cisco BExpress is not there, run the
setup of the downloaded Cisco SDM software anaihistin the router.

4. Enter the default username/password cisco/cisgaitbaccess to the router.
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5. In the first screen of the wizard, enter the hastmand login credentials for console/SSH and fuGiseo SDM access (Figure 4).

Figure 4. Define Hostname and Login Credentials

Basic Configuration
i .
conﬁgurat on Step‘ Hast Name: |yourname Domain Name: |yourdomain.com
i Usermame and Password -
Overview _
Your router comes with a factory default login username and passwaord, You must
+ Basic Conﬁguration change these values to make your router secure,
After you complete the Cisco SOM Express VWizard, enter this new login username
LAN IP Address | and password 1o reconnect to the router.
[
DHCP | * Enter new usemame: |admin
Internet (WAN) * Enter new password: | jeaoscais (minimum 6 characters)
[
Firewall * Reenter new password: |“”""
- - |
Security Settings
rty 9 - Enable Secret Password
[
Summary This password is used to administer the router when using the command-line
| interface (CLIj.
* Enter new password. ! {minimum 6 characters)

| * Reenter new password: I““““

* Indicates required field,

<Back | Net> | - | cancel| Heln |.

For the admin username (this will be the routemagername/password): (Figure 4)

« For username, type: admin

o For password, type: cisco123

« For enable, enter: cisco123

e There is no need to configure the “Wireless Intf@onfiguration” at this point (in case you arings wireless-enabled router)
6. Keep the default “LAN Interface Configuration” segs

7. Keep the default “DHCP Server Configuration” segtin
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8. For the “WAN configuration” select your ISP conrieattype: static, DHCP, or Point to Point Protoowér Ethernet (PPPoE).
Configure the necessary parameters, if static ®dEHs used. (Figure 5)

Figure 5. ISP Network Access
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WAHN Configuration { Interface:FastEthernetd }
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Overview
Basic Configuration Address Type |DynamicIPAddress j
The interface acquires IP Address using Dynamic Host
LAN IP Address Configuration Protocal (DHCFY.
{Ifyour ISP has pravided a hostname for DHCP
DHCP ) :
option 12 enter it below)
» Internet (WAN) Hostname: [ (Optional)
Firewall

Security Settings

Summary

<Back| Mext = | | Cancel| Help |

9. Keep the default “Interface WAN (advance optiorfe)’NAT settings.

10. Keep the default “Firewall Configuration” settings.

11. Keep the default “Security Configuration” settings.

12. Click “Finish”. You can optionally save the configdgion. Click “Yes” when prompted to “Permit DHCRffic through the firewall”.
13. Close the wizard.

Once ISP access has been set up, the next lotgpaissto configure the LAN side. Cisco SDM wilbsk the Express wizard at this point.

You now need to start the full Cisco SDM softwardoegin with the LAN side configuration.

1. Start by restarting Cisco SDM. In the PC, cli@isco SDMand enter th&0.10.10.1P address. Cisco SDM will force you to remove
the defaultisco/ciscdogin credentials, as it is too obvious.
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2. Now click theConfigure top tab and then dmterfaces and Connection(Figure 6).

Figure 6. Create New LAN Connection
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3. The wizard will prompt you to select the LAN intack to configure. Select one of the LAN interfatted you want to use for
corporate traffic.

4. Follow the wizard instructions. For Small Office/ide Office (SOHO), the switch port should be on &Esxxmode” as shown in
Figure 7.

Figure 7. Switch Mode for a Router with Switch Ports

To what device/netwark is this switch port connected?

Single device (e.qg., waorkstation ar PC) or network device

o as single netwark {access mode)

- Metwork device as multiple netwarks {drunk mode)
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5. Again, for a router with switch ports, create a \lLAor your corporate network (VLAN 10, for exampl&elect the option to
“include the VLAN in an IRB bridge”, so that yourcéater configure your wireless interface to sitheesame VLAN (Figure 8).

6. Click Next.

Figure 8. Create VLAN

LAN Wizard - FastEthernetd (switch port) &

LAN Wizard

Please select the VLAN interface to which this swilch portis associated

" Existing VLAN

Network (VLAN) Identifier

* New VLAN 10

IP address

IP address:

Subnetmastk: or g

fw Include this YLAN in an IRE bridge that will form a bridge with yourwireless
netwrork

=< Back | Next= | | Cancel| Heip |

7. Create a new bridge group, and give it nunbérhen clickNext.

8. In the following screen, give bridge group 1 aratRiress (it needs to be unique for each spokeandhle thought the corporate
network). For example: 10.1.1.1/28.
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9. After that, enable a “DHCP server”. Enter the séad end IP address of the spoke subnet in th@fimlfy screen (Figure 9).
Click Next.

Figure 9. Add DHCP Server for Trusted Pool

UAN Wizard - FastEthernet! (switch port) (%]

I.m m DHCP Pool for BVI

Enabling a DHCP server on your private network allows the router to automatically assign
reusahle IP addresses to DHCP clients on the netwiork. Do you want to enable a DHCP
server on this BVl interface?

v DHCP Server configuration

Enter the start and end IP addresses for the pool. You must specify & Stant
address and End address inthe same subnet as the BVI IP address you entered.

Start IP address. 10.20.1.1

End IP address. 10.20.1.14|

<Back | Next> | 71 | Cancel| Help |

10. Enter the DNS server (required if you use statiadBress) WINs and domain name.
11. Click Finish. Cisco SDM will deliver the generated configuratio the new Cisco ECT-enabled router.

This is the resulting configuration:

ip dhcp pool sdm-pooll
network 10.20.1.0 255.255.255.240
domain-name cisco.com
dns-server 172.16.226.120 171.70.168.183
default-router 10.20.1.1

!

bridge irb

!

bridge 1 protocol ieee

bridge 1 route ip

!

!

interface FastEthernetO

switchport access vlan 10
|
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interface Vlan10
no ip address
bridge-group 1
!

interface BVI1

ip address 10.20.1.1 255.255.255.240
!

Also, a vlan.dat file is created and saved in thear’s flash, with VLAN database information.
At this point, the Cisco 871 router would be alol@tcess the Internet, if it were already conreetité ISP modem at the final destination.

Note: These steps only created a pool for corporatet@mlisiccess. If your deployment requires a poogtmst (non-trusted) access,
which is usually the case when the Cisco ECT-embtuater is used for telecommuting and others neethare the same Internet access,
there are additional steps. To create a “guest VL Adlow the steps described above a second tneate a second VLAN (VLAN 20,
for example) and another bridge interface. Forgtiest pool, assign any private pool (10.1.1.0/@dekample).

All switch port interfaces need to be assigned ¥ AN to be able to connect to your corporate netnar just to the Internet. You can
assign interfaces to VLANS by clicking tEalit Interface/Connection tab and editing each of the interface proper¥es! can, for
example, put two ports in the corporate VLAN and tim the guest VLAN.
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Step 2—Wireless Configuration (Cisco 871 or 1811 Rou  ter)

In this example, the Web-based user interfacediraies with the Cisco 871 router is used to conéidhe wireless interface. For Cisco
ECT, we recommend Extensible Authentication Prdtédexible Authentication via Secure Tunneling (EARST) for authentication,
with Wi-Fi Protected Access (WPA) association madd Temporal Key Integrity Protocol (TKIP) as thegyption method.

You can start it by typinttp://10.10.10.1/archive/flash:wlanui/html/levél/atg_express-setup.shtfor use the newly assigned pool
IP address if changed), or going to:

1. Cisco SDMinterfaces and Connections
2. SelectWireless

3. Click Launch Wireless application this opens a browser window (Figure 10)

Figure 10. Wireless User Interface

& Wireless Management Cisco 871W Router - Express Set-up - Mozilla Firefox |5
Fle Edt View Go Bookmerks Took Help s

) @ - ﬁ "© http://10.10.10.1Warchive/fash:wlanuifhtmylevel 15/atg_express-setup.shtml e

Cisco Svsrems

yourname yourname uptime is 9 hours, 26 minutes

Role in Radio Network: Access Point Root
Optimize Radio Network for: ) Throughput ) Range @ Default ) Custom
Aironet Extensions: @ Enable () Disable
Closie NVErve OW {1 0 0 o . Comyrigt () 2002-2005 by Cisco Systemns, Inc.

Done
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Now let us enable the wireless interface (Figure 11

SelectWireless Interfaces

4
5. Select thRadio0-802.11Gnterface link (in the Cisco 871 router example)
6. Click Settingson the upper tab

7

Click theEnable radio button and then clickpply .

Note: There are multiple speed choices. You can keepéfalt ones, or select your own by scrolling damad selecting the required
ones. We recommend keeping the defaults here.

Figure 11. Enable the Wireless Interface

l@-“_—.,—. Management Cisco B71W Router - Network Interfaces - Mozilla Firefox g@'ﬁ-
He Edt View Go Bookmerks Toolks Help e

.) 3 @ O ﬁ © httpi//10.10.10.1/archive/fash:wlanuihtmylevel/ 15/atg_network-f_802-11_cshtml % [G]

Cisco Svsrems

Wireless Management - Cisco 871W Router

o © |¢ oetaeosmatus |F serimes
Hostname yourname yourname uptime is 9 hours, 36 minutes

Wireless Interfaces Network Interfaces: Radio0-802.11G Settings 1
Radio0-802.11G _ n
Enable Radio: @ Enable ‘) Disable
Current Status (SoftwareHardware}: pDisabled®  Down ®
Role in Radio Network: Access Point Root
Data Rates: [ Best Range ][ Best Throughput ][ Defaut |
1.0Mbisec (3 Require ) Enable i Disable
2.0Mb/sec () Require ) Enable ' Disable
5.5Mbisec (@ Require () Enable ! pisable
6.0Mbisec (J) Require (% Enable (' Disable
9.0Mbisec  (2)Require (8 Enable ) Disable
11.0Mbisec (¥ Require ) Enable ! Disable
12.0Mbisec ) Require @ Enable C'Disable
‘Done

8. SelectWireless Securityfrom the menu at left.
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9. Click theCipher radio button (Figure 12).
10. SelectTKIP + WEP 128 bit from the drop

-down list.

11. Under “Broadcast key rotation interval,” click tB@able Rotationradio button and set the interval rotatiorB@xseconds.

(Figure 12).
12. Click Apply.

Figure 12.  Wireless Encryption

@ Wireless Management Cisco 871W Router - Security - Encryption Manager - Mozilla Firefox

Fle Edt View Go Bookmarks Tools Help

ate
b

EEE

) @ (- | ﬁ (@ hitp//10.10.10.1Varchive/ash:wianui/htmi/leve 15/atg_sec_ap-key-securty.shtml % | G

Cisco Sysrems

Wireless Management - Cisco 871W Router

yourname uptime is 9 hours, 40 minutes

) Mone
) WEP Encryption ¢
Server Manager . — S
—L'owl RADIUS Swr i®! Cipher THIP « WEP 128bit [ » |
Broadcast Key Rotation Interval: ) Disable Rotation
® Enable Rotation with Interval: 30 (10-10000000 sec)
WPA Group Key Update: [[] Enable Group Key Update On Membership Termination
[ Enable Group Key Update On Member's Capability Change
ACcs e VTP 0

. Copyright (c) 2002-2005 by Cisco Systems, Inc.

Done:
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13. Now, create the EAP “Server Manager” — the autlcatitin server that will be used. It can be globaldil devices in the VPN, or
local per device. You can keep the default “Glddalperties” and also the “Default Server Propet@ssshown in Figure 13. You

just need the corporate AAA server ip address hadesl key.

Figure 13.  Create an Authentication Server Manager
(@ Wireless Management Cisco 871W Router - Security - Server Manager - Mozilla Firefox EaE
Fle EOf View Go Bookmorks Took Heb s
@)3 @ Q ﬁ &) hitp://10.10.10.1/archive/fash:wlanuifhtmi/level/ 15/atg_sec_network-security_a.shtn % | [G]
Cisco Sysrems ~
SERVERMANAGER [ GLOBAL PROPERTIES |
Hostname yourname yourname uptime is 9 hours, 49 minutes
Wireless Security Wms*m
Enr:mol.'l Ifansgsr RADIUS Server: (Hostname or IP Address)
SSID Manager
Server Manager Shared Secret
B i ()
Current Server List 1
RADIUS [» ]
1099993 | (Hostname or IP Address)
Authentication Port
(optionall | (1-65535)
Accounting Port (optional): | (1-85535)
(Lo ]
Done: J
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14. Next, create the SSID by first select the “SSID lger” menu option on the left and select the EAR&eVianager that you just
created before (Figure 14). You also need to dimeniame, like “corporate-access”.

Figure 14. Create an SSID and Associate with EAP Server

Ciseo Sysrems

ereless Management CISCO 871W Router

Hostname yourname yourname uptime is 9 hours, 53 minutes

Wireless Security
Encryption Manager Current $SID List
[ENEwEEEE .| ssib:  [coporteaceen
- VLAN: | <NONE> [~ Define VLANS
|
Authentication Settings
Methods Accepted:
¥ Open Authentication: | <NO ADDITION> 0]
[ Shared Authentication: | < NO ADDITION> (v
[ Network EAP: <NOADDITION> [
Server Priorities:
EAP Authentication Servers MAC Authentication Servers
@) Use Defaults Define Defaults ~ ® Use Defaults Define Defaults
t Customize ' Customize
Priority 1: [10.89.99.3 [w] Priority 1: | <NONE> [+
Priority 2 | < NONE > [ Priority 2: | < NONE> [
Done |
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15. Finally, associate the SSID with the corporate VLANI the respective bridge interface. In this examntpe corporate VLAN is

VLAN10 and the bridge interface BVI1. Go to “Wireless Services > VLAN > Bridging”. (Rige 15)
16. Select the SSID created previously (we calledadrforate-access”)

17. Forthe VLAN ID, enterl0; for Bridge Group No., entdr (Figure 15).

Figure 15.  Associate SSID with VLAN and Bridge Interface

) Wireless Management Cisco 871W Router - Services - VLAN Bridging - Mozilla Firefox 1289=]
He Edt View Go Bookmarks Tooks Heb =
@3 ) @ LD & @9 http://10.10.10.1/archive/fash:wlanuihtmiflevel/15/atg_services_vian-brg.shtmi G
Lisco Svsreus L 0 0 0 o
Wireless Management - Cisco 871W Router
Hostname yourname yourname uptime is 10 hours, 4 minutes
Services: VLAN Bridging
Vit Setvices Current Native VLAN:  None
Filters
Micky o |
Routing Current VLAN List Create VLAN
VLAN ID: [0 (1-4094)
Bridge Group No: 1 | (1-258)
| (Ddee ) [ wative vLAN
[[] Enable Public Secure Packet Forwarding
SSID: | coporste-access (v Define SSID
(=
VLAN Information
View Information for: | | v |
| Refresh |
Close VWA oW 1 s, Copyright () 2002-2005 by Cisico Systems, Inc.
Done

This is the resulting configuration:

!

aaa new-model

|

!

aaa group server radius rad_eap
!

aaa group server radius rad_mac
|

aaa group server radius rad_acct
|
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aaa group server radius rad_admin

!

aaa group server tacacs+ tac_admin

!

aaa group server radius rad_pmip

!

aaa group server radius dummy

!

aaa group server radius rad_eapl

server 10.99.99.3 auth-port 1645 acct-port 1646

!

aaa authentication login eap_methods group rad_eap
aaa authentication login mac_methods local

aaa authentication login eap_methods1 group rad_eapl
aaa authorization ipmobile default group rad_pmip

aaa accounting network acct_methods start-stop group rad_acct
|

interface Dot11Radio0

no ip address

I

broadcast-key change 30

I

!

encryption mode ciphers tkip wep128

|

ssid corporate-access

vlan 10
authentication open eap eap_methods1

|

speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0
station-role root

!

!

interface Dot11Radio0.10
encapsulation dot1Q 10

no snmp trap link-status

no cdp enable

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 spanning-disabled
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
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Step 3—VPN Configuration
It might seem logical to next configure the firelnaadd ACLs, but it is better to do this last. Ci®IDM will automatically generate rules
for VPN, DHCP, NTP, and other protocols if they aheady configured.

For Cisco ECT, it is recommended to use one tujuséldedicated for management, which should be tetely separated from the
corporate data access tunnels. The main objedtit@always have a secure link to the remote dewigeovide for policy update, image
management, and device and user authenticationm@hagement VPN tunnel can be achieved with pR&ed tunnel, or using Cisco
Easy VPN. Please refer to the Cisco ECT deploymeitte for more information about configuring thermagement gateway.

The use of PKI is recommended for Cisco ECT dephaysy PKI is more secure than pre-shared keysit@cdles better.
These are the steps for management and actuall womfeguration:

« Add NTP servers for PKI
« Create a PKI certificate trust point
« Create an IKE policy
« Create an IPsec transform set
Use these policies for configuring a regular IPsemel for management and DMVPN tunnels for daticr

Before starting, make sure that the time zonetisga® to “Additional Tasks > Router Properties >&aime” to select your time zone
(Figure 16).

Figure 16. Set the Time Zone

Date and Time Properties

Router's Date / Time:  21:56:24 UTC Mon Mar 20 2006

" Synchronize with my local PC clock

(+ Edit Date and Time
Date Time

March hd 2006 v

(24 - hour clock)

5 B 7 8
12013 14 15 18 17 18
12 BN 21 22 23 24 25
26 27 23 23 30 3

w
=)

hr mm 55
21 156 |1 24

Time Zone

EV|

[v Automatically adjust clock for daylight saving changes

Apply

Close Help |
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Network Time Protocol

For PKI, the remote VPN router must be synchrontpeal global clock to check for certificate validat A public domain NTP server is
recommended. Go to the “Additional Tasks” main fedb.add an NTP server, sel®TP from the “Router Properties”. In Figure 17 we
add the 192.5.41.40.

Figure 17. Adding an NTP Server

Add NTP Server Details

Enter the NTP Server address and Source Interface

MNTP Server IP address |« |  192.5.41.40 [~ Prefer

*MNTP Source Interface

[™ Authentication Key

(*) Optional Field

QK | Cancel | Help |

At this step, also add the clock adjustment settigglecDate/Time from the “Router Properties” list, and set yowall to your local
area. Make sure all your VPN routers are in theestime zone.

Crypto Policies
1. Click onVPN.

2. Click onVPN Components followed byPublic Key Infrastructure , and therCertificate Wizards.
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3. Launch the SCEP Wizard (Figure 18)

Figure 18. Launch the Certificate Wizard

'SCEP Wizard 8

m “ Welcome to the SCEP Wizard
This wizard guides you through the process of oblaining a CA Server cerificate and router
cerificate(s) using the Simple Certificate Enroliment Protocel (SCEP). The wizard prompts
you for all the information required for the enroliment request, which includes the following:
- Certificate Authority (CA) server details.
- The certificate’s subject name attributes.
-The RSA keys.

After the CA server is confacted, the wizard displays the CA server's digital fingerprint for
your verification. You must obtain this fingerprint from the CA server administrator before
completing this wizard so that you can compare it to the fingerprint the wizard shows you.
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4. Enter the trust point name and the enrollment URL. éxample: http://my-pki-server:80 Figure 19) eTdertificate server must have
been already configured. More information is avdéan the Cisco ECT deployment guide.

Figure 19.  Enter PKI Certificate Server Name

'SCEP Wizard &

m H Certificate Authority(CA) Information

Enter information needed to identity the certificate authority and a password fo include in the
enroliment request

— Certificate Authority Details

*CASener Nickname: | my-pki-server |

* Enroliment URL: hitp:imy-pki-server:80 |

— Challenge Password

You can include a password in the enrallment request This can be used as a
challenge passwaord or phrase required to obtain a cerificale, or as a revocation
password that you verbally communicate 1o the Certificate Autharity administrator when
revoking the router's cerdificate. Make a note of the password you enter.

Challenge Password: oo |

Confirm Challenge Password: | =" |

* indicates a required field. Advanced Options... |
<Back | Next> | Finisn | cancel| Help |

5. In the next screen, include the FQDN and serialrenrbut not the IP address; this will likely chartyie to DHCP reassignment.

6. On the next page, selééenerate new key pairs
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7. Click Next. Cisco SDM will deliver the configuration to thésCo 871 router, generate RSA keys, and enroll thighPKI certificate

server. You will be prompted to accept the fingerpras shown in Figure 20. Clickes

Figure 20. Accept the PKI Certificate Enrollment

[CA Server Certificate

You must verify the CA server's cedificate to complete the cedificate enrallment pracess. This
window displays the CA server cerdificate fingerprint the router received. Check with the CA server
administrator to determine whether the server's cedificate fingerprint and the cedificate fingerprint
that the router received are the same.

CA Server certificate finger printis:

MD5:C418E918 EFGAA296 49DCASF0 83F88EDT

SHA1:30A049C3 7TBD6445D ESAODCDE C44125D8 089FB453

Ifthe cedificate fingerprint that the router received and the fingerprint that the CA server
administrator gives you are the same, click Yes to accept the cedificate. Ifyou do not accept the
cetificate, click na.

If you click No, the enrollment process terminates and the router does not receive its
certificate.

8. Next, the enrollment status screen pops up (Figliye
9. Click Finish.

Figure 21. Certificate Enrollment Request Sent to PKI Server

SCEP Wizard &

m m Enroliment Status

Cerificate enrollment process returned the following messages. Click Finish to exit the
wizard

The cerificale request has been sent lo the CA server
The router will receive its cerlificate(s) once the CA
administrator approves this request

When you finish this wizard, go to the Router Certificates
window, select the trustpoint you created, and click Refresh
to view the status of the request

<Back | e Finish | Cancel Help
| o | Fmen | | |
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At this point, you can check in the router’s coestblat the certificate was received from the PKVae Here is an example:

%SYS-5-CONFIG_I: Configured from console by admin on vty0O (10.10.10.2)
%CRYPTO-6-AUTOGEN: Generated new 512 bit key pair
CRYPTO_PKI: Certificate Request Fingerprint MD5: AD9B9E47 OEB69623 380BE2BB 06DA2273

CRYPTO_PKI: Certificate Request Fingerprint SHAL: EFABSABE FD1B2AC9 247F927F 5FOEDOFA
E1776578

%SYS-5-CONFIG_I: Configured from console by admin on vty0 (10.10.10.2)
%PKI-6-CERTRET: Certificate received from Certificate Authority

On Cisco SDM you can also click &touter Certificates, select the trust point that was just created,cickl Refreshto see the result.
Now, we can proceed to configuring an IKE policyg{ie 22).

1. Click onIKE Policies and therAdd.

2. Select the8DES (or AES 25§ for encryption SHA for hash, andRSA-SIG for authentication.
3. Click OK.

Figure 22.  Add IKE policy

Add IKE Policy
Configure IKE Palicy
Friority: Authentication:
1 RSA_SIG v
Encryption: D-H Group:
group w
Hash: Lifetime:
SHA_1 v 24 |0 0 HH:MM:58
QK Cancel Help

After you are done, it is necessary to set théfioate revocation list (CRL) check for “none”; amote router will not be able to retrieve
the CRL unless the tunnel is up. PKI certificatesses are usually behind a firewall and cannotdiessed from the Internet. You can
optionally publish the CRL in a Lightweight DirecyoAccess Protocol (LDAP) public access server.
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To set the revocation check, goMBN-VPN Components-Router Certificates Select the PKI trust point just created. Click on
Revocation Checkand set it tdNone (Figure 23).

Figure 23. Revocation Check

Check Revocation

Revocation Check
Select the methods to be used for revocation check, and order them

according to preference.

Revocation Check Method

~ CRL Move Up
[~ ocspP

dNone

Enter the LDAF URL ifthe peer cedificate supports %500 DN
type CDP'

QK Cancel Help |

Now we can create a new site-to-site VPN for theagament gateway tunnel:

1. Select the site-to-site VPN and cliékld.
2. SelectLaunch the Selected Task

3. Select thesite-to-Site VPN Wizard
4

In the next screen, select the WAN interface fos thnnel. For the Cisco 871 router, this is Fdstitet4. It can also be a dialer
interface if that is used.

Select your peer’s (Secure Management GatewayjdReas. This is the public head-end IP address.
SelectDigital Certificates.

In the next screen, and for the IKE policy, setbetone you just created before.

© N o O

In the next screen, select the default IPsec toams§et.
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9. Next, Cisco SDM asks about the protected subndbriexample, the remote Cisco 871 VPN router béllassigned the 10.20.1.0/28
protected subnet, and the Cisco ECT-enabled maradesarvers sit in the 10.99.99.0/27 subnet, thersélection would be as
shown in Figure 24.

Note: Only the router IP address is used. End PCs or bth&s should not have access to the managemeatseOnly the router
itself needs to be allowed (Figure 24).

Figure 24.  Define Traffic for the Management Servers

‘Site-to-Site VPN Wizard =
VPN Wizard Traffic to protect
IPSec rules define the fraffic, such as file fransfers (FTP} and 2-mail (SMTF) that will be
protecied by this VPN connection. Other data traffic will be sent unprotected to the remote
device. You can protect all frafic between a panicular source and destination subnet, or
W =pecify an IPSec rule that defines the traffic types fo be protected.
* Protect all traffic between the following subnets
— Local N E—Remnhe Metwork
Enter the I[P address and subnet mask of Enter the [P Address and Subnet Mask of
the nebwork where [PSec trafiic origi i the inati
IP Address: IP Address:
|10.201.1 | 110.82.99.0
Subnet Mask: Subnet Mask:
|255.255.255.255 |or 32 g | 255 255.255.224 |or; 27 ‘a
N CreatetSelect an access-listfor PSec rafic —
<Back | Ned> | 0 | Icancel | Help |

10. In the following screen, Cisco SDM asks to confittra values entered (Figure 25).

11. If all values are correct, clidkinish.

Figure 25.  Push the Management Tunnel Configuration to the Cisco 871 Router

‘Site-to-Site VPN Wizard =]

Summary of the Configuration
VPN Wizard ”

Click finish to deliver the configuration o the router.

Peer Device!172.16.1.1 ﬂ
Authentication Type : Digital cenificate
IKE Policies:

Hash DH Group icati E

SHA_1  groupl RSA_SIG 3DES

Transform Sef:
Name: ESP-3DES-SHAS
ESP Encryption; ESP_3DES
ESP Integrity: ESP_SHA_HHAC
ldode: TUNMEL

IPSec Rule: |
permit all ip traffic from 10.20.1.1 0.0.0.010 10.89.99.0 00031 ¥

[~ TestWPM connedivity after configuring.

‘Elackl NETE I Finlsh |
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The above steps result in the following sample igométion:

crypto isakmp policy 10

encr 3des
1
crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac
1
crypto map SDM_MAP 1 ipsec-isakmp

description Tunnel t0172.16.1.1

set peer 172.16.1.1

set security-association lifetime kilobytes 4608000

set security-association lifetime seconds 3600

set transform-set ESP-3DES-SHA

match address 100

gos pre-classify

!

interface FastEthernet4

ip nat outside

crypto map SDM_MAP

|

ip nat inside source route-map SDM_RMAP_1 interface FastEthernet4 overload
|

ip access-list extended SDM_NAT

remark IPSec Rule

deny ip host 10.20.1.1 10.99.99.0 0.0.0.31

|

access-list 100 remark SDM_ACL Category=4

access-list 100 remark IPSec Rule

access-list 100 permit ip host 10.20.1.1 10.99.99.0 0.0.0.31
|

route-map SDM_RMAP_1 permit 1

match ip address SDM_NAT
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Now that a management tunnel is established, weaafigure the DMVPN network that will be used femote data access to the

corporate servers.
1. Under the VPN tab, seleBlynamic Multipoint VPN and click theCreate a spoke (client) in a DMVPNradio button (Figure 26).

2. Click Launch the selected task

Figure 26.  Start DMVPN Configuration

File Edit View Tools Help

@H""" ‘&{,%cm "m““ Flageh 39@ Set}eh H?;n

Cisco SysTEmMs

Create Dynamic Multipoint VPN (DMVPN) '_:_g_gl[yﬂamic i VPN ([DMVPR) |
asy VPN Server i .
SDM can gulde you through Dynamic Multipoint VPN (OMYPH) configuration
&9 VPN Companents tasks. Select a task, then click ‘Launch the sslected task' button.
B8 IPSec
S IPSec Policies (Cryptol
Firewal and ACL Dynamiic Crypto Map &
-t Psec Profies Use Case Scenario
il Transform Sets
;-—?AEIPSN Rules{ACLs) Conligure BMVEN Speke
g\“ g IKE Palicies @—qf _*‘,ML\
T I3 Pre-shared keys B T T
RS B8 Easy VPN Server Soet | LN
ﬁ Group Policles §'f . Hub
Browser Proxy Setfing &
BHC8 Public Key Infrastructure .
L. VPN Keys Encryption & Create a spoke (client} ina DMVPN
Use this option to configure the router as a spoke in a full mesh or hub
and spoke network topalogy. To complete this configuration, you must
know the hub's IP address, NHRP information, pre-shared key, IKE
&- policy, IPSec Transform setand dynamic routing protacal information.
Tnkfusion Prevention (" Create a hub (server or head-end} in a DMVPHN
o Usze this aption to configure the rauter as a primary or backup hub. (fyou
= are configuring a backup hub, you must know the primary hub's NHRP
Quahly of Sewvice Infarmation, pre-shared key, IKE palicy, IPSec Transform set and
- ic routing p i
-
N
T',’:_r-.'
HRC
o -
E Howdol: |How Dol Configure 3 Backup for an Easy VPN Remote connection? | | Go |
Fidditional Tasks

Canfiguration delivered to rauter. 22:09:17 PST Thu Mar 092006

3. When prompted about the DMVPN topology, selectahe that fits your deployment. Full mesh is recomadeael for direct spoke-
to-spoke. Load in the hubs is reduced when itriesfeen that a significant percentage of direct sftolspoke traffic will occur.
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4. Inthe next screen (Figure 27), enter your DMVPNatlIresses (these are the internal multipoint GRERE] IP addresses).
For Cisco ECT, it is recommended to use a backitihat can take over all traffic when the main lgokes down for any reason.

5. Click Next.

Figure 27. DMVPN Hubs Where the Spoke Will Connect

"DMVPN Spoke Wizard (Fully Meshed Topology) - 20% Complete

—— Hub Information
IP address of hub's physical interface.
172.16.0.1

IP address af hub’s mGRE tunnel
Interface.

192.168.200.1

tunnel to be entered abave

Enterthe [P address of hub and the IP address ofthe mGRE Tunnel interface of the hub
thatis participating in this DMYPN network. Contact your nebavork administrator to get this
information. You can specify a backup hub to take aver ifthe primary hub fails.

~Iv Backup Hub

IP address of hub's physical interface:
17216.02

IP address of hub's mGRE tunnel
interface:

1921682002 |

<Back | Newt> | 1711 | cancal| Heip |
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Next, select the next available MGRE tunnel IP esklfor the new spoke. It is necessary to setdimemon NHRP parameters for the
entire DMVPN deployment in advance (Figure 28). Wi&N interface also needs to be selected at thiistpasually the FastEthernet4
for a Cisco 871 router, or the dialer interfacBPOE is used to connect to the Internet.

Figure 28. NHRP and DMVPN Parameters

Fiia Edit View Toolz Help

3 = . @ (vh Cisco Svsteus
& s iy (Gonkpne D Lol [ Pty sga Search uz M.

Ead el Craate Dynamic Multpoint VEN (DMVPN) | Edit Cmamic Wultipain VP (OHVER) |

SOM can gusde you through Cymamic Multipaling YR (08PN configuration
lazhs. Select atask, then chitk Launch [he saletbad Ak bumon.

Beunlic kel VPN Wizard Multipoint GRE Turninel Interta
Seluctihe intertace that connects to the Infomat FasiElhemets -
A, Selocting an intara figured foe a dialup may cause the

... T e e e b ] 1o be always up.

8 v canfiguration for the funnel intertace G35 Re-rogister with b when IF acdress of FasiEthameld changes

i ISoms oftne muumg:;:mgm shauld ba idenszal || yuti point GRE (MGRE) TunnelInterface

| in all devicas in this T, Gbtain the comest valuas s

| from your network adminisiraor before changing the ;ng?;?:mmnmm;fng;?"' BB LN S aae 2ntar me

SOM defuts.
—HHRP———————————————— || Faddessof
NHRP Authenscation Simg: iveEn_w | Gtk Advanced b vify Ihat valigs:
HHRP Nabwork 10 ?nonao_ : S EEASER ] 216020010 | match peer setlings. {
' SubnetMask 265 2652620 |22 fi | Avanced
MHRF Hold Time: 200 &

-GRE Tunnel Intertace Information.

Tuanel Key. 100000 IPM,MNGR m-'-
i Lyt g
_ e
Bandwic 1000 i i fom e B o et
ey T (GHEINGRE Tuneel orsgmanes- o B g ey
' | belsbaton
Tunnel Throughpud el 1pa0 Intermat == "r
DuuFN X i
- ok | | cancel | wap || -
- = Back | Ned= | - Cancel | | Help

6. Next, selecDigital Certificates andCreate a hew IPsec transform set

7. Inthe “Add Transform Set” window (Figure 29), sgl@ransport Mode. It is the supported method for DMVPN.

Figure 29. Create a Transport Mode IPsec Transform Set for DMVPN

Add Transform Set &

Mame: dmvpn-transport

v Data integrity with encryption (ESF)

Integrity Algorithm: | ESP_SHA_HMAC ||

Encryption Algorithm: | ESP_3DES [v]

== Hide Advanced

[ Data and address integrity without encryption (AH) ——

Integrity Algonithm:

IMode

" Tunnel (Encrypt data and IP header)
& Transport (Encrypt data only)

I~ IE Eompression (EOMP-LZE]

ok | cancel | Help |

8. Inthe next screen, select the routing protocdb#P, OSPF, and RIP will work, but EIGRP or OSPFracemmended for a Cisco
ECT deployment.
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This results in the following sample configuration:

crypto ipsec transform-set dmvpn-transport esp-3des esp-sha-hmac
mode transport

!
crypto ipsec profile SDM_Profilel

set transform-set dmvpn-transport

|

interface TunnelO

bandwidth 1000

ip address 192.168.200.10 255.255.240.0
no ip redirects

ip mtu 1400

ip nhrp authentication secretl12

ip nhrp map 192.168.250.2 172.16.0.2
ip nhrp map multicast 172.16.0.1

ip nhrp map 192.168.250.1 172.16.0.1
ip nhrp map multicast 172.16.0.2

ip nhrp network-id 100000

ip nhrp holdtime 360

ip nhrp nhs 192.168.250.1

ip nhrp nhs 192.168.250.2

ip tcp adjust-mss 1360

delay 1000

tunnel source FastEthernet4

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile SDM_Profilel
1

router eigrp 33

network 192.168.0.16 0.0.0.15
network 192.168.192.0 0.0.15.255

no auto-summary
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Step 4—NAT/PAT
To have a guest VLAN, or to enable split tunneliognake sure that only your corporate traffic comeegour data gateways and all other
traffic goes directly to the Internet, you will met enable NAT/PAT in the remote device.

If all traffic is routed through your corporate gaiys, there is no need to enable NAT. For a GESC® deployment it is optional, but it is
most common to allow a guest VLAN to directly accd®e Internet.

For a remote VPN router we advise the use of PATadd PAT:

1. Select the NAT/PAT menu from the list on the left.
2. SelectBasic NAT and start the Advanced NAT Wizard (Figure 30).

Figure 30. PAT Configuration

"Advanced NAT Wizard &8

NAT W'zafd Specify the Networks That Need Access to the Internet

Network Address Tranglaion | Snecifythe networks in your LAN that need access to the Internet. These can be
networks directly connected to the router or networks that the router is connected |
{o through other routers The following ranges of IP addresses are allocated for |
networks directly connected to the router

Check the bhox nextlo each network that is to share the Internet connection:

J IP address range fConnects{ Comment |
¥+ 10.20.1.0t0 10.20.1.15 .'B\ﬂ"l . |
¥ (10.11.0t010.1.1.255 Bvi2 |
™ 110.10.10.0 10 10.10.10.7 Yian1 |

Click the Add Networks button to add netwaorks that Add Networks. . | |
are not directly connected to the router. |

Note: To configure NAT on an interface marked as Designated, exit this wizard, click
Edit NAT Configuration, and uncheck that interface in the Designate NAT Interfaces |
wintdow. For details see help.

«Backl Next = | Eiriz I Cancell Help I

3. Select the outside (WAN) interface. This is usuttie FastEthernet4 interface for an Cisco 871 rooteDialerl if PPPOE is used.
4. Select both the corporate and guest VLAN pools, B&fid 2 (if configured), to allow for Internet assdor the Cisco 871 router.
5. Click Finish.
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Step 5—Intrusion Prevention

This is a quick process.

1. Select thdntrusion Prevention tab option from the left menu (Figure 31).

2. Click theEdit IPS tab on top. For Cisco ECT deployments, it is rec@mded to always use IPS at least for the WAN fiter

3. When using a Cisco 871 router as a VPN routercstieFastEthernet4 interface and cliciEnable. You have selected the
respective interface and the click Bdit (Figure 31).

4. Inthe “Edit IPS on an Interface—FastEthernet4” wiwgd select thénbound traffic radio button. ClickOK. TheEnable fragment
checking on this interfaceoption should also be checked, to protect agdihftagment attacks.

Figure 31. Intrusion Prevention

File Edit View Tools Help

@ tone -@g‘} Corfigue Moniter | B 8 & Cisto Systeus

<, Intrusion Prevention System (IPS)

Create IPS | EGitIPS.

EL 1PS Policies | ferfaces: | [v]| ® Eilc @ ESt © Disable - [ Disable Al
Q Global Settings —_—— _—
e Edit PS on an Interface - Fastithernetd I Rstaus | Deseription
Fitsuall and FCL & signatures 5  [gaih!  Inbound  Outbound
tp;__f Inbound Fitter: vl
&
Securty Audt ¥ Enable fragment checking an this interface
“ " ¥ *When no filter is specified, IPS scans all fraffic
Rauting
r.
HAT
Tnkrusin ; seritio B
‘ip -
Guaity of Serace
'S will scan all Inbound traffic
HA
g oK. Cancel Hep |
Rddkional Tasks

IPS Rules 22:50:16 PST Thu Mar 02 2006 p_’]'
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To select the signature definition file (SDF), gaheGlobal Settingsmenu and click Add. The “Add a Signature Location” window
will appear (Figure 32). Select an SDF from thepddown menu.

By default, new integrated service routers comé wait attack-drop.sdf on flash. This file can aledept updated by downloading it from
http://www.cisco.com/cgi-bin/tablebuild.pl/ios-sigwhere Cisco publishes it.

Note: In order to be able to download this software, @oant with Cisco.com is required.

Figure 32.  Select the Signature Definition File

Add a Signature Location

+ Specify SDF onflash:
File Mame onflash;  attack-drop.sdf E\
" Specify SDF using URL:

[ autosave

QK | Cancel | Help |

Note: If you wish to disable a particular signature, jelgtk on theSignaturesmenu from Figure 31 to view and select it.

This is the resulting configuration:

ip ips sdf location flash://attack-drop.sdf
!

ip ips name ips-rule
|

interface FastEthernet4
ip ips ips-rule in
The list of built-in signatures is shown in the igigure Compilation Status window (Figure 33).

Figure 33. Select IPS Signatures

Signature Compilation Status

IPS signature engines are huilt and are ready to scan packets.

N0.| Engine | Status | Mo of Signatures h
2 MULTI-STRING Skipped Mo Mew Signatures
3 STRINGICMP ' Loaded 1

4 STRING.UDP ' Loaded 16

5  STRINGTCP y’ Loaded 60

6  SERVICEFTP v’ Loaded 3

7 SERVICE.SMTP v’ Loaded 2

8  SERVICERPC ' Loaded 29

9  SERVICE.DNS ' Loaded 31

10 SERVICEHTTP ' Loaded 131

11 ATOMICTCP v’ Loaded 11

12 ATOMIC.UDP y’ Loaded 9

13 ATOMICICHMP Skipped Mo Mew Signatures
14 ATOMICIPOPTIONS & Loaded 1

ATOMIC.LIIP

. Loaded
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Step 6—Quality of Service

For a Cisco ECT deployment, it is recommended\bate, ISAKMP, and routing traffic be prioritized shat voice quality is clear, the
router does not lose tunnels during IKE renegatrgtand routing traffic can go though.

1. Select theQuality of Servicetab to launch the QoS wizard.

2. Select the outside interface. For a Cisco 871 roiitis FastEthernet4.

3. On the following screen (Figure 34), Cisco SDM waious to fine-tune some default values. There isgam to change them for a

Cisco ECT deployment.

Figure 34. Default QoS Settings

QoS Policy Generation
Quality of Service
SDM will create a QoS policy to provide quality of service to 2 types of traffic:

1) Real-Time Traffic - SDM will creale 2 QoS classes to handie VoIP and voice signaling
packets

2) Business-Critical Traffic - SOM will create 3 QoS clagses to handle packets which are
important for a typical corporate environment. Some of the protocols included in this traffic
category are citrix, sginet, notes, LDAP, and secure LDAP. Routing protocols (n this category
include BGP, EGP, EIGRP AND RIP

— Bandwidth Allocation
Type of Traffic Bandwidth in %  kbps value
Real Time (Voice, Video) . |72 | 7200
Business-Critical : |2 | 200
Best-Effort : 26 2600
Total Bandwidth - 100 10000
View Details...
<gack | Next> | -1 | cancel| Help |

This is the resulting sample configuration:

class-map match-any SDMVoice-FastEthernet4
match protocol rtp audio

class-map match-any SDMTrans-FastEthernet4
match protocol citrix

match protocol finger

match protocol notes

match protocol novadigm

match protocol pcanywhere

match protocol secure-telnet

match protocol sglnet

match protocol sqlserver
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match protocol ssh

match protocol telnet

match protocol xwindows

class-map match-any SDMScave-FastEthernet4
match protocol napster

match protocol fasttrack

match protocol gnutella

class-map type access-control match-all http
match field TCP dest-port eq 80

class-map type stack match-all ip_tcp

match field IP protocol eq 6 next TCP
class-map type stack match-all ip_udp

match field IP protocol eq 17 next UDP
class-map match-any SDMIVideo-FastEthernet4
match protocol rtp video

class-map match-any SDMSVideo-FastEthernet4
match protocol cuseeme

match protocol netshow

match protocol rtsp

match protocol streamwork

match protocol vdolive

class-map type access-control match-all ftp
match field TCP dest-port eq 21

class-map match-any SDMBulk-FastEthernet4
match protocol exchange

match protocol ftp

match protocol irc

match protocol nntp

match protocol pop3

match protocol printer

match protocol secure-ftp

match protocol secure-irc

match protocol secure-nntp

match protocol secure-pop3

match protocol smtp

match protocol tftp

class-map match-any SDMSignal-FastEthernet4
match protocol h323

match protocol rtcp

class-map match-any SDMRout-FastEthernet4
match protocol bgp

match protocol eigrp

match protocol ospf

match protocol rip

match protocol rsvp

class-map match-any SDMManage-FastEthernet4
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match protocol dhcp
match protocol dns
match protocol imap
match protocol kerberos
match protocol Idap
match protocol secure-imap
match protocol secure-ldap
match protocol snmp
match protocol socks
match protocol syslog
class-map type access-control match-all codered
match start I13-start offset 40 size 32 regex "GET /default.ida\x3FNNNNNNNNNNNNNNN"
match field TCP dest-port e
!
policy-map SDM-Pol-FastEthernet4
class SDMTrans-FastEthernet4
bandwidth remaining percent 33
set dscp af21
class SDMSignal-FastEthernet4
bandwidth remaining percent 40
set dscp cs3
class SDMRout-FastEthernet4
bandwidth remaining percent 3
set dscp cs6
class SDMVoice-FastEthernet4
priority percent 70
set dscp ef
class SDMManage-FastEthernet4
bandwidth remaining percent 3
set dscp cs2
!
interface FastEthernet4
ip nbar protocol-discovery
service-policy output SDM-Pol-FastEthernet4

Note: Cisco SDM will activate Network-Based Applicatior€&gnition (NBAR) for matching traffic.

Not all of settings shown in the above sample gurfition are necessary for an ECT spoke. We carigesxample, that for many
routing protocols are used. For an ECT deploynamiy; one is actually deployed. But it is much eatieaccept SDM default QoS
settings, as this is a superset of an ECT spokdshaed thus will still provide the minimum quali@j/service, plus extra settings.
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Step 7—Network Admission Control

For a Cisco ECT deployment, you can optionally émaletwork Admission Control (NAC).

1. Start by selecting thdAC Componentstab.

2. Under the NAC Components menu, selexteption Policies

3. If you use voice over your VPN, you will want taeate an exception policy for IP phones. In the Badeption Policy window, in

the “Name” field, enteip-phones Click Add to create a new access rule aedmit ip any any (Figure 35)

Figure 35.  Create an Access List for Permitting IP Phone Traffic

oyip asersss [
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Figure 36. Add Exception for IP Phones

File Edit View Tools Heip

P Cisco SYSTEMS

@ Hone ‘ ‘&?} Configure i ‘ .ng-iﬁ" s?ée 5

Network Admission Contrg
Add Exception Policy

| NA.C
]E"*-?-W‘C Compaonents An exception policy defines a static ACL to apply to hosts an the exception

) Exception List list. The rediract URL provi diation info

Name: Ip-phones

Access Rule: vl
Name: Type:
ip-phones [ Extended Rule

Descrton

.r_;{.u'_.lg_ Ehi II

4. Next, create an exception list for IP phones. ddgton and select the policy you just created (€i@6).
5. Return to theNAC menu and launch théAC wizard on the top of the menu.

6. SelectBVI1 for the interface an8trict Validation for the default option.
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7. Next, add your NAC RADIUS server, which should lzetmf the management network (Figure 37), for gdarthe 10.99.99.3 in

this guide’s example.

Figure 37.  Add the NAC AAA Server

Add NAC Policy Server &
[ Senver Type RADILS
Server IP or Host: 10.99.99.3
Authorization Port: Accounting Port:
1645 1646

—— Server-Specific Setup (Optional)

Timeout (seconds).

v Configure Key

Current Key: =MNOME=
Mew Key: o
Confirm Key: o
ok | cancel |  Hep |

8. Select thaép-phone exception list you created before (Figure 38)

Figure 38.  Attach the Correct Exception List

'NAC Wizard - 50% Complete g

Mc W NAC Exception List

Nestwork Admission Contral Hosts that are placed on & MAC exception list are exempt from the MAC validation process
and have an admissions poliey configured on the router. Typieally, printers and IP phones
are good candidates for this list.

IP address/MAC addressiDevice Type Address/Device | Policy

Clzea IP Phane Ip-phohe

Add._ Edit_ Delete . |

<Back] Mext = | Finis | Cancell Help I
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9. Next, you can optionally authenticate clientlesstedy entering a username/password for them (&i88). This is the case of Linux,
or Apple hosts, for example.

Figure 39. Clientless NAC Hosts

['NAC Wizard - 65% Complete (%]

NAC Wizard e i

Network Admission Contrel | Allowing hosts without NAC posture agents to be authenticated enables the router to
contactthe NAC policy server fo obiain the policy configured for ageniless hosls. Ifyou
choose Authenticate Agentless Hosts, enter the credentials that are required to obtain the
agentless host policy.

W Authenticate Agentless Hosts

Username: my-client-less

rAEAn

Password:

Confirm Password:

¢Ba‘d(| Neﬂbl Hmsh I Cance]l Help |
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10. Since we are applying NAC to the inside (LAN-fagimgterface for the Cisco ECT deployment, theredseed to enable remote
management. We will always be able to come thrabghmanagement tunnel. Do not enable managementr@40).

Figure 40.  Configure NAC for Remote Access

NAC Wizard - 80% Complete

NAC Wizard Configuring NAC for Remote Access

Network Admission Control Ifyou want to use SOM to manage this router , you must check this option and specify
the hostor network fram which SDM will be launched

™ Enable SDM remote management through Vian1

Type: 'Network address EI

IP address:

Subnet mask | or | E

a.--..‘--'.J Cann:eil Help J

11. Click Nextto push the configuration lines to the router.
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Step 8—Additional Tasks
Besides the security aspects of the remote desiéeee more IP services need to be added to mak&ishe ECT spoke ready for use.
These include:

« VTY/SSH setting for remote management

VTY Access

You will need to keep a privilege 15 user configlire the remote router for managemeprivilege 15 means full access to the router’s
enable mode Removing the defauttisco/ciscausername and password is recommended; it is toiowd The first step is to add a new
user for administration. Seleatditional Tasks on the left and theRouter Access—User Accounts/ViewThe clickAdd to be able to
create a new user (Figure 41).

Figure 41. Add New Username

Add an Account

Enter the username and password

Usemame ect-admin
Password
Password =None>
New PESSWOfd: AT TEEARTTEETRRS

Confirm Mew Password: B LT

I¥ Encrypt password using MD5 hash algorithm

Privilege Level: 15 ||

™ Associate a View with the user

View Name : e

OK | Cancel I Help

Still in the same menu optioRéuter Access—User Accounts/Viejwve can delete the default “cisco” user. Firsesethe “cisco” user
and then click oDelete You can optionally add a management “back domthe router, to be able to remotely SSH into thear.
Make sure that you only allow incoming SSH sessfom® a specific subnet; that should be part ofrynternal management network.

To add an optional management access to the ralitdrManagement Accessinder theRouter Accessmenu on the left anddd.
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Step 9—Firewalls and ACLs

The “Firewall and ACL” task defines access policesl creates rules for deep inspection definedpots. Start by selectirfgirewall
and ACL at left. Under the Create Firewall tab, selectAdganced Firewall radio button and clickaunch the selected taskThe
Firewall Wizard will appear (Figure 42).

Figure 42.  Start the Firewall Configuration

“File Edt View Toois Heip

Cisto SYsTems
. q
G | Of o G| &, & 2 2 il

. i Firewall and ACL

| Create Firewall | Edit Firewall Policy /ACL | Application Security |

[
SOM can guide you through Firewall configuration Select a task, then click
| Launch the selected task

© Basic Firewall [ Firaw; ; B
‘ Use Basic Firewall C Wizard

rebwork from the mf  Firewall Wizard

| configure DMZ zery

Use Case Scenanio |

Advanced Firewall allows you to secure your private network in the following
‘ways: It allows privale network Users 1o access the Internet, it protects your
1+ Advanced Firewall| router and private network from the outside attacks, it allows you to configure

Z“‘\ managed services in DMZ that are accessible from the Intemet.
Hw] Lize Advanced Fire:
Seclity Al | customized rules 1o
S Advanced Frewal Advanced Firewall
FIP).
*Applies access nules to the insidedrusted), outside (untrusted) and DMZ ir

*Applles inspection rules 1o the inside (inisted), oulsideuntrusied) and DMZ
Interfaces.

* Enables IP unicast revers e-path g onthe Interfacas.

Tocontinlie, Chick hext.

o |measy v | cancet| wep |
| Howdal - |How Do | Configure a Firewall on an Unsupported Interface? (v 60| |
FrewallandACL b b 230523 PST Thu Mar 09 2006
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In the wizard there is no DMZ for an ECT spoke. Timde interfaces are the BVI1 (corporate VLANHa@VI2 (guest VLAN) and the
outside interface is FastEthernet4 (Figure 43).

Figure 43.  Marking Interfaces for Firewall

Firewall Wizard <]
Advanced Firewall Interface Configuration

Firewall Wizard

Select insidedrustad) and outsideduntrusted) interfaces. You can select one or
more Insidedrusted) and outside(untrusted) interfaces.

Note: Do not select the interface through which you accessed SDM as the oulside
(untrusted) interface. You cannot launch SDM from the outside (untrusted)
interface after the Firewall Wizard completes.

interface nutside(untrusted) | inside(trusted) [ﬁl
BVI1 r W =
BVI2 5 ' v
FastEthemnetd [ 2 r : In

Select a DMZ inlerface if you have servers that you wantto make accessible from
the Internet These are typically DNS, HTTF, FTF and SMTP servers.

DMZ Interface (Optional): | select DMZ interface | |

I™ (Allow sectre SO aocess lrom ouiside inferfaces

<Back | Next> | i1 | cancel| Heip |
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In the next screen, the default “high security” bankept (Figure 44).

Figure 44.  Firewall Security Level

Firewall Wizard %

Firewall Wizard

Advanced Firewall Security Configuration

SDM provides preconfigured application security policies. Use the slider to select
the security level or define a custom application security policy.

' Use a defaull SDM Application Security Policy

Description:

High Security - The router identifies inbound and [i
outhound Instant Messaging and Peer- [
{to-Peer traffic and drops it.

- The rouier checks inbound and

outbound HTTP traffic and e-mail traffic

for protocol compliance, and drops
noncompliant traffic. p—
- Returns traffic for other TCP and UDP
applications ifthe session was initiated

Medium Security

Low Security inside the firewall (i28)
Preview Commands...
* Use a customn Application Security Policy
EalicyName | '”l
<Back | Net> | o | cancel| Heip |

The other options, “medium” and “low”, provide Idggwall features. The decision depends on theaate policy rules. The “low
security” option just applies the regular 10S FigdwThe other options will use Application Firewd block access for peer-to-peer
file haring applications and other applications.

Click Finish to push the configuration to the router.

The “low security” sample configuration is:
ip inspect log drop-pkt
ip inspect name SDM_LOW cuseeme
ip inspect name SDM_LOW dns
ip inspect name SDM_LOW ftp
ip inspect name SDM_LOW h323
ip inspect name SDM_LOW https
ip inspect name SDM_LOW icmp
ip inspect name SDM_LOW imap
ip inspect name SDM_LOW pop3
ip inspect name SDM_LOW netshow
ip inspect name SDM_LOW rcmd
ip inspect name SDM_LOW realaudio
ip inspect name SDM_LOW rtsp
ip inspect name SDM_LOW esmtp
ip inspect name SDM_LOW sglnet
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ip inspect name SDM_LOW streamworks
ip inspect name SDM_LOW tftp

ip inspect name SDM_LOW tcp

ip inspect name SDM_LOW udp

ip inspect name SDM_LOW vdolive

For the outside WAN interface, IPsec, ISAKMP, NBRd BOOTPC traffic need to be allowed so that IIREHc tunnels can be
established, NTP is able to synchronize the clankl,the DHCP client is able to request an IP addres the ISP DHCP server.

Cisco SDM will automatically prompt you to accept@generated rules. Figure 45 shows an examplke Mare you accept them all.

Figure 45.  Accept ACL Rules to Allow VPN-Related Traffic

SDM Warning

& The inbound ACL {107 applied to FastEthernetd needs to be modified
for DMYP M configuration to wark.

Do youwant SDM to automatically modify this?

Click Yes to confirm, Mo ta quit.

p— Yoo o |

Step 10—Extra Configuration Using Console Access

There are some configurations steps that are iedjéor a Cisco ECT deployment that this versiofisto SDM does not support. You
can find information on how to configure them litp://www.cisco.com/go/eatnder the “Layered and Perimeter Security Managed
Services” section. Authentication proxy and 802ale missing, although all are optional.

Also, for the PKI trust point it is recommendedhive “source interface <inside>"; BVI1 in the ca$¢he Cisco 871 router. This will
make sure that auto-enroll will use the tunnel-ctetd network to request a new certificate, and thwill encrypt the traffic.

One more missing command is the static routingudf P addresses to the outside interface. UsuaNjy PN hubs will have public IP
addresses that are part of the corporate set oesyools. These subnets will be routed out to eposince the GRE tunnel comes up. To
avoid a routing loop, it is recommended that DMVRWbs’ host IP addresses are routed to the Internet.

For example, if DHCP is used to connect to therfreeand the DMVPN hubs would have IP addresséweiri72.16.1.0/29 network, we
would need to set these, as well as the managesearr’'s host and network.

Here is a sample configuration:

I Management Gateway

ip route 172.16.0.0 255.255.255.255 dhcp
I DMVPN hubs

ip route 172.16.1.0 255.255.255.248 dhcp
I Management subnet

ip route 10.99.99.0 255.255.255.224 dhcp
!
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After all the Cisco ECT-needed features have beefigured, you must save the configuration to NVRAlIgoing to “File > Save to
Startup Config...”. Otherwise all will be lost wherettouter is power-cycled. You should also savepy of the configuration in your PC
for future reference. This can be achieved by aliglon “File > Save Running Config to PC...".

REFERENCES

Step 1. ECT solution guides and informatiolittp://www.cisco.com/go/ect

Step 2. Deploying PKI with Cisco 108 Software:
http://www.cisco.com/en/US/partner/products/swhasd/ps5207/products feature guide09186a00801dhthD.

APPENDIX A

Cisco 871 Spoke Router Example Running Cisco I0S So  ftware Release 12.4(6)T
Please note the following hosts/networks for tixaneple:

Spoke-protected subnet 10.20.1.0/28

Guest VLAN 10.1.1.0/24

Management VPN gateway 172.16.1.1

DMVPN primary 172.16.0.1 mGRE- 192.168.200.1
DMVPN secondary 172.16.0.2 mGRE- 192.168.200.2
871-Spoke-mGRE 192.168.200.10

Management “DMZ” network 10.99.99.0/24

PKI certificate server 10.99.99.5

AAA server 10.99.99.3

Cisco 871 Spoke Router Full Configuration Example
version 12.4
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname ect-spokel
!
boot-start-marker
boot-end-marker
!
logging buffered 51200 warnings
!
aaa new-model
!
!
aaa group server radius rad_eap
!
aaa group server radius rad_mac
|

aaa group server radius rad_acct
|
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aaa group server radius rad_admin
1
aaa group server tacacs+ tac_admin
1
aaa group server radius rad_pmip
1
aaa group server radius dummy
1
aaa group server radius rad_eapl
server 10.99.99.3 auth-port 1645 acct-port 1646
|
aaa authentication login eap_methods group rad_eap
aaa authentication login mac_methods local
aaa authentication login eap_methods1 group rad_eapl
aaa authorization ipmobile default group rad_pmip
aaa accounting network acct_methods start-stop group rad_acct
!
aaa session-id common
!
resource policy
!
clock timezone pst -8
clock summer-time pdt recurring
ip cef
!
!
no ip dhcp use vrf connected
ip dhcp excluded-address 10.10.10.1
ip dhcp excluded-address 10.20.1.1
ip dhcp excluded-address 10.1.1.1
|
ip dhcp pool sdm-pool
import all
network 10.10.10.0 255.255.255.248
default-router 10.10.10.1
lease 0 2
!
ip dhcp pool sdm-pooll
network 10.20.1.0 255.255.255.248
domain-name cisco.com
dns-server 172.16.226.120 171.70.168.183
default-router 10.20.1.1
!
ip dhcp pool sdm-pool2
network 10.1.1.0 255.255.255.0
default-router 10.1.1.1
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|

!

no ip domain lookup

ip domain name cisco.com

ip inspect name SDM_LOW cuseeme

ip inspect name SDM_LOW dns

ip inspect name SDM_LOW ftp

ip inspect name SDM_LOW h323

ip inspect name SDM_LOW https

ip inspect name SDM_LOW icmp

ip inspect name SDM_LOW imap

ip inspect name SDM_LOW pop3

ip inspect name SDM_LOW netshow

ip inspect name SDM_LOW rcmd

ip inspect name SDM_LOW realaudio

ip inspect name SDM_LOW rtsp

ip inspect name SDM_LOW esmtp

ip inspect name SDM_LOW sqlnet

ip inspect name SDM_LOW streamworks
ip inspect name SDM_LOW tftp

ip inspect name SDM_LOW tcp

ip inspect name SDM_LOW udp

ip inspect name SDM_LOW vdolive

ip admission name nac-test eapoudp inactivity-time 60
ip ips sdf location flash://attack-drop.sdf
ip ips notify SDEE

ip ips name sdm_ips_rule

1

!

crypto pki trustpoint TP-self-signed-3740638028
enrollment selfsigned

subject-name cn=10S-Self-Signed-Certificate-3740638028
revocation-check none

rsakeypair TP-self-signed-3740638028

|

crypto pki trustpoint cert-serverl
enrollment url http://10.99.99.5:80
serial-number

revocation-check none

source interface BVI1

auto-enroll

!

!

crypto pki certificate chain TP-self-signed-3740638028
crypto pki certificate chain cert-serverl
certificate 2ED4EAFF000000000C24
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certificate ca 7TE68D38270C9E1B14A3251FAEE65D498
identity policy ip-phones

access-group ip-phones

eou allow clientless

username ect-admin privilege 15 secret 5 $1$Wgrl$aw6HshmzbkBT TheWw/WvbO0
1

!

class-map match-any SDMVoice-FastEthernet4
match protocol rtp audio

class-map match-any SDMTrans-FastEthernet4
match protocol citrix

match protocol finger

match protocol notes

match protocol novadigm

match protocol pcanywhere

match protocol secure-telnet

match protocol sqlnet

match protocol sqlserver

match protocol ssh

match protocol telnet

match protocol xwindows

class-map match-any SDMScave-FastEthernet4
match protocol napster

match protocol fasttrack

match protocol gnutella

class-map match-any SDMIVideo-FastEthernet4
match protocol rtp video

class-map match-any SDMSVideo-FastEthernet4
match protocol cuseeme

match protocol netshow

match protocol rtsp

match protocol streamwork

match protocol vdolive

class-map match-any SDMBulk-FastEthernet4
match protocol exchange

match protocol ftp

match protocol irc

match protocol nntp

match protocol pop3

match protocol printer

match protocol secure-ftp

match protocol secure-irc

match protocol secure-nntp

match protocol secure-pop3

match protocol smtp

match protocol tftp
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class-map match-any SDMSignal-FastEthernet4
match protocol h323
match protocol rtcp
class-map match-any SDMRout-FastEthernet4
match protocol bgp
match protocol eigrp
match protocol ospf
match protocol rip
match protocol rsvp
class-map match-any SDMManage-FastEthernet4
match protocol dhcp
match protocol dns
match protocol imap
match protocol kerberos
match protocol Idap
match protocol secure-imap
match protocol secure-ldap
match protocol snmp
match protocol socks
match protocol syslog
|
1
policy-map SDM-Pol-FastEthernet4
class SDMTrans-FastEthernet4
bandwidth remaining percent 33
set dscp af21
class SDMSignal-FastEthernet4
bandwidth remaining percent 40
set dscp cs3
class SDMRout-FastEthernet4
bandwidth remaining percent 3
set dscp cs6
class SDMVoice-FastEthernet4
priority percent 70
set dscp ef
class SDMManage-FastEthernet4
bandwidth remaining percent 3
set dscp cs2
!
1
1
crypto isakmp policy 1
encr 3des
1
1
crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac
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crypto ipsec transform-set transport esp-3des esp-sha-hmac
mode transport
!
crypto ipsec profile SDM_Profilel
set transform-set transport
1
!
crypto map SDM_CMAP_1 1 ipsec-isakmp
description Tunnel t0172.16.1.1
set peer 172.16.1.1
set transform-set ESP-3DES-SHA
match address 102
gos pre-classify
1
bridge irb
1
|
!
interface TunnelO
bandwidth 1000
ip address 192.168.200.10 255.255.252.0
no ip redirects
ip mtu 1400
ip nhrp authentication DMVPN_NW
ip nhrp map 192.168.200.1 172.16.0.1
ip nhrp map multicast 172.16.0.1
ip nhrp map multicast 172.16.0.2
ip nhrp map 192.168.200.2 172.16.0.2
ip nhrp network-id 100000
ip nhrp holdtime 360
ip nhrp nhs 192.168.200.1
ip nhrp nhs 192.168.200.2
ip nhrp registration no-unique
ip virtual-reassembly
ip tcp adjust-mss 1360
delay 1000
tunnel source FastEthernet4
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile SDM_Profilel
|
interface FastEthernetO
switchport access vlan 10
!
interface FastEthernetl
switchport access vlan 10
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|
interface FastEthernet2

switchport access vlan 10

!
interface FastEthernet3

switchport access vlan 20

!

interface FastEthernet4

description $FW_OUTSIDES$

no ip dhcp client request tftp-server-address
ip address dhcp client-id FastEthernet4
ip access-group 101 in

ip nbar protocol-discovery

ip nat outside

ip inspect SDM_LOW out

ip ips sdm_ips_rule in

ip virtual-reassembly

duplex auto

speed auto

crypto map SDM_CMAP_1
service-policy output SDM-Pol-FastEthernet4
1

interface Dot11Radio0

no ip address

1

broadcast-key change 30

|

!

encryption mode ciphers tkip wep128

I

ssid corporate-access

vlan 10
authentication open eap eap_methodsl1

I

speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0
station-role root

!

interface Dot11Radio0.10
encapsulation dot1Q 10

no snmp trap link-status

no cdp enable

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 spanning-disabled
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
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no bridge-group 1 unicast-flooding

1

interface Vlanl

description $ETH-SW-LAUNCHS$$INTF-INFO-HWIC 4ESW$
no ip dhcp client request tftp-server-address
ip address 10.10.10.1 255.255.255.248
ip virtual-reassembly

1

interface Vlan10

no ip address

bridge-group 1

!

interface Vlan20

no ip address

bridge-group 2

!

interface BVI1

description $FW_INSIDE$

ip address 10.20.1.1 255.255.255.240

ip access-group 100 in

ip nat inside

ip admission nac-test

ip virtual-reassembly

1

interface BVI2

ip address 10.1.1.1 255.255.255.0

ip nat inside

ip virtual-reassembly

|

router eigrp 33

network 192.168.200.0 0.0.3.255
network 10.20.1.0 0.0.0.15

no auto-summary

!

ip route 172.16.0.0 255.255.255.248 dhcp
ip route 172.16.1.0 255.255.255.248 dhcp
ip route 10.99.99.0 255.255.255.224 dhcp
1

1

ip http server

ip http authentication local

ip http secure-server

ip http timeout-policy idle 600 life 86400 requests 10000
ip nat inside source route-map SDM_RMAP_1 interface FastEthernet4 overload
|

ip access-list extended ip-phones
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remark permit any

remark SDM_ACL Category=64

permit ip any any

1

access-list 100 remark auto generated by SDM firewall configuration
access-list 100 remark SDM_ACL Category=1

access-list 100 deny ip host 255.255.255.255 any

access-list 100 deny ip 127.0.0.0 0.255.255.255 any
access-list 100 permit ip any any

access-list 101 remark auto generated by SDM firewall configuration
access-list 101 remark SDM_ACL Category=1

access-list 101 permit tcp host 10.99.99.5 eq www any gt 1024
access-list 101 permit udp any any eq non500-isakmp
access-list 101 permit udp any any eq isakmp

access-list 101 permit esp any any

access-list 101 permit ahp any any

access-list 101 permit gre any any

access-list 101 remark Auto generated by SDM for NTP (123) 192.5.41.40
access-list 101 permit udp host 192.5.41.40 eq ntp any eq ntp
access-list 101 permit ahp host 171.16.1.1 any

access-list 101 permit esp host 171.16.1.1 any

access-list 101 permit udp host 171.16.1.1 any eq isakmp
access-list 101 permit udp host 171.16.1.1 any eq non500-isakmp
access-list 101 remark IPSec Rule

access-list 101 permit ip 10.99.99.0 0.0.0.31 host 10.20.1.1
access-list 101 deny ip 10.1.1.0 0.0.0.255 any

access-list 101 deny ip 10.20.1.0 0.0.0.15 any

access-list 101 permit udp any eq bootps any eq bootpc
access-list 101 permit icmp any any echo-reply

access-list 101 permit icmp any any time-exceeded

access-list 101 permit icmp any any unreachable

access-list 101 deny ip 10.0.0.0 0.255.255.255 any
access-list 101 deny ip 172.16.0.0 0.15.255.255 any
access-list 101 deny ip 192.168.0.0 0.0.255.255 any
access-list 101 deny ip 127.0.0.0 0.255.255.255 any
access-list 101 deny ip host 255.255.255.255 any

access-list 101 deny ip any any log

access-list 102 remark SDM_ACL Category=4

access-list 102 remark IPSec Rule

access-list 102 permit ip host 10.20.1.1 10.99.99.0 0.0.0.31
access-list 103 remark SDM_ACL Category=2

access-list 103 remark IPSec Rule

access-list 103 deny ip host 10.20.1.1 10.99.99.0 0.0.0.31
access-list 103 permit ip 10.1.1.0 0.0.0.255 any

access-list 103 permit ip 10.20.1.0 0.0.0.7 any

no cdp run
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|

|

!

route-map SDM_RMAP_1 permit 1

match ip address 103

!

radius-server attribute 32 include-in-access-req format %h
radius-server host 10.99.99.3 auth-port 1645 acct-port 1646 key stealth
radius-server vsa send accounting

!

control-plane

!

bridge 1 protocol ieee

bridge 1 route ip

bridge 2 protocol ieee

bridge 2 route ip

banner login *"C

Cisco Router and Security Device Manager (SDM) is installed on this device. This feature
requires the one-time use of the username "cisco"
with the password "cisco".

Please change these publicly known initial credentials using Cisco SDM or the Cisco I0S
CLI. Here are the Cisco IOS commands.

username <myuser> privilege 15 secret 0 <mypassword>
no username cisco

Replace <myuser> and <mypassword> with the username and password you want to use.

For more information about Cisco SDM please follow the instructions in the QUICK START
GUIDE for your router or go to http://www.cisco.com/go/sdm

~C

!

line con 0

no modem enable

line aux 0

linevty 0 4

privilege level 15
transport input telnet ssh
transport output telnet ssh
line vty 5 15

privilege level 15
transport input telnet ssh
1

scheduler max-task-time 5000
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ntp clock-period 17175050

ntp server 192.5.41.40 source BVI1
!
webvpn context Default_context
ssl authenticate verify all

!

no inservice

!

end

Cisco 871 Router Factory Default Configuration Example
! This is the default startup configuration file for Cisco Router and Security
I Device Manager (SDM)

I DO NOT modify this file; it is required by Cisco SDM as is for factory
! defaults Version 1.0
!
hostname yourname
!
logging buffered 51200 warnings
1
username cisco privilege 15 secret 0 cisco
1
ip dhcp excluded-address 10.10.10.1
1
ip dhcp pool sdm-pool
import all
network 10.10.10.0 255.255.255.248
default-router 10.10.10.1
lease 0 2
!
no ip domain lookup
ip domain-name yourdomain.com
|
interface FastEthernetO
no ip address
no shutdown
!
interface FastEthernetl
no ip address
no shutdown
!
interface FastEthernet2
no ip address
no shutdown
|

interface FastEthernet3
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no ip address

no shutdown

!

!

interface Vlanl

description $ETH-SW-LAUNCHS$S$INTF-INFO-HWIC 4ESW$
ip address 10.10.10.1 255.255.255.248

ip tcp adjust-mss 1452

|

ip http server

ip http secure-server

ip http authentication local

ip http timeout-policy idle 600 life 86400 requests 10000
|

banner login

Cisco Router and Security Device Manager (SDM) is installed on this device. This feature
requires the one-time use of the username "cisco"
with the password "cisco".

Please change these publicly known initial credentials using Cisco SDM or the Cisco I0S
CLI. Here are the Cisco IOS commands.

username <myuser> privilege 15 secret 0 <mypassword>
no username cisco

Replace <myuser> and <mypassword> with the username and password you want to use.

For more information about Cisco SDM, please follow the instructions in the QUICK START
GUIDE for your router or go to http://www.cisco.com/go/sdm

N

!

no cdp run

!

!

line con 0

login local

linevty 04

privilege level 15
login local

transport input telnet
transport input telnet ssh
line vty 5 15

privilege level 15
login local

transport input telnet
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transport input telnet ssh

!

I End of Cisco SDM default config file
End
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