atfear]
C I S C O Deployment Guide

Cisco Virtual Office—AAA
Deployment with Cisco Secure
Access Control Server 5

Deployment Guide

August 2011

© 2011 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 1 of 39



Contents

[ e e Lo TUT o3 A Lo} o W TP TP PP PPV R TU PP PTR PRt 3

CiSCO SECUIE ACS VEISION 5 OVEIVIEW ....oiiiiiiiiietit ettt ettt e bt esre st e e sn e s teenree s
Standalone APPlIaNCE.......cooiviiiiiiie e
Cisco Secure ACS Version 5 Graphical User Interface

Cisco Secure ACS Version 5 Configuration for Cisco Virtual OffiCe ........ccooiiiiiiiii e 11
INSTAING @ COITIFICALE ...t ee ettt oo ettt e e e e e ettt e e e e e e e abbe e e e e e e s e sbbeeeeeaeeaanssnaaaaaaaaaanns 12
Migration from Cisco Secure ACS 4.x to 5.x (Optional) ... 16
Setting UP NEIWOIK DEVICES ......cieieiiiiiiiii e ettt ettt e e e e e ettt e e e e e e e sa ettt e e e e e e e anneeeeeeeeeaannneseeeaeeeaannssneeaaaeas 21
FANe [ 11 To IO ST G €] (o100 L PSSP PPPRPTT 23
Adding New Users
Creating AUtNOTIZALION PONICIES .......iiiiiiii it b e et bt e et e e st e e e s nnbee e e 27
AACCESS POIICIES ...ttt oottt oo oottt e e e e ook ettt et e e e e e o s Rt ae et e e e e e e mRbee e e e e e e e e e s beeeeeaeeeaannneeaaaaaaeaanns 30
802.1x Configuration for EAP-TLS (Certificate Authentications) .... ... 33
Wireless and SDP PrOfilES ...ttt e e e e e ettt e e e e e e ettt e e e e e e e anneeeeeaaeeaanne 38

(R ST o LU (o] =T S PP PP PP PP PPPPPPPPPPPPPPPINE 39

© 2011 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 2 of 39



Introduction

This deployment guide provides information on how to set up the Cisco® Secure Access Control Server (ACS)
Version 5 for the Cisco Virtual Office solution. This guide uses screenshots taken from Cisco Secure ACS 5.2, but
steps for deployment, as well as the interface, are similar for any Cisco Secure ACS Version 5.x. This guide will
refer to Cisco Secure ACS Version 5 or Cisco Secure ACS 5.x to include all releases within Version 5.

Please refer to the Cisco Virtual Office overview (http://www.cisco.com/go/cvo) for more information about the

solution, its architecture, and all the related components. For a more thorough explanation of Cisco Secure ACS
5.x, please refer to the user guide at:
http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.2/user/quide/acsuserguide.ht
ml

Cisco Secure ACS Version 5 Overview

The new Cisco Secure Access Control Server is an improved way to perform authentication, authorization, and
accounting (AAA). The Cisco Secure ACS Version 5 is more granular to allow greater flexibility in authentication.
Users authenticate against rules created by administrators. These rules contain conditions such as time and date,
group the user is in, and even the group the device is in.

Cisco offers two installation options for Cisco Secure ACS Version 5: a dedicated standalone appliance and a
VMware ESX image. Their requirements follow:

Standalone Appliance
e ACS 1121 Appliance: Intel Xeon @ 2.66 GHz, (Quad Core), 4-GB memory, 500-GB hard drive (2 x 250
GB)

¢ VMware Requirements: VMware ESX 3.5 or 4.0; Intel Core 2 @ 2.13 GHz; 4-GB memory, Minimum 512-
GB hard drive
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Cisco Secure ACS Version 5 Graphical User Interface
This section discusses the Cisco Secure ACS Version 5 GUI.

Figure 1 shows the My Workplace tab of Cisco Secure ACS Version 5. This window is displayed after you log into
the Cisco Secure ACS GUI. The content of the My Workplace tab is shown in the main window of the ACS GUI.
The tabs on the left are for configuration.

Figure1. My Workspace Tab
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Figure 2 shows the Network Resources tab, which includes the Network Device Groups, where devices that are

allowed to use the AAA for authentication of users are listed.

Figure 2.  Network Resources
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Figure 3 shows the Users and Identity Stores tab, where users and devices can be created. Users can also be
imported from LDAP or Microsoft Active Directory.

Figure 3.  Users and Identity Store
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Figure 4 shows the Policy Elements tab; policy elements are used to create conditions that users have to meet in
order to be given privileges.

Figure 4.  Policy Elements
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Figure 5 shows the Access Policies tab; access policies are used to create rules. The rules are created using the
condition in the Policy Elements tab.

Figure 5.  Access Policies
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Figure 6 shows the Monitoring and Reports tab. Click the Launch Monitoring & Report Viewer tab to open a
new window that has logging and monitoring capabilities.

Figure 6.  Monitoring and Reports

?) Cisco Secure ACS - Mozilla Firefox

File  Edit  Wew History Bookmarks Tools Help

0 cxa

! di Cisco Secure ACS

ol I I I| I — acsadmin stealth-aces (Primary)
cisco Ciscc

b My Vorkspace

» (1) Metwork Resources

» &% Users and ldertity Stores -
Filter: | ~ | match if. |
» G Palicy Elements

» [ Access Policies- Name «  Description

|P-Fhone-Profile  To Autharize [P phone
Bermit Access

PRIAMA

F'age| 1]of1

© 2011 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 9 of 39



Figure 7 shows the Monitoring window, which gives information on alarms, reports, and pass/failed authentication

attempts.

Figure 7. Monitor and Reports Window
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Figure 8 shows the System Administration tab. This tab contains configuration options to manage the system,
operation configurations, logging configuration, and licensing.

Figure 8.  System Administration
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Cisco Secure ACS Version 5 Configuration for Cisco Virtual Office

The Cisco Secure Access Control Server (ACS) requires configuration upon installation for proper functioning. The
following section details the configuration required to interoperate with Cisco Virtual Office. If ManageExpress
Virtual Office (MEVO) software is used, this ACS configuration should be done before configuration of MEVO.
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Installing a Certificate

Most of the EAP protocols require the use of a certificate to authenticate the ACS server. In Cisco Virtual Office,
802.1x and wireless authentication use EAP protocols, and installation of a certificate on the ACS is required.

Multiple certificates can be installed in Cisco Secure ACS Version 5. Figure 9 shows where to install the
certificate: Go to System Administration = Local Server Certificates = Local Certificates and click Add.

Figure 9.  System Administration Local Certificates
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Select Generate a Certificate Signing Request, and click Next, as shown in Figure 10.

Figure 10.
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(=) Generate Certificate Signing Request

Use this option to have the ACS server generate a certificate signing request to present to your local Cerificate Authority. Once
you have generated the sighing reguest, 0o to the "Outstanding Signing Requests® list, select the signing reguest, and export

acopy ofthe signing request (save a copy on your client system). Once you receive a cerdificate from your CA, yau will use the
"Bind CA Signed Cedificate” option below ta install it.

() Bind CA Signed Certificate

After using the previous option to generate a cerificate signing reguest, this option is used to bindinstall the certificate
received from your CA. AGS will automatically ratch the certificate with the appropriate outstanding signing request
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Fill in the Certificate Subject box and select the key length, as shown in Figure 11. The Certificate Subject should
contain at least the parameter “CN”, which is the common name or hostname of the ACS server.

The Key Length should be at least 1024 bits long.

Click Finish.

A window will pop up to download a text file with the certificate request. Use this certificate request to generate a
new certificate.

If you are using Microsoft Certificate Authority, go to http://IP_Certificate Authority/certsrv and go to Request a
Certificate = Advanced Certificate Request. Copy and paste the certificate request and click Submit. Then
download the certificate.

For other certificate authorities, please refer to the specific documentation for that certificate authority.

Figure 11. Certificate Parameters
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Retrieve the certificate from the certificate authority.
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After the certificate is downloaded, go to System Administration = Local Certificates = Bind CA Signed
Certificate, and select Next, as shown in Figure 12.

Figure 12. Bind CA Signed Certificate
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Step 1 - Select server cerificate creation method

O Import Server Cedificate

Use this option if you have a Server Cerdificate file and corresponding private key file {and passward, if the private key file is
encrypted).

) Genetate Self Signed Certificate
Use this option to have the ACS server generate a Self-Signed Certificate

() Generate Cerlificate Signing Reguest
Use this aption to have the ACS sener generate a cedificate sianing requestto presentto yvour local Certificate Authority. Once
you have generated the signing request, go to the "Outstanding Signing Requests” list, selectthe signing request, and export
acopy of the sighing request (Save a copy on your client systemy. Once you receive a certificate from your CA, you will use the
"Bind GA Signed Cerificate” option below to install it

(% Bind CA Signed Certificate

After using the previous option to generate a cerificate signing reguest, this option is used to hindfinstall the certificate
received from your CA ACS will autamatically match the cedificate with the appropriate outstanding signing request.

v

Select Browse and choose the certificate that was downloaded.

Check the appropriate protocols in the Protocol section; the certificate will be used for those protocols selected.
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As shown in Figure 13, for certificate-based user authentication, select the EAP option.

Figure 13. Upload Certificate
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A cedificate being imported may be determined to already existin ACS when it has either the same Subject orlssuer and serial
number as an existing certificate. In such a case, selection of the "Replace Certificate” option will allow the cettificate contents to be
replaced while retaining the existing protocol selections for the certificate.
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Click Finish to complete the certificate installation. Click Local Certificates on the left again, and make sure the
certificate appears under Local Certificates and is in a valid state.

Migration from Cisco Secure ACS 4.x to 5.x (Optional)
This section discusses the migration from Cisco Secure ACS Version 4 to Cisco Secure ACS Version 5.

Migration can be done only if the original Cisco Secure ACS Version 4 is installed on a Microsoft Windows server.
If the original ACS is purchased as an appliance, then the database must first be replicated to an ACS running on

a Microsoft Windows server. The ACS installed on the Microsoft Windows Server must also match the ACS
version installed on the appliance.

To begin migration, you need the migration tool. From the Microsoft Windows server installed with the original
Cisco Secure ACS Version 4, open a browser and log into the Cisco Secure ACS Version 5 GUI; e.g., https://acs5.
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Go to System Administration = Downloads =» Migration Utility, as shown in Figure 14.
Click Migration application files.

Figure 14. Migration Utility Download
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The file will be downloaded as a zip file. After the download, extract the content in the zip file to a local directory.

When the file is unzipped, the folder named Migration will be created. Within the Migration folder are four folders:
bin, config, jre, and lib. Inside the folder bin is a file called migration.bat, which is the tool you use for migration
from 4.x to 5.x.

Note: Do not use remote desktop. Migration tool will fail.
Use VNC or, while directly using the Windows server, open a Windows command prompt. From the command

prompt, change directories to the bin folder. When you are inside the bin folder, type “migration.bat” (without the
quotes) and click Enter to execute the migration tool.
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Following are the steps to use the Migration Utility.

First, export the data from the Cisco Secure ACS 4.0:

Copyright (c) 2008-2009 Cisco Systens, Inc.
Al'l rights reserved.

This utility mgrates data fromACS 4.x to ACS 5. You can migrate directly from
the foll owi ng ACS versions:

- ACS 4.1.1.24

- ACS 4.1.4

- ACS 4.2.0.124

- ACS 4.2.1

Data migration involves the foll ow ng:

a. The migration utility analyzes the ACS 4.x data, exports any data from ACS 4. x
that can be migrated automatically, and inmports the data into ACS 5.

b. Before the inport stage, you can nmnually consolidate and resol ve data
according to the analysis report, to maxim ze the anount of data that the utility
can mgrate.

c. After migration, use the inported data to recreate your policies in ACS 5.

Make sure that the database is running.

Enter ACS 5 | P address or hostnane: [ nn. nn. nnn. nnnj
Enter ACS 5 admi ni strator usernane:[test]

Enter ACS 5 password:

Change user preferences?[ no]

no

Show full report on screen?[yes]

yes

Sel ect the ACS 4.x Configuration groups to be migrated:[1]
1 - ALLObjects

2 - AllUsershjects

3 - Al Devicesbjects

4 - Shar edCommandSet

5 - Shar edDACLOj ect

6 - MasterKeys

7 - Shar edRACObj ect Wt hVSA

The follow ng object types will be extracted:

User Attributes

User Attribute Val ues
Net wor k Devi ce G oups
User Groups
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Groups Shell Exec
G oups Command Set

Users Shell

Exec

Users Conmand Set
Shared Conmand Sets
Net wor k Devi ce

Users

Shar ed Downl oadabl e ACL
EAP FAST - WMaster Keys
MAB

Choose one of the foll ow ng:

1 -
2 -

Anal yzeAndExport

| mpor t
CreateReportFiles

Exi t

Do not close the window after this step.

The next step is to import the data into Cisco Secure ACS Version 5.

Continuing from the previous session, choose option 2 to import the data into Cisco Secure ACS Version 5:

2

Tue
Tue
Tue

Jul
Jul
Jul

20
20
20

Imported 3
I nmported 2

Tue

Jul

20

Inmported 1

Tue

Jul

20

Inmported 1
Imported O
Inmported 0O

Tue
Tue

Jul
Jul

20
20

I mported 2

Tue
Tue
Tue
Tue
Tue

Jul
Jul
Jul
Jul
Jul

20
20
20
20
20

Imported 5

Tue
Tue

Jul
Jul

20
20

14:57:
14: 57:
14:57:
itens
itens
14: 57:
itens
14: 57:
itens
itens
itens
14: 57:
14:57:
itens
14:57:
14: 57:
14:57:
14: 57:
14: 57:
itens
14:57:
14: 57:

00
00
00
of
of
02
of
03
of
of
of
06
24
of
25
25
25
25
26
of
26
27

EST 2007 Network Device Goup 1/ 3 (33% conplete.
EST 2007 Network Device Goup 2/ 3 (66% conplete.
EST 2007 Network Device Group 3/ 3 (100% conplete.

type: Network Device G oup

type: User G oup

EST 2007 Group Shell Exec 1/ 1 (100% conplete.
type: Group Shell Exec

EST 2007 Group Command Set 1 / 1 (100% conplete.
type: Group Comand Set

type: User Shell Exec

type: User Command Set

EST 2007 Shared Conmand Set 1 / 2 (50% conplete.

EST 2007 Shared Conmand Set 2 / 2 (100% conplete.

type: Shared Conmand Set

EST 2007 User 1/ 5 (20% conplete.

EST 2007 User 2 / (40% conpl ete.

EST 2007 User 3/ (60% conpl ete.

EST 2007 User 4 / (80% conpl ete.

EST 2007 User 5 / (100% conplete.

type: User

EST 2007 Network Device 1 / 6 (16% conplete.
EST 2007 Network Device 2 / 6 (33% conplete.
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Tue Jul 20 14:57:28 EST 2007 Network Device 3/ 6 (50% conplete.
Tue Jul 20 14:57:28 EST 2007 Network Device 4 / 6 (66% conplete.
Tue Jul 20 14:57:29 EST 2007 Network Device 5/ 6 (83% conplete.
Tue Jul 20 14:57:29 EST 2007 Network Device 6 / 6 (100% conplete.

Then you can create a report to confirm the migration:

The following User Attributes were not inported:

1. Nane: Real Nane Comment: Attribute cannot be added. 4-37 Mgration Guide for
the Cisco Secure Access Control System 5.1 OL-19125-01 Chapter 4 Mgrating Data
fromACS 4.x to ACS 5.1 Mgrating Miultiple Instances

2. Nane: Description Comment: Attribute cannot be added.
The followi ng Network Device G oups were not inported:

1. Nane: Not Assigned Comment: Error 1: Failure to add object: Mgrated NDGs: All
M grated NDGs: Not Assigned in function: createG oup

The following User G oups were not inported:

1. Nanme: ldentityGoup: Al Goups:Mgrated Goup Comrent: Failure to add object:
ldentityGoup: All Goups:Mgrated Group in function: createG oup

The following Group Shell Exec were not inported:

1. Nane: ACS Mgrate Priv Comment: custonError CRUDex002 Object al ready exist
exception

The following Goup Command Set failed on inport:

The followi ng User Shell Exec were not inported:

The follow ng User Command Set were not inported:

The followi ng Shared Conmand Set were not inported:

The following Network Devices were not inported:

The following Users were not inported:

The foll owi ng Shared Downl oadabl e ACL were not inported:

The following EAP FAST - Master Keys were not inported:

The following Mab were not i nported:
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After you finish this process, the database should be migrated from Cisco Secure ACS 4.0 to Cisco Secure ACS
Version 5.

Setting Up Network Devices

The Network Resources section is used to categorize and group network devices that will be sending
authentication, authorization, and accounting (AAA) requests to the ACS.

The Network Resources tab is where network devices and AAA clients are added, as shown in Figure 15. To add
a network device or an AAA client, click Create.

Figure 15. Network Resources Tab
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To add a network device, go to the Network Resources tab and select Network Devices and AAA clients. Figure
16 shows what is required to add a new Network Device. After entering the name of the Device/AAA client, select
an option under Authentication options. Cisco Virtual Office is configured for RADIUS; select that option and enter
the shared secret.

Figure 16. Adding Network Resources Single IP Address
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You can add either a single IP address or IP range(s) as network devices. The IP addresses included under the IP
Address section are allowed as originating IP addresses for AAA. Adding an IP range will allow all devices within
that IP range to submit an AAA request to the ACS. You can configure multiple subnets; you also can combine a
single IP address and multiple subnets. Devices with IP addresses not specified in this section will be denied if
they attempt to send an AAA request to the ACS.

You should add the IP address range that Cisco Virtual Office routers use and then click Submit.
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Adding User Groups
Groups are logical divisions of Cisco Virtual Office users. Each group carries only three attributes: Name,
Description, and Parent group, as shown in Figure 17.

Cisco Virtual Office supports two web authentication methods: Authentication Proxy and User Group Firewall.
First, go to Users and Identity Stores = Identity Groups.

For example, to create a group for Authentication Proxy, click Create and fill in the Name field with Authentication
Proxy.

Fill in a Description as desired.
Leave the Parent field as All Groups.
Click Submit.

The name of the group has no effect on the function of the group, although descriptive names do help with
monitoring. Repeat the process to create a group for User Group Firewall. Users will be added to the group later.

Figure 17. Creating a Group
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Adding New Users

Cisco Secure ACS supports both internal and external databases. In the internal database, user credentials are
stored locally on the ACS server. In the external database, user credentials can be stored on other supported
servers; e.g., Microsoft Active Directory.

For the authentication mechanism to function properly, each Cisco Virtual Office user must be added to the ACS,
either using the internal database or linked from an external database.

To set up an internal user, go to Users and Identity Stores, as shown in Figure 18. Click Create to create a user.

Figure 18. Adding a New User
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Figure 19 shows the window to add a new user. In the General section are four fields: Name, Status, Description,
and Identity Group.

Fill in the Name field as the username of the employee.
Check the Enabled status field to enable this account.
Check the appropriate Identity Group to associate the user with the group desired.

The Password Information section has five fields: Change password on next login, Password and a confirmation,
and Enable Password and a confirmation.

Do not check the Change password on login check box; checking this box forces a change of password. The
RADIUS/TACACS authentication request will be rejected.

Fill in the Password and Confirm Password fields for authentication.

The Enable Password and Confirm Password fields are used to authenticate the user when logging into a router.
Leave these fields blank, because users do not usually have “enable” access to Cisco Virtual Office routers. Filling
in an Enable Password field will not automatically allow access to the network device. An access policy will need
to be created to specify if any user needs access to a network device.

To add a user as part of the Authentication Proxy group, fill in the username, leave the status as enable, and for
Identity Group, click Select and choose Authentication Proxy from the pop-up window. Fill in the Password the
user will be using in the authentication proxy. When all appropriate fields are filled in, click Submit.

Figure 19. New User Attributes
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You can also link the ACS to an external database for user credentials. LDAP, Active Directory, RSA SecurlD

Token Servers, and RADIUS Identity Servers are supported. Click each option and configure the connection
appropriately to activate the external database.

Note: Only one Active Directory domain can be connected from the ACS.

Figure 20 shows an example of LDAP configuration.

Figure 20. LDAP External Identity Store
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Creating Authorization Policies
This step is required if you are using authentication proxy, user group firewall, or PKIAAA.

After creating the user in the group, you must create an authorization profile. This profile ensure proper
authorization parameters are passed back to the Cisco Virtual Office routers for the user to obtain proper
authorization. Without proper authorization, any of the previously mentioned features will return a rejection.

Figure 21 shows the Policy Elements window. To create a new Autharization Profile, go to Policy Elements =
Authentication and Permissions = Network Access = Authorization Profiles and click Create.

Figure 21. Policy Elements
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Figure 22 shows the Create window. Give an appropriate name to the profile; e.g. authentication proxy, PKIAAA,
or user group firewall.

Figure 22.  Authorization Profiles
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The Common Tasks tab is not important for the Cisco Virtual Office deployment.

For a Cisco Virtual Office deployment, the most relevant tab is the RADIUS Attributes. All the features rely on
RADIUS attributes return to function properly.

For PKI-AAA, the RADIUS attribute required is: RADIUS-Cisco; cisco-av-pair; pki:cert-application=all.
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The configuration is also shown for PKIAAA in Figure 23.

Figure 23. Authentication Profiles Common Tasks
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For authentication proxy, the RADIUS attributes required follow:

* RADIUS-Cisco; cisco-av-pair; auth-proxy:priv-lvl5

* RADIUS-Cisco; cisco-av-pair; auth-proxy:proxyacl#l=permit ip any any

For user-based firewall, the RADIUS attributes required follow:

¢ RADIUS-Cisco; cisco-av-pair; supplicant-group=group-engineer

¢ RADIUS-Cisco; cisco-av-pair; priv-lvi=15

¢ RADIUS-Cisco; cisco-av-pair; auth-proxy:priv-lvl=15

¢ RADIUS-Cisco; cisco-av-pair; auth-proxy:proxyacl#l=permit ip any any
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Access Policies

This section ties the previously defined user group to the authorization policies to allow the association between a

group of users and a particular authorization policy. The group of users can then be properly authorized for their
activity within the boundary of the associated policy (e.g., authentication proxy, etc.)

To achieve authorization an authorization policy must be created for each group of users. Go to Access Policies
-> Access Services = Default Network Access = Authorization, as shown in Figure 24.

Figure 24. Access Policies
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Click Create at the bottom left. A pop-up window will appear, as shown in Figure 25.
Create a meaningful name under the section General; e.g. Authentication Proxy.
For the Cisco Virtual Office, check Identity Group under Conditions.

Click Select to the right and pick the policy that matches the user group, e.g. Authentication Proxy created earlier
in this document. Then click OK to confirm.

Under Results, click Select and pick the appropriate Authorization Profiles. Click OK to confirm.
Finally click OK to close the pop-up window.

Figure 25. Creating Authorization Rule
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After the confirmation, you should have a rule that associates the user group to an appropriate authorization

profile. Figure 26 shows an example of authentication proxy. The rule named Authentication Proxy associates the
Authentication Proxy user group to the Authentication Proxy authorization profile.

Figure 26. Final Access Polices
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If multiple features are used, create more rules as appropriate. Figure 27 shows the case with both Authentication
Proxy and PKIAAA in use. The order of the rules does not matter.

Figure 27. Final Access Polices
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802.1x Configuration for EAP-TLS (Certificate Authentications)

Simple 802.1x implementation produces an authentication request only. Because no authorization is taking place,

it is not required for 802.1x users to be part of a specific group, or be assigned to a specific rule if rules and
groups are already configured. The server accepts authentication requests by default.

802.1x allows two types of authentication: certificate or username/password.

© 2011 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Page 33 of 39



To allow certificate authentication, first go to Users and Identity Stores - Certification Authentication Profile.
Make sure the attribute that stores the username in the X.509 certificate is present in the profile. For example, the
common name (CN) is present as the username-storing attribute shown in Figure 28.

Note: This section is required only if you use 802.1x with EAP-TLS (certificate authentications). If you use only
802.1x username/password credentials authentication, skip this section.

Figure 28. Attribute in the X.509 Certificate that Stores the Username
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Now add the newly defined authentication profile into the Default Access Service, so that both 802.1x certificate-
based authentication and other standard authentication can function at the same time.

Go to Access Policies > Access Services - Default Network Access - Identity. Single result selection
should be checked on the right; change it to Rule-based result selection.

© 2011 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 34 of 39



Your screen should look like Figure 29 after the change.

Figure 29. Access Policies Identity
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You must create two rules in Identity to sufficiently serve both 802.1x certificate authentication and standard
authentication methods. The first rule is shown in Figure 30.

The rule is triggered when an EAP-TLS (802.1x certificate) authentication request comes in, and the identity
source is set to CN Username (the identity profile created earlier to match the attribute from the certificate to the

user credentials store).

Figure 30.
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Then also create a second rule for the standard authentication (Figure 31).

Figure 31.
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Your rule table should now look like Figure 32.

Figure 32.
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You have now finished the configuration for 802.1x with EAP-TLS (certificate authentications).

Wireless and SDP Profiles

Wireless and SDP authentications do not require separate configuration on the Cisco Secure ACS. If wireless
EAP-TLS is used, the configuration from 802.1x with EAP-TLS in the previous section would satisfy the

configuration requirements.

Please make sure the users are present in the selected identity store.

You have finished the configuration for Cisco Access Control Server Version 5 for Cisco Virtual Office.
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Resources

For more information about Authentication Proxy, click here:

http://www.cisco.com/en/US/docs/ios/security/configuration/quide/sec_cfg _authen prxy external _docbase 0900e
4b1805afd05 4container _external docbase 0900e4b1807b01d5.html

For more information about PKI and AAA integration (PKI-AAA), click here:

http://www.cisco.com/en/US/docs/ios/security/configuration/guide/sec _cfg _auth rev cert _external docbase 0900
e4b1805afd04_4container_external _docbase 0900e4b1807b4277.html

For more information about user-based firewall, click here:

http://www.cisco.com/en/US/docs/ios/sec_data_plane/configuration/quide/sec_user_fw_supp.html
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