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Introduction

This deployment guide provides detailed design and implementation information for deployment of
Dial Backup with the Cisco® Virtual Office. Please refer to the Cisco Virtual Office overview
(http://www.cisco.com/go/cvo) for further information about the solution, its architecture, and all of

its components.

Dial Backup provides backup connectivity using dial network-to-corporate network connections if
the Internet service provider (ISP) connection from spoke to hub fails. In the Cisco Virtual Office
solution, which encompasses Dynamic Multipoint VPN (DMVPN) architecture for data gateway
infrastructure, the Dial Backup feature provides connectivity to the data gateways using the dial
network if the ISP connection fails. The bandwidth and speed provided by dial networks is low and
should be used mainly to provide secondary connectivity. Whenever connection to the ISP
restores, the tunnel to the data gateway through the dial network is torn down and the tunnel
through the ISP is restored.

Topology

In DMVPN deployment, Dial Backup is incorporated on spokes. Figure 1 shows the connectivity
between spoke and data gateways in the current Cisco Virtual Office deployment.

The dial server is introduced and a new hub is created to handle all DMVPN tunnels originating
from the dial network.

Figure 1.  Deploying Dial Backup in Cisco Virtual Office Environment
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Initially connectivity to the internal network is through the data gateways VPN1 and VPN2 . These
gateways provide redundant connectivity to the internal network. Although the primary path to
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reach the internal network is provided by one VPN gateway (say VPN1), VPN2 gateway takes over
if VPN1 gateway is unusable because of system abnormality or router reload. By providing a dial
backup, the redundancy is taken to the next level, where connectivity to the internal network is
transparently provided if ISP connectivity fails.

When the spoke recognizes that connectivity to VPN1 and VPN2 gateways is unavailable, the
spoke triggers the dial process and attempts to reach the dial server. The spoke has two paths to
reach the VPN gateways -- the path through the ISP and the path through the dial network. On the
spoke, the path through the ISP is given higher priority than the path through the dial network.
When the spoke does not find the path to the gateway through the primary path (because of a
missing entry in the routing table or Internet Control Message Protocol [ICMP] ping failure), it
triggers the dial process. The spoke gets a dynamic address from the dial server and reaches the
VPN gateway through the dial server.

The spoke then initiates Next Hop Resolution Protocol (NHRP) registration and subsequently
brings up a DMVPN tunnel with VPN3 gateway and thereby provides connectivity to the internal
network. When the ISP connection is up again, the DMVPN tunnel to VPN1 and VPN2 gateways is
brought up and the DMVPN tunnel to VPN3 is torn down.

In testing Dial Backup in Cisco Virtual Office setup, only analog modems were used. In the spoke
router, you can use platforms such as modular integrated services routers, which have internal
modems; for platforms such as the Cisco 881 Integrated Services Routers, which do not have and
internal modem, you must use an external modem. If you use an external modem, be sure to
adjust the speed and other parameters on the spoke router to match the speed that the modem is
configured to work with.

Images

The dial server is supported on many platforms. For testing we limited the dial server and spoke
platforms and images as follows:

o Dial server platform: Cisco 3845 Integrated Services Router; image: Cisco 10S® Software
Release 12.4(15)T5 or later

e Spoke platform: Cisco 1841 Integrated Services Router; image: Cisco 10S Software
Release 12.4(15)T5 or later

For the Cisco 880 Series Integrated Services Routers, you must use Cisco I0S Software Release
12.4(20)T or later.

Limitations

¢ When a DMVPN tunnel is established using Dial Backup, only the hub-to-spoke topology is
supported.

e The testing was performed with an in-house dial server; the setup has not been tried with
dialup service provided by ISPs.

o While configuring the Cisco 800 Series for Dial Backup, do not use the console. Always
perform Telnet to the router and then configure the modem commands and other
commands for the Dial Backup feature. Because the Cisco 800 Series routers do not have
an internal modem, connect the console port on the Cisco 800 with an external analog
modem.
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Because the Cisco 1841 uses a modem WAN interface card (WIC), connect the phone cable to
the ports on the WIC.

Configuration

Figure 2 gives the sample topology with IP address corresponding to the node, to map with the
configuration that follows.

Figure 2.  Sample Topology
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Configuration on the Dial Server

Note: In the configuration that follows, a dedicated dial server was used. In general you can use
any public ISP dial server.

Bui | di ng configuration...

Current configuration : 4598 bytes
version 12.4

service tinmestanps debug datetine nsec
service tinestanps |og datetine nsec
no servi ce password-encryption

|

host nane di al -serverl

!

boot - st art - mar ker

boot system flash ¢3640-i k903s-ne. 123-9
boot - end- mar ker

!

I oggi ng buffered 65555 debuggi ng

enabl e secret 5 <renopved>

!

clock tinmezone PST -8

cl ock sumer-time PDT recurring

aaa new nodel

© 2008 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 3 of 11



White Paper

]

|

! Defines a RADI US type server group

|

aaa group server radius dial-server
server-private 10.4.1.1 auth-port 1812 acct-port 1813 key nypasswd
1

! Specifies one or nore AAA authentication nethods for use on seria
interfaces runni ng Point-

! to-Point Protocol (PPP)

!

aaa authentication ppp default group dial-server
aaa session-id common

ip subnet-zero

!

!

ip cef

no i p domai n | ookup

i p domai n nanme ci sco.com

!

ip audit po max-events 100

no ftp-server wite-enable

I The follow ng exanple specifies ISDN PRI on T1 slot 1, port 0, and
configures voice and data

! bearer capability on tine slots 1 through 24:

isdn switch-type prinmary-5ess
!
controller T1 1/0
fram ng esf
| i necode b8zs
pri-group tinmeslots 1-24
!
interface LoopbackO
i p address 10.32.200.1 255.255. 255. 128
i p ospf network point-to-point
!
interface Ethernet0/0
i p address 10. 34.200. 85 255. 255. 255. 240
i p access-group fw acl out
full -dupl ex

I In a dedicated configuration, we assune the 24th timeslot will be
used by | SDN

! Serial interface 0:23 is created for configuring | SDN paraneters.
|
interface Serial 1/0: 23

no i p address

encapsul ati on ppp

dialer rotary-group 1

dialer-group 1

i sdn switch-type prinmary-5ess
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i sdn i ncom ng-voi ce nodem

no i sdn outgoing ie redirecting-nunber
no isdn inconming alerting add-P

no fair-queue

no cdp enabl e

Create an asynchronous group interface

nterface G oup-Asyncl

i p unnunber ed LoopbackO

encapsul ati on ppp

async node interactive

peer default ip address pool dialin_poo

ppp authentication chap callin

group-range 97 114

1

router ospf 5

| og- adj acency- changes

area 24 nssa

passi ve-interface Serial 1/0: 23

passi ve-i nterface G oup-Asyncl

passive-interface Dialerl

networ k 10.32.200.0 0.0.0.127 area 24

network 10.34.200.80 0.0.0.7 area 24

!

! configure a local pool of |IP addresses to be used when a renote peer
connects to a

! point-to-point interface.

1

ip local pool dialin_pool 10.32.200.2 10.32.200.126
1

| Define a DDR dialer list to control dialing by protocol or by a
conbi nation of a protocol and

! a previously defined access li st

|

dialer-list 1 protocol ip permt

no cdp | og mismatch dupl ex

I Configure line interface for the AUX port. enable incom ng and
out goi ng call s.

line con O

exec-timeout 0 O

line 97 114

exec-timeout 0 O

nmodem | nQut
nmodem aut oconfi gure di scovery
aut osel ect during-1ogin

aut osel ect ppp

line aux 0

!

ntp cl ock-period 17180022
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ntp server 192.168.203.5
!

end

Configuration on the VPN3 Data Gateway

Note: The following configuration is mainly for the Dial Backup feature. For a complete DMVPN
gateway configuration, please refer to the Cisco Virtual Office overview available at
http://www.cisco.com/go/cvo.

version 12.4
service timestanps debug uptine
service tinestanps | og uptine
|
host nane vpn3-dat a- gw
!
i p domai n name dnvpn.com
!
crypto pki trustpoint certificate-server
enrol Il ment url http://192.168. 203. 12: 80
seri al - nunber
revocati on-check crl
auto-enroll 70
!
! The certificates are generated automatically after the registration
with the CA
crypto pki certificate chain TEST-CA
certificate <renoved>
certificate ca <renoved>
l--- Certificate is abbreviated for easier view ng
!
crypto i saknp policy 1
encr 3des
!
crypto i saknmp policy 2
encr 3des
!
crypto i psec transformset t1l esp-3des esp-sha-hnmac
nmode transport
crypto i psec transformset t2 esp-3des esp-sha-hnmac
crypto i psec transformset t3 esp-3des esp-sha-hnmac
node transport require
!
! Create an | PSec profile to be applied dynamcally to the GRE over
I | PSec tunnels.

crypto i psec profile dial backup

set transformset t3 t1 t2
!
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interface LoopbackO
i p address 10.3.0.67 255. 255. 255. 255
!

I This is the nGRE interface for dynanmic GRE tunnels via the dial
!
i nterface Tunnel 300

bandwi dt h 1900

i p address 10.7.9.4 255.255.254.0

no ip redirects

ip ntu 1400

i p pi mnbma- node

i p pi msparse-dense- node

ip nulticast rate-limt out 768

ip nhrp map mul ti cast dynamc

ip nhrp network-id 1234

i p nhrp hol dti ne 600

ip nhrp server-only

ip tcp adjust-nss 1360

no ip split-horizon eigrp 7

ip nhrp redirect

no i p nroute-cache

del ay 2000

tunnel source Loopbackl

tunnel node gre multipoint

tunnel key 100
tunnel protection ipsec profile dial backup
|

interface EthernetO

ip address 172.17.0.1 255. 255. 255. 252
!

interface Ethernetl

i p address 192.168.0.1 255.255.255.0
!

! Enable a routing protocol to send/receive dynan c updates about the
private networks over the

! tunnels

!

router eigrp 7

network 10.7.8.0 0.0.1.255
distribute-list split_out in Tunnel 300
no aut o- sunmary

!

ntp server 192.168. 203.5

end
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Configuration on the Spoke Router

Note: For this configuration the Cisco 1841 is used as a spoke. The following configuration is
mainly for the Dial Backup feature. For a complete spoke configuration, please refer to the Cisco
Virtual Office overview at http://www.cisco.com/go/cvo.

version 12.4

service tinestanps debug uptine
service timestanps | og uptine

|

host nane spokel

!

i p domai n name dnvpn.com

|

1

crypto pki trustpoint TEST-CA
enrol | nent node ra

enroll nent url http://192.168.203. 12: 80/ certsrv/ nscep/ nscep. dl
seri al - nunber

password dnvpnt est

crl optiona

auto-enroll 70

! The certificates are generated automatically after the registration
with the CA

crypto pki certificate chain TEST-CA

certificate <renoved>

certificate ca <renoved>

l--- Certificate is abbreviated for easier view ng.

crypto i saknp policy 1

encr 3des

crypto i saknp keepalive 10

crypto i saknp nat keepalive 10

|

crypto i psec security-association lifetime kil obytes 530000000
crypto i psec security-association lifetine seconds 14400

1

crypto i psec transformset stealth-3des esp-3des esp-sha-hnac
crypto i psec transformset t1l esp-3des esp-sha-hmac

node transport

!

! Create an I PSec profile to be applied dynamcally to the GRE over
I | PSec tunnels.

!

crypto ipsec profile dialprofile

set transformset stealth-3des

!

crypto i psec profile proftest

set transformset t1
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! This is the nGRE interface for dynamic CRE tunnels via the ISP
!

interface Tunnel 12

description Tunnel to primary hubs vpnl and vpn2
bandwi dt h 2000

i p address 10.7.10.226 255.255.254.0
no ip redirects

ip ntu 1400

i p pi msparse-dense-node

ip nulticast rate-linmt out 128

ip nhrp map 10.7.10.1 10.2.0.66

ip nhrp map mul ticast 10.2.0.66

ip nhrp map 10.7.10.5 10.2.0.65

ip nhrp map mul ticast 10.2.0.65

ip nhrp network-id 2345

i p nhrp hol dti ne 300

ip nhrp nhs 10.7.10.1

ip nhrp nhs 10.7.10.5

ip nhrp registration no-uni que

i p nhrp shortcut

ip nhrp redirect

ip tcp adjust-nss 1360

| oad-interval 30

del ay 2000

gos pre-classify

tunnel source FastEthernet0/1

tunnel node gre multipoint

tunnel key 101

tunnel protection ipsec profile proftest

This is the nGRE interface for dynanic GRE tunnels via the dial

nt erface Tunnel 20

description tunnel to dial backup hub vpn3
bandwi dt h 2000

i p address 10.7.9.226 255. 255.254.0
no ip redirects

ip ntu 1400

i p pi msparse-dense- node

ip nulticast rate-limt out 128

ip nhrp map 10.7.9.4 10.3.0.67

ip nhrp map mul ti cast 10.3.0.67

ip nhrp network-id 1234

i p nhrp hol dti ne 300

ip nhrp nhs 10.7.9.4

i p nhrp registration no-uni que

i p nhrp shortcut

ip nhrp redirect

ip tcp adjust-nss 1360
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| oad-interval 30

del ay 2000

gos pre-classify

tunnel source Async0/1/0

tunnel node gre multipoint

tunnel key 100

tunnel protection ipsec profile dialprofile
|
interface FastEthernet0/1
description outside interface
i p address dhcp

!
interface FastEthernet0/0
description inside interface
ip address 192.168.1.1 255.255.255.0

!

interface Async0/1/0

i p address negoti at ed

encapsul ati on ppp

di al er in-band

dialer idle-timeout 300

dialer fast-idle 10800

di al er enabl e-tineout 6

dialer wait-for-carrier-tine 75

di al er string 4441234

di al er hol d-queue 100 tineout 75

d
async dynami c address
async dynam c routing
async node dedi cated
no fair-queue

ppp chap hostnane di al user

ppp chap password 7 12171A1D
!

aler-group 1

router eigrp 7

passi ve-i nterface FastEthernet0/0
passi ve-interface FastEthernet0/1
network 10.7.8.0 0.0.1.255
network 10.7.10.0 0.0.1.255

no aut o- sunmary

no ei grp | og- nei ghbor-changes

ip classless

ip route 10.2.0.64 255.255. 255. 248 Async0/1/0 200
ip route 171.69.1.9 255.255. 255. 255 Async0/1/0

!

end

Troubleshooting and Show Commands
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To debug Dial Backup problems, use the following commands on the hub and spoke:

e debug async framing
e debug async packet
e debug async state

To disable debugging, use the “no” form of these commands.
The show commands follow:

e Issue show ip interface brief and check to make sure the asynchronous interface has
been assigned an IP address.

e Use the commands show crypto isa sa and show crypto ipsec sa and check to make
sure the DMVPN tunnel to VPN3 has been established using the source interface Async
0/1/0.

e Use the commands show ip nhrp, show crypto ipsec sa, and show crypto isa sa on the
hub to see if the spoke has registered successfully.

e Use the show ip route eigrp command on the spoke to make sure the Enhanced IGRP
(EIGRP) routes are populated through tunnel 20.
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