Cisco SYSTEMS

DESIGN GUIDE

USING FVRF AND IVRF IN DMVPN

1. OVERVIEW

This document provides configuration guidance fers of Ciscb Dynamic Multipoint VPN (DMVPN) technology on Cis¢@S’ IPSec routers.
The Cisco 7600 Series platform is an exception lme# does not support FVRF. The IVRF configurati@scribed below shall work on the Cisco
7600 Series and the Cisco Catalyé00 Series as well. The testing was performe@isoo 1841 integrated services routers runningdZies
Software Releasae 12.3(11)T3. The objective ofaking was to configure and test interaction of AN with Front VRF (FVRF) as well as
internal VRF (IVRF).

Advantage: The advantage of using an FVRF is primarily toveaout a separate routing table from the globating table (where tunnel interface
exists). The advantage of using an IVRF is to @eéirprivate space to hold the DMVPN and privatevaek information. Both these configurations
provide extra security from anyone trying to attéok router from the Internet by separating outinguinformation. These VRF configurations can
be used on both DMVPN hub and spoke.

What isthe configuration difference? In case of FVRF, the tunnel destination lookupdsee be done in FVRF. Secondly, since the Internet
facing interface is in a VRF, the ISAKMP key lookispalso done in the VRF. As for using IVRF, thartel, private subnets, and routing protocol
need to be defined in the IVRF space. The tunnetition and ISAKMP key are looked up in globadesp for this scenario.

2. AUDIENCE
This configuration guide is targeted for Cisco eyss engineers and customer support engineersyaproonfiguration guidelines and best
practices for large-scale DMVPN customer deployment

All contents are Copyright © 1992—-2005 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.
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3. NETWORK TOPOLOGY

Figure 1. DMVPN VRF Topology
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4. SYSTEM COMPONENTS USED IN THE TEST

4.1 1841 Hardware
¢ 1841 chassis
* AIM-VPN/BPII PLUS

4.2 1841 Software
¢ Release: 12.3(11)T3

© 2005 Cisco Systems, Inc. All rights reserved.
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5. FVRF CONFIGURATION

5.1 VRF Configuration
ip vrf vpnl-out

rd 100:1

5.2 IPSec Configuration

5.2.1 ISAKMP Policy
crypto i saknmp policy 10

encr 3des
aut hentication pre-share
group 2

lifetime 14400

5.2.2 ISAKMP Keepalive (DPD)
crypto i saknp keepalive 60

5.2.3 IPSec Transform Set
crypto i psec transformset gre_set esp-3des esp-sha-hmac

nmode transport

5.2.4 ISAKMP Keyrings
! Since the interface on which IPSec encrypted traffic will be sent and received in

! a VRF, we need to define a keyring in that VRF

crypto keyring vpnl vrf vpnl-out

pre-shared-key address 0.0.0.0 0.0.0.0 key cisco

5.3 DMVPN Tunnel Configuration
!

I Tunnel VRF command actually forces the tunnel destination |ookup to be done in the

I vrf vpnl-out.
!
© 2005 Cisco Systems, Inc. All rights reserved.
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interface Tunnel 1

bandw dth 128

i p address 172.20.112.1 255.255.0.0
no ip redirects

ip ntu 1440

ip nhrp authentication nsite

ip nhrp map multicast 124.1.1.1

ip nhrp map 172.20.1.254 124.1.1.1
ip nhrp network-id 101

i p nhrp hol dti ne 900

ip nhrp nhs 172.20.1. 254

| oad-interval 30

tunnel source FastEthernet0/0
tunnel node gre multipoint

tunnel vrf vpnl-out

tunnel protection ipsec profile gre_prof

5.4 Outbound Interface Configuration
interface FastEthernet0/0

description TO GWFOR PUBLIC | P
ip vrf forwardi ng vpnl-out

ip address 112.1.1.1 255.255.255.0
| oad-interval 30

speed 100

full -dupl ex

5.5 Routing Protocol Configuration
!

I OSPF running in between 1841 and the gat eway
!
router ospf 254 vrf vpnl-out
| og- adj acency- changes
© 2005 Cisco Systems, Inc. All rights reserved.
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network 112.1.1.0 0.0.0.255 area O
!
I EIGRP is running over the tunnel
|
router eigrp 10
passi ve-interface FastEthernet0/1.11
network 12.1.1.0 0.0.0. 255
network 172.20.0.0

no aut o- sunmary

6. FVRF CONFIGURATION VERIFICATION

6.1 Routing Tables
1841# sh ip route vrf vpnl-out

Routi ng Tabl e: vpnl-out
Codes: C - connected, S - static, R- RRP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S su- ISI1Ssumary, L1 - IS IS level-1, L2 - IS IS level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downl oaded static route

Gateway of last resort is not set

1.0.0.0/30 is subnetted, 1 subnets

(@] 1.1.1.0 [110/2] via 112.1.1.2, 00:59:20, FastEthernet0/0
100.0.0.0/24 is subnetted, 1 subnets

O E2 100.1.1.0 [110/20] via 112.1.1.2, 00:59:20, FastEthernet0O/0
112.0.0.0/24 is subnetted, 4 subnets

C 112.1.1.0 is directly connected, FastEthernet0/0

@] 112.3.1.0 [110/2] via 112.1.1.2, 00:59:20, FastEthernet0/0

© 2005 Cisco Systems, Inc. All rights reserved.

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 5 of 25



112.2.1.0 [110/2] via 112.1.1.2, 00:59:20, FastEthernet0/0

112.4.1.0 [110/12] via 112.1.1.2, 00:59:20, FastEthernet0/0
111.0.0.0/24 is subnetted, 3 subnets

111.4.1.0 [110/12] via 112.1.1.2, 00:59:20, FastEthernet0/0

111.2.1.0 [110/3] via 112.1.1.2, 00:59:28, FastEthernet0/0

112.1.1.0 [110/3] via 112.1.1.2, 00:59:28, FastEthernet0/0
125.0.0.0/24 is subnetted, 2 subnets

125.10.1.0 [110/2] via 112.1.1.2, 00:59:28, FastEthernet0/0

125.4.1.0 [110/2] via 112.1.1.2, 00:59:29, FastEthernet0/0

1841#sh ip route

Codes: C - connected, S - static, R- RRP, M- nobile, B - BG

D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - 1S1S su- ISI1Ssumary, L1 - IS IS level-1, L2 - IS IS level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downl oaded static route

Gateway of last resort is not set

)

23.0.0.0/24 is subnetted, 1 subnets

23.1.1.0 [1/0] via 24.1.1.100
172.20.0.0/16 is directly connected, Tunnell
24.0.0.0/24 is subnetted, 1 subnets

24.1.1.0 is directly connected, FastEthernet0/1.24
12.0.0.0/24 is subnetted, 1 subnets

12.1.1.0 is directly connected, FastEthernet0/1.11
15.0.0.0/8 [90/45602560] via 172.20.1.254, 01:00:21, Tunnell

192.0.0.0/8 [90/32802560] via 172.20.1.254, 01:00: 21, Tunnell
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6.2 |IKE and IPSec SAs
1841#sh crypto i saknp sa

dst src state conn-id slot status

124.1. 1.1 112.1.1.1 QM I DLE 1 0 ACTI VE

1841#sh cry isakmp sa det

Codes: C - I KE configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversa
X - | KE Extended Authentication
psk - Preshared key, rsig - RSA signature

renc - RSA encryption

Cid Local Renot e | - VRF Status Encr Hash Auth DH Lifetinme Cap
1 112.1.1.1 124.1. 1.1 vpnl-out ACTIVE 3des sha psk 2 02:57:28 D

Connection-id: Engine-id = 1:2(hardware)

1841#sh cry ipsec sa

interface: Tunnell

Crypto map tag: Tunnel 1-head-0, |ocal addr 112.1.1.1

protected vrf: vpnl-out
|l ocal ident (addr/mask/prot/port): (112.1.1.1/255.255.255.255/47/0)
renote ident (addr/mask/prot/port): (124.1.1.1/255.255.255.255/47/0)
current _peer 124.1.1.1 port 500
PERM T, flags={origin_is_acl,}
#pkts encaps: 828, #pkts encrypt: 828, #pkts digest: 828
#pkts decaps: 826, #pkts decrypt: 826, #pkts verify: 826
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 0, #pkts conpr. failed: O
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#pkts not deconpressed: 0, #pkts deconpress failed: O

#send errors 2, #recv errors O

|l ocal crypto endpt.: 112.1.1.1, renote crypto endpt.: 124.1.1.1
path mu 1500, ip ntu 1500

current outbound spi: O0x95E8732E(2515039022)

i nbound esp sas:
spi: OXACAL6F64(2896260964)
transform esp-3des esp-sha-hnmac ,
in use settings ={Transport, }
conn id: 2003, flow.id: AIMVPN BPII-PL, crypto map: Tunnel 1-head-0
sa timng: remaining key lifetime (k/sec): (4398156/3306)
1V size: 8 bytes
repl ay detection support: Y

St atus: ACTI VE

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:
spi: Ox95E8732E(2515039022)
transform esp-3des esp-sha-hnmac ,
in use settings ={Transport, }
conn id: 2004, flow.id: AIMVPN BPII-PL, crypto map: Tunnel 1-head-0
sa timng: remaining key lifetime (k/sec): (4398156/3305)
1V size: 8 bytes
replay detection support: Y

St atus: ACTI VE
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out bound ah sas:

out bound pcp sas:

6.3 Encryption Module
1841#sh cry eng conf

crypto engine nane: Virtual Private Network (VPN) Modul e
crypto engine type: hardware
State: Enabled
VPN Module in slot: O
Product Nanme: Al M VPN BPI | -PLUS
Software Serial #: 55AA
Device ID: 0O0l1E - revision 0000
Vendor ID:  13A3
Revi sion No: 0x001EO0000
VSK revision: O
Boot version: 255
DPU version: O
HSP version: 2.3(1) (PRODUCTI ON PATCH)
Ti me running: 00:00:00
Conpression: Yes
DES: Yes
3 DES: Yes
AES CBC: Yes (128,192, 256)
AES CNTR:  No
Maxi mum buffer | ength: 4096
Maxi mum DH i ndex: 1000

Maxi mum SA i ndex: 1000
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Maxi mum Fl ow i ndex: 2000

Maxi mum RSA key size: 2048

7. IVRF CONFIGURATION

7.1 VRF Configuration
ip vrf vpnl

rd 100:1

7.2 IPSec Configuration

7.2.1 ISAKMP Policy
crypto i saknmp policy 10

encr 3des
aut hentication pre-share
group 2

lifetime 14400

7.2.2 ISAKMP Keepalive (DPD)
crypto i saknp keepalive 60

7.2.3 IPSec Transform Set
crypto i psec transformset gre_set esp-3des esp-sha-hmac

nmode transport

7.2.4 ISAKMP Keyrings
! Since the interface on which I PSec-encrypted traffic will be sent and received is

! global, we do NOT need to define a keyring in the VRF.

crypto keyring vpnl
pre-shared-key address 0.0.0.0 0.0.0.0 key cisco

© 2005 Cisco Systems, Inc. All rights reserved.
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7.3 DMVPN Tunnel Configuration
!

I IP VRF forwardi ng command actual ly puts the decapsulated traffic in the tunne
!

interface Tunnel 1

bandwi dt h 128

ip vrf forwarding vpnl

i p address 172.20.112.1 255.255.0.0
no ip redirects

ip nmu 1440

ip nhrp authentication nsite

ip nhrp map multicast 124.1.1.1

ip nhrp map 172.20.1.254 124.1.1.1
ip nhrp network-id 101

i p nhrp hol dti ne 900

ip nhrp nhs 172.20.1. 254

| oad-interval 30

tunnel source FastEthernet0/0
tunnel node gre multipoint

tunnel protection ipsec profile gre_prof

7.4 Inside Interface Configuration
interface FastEthernet0/1.11

description traffic interface
encapsul ati on dot1Q 11
ip vrf forwarding vpnl

ip address 12.1.1.1 255. 255. 255. 0!
7.5 Routing Protocol Configuration
|

I OSPF running in between 1841 and the gat eway

1
router ospf 10
© 2005 Cisco Systems, Inc. All rights reserved.
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| og- adj acency- changes
network 112.1.1.0 0.0.0.255 area O

I EIGRP is running over the tunnel in a VRF

!

router eigrp 10

aut o- sunmary

!

address-fam |y ipv4d vrf vpnl

network 12.1.1.0 0.0.0. 255

network 172.20.0.0

no aut o- sunmmary

aut ononous- system 10

exit-address-famly

I

8. IVRF CONFIGURATION VERIFICATION

8.1 Routing Tables

1841# sh ip route vrf vpnl

Routi ng Tabl e: vpnl

Codes: C - connected, S - static, R- RRP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S su- ISISsumary, L1 - IS IS level-1, L2 - IS IS level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is not set
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C 172.20.0.0/16 is directly connected, Tunnell
12.0.0.0/24 is subnetted, 1 subnets
C 12.1.1.0 is directly connected, FastEthernet0/1.11
D 15.0.0.0/8 [90/45602560] via 172.20.1.254, 00:06:18, Tunnell

D 192.0.0.0/8 [90/32802560] via 172.20.1.254, 00:06:18, Tunnell

1841#sh ip route

Codes: C - connected, S - static, R- RRP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S su- ISISsumary, L1 - IS IS level-1, L2 - IS IS level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downl oaded static route

Gateway of last resort is not set

1.0.0.0/30 is subnetted, 1 subnets

(@] 1.1.1.0 [110/2] via 112.1.1.2, 00:08:38, FastEthernet0/0
100.0.0.0/24 is subnetted, 1 subnets

O E2 100.1.1.0 [110/20] via 112.1.1.2, 00:08:38, FastEthernet0/0
23.0.0.0/24 is subnetted, 1 subnets

S 23.1.1.0 [1/0] via 24.1.1.100

112.0.0.0/24 is subnetted, 4 subnets

C 112.1.1.0 is directly connected, FastEthernet0/0

0] 112.3.1.0 [110/2] via 112.1.1.2, 00:08:38, FastEthernet0/0

@) 112.2.1.0 [110/2] via 112.1.1.2, 00:08:38, FastEthernet0/0

@) 112.4.1.0 [110/12] via 112.1.1.2, 00:08:38, FastEthernet0/0
24.0.0.0/24 is subnetted, 1 subnets

C 24.1.1.0 is directly connected, FastEthernet0/1.24

111.0.0.0/24 is subnetted, 3 subnets
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111.4.1.0 [110/12] via 112.1.1.2, 00:08:40, FastEthernet0/0
111.2.1.0 [110/3] via 112.1.1.2, 00:08:40, FastEthernet0/0
112.1.1.0 [110/3] via 112.1.1.2, 00:08:40, FastEthernet0/0
125.0.0.0/24 is subnetted, 2 subnets
125.10.1.0 [110/2] via 112.1.1.2, 00:08:40, FastEthernet0/0
125.4.1.0 [110/2] via 112.1.1.2, 00:08:40, FastEthernet0/0
124.0.0.0/8 is variably subnetted, 7 subnets, 2 masks
O E2 124.8.0.0/16 [110/100] via 112.1.1.2, 00:08:40, FastEthernet0/0
0] 124.11.1.0/24 [110/3] via 112.1.1.2, 00:08:40, FastEthernet0/0
O E2 124.6.0.0/16 [110/100] via 112.1.1.2, 00:08:40, FastEthernet0/0

O E2 124.7.0.0/16 [110/100] via 112.1.1.2, 00:08:40, FastEthernet0/0

8.2 IKE and IPSec SAs
1841#sh crypto i saknp sa

dst src state conn-id slot status

124.1. 1.1 112.1. 1.1 QM I DLE 2 0 ACTI VE

1841#sh cry isakmp sa det

Codes: C - |IKE configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal
X - | KE Extended Authentication
psk - Preshared key, rsig - RSA signature

renc - RSA encryption

Cid Local Renot e | - VRF Status Encr Hash Auth DH Lifetine Cap.
2 112.1.1.1 124.1.1.1 ACTI VE 3des sha psk 2 03:50:40 D

Connection-id: Engine-id = 2:2(hardware)

1841#sh cry ipsec sa

interface: Tunnell

© 2005 Cisco Systems, Inc. All rights reserved.
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Crypto map tag: Tunnel 1- head-0, |ocal addr 112.1.1.1

protected vrf: (none)
| ocal ident (addr/mask/prot/port): (112.1.1.1/255.255.255.255/47/0)
renote ident (addr/mask/prot/port): (124.1.1.1/255.255.255.255/47/0)
current _peer 124.1.1.1 port 500
PERM T, flags={origin_is_acl,}
#pkts encaps: 137, #pkts encrypt: 137, #pkts digest: 137
#pkts decaps: 153, #pkts decrypt: 153, #pkts verify: 153
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: O

#send errors 1, #recv errors O

|l ocal crypto endpt.: 112.1.1.1, renote crypto endpt.: 124.1.1.1
path mtu 1500, ip ntu 1500

current outbound spi: 0x586839F4(1483225588)

i nbound esp sas:
spi: 0x7427980B(1948751883)
transform esp-3des esp-sha-hnmac ,
in use settings ={Transport, }
conn id: 2004, flow.id: AIMVPN BPII-PL, crypto map: Tunnel 1-head-0
sa timng: remaining key lifetime (k/sec): (4448783/3005)
1V size: 8 bytes
replay detection support: Y

St atus: ACTI VE

i nbound ah sas:

i nbound pcp sas:
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out bound esp sas:

spi: 0x586839F4(1483225588)
transform esp-3des esp-sha-hnmac ,
in use settings ={Transport, }
conn id: 2003,

flow.id: AIMVPNBPII-PL, crypto map: Tunnel 1-head-0

sa timng: remaining key lifetime (k/sec): (4448784/3004)

1V size: 8 bytes
repl ay detection support: Y
Status: ACTI VE

out bound ah sas:

out bound pcp sas:

8.3 Encryption Module
1841#sh cry eng conf

crypto engine nane: Virtual Private Network (VPN) Modul e
crypto engine type: hardware
State: Enabled
VPN Module in slot: O
Product Nanme: Al M VPN BPI | -PLUS
Software Serial #: 55AA
Device ID: 0Ol1E - revision 0000
Vendor ID:  13A3
Revi sion No: 0x001EO0000
VSK revision: O
Boot version: 255
DPU version: O

HSP versi on:

2.3(1) (PRODUCTI ON PATCH)

Ti me running: 00:00:00
Conpression: Yes
DES: Yes
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3 DES: Yes
AES CBC. Yes (128,192, 256)
AES CNTR  No
Maxi mum buffer | ength: 4096
Maxi mum DH i ndex: 1000
Maxi mum SA i ndex: 1000
Maxi mum Fl ow i ndex: 2000

Maxi mum RSA key size: 2048

9. LIMITATIONS/CAVEATS/INTEGRATION ISSUES/GUIDELINES
There is a known DDTS at the time of writing tham&iguration guide in Cisco 10S Software Releas8M2)T3, where configuring FVRF will
cause tracebacks. The issue is not seen in Rel@®@ 1)T3. The DDTS ID is: CSCei63568.

10. RELATED DOCUMENTS
Cisco.com documentatiohttp://www.cisco.com/warp/public/732/Tech/secuijigec/dmvpn/

11. APPENDIXA

11.1 FVRF Configuration
version 12.3

service tinestanps debug datetinme nsec |localtine
service tinestanps |og datetine nmsec localtine
no servi ce password-encryption

!

host nane 1841

!

boot - st art - mar ker

boot system fl ash: c1841-advi pservi cesk9-ne. 123-11. T3
boot - end- mar ker

!

enabl e password | ab

!

clock tinmezone EST -5

clock sumer-tinme edt recurring

no aaa new node

ip subnet-zero

© 2005 Cisco Systems, Inc. All rights reserved.
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http://www.cisco.com/warp/public/732/Tech/security/ipsec/dmvpn/

ip cef
!
ip vrf vpnl-out
rd 100:1
!
no i p domai n | ookup
|
crypto keyring vpnl vrf vpnl-out
pre-shared-key address 0.0.0.0 0.0.0.0 key cisco
|
crypto i saknmp policy 10
encr 3des
aut hentication pre-share
group 2
l'ifetinme 14400
crypto i sakmp keepalive 60
I
!
crypto i psec transformset gre_set esp-3des esp-sha-hmac
node transport
!
crypto i psec profile gre_prof
set transformset gre_set
!
interface Tunnel 1
bandw dth 128
i p address 172.20.112.1 255.255.0.0
no ip redirects
ip ntu 1440
ip nhrp authentication nsite
ip nhrp map multicast 124.1.1.1
ip nhrp map 172.20.1.254 124.1.1.1
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ip nhrp network-id 101

i p nhrp hol dti ne 900

ip nhrp nhs 172.20.1. 254

| oad-interval 30

tunnel source Fast Ethernet0/0

tunnel node gre multipoint

tunnel vrf vpnl-out

tunnel protection ipsec profile gre_prof

nterface FastEthernet0/0

description TO DWPNGW FCR PUBLI C | P

ip vrf forwarding vpnl-out

ip address 112.1.1.1 255.255.255.0

| oad-interval 30

speed 100

full -dupl ex

nterface FastEthernet0O/1

description Private Interface

no i p address

| oad-interval 30

dupl ex auto

speed auto

nterface FastEthernet0/1. 11

description traffic interface

encapsul ati on dot 1Q 11

ip address 12.1.1.1 255.255.255.0

nterface FastEthernet0/1.24

description ngnmt net

encapsul ati on dot 1Q 24
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ip address 24.1.1.161 255.255.255.0
!
router eigrp 10
passi ve-interface FastEthernet0/1.11
network 12.1.1.0 0.0.0. 255
network 172.20.0.0
no aut o- sunmmary
!
router ospf 254 vrf vpnl-out
| og- adj acency- changes
network 112.1.1.0 0.0.0.255 area O
!
ip classless
!
line con O
exec-timeout 0 O
stopbits 1
line aux O
stopbits 1
line vty 0 4
exec-timeout 0 O
password | ab

| ogin

end
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12. APPENDIX B

12.1 IVRF Configuration
version 12.3

service tinmestanps debug datetime msec |ocaltinme
service timestanps | og datetine nmsec |ocaltine
no service password-encryption

!

host nane 1841

!

enabl e password | ab

|

clock tinmezone EST -5

cl ock sumer-time edt recurring

no aaa new nodel

ip subnet-zero

ip cef

|

ip vrf vpnl
rd 100:1

|

no i p domai n | ookup

!

crypto keyring vpnl
pre-shared-key address 0.0.0.0 0.0.0.0 key cisco

!

crypto i saknmp policy 10
encr 3des

aut hentication pre-share
group 2

l'ifetinme 14400

crypto i saknmp keepalive 60
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crypto i psec transformset gre_set esp-3des esp-sha-hmac
nmode transport

!

crypto i psec profile gre_prof

set transformset gre_set

!

interface Tunnel 1

bandw dth 128

ip vrf forwarding vpnl

i p address 172.20.112.1 255.255.0.0
no ip redirects

ip ntu 1440

ip nhrp authentication nsite

ip nhrp map multicast 124.1.1.1

ip nhrp map 172.20.1.254 124.1.1.1
ip nhrp network-id 101

i p nhrp hol dti ne 900

ip nhrp nhs 172.20.1. 254

| oad-interval 30

tunnel source FastEthernet0/0
tunnel node gre multipoint

tunnel protection ipsec profile gre_prof

nterface FastEthernet0/0

description TO DWPN GSR2 FAS 2/1 FOR PUBLIC | P
ip address 112.1.1.1 255.255.255.0
| oad-interval 30
speed 100
full -dupl ex
!
interface FastEthernet0/1
description dmvpn interface
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no i p address

| oad-interval 30

dupl ex auto

speed auto
!
interface FastEthernet0/1.11
description traffic interface
encapsul ati on dot 1Q 11

ip vrf forwarding vpnl

ip address 12.1.1.1 255.255.255.0
!
interface FastEthernet0/1.24
description ngmt net
encapsul ati on dot 1Q 24

ip address 24.1.1.161 255.255.255.0
|
router eigrp 10

aut o- sunmary

I

address-fam |y ipv4d vrf vpnl
network 12.1.1.0 0.0.0. 255
network 172.20.0.0

no aut o- sunmmary

aut ononous- system 10
exit-address-famly

!

router ospf 10

| og- adj acency- changes

network 112.1.1.0 0.0.0.255 area O
I

ip classless
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line con O
exec-timeout 0 O
stopbits 1

line aux O
stopbits 1

line vty 0 4
exec-timeout 0 O

password | ab

| ogin
end
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