T
CISCO.

Application Note

Configuring Cisco 10S Content Filtering using Cisco
Configuration Professional V1.1 in 12.4(15)XZ and
Later Releases

This document guides users through the several steps involved in configuring Cisco 10S Content
Filtering using the Cisco Configuration Professional V1.1 (CCP).

Following are the tasks involved in configuring Cisco 10S Content Filtering:

Step 1. Download CCP V1.1 from the URL
http://tools.cisco.com/support/downloads/pub/Redirect.x?mdfid=281795035 and install
it on the local PC. A valid Cisco account is needed to download CCP. Additional

information on how to add a device to CCP can be found at the CCP website
http://www.cisco.com/go/ccp

Step 2. Launch CCP from the local PC and choose the community which has the router you
want to configure I0S Content Filtering
Select / Create Community L6

Select a community from the list below, then press OK

To create a new community, select Create,

| 1 rows retrieved |

Name Number of Members
ISR 1
\ei=ate)||Delateny ]
| Ok | | cancel |
Step 3. Discover the device where you want to configure I0S Content Filtering by highlighting

the router and clicking on the Discover button.
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'Y Cisco Configuration Professional

= Home > Community View @
Community Information
Community Hame: 158
Number of devices in community 1
Selact a davice in the tsble Balov. Use the bumans st the Botem to eantnua,
*ISK Community Members
- 12 reus vatriavad |
1P Addrass Host Name ¥
10.10.10,2 BT Secure Discovarad with samings
ofy confionre [ aaa | | em || et | || oicover || oiecovery Detate | ot Router Statis
[-'_;] Honitor

Step 4. To setup Content Filtering Select Configure -> Security -> Advanced Security ->

Web Filter Configuration on the left panel of CCP

i Cisco Configuration Professional

Select Community Member:
L 10.10.10.1 - J

@ Home
% Configure

» [ Router
¥ £ Security

| Security Audit

) Firewall and ACL
» ] ACL Editor
» VPN
» 1 VPN Components
> AR
¥ _jRdvanced Security
|_Jweb Filter Co‘nﬂgur.aﬂan

| ‘| Intrusion Pravention

Step 5. The pre-requisite for enabling Content Filtering is that Zone-based Firewall has to

enabled on the interfaces. If Zone-based Firewall is not configured, you will get a

warning that the “URLFilter wizard is unavailable. You must configure Firewall”. Click
OK

Warning

& URLFilter Wizard is unavailable you must configure Firewall

Step 6. You will be redirected to the Firewall Configuration page where Zone-based Firewall

has to be configured.
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p: Firewall
Create Firewall | Edit Firewsall Policy |

Cigco CP can guide you through Firewall configuration.
Use C: Sci io
Select alask, then click Launch the selected task. el !

* Basic Firewall

Use Basic Firewall wizard to apply pre-defined rules
o protect yaur private netusrk from the most

commaon sttacks. Basic Firawall will not allow you to
configure DMZ services (for axample, WWW, FTP).

" Advanced Firewall

Usa Aduanced Firewall wizard to apply sither
pra-defined rules or your own custornized rules to
protect you private network from the most common
attacks, Advanced Firewall will allow you to configure
DMZ services (for example, WWW, FTP)

Launch the selected task

How do1:  [How Do | Configure a Firewall on an Unsupported Interface? v] e
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Step 7. Once the Firewall is configured, you will be allowed to configure Content Filtering.
Click on Launch the Content Filter to get started with the configuration wizard for
setting up Content Filtering

Content Filter

Create Content Filter | Edit Content Filter | Content Filtering Components |

Content Filtering wizard guides you through configuring
‘Web reguest filtering for the trafiic hetween the zones.

Use Case Scenario

Launch the Content Filter

Wab

“" Rﬁpanac- Responee Server
Lnax«p
Loak-up Lo F.‘eﬂﬁg
Request Server

Step 8. The wizard appears with the summary of the tasks that it performs to setup Content
Filtering. Click Next.

Content Filter Wizard

Basic Content Filter Configuration Wizard
Content Filter Wizard

Content Filter allows to configure Content Filter policies between hilp traffic
between zones.

The following parameters will be confiqured as part of Content Filtering wizard

* Policies to filter web requests to websites based on the domain name listin the
router

* Policies to deny web request matching user specified keywords.

* Policies to allow or deny a web request based on calegorization details got from
the Cisco partnered web server.

* Policies to allow or deny a web request based on action got fram customer
deployed vendor server

To continue, click Next.

ook |83 Fiieh | Cancel| Help |

Step 9. Select the interfaces on which the Content Filtering will be applied. Choose the inside
and outside interfaces. Click Next.

Content Filter Wizard

Basic Content Filter Interface Configuration
Content Filter Wizard
Content Filtering will be applied to fraffic flowing through the source and
destination inferface user selecis,
Select an outside{untrusted) interface from the drop down list. Outside(untrusted)
interface is the interface facing the Intemet Select inside(trusted) inlerfaces Cisco
CP will apply access rules on the d Interfaces. Unselected Interfaces are
not affected.
interface outsidefuntrusted) Inside trusted)
Vit T 5
|FastEthemetd I3 =
< Elackl Next = I Finiah | Cancel I Help I
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Step 10.

Step 11.

Step 12.

Local filtering on Cisco® router allows blocking of Websites based on keywords. Only
keywords that are not part of the domain are blocked. Specify the keywords in the
URL which you want to block.

Next we have the black lists. Cisco I0S content filtering supports 100 black lists. This
is also part of the local policy in 10S. These are static lists that can be configured in
I0S to allow or disallow URLs. Enter the URLs which you want to block.

Next we have the white lists. Cisco IOS content filtering supports 100 white lists.
White lists are useful when you want users to access only certain websites and not
anything else. Enter the URLs which you want to allow. Click Next.

Content Filler Wizard '3‘

Content Filter Wizard

Content Filler Server Configuration

Floase spocify e URLS that has to be aliowid or blocked without connecting to
the Condent Filtar vendor senver

Enbir thir ksywords in the URL that has 1o be blocked

feapon +

(Use comma 10 seperale Muliple keywoids 0 Wein C1SC0.COM, Wiw Jo0ghe com)

Keyword Blocking

Enter the URLs that has fo be blocked

i«Twwmun- com <

(Use comma 10 $eperale mulliple kiywords @0 www CEEC0.COM waww. Qo0 le. com)

Black Lists

Enter the URLS that has % be alowed

fewwisco.com| o

(Use comma 10 Seperate MUmple KeywOrds 80, WIAW.CISCO.COM WWW.Google. com)

White Lists

«Back | N> | | cancel| Hep |

Step 13.

Content Filter Wizard

Content Filter Wizard

In this screen you get to choose if you want to use Subscription based category
filtering or use Websense or Secure Computing for third party filtering. To choose
Subscription based category filtering, select Category Based Filtering. Cisco has
partnered with TrendMicro for Category based Filtering. You will need to have active
subscriptions services from TrendMicro to use this option. Click Next.

X

Coment Filter Server Corfiguration

= Category based Filtering

1would like to perform category based filtering for the URLS that s requested from
LAM hased on the categorgreputation details provided by the Content Filter server
in the internet.

" Web Sense or Secure Computing

f | Cantel' HE|L|

<Back | Next= |

Step 14.

Enter the DNS Server IP address and Click Next.
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Step 15. For Secure Communication between router and Content Filter vendor you will need a
digital certificate to be downloaded on to the router. Click on Download Certificate.

Content Filter Wizard {gl
Content Filter Download Cartification

Content Filter Wizard

Far secure communication between router and Content Filter vendor semver digital
cerification has to be download to the router

Click the following to enable pushing Digital Cedificate to the router.

Download Certificate

Status : Click the following to enable pushing Digital Certificate to the router.

<Back] de>| Finish I Cancel[ Healp I

Step 16. You will get a webpage where you can enter the IP address of the router and
download the certificate automatically on the router. Alternatively, this page can be
accessed directly from the browser with the URL
http://www.cisco.com/en/US/products/ps5854/products _configuration_example09186a
0080816c23.shtml. Click Next.

Step 17. To activate the license for Content Filtering click on Swift Registration. You will be
redirected to the Product License Registration page
https://tools.cisco.com/SWIFT/Licensing/PrivateRegistrationServlet where you will

have to enter the Product Authorization Key and register the router.

Content Filter Wizard I‘ZI
Content Filter Swift Registration

Content Filter Wizard

Flease enter the following details to activate license for Content Filter featurs in
your router.

Click the following to enakble pushing Swit Registration

Swift Registration

Status . Click the ling to enable pushing Swift Regi:

ﬂBatkI Next = | Fi | Cancel‘ Help |

Step 18. Click Next.
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Step 19. In this screen you get to choose the Productivity Categories. Productivity categories
contain web sites that hinder employee productivity or house objectionable content.
For example, the Gambling category contains “Poker.net”. If you don’t want
employees visiting gambling websites, you can block the gambling category. Cisco
10S Content Filtering supports more than 70 productivity categories. There are three

pre-selected categories for you to block based on common deployment in the retail,
education or small office/branch office verticals. Choose Default Category to start
with one of these profiles.

Content Filter Wizard

2 Content Filter Category Selection
Content Filter Wizard

selectthe category and action for the web request for the website @IEEEE
In the category.Selecting Cisco CP profiles will automatically

selectthe categories as per the profile selected.You can uncheck

the categories ta selectyour own categories.

& Default Category " Customn Calegory

Cisco CP Default Profiles © | Select Profiles s

—= Education | |

| camgoy | [coest | gperk

Abortion Srmall Ofiice/Branch Ofiice |

ActiistOroups | =

Adult-Mature-Content | | E |

| Alcohal-Tobacco | 1 5 |
r |
-

| Alternative-Joumals
Arts

|4l i v

Content filtering semnvices by Trend Micro, Inc.

<Backi Neﬂ?l | Cam‘ell Help I

Step 20. If you want to choose your own categories select Custom Category. Check all the
Categories you want to block on.

Content Filter Wizard

Content Filter Category Selection
Content Filter Wizard
selectthe category and action for the web request for the website @ TREND,
in the category. Selecting Cisco CP profiles will automalically
select the categories as perthe profile selected You can uncheck
the categories to select your own categories,

" Default Category @ Custom Category

Cisco CP Default Profiles : |5elec1 Profiles v

Category | Description | check =]
:

CrETEInTE
Financial-Services
For-Kids

Gambling

Games

Gay-Lesbian
7l i Ji >

L R i |

Content filtering services by Trend Micro, Inc.

<Back| Neoﬂ>| s I Cancell Help

Step 21. Click Next.
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Step 22. In this screen you get to choose the Security Ratings. Security Ratings consist of
categories that prevent malicious traffic from being downloaded into your
environment. 10S content filtering supports 10 categories such as Adware, Phishing,
Spyware and Hacking. Security ratings are provided from the Trend Micro database
that the ISR points to. The ratings of these websites are determined using various
algorithms and industry research to avoid false positives. The URL database is
regularly maintained and updated to reflect the latest threat information. Select the
security categories you want to block on. Cisco recommends turning on all the
Security Categories except for UNBLEMISHED category.

Content Filter Wizard [—Z—I
Content Filter Reputation Selection
Content Filter Wizard
select the reputation and action for the web request for the @ TREND.
website in the reputation You can uncheck the reputations to
select your own reputations
Reputation | Description l CheZ]
|ADWARE m
|DIALER r
|DISEASE-VECTOR O
iHADKING r
|PASSWORD-CRACKING-# w
|PHISHING I
| POTENTIALLY-MALICIOUS T
|sPIARE &
Content filtering serces by Trend Micro, Inc.
<Back| Mext = I ] Cancell Help [
Step 23. Click Next.
Step 24. In case the content filtering database is not reachable, you have the following

options—allow or disallow all web requests. You can choose to Allow Web Requests
to allow all the web traffic. If you want to block all the web traffic then, choose
Disallow Web Requests.

Content Filter Wizard E,[

Cortent Filter Web Requests
Content Filter Wizard

Please selectthe action to be taken on web requests when Content Filter sewveris
not reachable

« Allow Web Requests

" Deny Web Requests

<Back| Naxl>| I Cancel[ Help I

Step 25. Click Next.
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Step 26. Verify the Content Filter configuration and Click on Finish to deliver the configurations
to the router.

Content Filter Wizard

Content Filter Configuration Summary

Content Filter Wizard

Blocked Keyword :  Weapon
Allowed URL : i cisco.com
Blocked URL:  www.youtube.com

Category Server Filtering
Trend Server . tips.trendmicro.com
DNS Configuration:
Prirmary DMS: 68.87.76.178
Secondary DNS: 68.87.78.130
Swift Registration-Download Certification

Category : Gambling
Category : Games

Reputatians: s

= Back exi = | Finish | Cancel Help
e | rnisn | cancer| e |

Step 27. You will get a preview of the commands to be delivered on the router. Click Deliver.

3

Deliver Configuration to Router

Deliver defta commands to the router's running config.

Fraview commands that will be delivered to the router's running configuration.

' domain lookup ~
ip name-server B3.87 76178

ip name-server B3.87.78.130

parameter-map type trend-global global-param-map

server trps trendmicro.com hittp-port 80 https-port 443 retrans 3 timeout 60

exit

parameter-map type urlipolicy trend cptrendparacatdenyd

allowv-mode on

exit

parameter-map type urlfpolicy local cplocclassurlfgloburlblock

man duma ) Immal st

The differences between the running configuration and the startup configuration are lost whenever
the router is turned off,

™ Save running config. {o router's startup config
This operation can take several minutes.

Deliver i Cancel | Savelnﬁicl Help I

Step 28. You will get a Command Delivery Status screen displaying that the Configuration is
delivered on to the router. Click OK.

Commands Delivery Status X

Command Delivery Status:

Preparing commands for delivery...
Configuration delivered to router.
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Step 29. Congratulations!! You have finished the initial provisioning of Content Filtering using
CCP 1.1. Now you can explore the other configuration changes that can be performed
on Content Filtering using CCP. To edit any of the existing configurations, Click on

Edit Content Filter tab.
Step 30. To add, delete or modify the keywords, Click on Keyword Blocking.

. Content Filter

Create Cortent Filter | Edit Content Filter | Content Filtering Components |

Content Filter Policy Name:  [cppolicymap-1 = Action I Associate. GIohaIBeﬂinaa,,.J

Om? Keyword Blocking Keyward Blocking | 4 Add B Edit WY Delete

£ Black & White Listing
Eicategory Server Registration Keyword List:
T —r— Weapon

QB Productivity Categories

I Qfa Sacurity Categories
18- ‘Server Filtering

Step 31. To add a new keyword, Click Add. Enter the keyword you want to block. Click OK.

Add @

Enter keyword(s) to block: }games|
(Use comma to seperate multiple

OK J Cancel ‘ Help [

Step 32. You will get a Preview of the commands to be delivered to the router. Click Deliver to
deploy the changes onto the router.

S

Deliver Configuration to Router

Deliver defta commands to the router's running config.

Preview comimancs that will be delivered to the router's running configuration.

parameter-map type urlf-glob cplocclassurligiobidblockd
no pattern Weapon

pattern Weapon

pattern games

exit

The differences between the running configuration and the startup configuration are lost whenever
the router is turned off.

™ Save running config. to router's startup config.
This operation can take several minutes.

Deliver Cancel Save to file Help
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Step 33. You will get a Commands Delivery Status screen displaying that the commands are
delivered to the router. Click OK.

Commands Delivery Status

Command Delivery Status:

Preparing commands for delivery...
Submitting S commancds, please wait...
[Configuration delivered to router.

e
Ok,

Step 34. Similarly you can make changes to the Black and White lists by clicking on Black &

White Listing.
Create Content Filte r-_ ' Edit Content Filter | Content Filtering Companents |
Content Filter Policy Name:  |cppolicymap-1 = Action Associate . | Global Settings...
\Oms Keyword Blocking Black &White Listing | 4 Add [ Edt B Impott + 1 Delete
| K3 Black & White Listing
i%ﬁCategory Server Registration Domain Narne ‘ Action
‘M S — WANKLCISCO.C0M Parmit
| %= Productivity Categories WA YOUTUDE.COm Deny
| o Security Categories
4% Server Filtering

Step 35. You can modify the productivity category selected by clicking on Productivity
Categories. Choose all the categories you want to block and click on Apply Changes
to deploy the changes onto the router.

[ Create Content Filter | Edit Content Fitter | Content Filtering Components

Content Filter Policy Name:  |cppolicymap-1 = Action Associate.., r Global Seftings...
|Om¥ Keyword Elocking Categon Fitering @ TREND
| BB Black White Listing =
|BE]categary Server Registration| | Calegory = __ Description lehi
Qﬂ, Productiity Categories Abo@on abl?ﬁlon related website E

: : Activist-Groups Actwist groups related website ~
!.@?_55’?9:“'1@1@9.@3.9‘9%—. Adult-Mature-Cantent  AdultsiMature contentwebsite [
{89 Server Filtering Alcohol-Tobacco Alcohol and fobacco related website [}

Alternative-Journals  Alternative Journals related wehsite I
Arls Ans related wehsite T
Auctions Auction related wehsite I
Brokerage-Trading Brokerage or frading related website r
Business-Economy  Business or Economy related website | A
ChakInstant-Messagir Chat or Instant Messaging related website [T
Computers-intermnet | Computers of internet related website | T
Cookies Cookies related website T
Cult-Oceult [Cult or Occull related website |'n
Cultural-Institutions  Cultural or Instituions related website | M
Education Education related website [T
Apply Changes I Digcard Changes ‘

Step 36. Similarly the Security Categories can be modified by clicking on Security Categories.

Step 37. To view and edit the Content Filtering components click on Content Filtering
Components. Content Filtering has 3 main components Policy Map, Class Map and
Parameter Map.
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Step 38. Expand the Content Filtering Components to view the Policy Map, Class Map and

Parameter Map. You can make changes to each of these components.

Filtel

A Ty

Create ContentFiler | Edit Conten Filler | Content Fitering Components |

r server ip address, port number ete.

Apply Changes | Discard Changes |

Content Filtering T Content Filtering has three main components.
#-{_] Policy Map
8] Class Map Policy Map - Policy Map specifies action to be taken for each class oftrafiic. The ol
{1 Parameter Map trend websense,n2h2.

Class Map - Class Map defines the Iraffic patterns that has fo matched, The class
trend websense,n2h2. Categories can be matched using classmap type trend.

Parameter Map - The parameter map will be associated to policy map or class m:

Ll

Step 39. To edit the message that is displayed on the blocked page for TrendMicro based

categories, expand Parameter Map and select URLF-Trend.

Create Content Filter |.Ed\l Content Filier

| Content Filtering C

B3 Content Filtering Companer] Content Filter Trend Parameter Map

Add. | Edit. | Delete
EI--{__'I Policy Map
@E-_1 Class Mag Parameter Map Name Used By
B~ Parameter Map ; :
@ URLF-Parameter
URLF-Local
URLF-WebSense
URLF-N2H2
43 URLF-TrendGlobal
FURLF-Tren |
] %
HREERInY Details of Trend Pararneter Map :cptrendparacatdeny0
ltem Name Item Valug
Allow-Mode tfrue
Truncate false
Elock-Page
Max-Reguest 1000
Max-Resp-Pak 200
< I »

Apply Changes | Discard Changes |

Step 40. Click on Edit and enter the message you want to be displayed on the blocked page.

Click OK.

URLF Trend Parameter Map [E

oK | Cancel |

URLFilter Name: cptrendparacatdenyl
¥ Allow-Mode
Allow connections when all servers(Web sense or Secure Computing)
are down.
Block-Page Page blocked hy Trend|
Maximum-Reguest: 1000
Maximum-Resp-Pak : 200

Help |
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Step 41. Click Deliver to deploy the changes onto the router.

Deliver Configuration o Router EJ

Deliver delta commands to the router's running config.

Preview commands that will be delivered to the router's running configuration.

parameter-map type urlfpolicy trend cptrendparacstdeny 0
block-page message "Page blacked by Trend”

truncate hostname

exit

The differences between the running configuration and the startup configuration are lost whenever
the router is turned off.

I Save running config. to router's startup confia.
This operation can 1ake several minutes.

Deliver I Cancel | Savelnliel Help [

Step 42. You will get the Commands Delivery Status screen. Click OK.

Step 43. Content Filtering is now enabled on the Router. From the web browser of the local PC
connected to the router, search for the keyword you had chosen to block.

(= Weapen - Google Search - Microsall Internz| Eaplorer provided by Cisco System, Inc
3+ 8 - 5= A=

Fe @ Vew Fnerkes Took Heb

Wb |8 weon - Goog Sewch f- B @ e G- @ 7
Web Imagsr Maps Naws Stopprg Gmal mes v Snp &
Google i () g

Web ¥idso Shopoing lmages Results 1 - 10 of abeut 74,500,000 for Weapan [definition]. (016 seconds)

‘Weapon - Wikipedia, the free er(y(\upeda

For other uses, see chnclogy 15 fera

wmuhenm st ol waopons and coctines
wikipedia crg/wikiMeapan - 78k 5

Seff Defense Devicas
. Lzg Cuffs, Wrst Restrants & More
Free Papper Spray On Orders §60 4
Nuclear weapon - Wikipedia, the free en edia wwe DefendVell com/Weapons
A nuclear weapon iz an expioshe deucs that darkes ts dastructive foics fiom uciear
feactions, Githet issian or 3 combination of fission and fusion. So Safe Stun Guns com
Feeling UNSAFE in tadays woria?

wikipadia.org otlear_woapon - 117k - Cached -
5 10 feel and be sale again
w505 afeslunguna.com

weapon - Definiin rom the Metiiam-Websler Onlne Dictionary
Disfintion of weap Online Dictionary
ind weord games

ionary/weapan - 4% - Cachad - Simi

Video results for Weapon
YouTubs - Hah impulse

Flture Wieapons ity
v

Shepping resutts for Weapon

THE P!

Snarter Gear M.249 Sniad Atorstic Waanne (SAWL

Step 44. You should get a blocked page illustrating that the website is blocked due to a
security policy.

- Microsoft Intarnatl Explorar providad by Cisco Systams,

W b fen, webipedio. orglndiWespon

Fle ER VWiew Favorkes Took Help

WO | Y Blked " v B - [ Page = £ Tocs - -

Content Filtering Service

Reason: The URL 1 blocked by 3
URL: hotp://en.wikipedia.org/wiki/

I# yeu fesl this web page should nos be blocked, please

your mdministIiazor
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Step 45. From the browser search for one of the websites in your black list. You should get a
blocked page.

/= Blacked - Microsoft Internet Explorer provided by Cisco Systems, Inc.

@._. = | s youtube comf || #2 l ] | P
Fie Edt Vew Favortes Tools  Hep

W R | @ - B - e - ioss - @-

Content Filtering Service
Reason: The URL ia blocked by security peolicy

URL: hetp:/ fuee. youtube.con/

If you feel chis web page should not be bBlosked, pleass
contact your administrator

Step 46. Browse for any of the websites you have chosen to block in the Productivity Category.
For example, if you have chosen to block Gambling category. Try to browse for any of
the websites which belong to Gambling Category. You should get a blocked page
illustrating that the page is blocked as it belongs to the Gambling category. You
should also see the blocked message added in the blocked page which we added in
Task 39.

O - i w4 ix B

Fis Ui Vew Feots Tk e

o & (e e s G- @

Content Filtering Service

Page Blocked by Trend = Blocked Message
Measss; The UKL sategery “Sambling® is filtered + Blocked Category
UL hETpl S S wvw . palier . net/

el This web page should sot be blsced, plesss
your soministrater

Step 47. Browse for any of the Phishing sites and you will see that access is blocked.

(= Hlockad - Microsoft Internet Explorer provided by Cisco Systams, Inc.

G. §ow B e i nst] ! 2.
Fim  Edt Vew Faorites  Tools Hep

WO [ e . N = QT - T T S,

Content Filtering Service

Page Blocked by Trend

Raagon: The URL is bleocked by security policy
URL: heop://www.urke.oetc/

If you feel this web page should not te blocked, please
ur administrator
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