Cisco SYSTEMS

Configuration Guide

ISAKMP Profile Overview

The ISAKMP profile is an enhancement to Internet Se  curity Association and Key Management Protocol (ISA KMP)
configurations. It enables modularity of ISAKMP con figuration for phase 1 negotiations. This modularit y allows mapping
different ISAKMP parameters to different IP Securit  y (IPSec) tunnels, and mapping different IPSec tunn  els to different VPN
forwarding and routing (VRF) instances. ISAKMP prof  ile enhancement was released as part of the VRF-awa re IPSec feature
in Cisco 10S ® Software Release 12.2(15)T. Today, many applicatio ns and enhancements use the ISAKMP profile, includi  ng
quality of service (QoS), router certificate manage = ment, and Multiprotocol Label Switching (MPLS) VPN configurations. This
document provides an overview of the ISAKMP profile , and a description of the current applications tha t use the profile.

The ISAKMP profile is an enhancement to Internetu$ity Association and Key Management Protocol 8#P) configurations. It enables
modularity of ISAKMP configuration for phase 1 néigtions. This modularity allows mapping differdBAKMP parameters to different

IP Security (IPSec) tunnels, and mapping diffetB@ec tunnels to different VPN forwarding and rogt{VRF) instances. ISAKMP profile
enhancement was released as part of the VRF-aR8exlIfeature in Cisco I0Software Release 12.2(15)T. Today, many applinatand
enhancements use the ISAKMP profile, including tyaif service (QoS), router certificate managemant Multiprotocol Label Switching
(MPLS) VPN configurations. This document providesozerview of the ISAKMP profile, and a descriptiohthe current applications that use
the profile.

WHEN TO USE THE ISAKMP PROFILE
< Any router with two or more IPSec connections tiegfuires different phase 1 parameters for diffesites (for example, configuring site-to-site
and remote access on the same router).

« Itis recommended to use ISAKMP profile with EasyNVRemote or Easy VPN Server configurations.

« If custom Internet Key Exchange (IKE) Phase 1 pediare needed for different peers. For examplethen XAUTH is to be applied a specific
peer, rather than being applied on every connection

* |PSec configuration using VRF-aware IPSec, whitbved the use of single IP address to connect ferdifit peers with different IKE Phase 1
parameters.

OVERVIEW OF THE ISAKMP PROFILE

An ISAKMP profile is a repository for IKE Phase AdalKE Phase 1.5 configuration for a set of peBigure 1). An ISAKMP profile applies
parameters to an incoming IPSec connection idedtifiniquely through its concept of match identiijecia. These criteria are based on the IKE
identity that is presented by incoming IKE connaesi and includes IP address, fully qualified donmgime (FQDN), and group (the virtual private
network [VPN] remote client grouping). The granitiapof the match identity criteria will impose tigeanularity of applying the specified
parameters. The ISAKMP profile applies parametpexi§ic to each profile, such as trust points, peentities, and XAUTH authentication,
authorization, and accounting (AAA) list, keepalie@d others listed in the following sections.
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Figure 1. IPSec Configuration With and Without ISAKMP Profile
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ISAKMP Profile Parameters Configuration
There can be zero or more ISAKMP profiles on thec@ilOS router. Following is a list of parametéyattcan be configured per profile:

1. self-identity {address | fqdn | user-fqdn user-fqgdn}: Specifies the identity that the local IKE shoukkuo
identify itself to the remote peer.

If not defined, IKE uses the global configured alu
address—Uses the IP address of the egress interface.
fqdn—Uses the FQDN of the router.

user-fgdn—Uses the specified value.

2. keyring keyring-nane: Specifies the keyring to use for Phase 1 autbatiin.

If the keyring is not specified, the global keyidéfons are used.

3. ca trust-point {trustpoint-nane}: Specifies a trustpoint to validate a Rivest, Sinaamd Adelman (RSA) certificate.
If no trustpoint is specified in the ISAKMP profjlall the trustpoints that are configured on thecGilOS router are used to validate
the certificate.

4. client configuration address {initiate | respond}: This command is used with Easy VPN Server; icsj@s whether
to initiate the mode configuration exchange or oeshbto mode configuration requests.
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5. client authentication list |ist-nane: AAAto use for authenticating the remote clientidg the extended authentication
(XAUTH) exchange.

6. isankp authorization list |ist-name: Network authorization server for receiving theaBé 1 preshared key and other
attribute-value (AV) pairs.

7. initiate node aggressive: Initiates aggressive mode exchange. If not sjgelitKE always initiates Main Mode exchange.

8. keepalive seconds retry retry-seconds: Allows the gateway to send dead peer detectid?Pmessages to the peer.
If not defined, the gateway uses the global comédwalue.

Note: The ISAKMP profile properties are applied as addisl parameters to the ISAKMP policy configuratiorthe router. Details on
the parameters configured under the ISAKMP polieyiacluded in the ISAKMP policy configuration siect below.

ISAKMP Profile Match Configuration

The ISAKMP parameters are applied at the ISAKMFifgdevel. The ISAKMP profile can uniquely identifievices through its concept of match
identity criteria. These criteria are based onlKte identity that is presented by incoming IKE cewtions and includes IP address, FQDN, and
group (the VPN remote client grouping). The grarityaf the match identity criteria will impose tlyganularity of the specified ISAKMP
parameters, for example with Cisco QoS, to markralfic belonging to the VPN client group namedfineering” as "TOS 5". Another example
of having the granularity of a specified QoS polieyosed would be to allocate 30 percent of thedbédith on an outbound WAN link to a
specific group of remote VPN devices.

To match an identity from a peer in an ISAKMP plefuse the match identity command in isakmp peafdnfiguration mode:

match identity {group group-nanme | address address [mask] [fvrf] | host host-name | host domain
dormmi n-nanme | user user-fqdn | user donmin donmai n-nane}

Specify the client IKE identity (ID) that is to Ieatched:

e group group-name—NMatches the group-name with thigpe ID_KEY_ID. It also matches the group-name wita Organizational Unit
(OU) field of the Distinguished Name (DN). Exampheatch identity group pngr oup

« address address [mask] fvrf—Matches the addressthétiD type ID_IPV4_ADDR. The mask argument carubed to specify a range
of addresses. The fvrf argument specifies thaatitress is in Front Door VRF (FVRF). Example: matigntity address 10.53.11.1

* host hostname—Matches the hostname with the IDIHpEQDN. Example: match identity host domain setwgon.com

¢ host domain domainname—Matches the domain nametittype ID_FQDN whose domain name is the santb@domainname.
Use this command to match all the hosts in the dlonExample: match identity host domain vpn.com

» user username—Matches the username with the IDIBypdSER_FQDN. Example: match identity user usernaser 1

« user domain domainname—Matches the ID type ID_USEJN whose domain hame matches the domainname. Egamatch
identity user domain vpn.com

There must be at least one match identity commauaah ISAKMP profile configuration. The peers arepped to an ISAKMP profile when
their identities are matched (as given in the idieation [ID] payload of the IKE) against the idéies that are defined in the ISAKMP profile.
To uniquely map to an ISAKMP profile, no two ISAKM#Pofiles should match the same identity. If therddentity is matched in two ISAKMP
profiles, the configuration is invalid.

© 2005 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 3 of 11



Examples
The following example shows that the match idergdgynmand is configured:

crypto i saknmp profile vpnprofile
mat ch identity group vpngroup
match identity address 10.53.11.1
match identity host domain vpn.com
match identity host server.vpn.com

Crypto Keyring Configuration

A crypto keyring is a repository of preshared ar@ARpublic keys. The keyring is configured in theter and assigned a key name. The keyring
is then configured in the ISAKMP profile. There damzero or more keyrings in the crypto ISAKMP @eofThe following example shows the
configuration of a crypto keyring:

crypto keyring KEYRL
description The keys for VPNL
pre-shared-key address 10.1.1.1 key ciscol23
pr e-shar ed-key hostnane host.|ab. net key ciscol23
r sa- pubkey nane host.vpn.com
address 10.1.1.1
seri al - nunber 1000000

key-string
00302017 4A7D385B 1234EF29 335F
Qit

crypto i saknp profile DWPN
keyring KEYRL

Configuring an ISAKMP Profile on a Crypto Map

An ISAKMP profile must be applied to the crypto mdpne VPN traffic classified as part of an ISAKMPBfile is mapped as part of crypto map
configurations for encryption. If the traffic is thpart of any ISAKMP profile, the traffic will begot of the general IPSec configuration if it is
configured. Perform this required task to configane SAKMP profile on a crypto map.

The following example shows that an ISAKMP profgeconfigured on a crypto map:

crypto map vpnmap 10 i psec-i saknp
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Configuration Example
The following example shows configuring ISAKMP pite$ for Easy VPN client and DMVPN client on thersarouter:

aaa new- nodel
< Commands omitted >
!
1--- Keyring defining wildcard pre-shared key.
crypto keyring dnvpnspokes
pre-shared-key address 10.0.1.1 key ciscol23
pre-shared-key address 10.0.1.2 key ciscol23
!
l--- Create an | SAKMP policy for Phase 1 negotiations
1--- This policy is used by for the DWPN spokes.
crypto i saknmp policy 10
< Commands omitted >
l--- This policy is for Easy VPN dients.
crypto i saknp policy 20
< Conmands onmitted >
!
1--- EasyVPN dient group configuration
crypto i saknp client config group hwc-group
< Conmands onmitted >
!
1--- | SAKMP Profile for EasyVPN Cient
crypto i saknp profile VPNclient
match identity group hwc-group
client authentication |ist userauthen
i sakmp aut horization Iist hwc-group
client configuration address respond
!
l--- ISAKMP Profile for DWPN Cients
crypto i saknp profile DWPN
keyring dmvpnspokes
l--- Create an | PSec profile for the DWPN GRE tunnel
crypto ipsec profile cisco
< Conmands onitted >
match identity address 0.0.0.0
set isaknp-profile DWPN
!
1--- This dynamic crypto map for
l---EasyVPN dient
crypto dynamni c-map dynmap 10
set isaknp-profile VPNclient
© 2005 Cisco Systems, Inc. All rights reserved.
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l--- Crypto map only references

! -- the dynamic crypto map above.
crypto map dynmap 1 ipsec-isaknmp dynam c dynmap
!

interface Tunnel O

< Conmands onitted >

tunnel protection ipsec profile cisco
!

interface FastEthernet0/0

< Conmands onmitted >

crypto map dynmap

For more information on this scenario, includingngdete configuration, please refer to the followdawrument:
http://www.cisco.com/en/US/tech/tk583/tk372/tectagiés_configuration_example09186a00801eafcb.shtml

ISAKMP POLICY CONFIGURATION
The ISAKMP policy provides configuration of the seity and encryption parameters used only for #mugty parameters of the ISAKMP
communication channel, such as hashing, encrypdiot key length. Following is a list of configuratiparameters configured under the
ISAKMP policy:
c3745-20(confi g)#crypto i saknp policy 1
c3745-20( confi g-i saknp) #?
| SAKMP commands:
Aut henti cati on Set aut hentication nethod for protection suite

Def aul t Set a command to its defaults

Encryption Set encryption algorithmfor protection suite

Exi t Exit from | SAKMP protection suite configuration node
G oup Set the Diffie-Hellman group

Hash Set hash algorithmfor protection suite

Lifetime Set lifetime for | SAKMP security association

No Negate a command or set its defaults

The ISAKMP profile affects only the negotiation gkeaof ISAKMP, and hence can be used in any subseghase of IPSec solutions,
such as GRE, DMVPN, and Easy VPN.

ISAKMP PROFILES APPLICATIONS
Following are the current Cisco I0S features thatuesing and relying on the crypto ISAKMP profitafure:

1. VRF-Aware IPSec

2. IPSec and Quality of Service

3. SafeNet IPSec VPN Client Support
4

Certificate to ISAKMP Profile Mapping
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1. VRF-Aware IPSec
The VRF-Aware |IPSec feature was introduced in CISZ® Software Release 12.2(15)T. This feature pledithe mapping of the crypto ISAKMP
profile to a specific VRF. To map the IPSec turioeh VRF instance, use the vrf command in isakngfilerconfiguration mode. For example:

crypto i saknp profile vpnl
vrf vpnl
keyring vpnl
match identity address 172.16.1.1 255. 255. 255. 255
crypto map cryprmap 1 ipsec-isaknp
set peer 172.16.1.1
set transformset vpnl
set isaknmp-profile vpnl
mat ch address 101
!
interface Ethernetl/2
crypto map crypnap

2. IPSec and Quality of Service
The IPSec and Quality of Service feature allows€I©S QoS policies to be applied to IPSec padkets on the basis of a QoS group that
can be added to the current ISAKMP profile. Thatfee was introduced in Cisco 10S Software Rel@2sg(8)T.

The IPSec and Quality of Service feature allows toapply QoS policies, such as traffic policinglamaping, to IPSec-protected packets by
adding a QoS group to the ISAKMP profile. After QeS group has been added, this group value withéeped to the same QoS group as
defined in QoS class maps. Any current QoS methatimhakes use of this QoS group tag can be apjliiSec packet flows.

In the following example, a specific QoS policyasplied to two groups of remote users. Two ISAKM#Efipes are configured so that upon initial

connection via IKE, remote users are mapped teeeaifsp profile. From that profile, all IPSec SAsatthave been created for that remote user will
be marked with the specific QoS group. As traffiaves the outbound interface, the QoS servicawdp the IPSec-set QoS group with the QoS

group that is specified in the class maps that c@mphe service policy that is applied on thabound interface.

Crypto Profile Configurations
crypto i saknp client configuration group yellow

<Snhi p>

!

crypto i saknmp profile blue
match identity group sales
gos-group 2

crypto i saknp profile yellow
match identity group support
match identity address 10.0.0.11
gos-group 3

!

crypto dynani c- map node 1

set isaknp-profile blue
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crypto dynani c- map node 2
set isaknp-profile yellow
!

crypto map node 1 ipsec-isaknp dynam ¢ node

QoS Configurations
class-map match-all yell ow

mat ch qos-group 3
class-map match-all bl ue
mat ch qos-group 2
!
policy-map clients

cl ass bl ue

set precedence 5

cl ass yel | ow

set precedence 7
!
interface FastEthernet0/0
crypto map node
service-policy out clients

3. SafeNet IPSec VPN Client Support

The SafeNet IPSec VPN Client Support feature allpatsto limit the scope of an ISAKMP profile or IBMP keyring configuration to a local
termination address or interface. The benefit of flature is that different customers can usestime peer identities and ISAKMP keys by using
different local termination addresses.

Prior to Cisco 10S Software Release 12.3(14)T, |8 Kprofile and ISAKMP keyring configurations colé only global, meaning that the scope
of these configurations could not be limited by &mally defined parameters (VRF instances werexaeption). For example, if an ISAKMP
keyring contained a preshared key for address 11R1113, the same key would be used if the peettmdddress 10.11.12.13, regardless of the
interface or local address to which the peer wasiected. There are situations, however, in whignrsugrefer that associate keyrings be bound
not only with VRF instances but also to a particutéerface.

1. Limiting an ISAKMP profile to a local terminatiorddress or interface:

crypto i saknmp profile profilel
keyring keyringl
match identity address 10.0.0.0 255.0.0.0
| ocal - address serial 2/0

2. Limiting a keyring to a local termination addressrderface:
crypto keyring keyringl

| ocal - address serial 2/0

pre-shar ed- key address 10.0.0.1
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4. Certificate to ISAKMP Profile Mapping
The Certificate to ISAKMP Profile Mapping featuneables you to assign an ISAKMP profile to a peettenbasis of the contents of arbitrary
fields in the certificate. This feature also alloygsi to assign a group name to peers that arereskan ISAKMP profile.

Prior to Cisco I0S Software Release 12.3(8)T, thig way to map a peer to an ISAKMP profile was s the ISAKMP identity field in the
ISAKMP exchange. When certificates were used fohentication, the ISAKMP identity payload contairtbé subject name from the certificate.
If a certificate authority (CA) did not provide thequired group value in the first Organizationalit{OU) field of a certificate, an ISAKMP profile
could not be assigned to a peer.

Effective with Cisco 10S Software Release 12.3(& Peer can still be mapped as explained aboveekenwthe Certificate to ISAKMP Profile
Mapping feature enables you to assign an ISAKMPilprto a peer on the basis of the contents oftealyi fields in the certificate. You are no
longer limited to assigning an ISAKMP profile orethasis of the subject name of the certificataddition, this feature allows you to assign a
group to a peer to which an ISAKMP profile has bassigned.

To associate a group with the peer that has bestignesl an ISAKMP profile, use the client configizatcommand in crypto ISAKMP profile
configuration mode:

client configuration group group-nane

To assign an ISAKMP profile to a peer on the basihe contents of arbitrary fields in the certifie, use the match certificate command in crypto
ISAKMP profile configuration mode:

match certificate certificate-nmap

For more information on configuring this featurkegse check the following documentation:

http://www.cisco.com/en/US/products/sw/iosswrel@@B/products_feature_guide09186a0080225d2a.html

RELATED INFORMATION
» |Psec Support Page

« DMVPN and Easy VPN Server with ISAKMP Profile Caniration Example (IPSec Negotiation/IKE Protocols)
« Certificate to ISAKMP Profile Mapping

« SafeNet IPSec VPN Client Support

¢ An Introduction to IPSec Encryption

 Configuring IPSec Network Security

» Configuring Internet Key Exchange Security Protocol

¢ Technical Support—Cisco Systems
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http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_feature_guide09186a0080225d2a.html
http://www.cisco.com/en/US/tech/tk583/tk372/technologies_configuration_example09186a00801eafcb.shtml
http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_feature_guide09186a0080225d2a.html
http://www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_feature_guide09186a00803f8fab.html
http://www.cisco.com/en/US/support/index.html
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