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A genda

• Introduction
• D e s ig ning  th e  e dg e
• D e s ig ning  th e  b a ck b one
• S um m a ry  a nd re f e re nce s
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Traffic Classification and Conditioning
Classification/Marking/Policing

Pe r-H op  B e h av ior ( PH B )
Q u e u ing/D rop p ing

I ngre ss 
N ode

I nte rior 
N ode

E gre ss 
N ode

TC
P H B

P H B TC
P H B

D if f erentia ted Services  A rchitectu re
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Per–H op B eha viors

• Expedited Forwarding (EF)
B u ilding b lock  for low  de lay /  j itte r/ loss
Se rv e d at a ce rtain rate  w ith  sh ort/ e m p ty  q u e u e s

• A s s u red Forwarding (A F)
H igh  p rob ab ility  of de liv e ry  if p rofile  is not e x ce e de d
F ou r classe s and th re e  le v e ls of drop  p re ce de nce
Sp e cific re sou rce s ( B W ,  b u ffe r sp ace )  allocate d to e ach  class at
e ach  node

• B es t Ef f ort (B E)
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1   0   1   1   1   0E FE F
x    x    x    y    y    0A F x yA F x y

ClassClass D ropD rop
Pre ce de ncePre ce de nce

0   0   0   0   0   0B EB E

I P Pa ck et D ata

PH B  R ecommended C odepoints f or I P
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L ab e l 2 0  b its
E X P E x p e rim e ntal F ie ld,  3  b its 
S B ottom  of Stack ,  1  B it
TTL Tim e  to L iv e ,  8  B its

0                   1                   2                   3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

L ab e l E X P S TTL

M PL S L a b el  H ea der f or Pa ck et M edia

• Can b e  u se d ov e r oth e r L ay e r 2  te ch nologie s
• Contains all inform ation ne e de d at forw arding tim e
• O ne  3 2 -b it w ord p e r lab e l
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T ra ditiona l  E nterpris e N etw ork

• SP  s ells  L ay er 2  s ervic e
• P oint-to-p oint SL A f rom  SP
• E nterp ris e W AN  lik ely  to get 
c onges ted

• I P  Q oS req u ired  f or V V D  
integration

• SP  not involved  in I P  Q oS

Site  2 Site  3

W AN

Site  1

S e r v i c e  P r o v i d e r
F r a m e  R e l a y

A TM
P P P
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E nterpris e N etw ork  w ith I P Service

• SP  s ells  L ay er 3  s ervic e
• P oint-to-C lou d  SL A f rom  SP
• E nterp ris e W AN  lik ely  to get 
c onges ted

• Q oS req u ired  f or V V D  
integration

• SP  involved  in I P  Q oS

Site  2 Site  3

W AN

Site  1

S e r v i c e  P r o v i d e r
I P  V P N
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E nterpris e N etw ork  w ith L a y er-2  Service

• E nterp ris e m ay  c ontinu e 
w ith  L ay er 2  s ervic es

• SP  need s  to c ons olid ate 
L ay er 2  and  L ay er 3  s ervic es

• L ay er 2  and  L ay er 3  SL As  
w ith  s am e I P / M P L S netw ork

Site  2 Site  3

W AN

Site  1

S e r v i c e  P r o v i d e r
F r a m e  R e l a y

A TM
P P P

S e r v i c e  P r o v i d e r
I P  V P N
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C is co I OS I P SL A s

• P oint-to-c lou d  gu arantees  
f or c onf orm ing traf f ic

• Any  s ite c an trans m it u p  to 
I C R  into th e c lou d

• Any  s ite c an rec eive u p  to 
E C R  f rom  th e c lou d Se rv ice  

Prov ide r

PE

PE PE
I CR
2 5 6 k

E CR
5 1 2 K

E CR – E gre ss Com m itte d  R ate
I CR  – I ngre ss Com m itte d  R ate

I CR
7 6 8 k

E CR
5 1 2 K

I CR
5 1 2 kE CR

5 1 2 K

S ite  2 S ite  3

S ite  1

C E
C E

C E
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C is co I OS I P SL A s  ( C ont’d. )

• SLA typically includes between 3 
and 5  classes ( r eal tim e,  v ideo ,  
business,  bulk ,  B E )

• R eal-tim e tr af f ic g ets f ix ed 
bandwidth  allo catio n

• D ata tr af f ic g ets v ar iable 
bandwidth  allo catio n with  
m inim um  g uar antee

• F r eq uently,  bandwidth  
allo catio ns def ined as per centag e 
o f  sub-r ate ( e. g .  P V C  C I R ,  sh aped 
r ate)

• Additio nal classes no t v isible to  
custo m er  m ay ex ist at th e edg e 
( e. g .  m anag em ent/ co ntr o l tr af f ic)

SL A  p e r 
PV C /  
V L A N

SL A  p e r 
inte rface  
( p ossib ly  
su b -rate )

P h y s i c a l  
B a n d w i d t h

P h y s i c a l  
B a n d w i d t h
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W here is  the SP E dge?

• M anage d v s.  u nm anage d I P 
se rv ice

• Tru st b ou ndary  im p lications
• D iffe re nt Q oS de sign op tions
• E dge  Q oS p olicie s offloade d 
to CE  for m anage d I P

Site  1
Site  2

PEPE

Manage d
CE

U nm anage d
CE

Se rv ice  
Prov ide r
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T ra f f ic L ea ving E nterpris e N etw ork

PEManage d
CE PEU nm anage d

CE

Manage d  CE U nm anage d  CE

• O u tp u t Q oS  p olicy  on CE  controlle d  
b y  S P

• S P e nforce s S L A  u sing th e  ou tp u t 
Q oS  p olicy  on CE

• O u tp u t p olicy  u se s q u e u ing,  d rop p ing 
and  op tionally ,  sh ap ing

• E lab orate  traffic classification or 
m ap p ing of e x isting m arkings 

• S low  links re q u ire  L F I  / cR T P

• O u tp u t Q oS  p olicy  on CE  not 
controlle d  b y  S P

• S P e nforce s S L A  u sing inp u t Q oS  
p olicy  on PE

• I np u t p olicy  u se s p olicing and  
m arking

• E lab orate  traffic classification or 
m ap p ing of e x isting m arkings on PE
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T ra f f ic L ea ving E nterpris e N etw ork

PEManage d
CE

CE
O u tp u t Policy
Classification / 
Marking / Map p ing
L L Q
W R E D
[ S h ap ing]
[ L F I  / cR T P]

PE
I np u t Policy
< N ot re q u ire d >

PEU nm anage d
CE

CE
O u tp u t Policy
< irre le v ant>

PE
I np u t Policy
Classification / 
Marking / Map p ing
Policing

Manage d  CE U nm anage d  CE
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T ra f f ic L ea ving Service Provider N etw ork

PEManage d
CE PEU nm anage d

CE

Manage d  CE U nm anage d  CE

• S P e nforce s S L A  u sing th e  ou tp u t 
Q oS  p olicy  on PE

• O u tp u t p olicy  u se s q u e u ing,  d rop p ing 
and  op tionally ,  sh ap ing

• S low  links re q u ire  L F I  / cR T P
• N o inp u t Q oS  p olicy  on CE  ne e d e d

• S P e nforce s S L A  u sing th e  ou tp u t 
Q oS  p olicy  on PE

• O u tp u t p olicy  u se s q u e u ing,  d rop p ing 
and  op tionally ,  sh ap ing

• S low  links re q u ire  L F I  / cR T P
• I np u t Q oS  p olicy  on CE  irre le v ant
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T ra f f ic L ea ving Service Provider N etw ork

CE  
I np u t Policy
< N ot ne e d e d >

PE
O u tp u t Policy
L L Q
W R E D
[ S h ap ing]
[ L F I  / cR T P]

CE
I np u t Policy
< I rre le v ant>

PEManage d
CE PEU nm anage d

CE

Manage d  CE U nm anage d  CE

PE
O u tp u t Policy
L L Q
W R E D
[ S h ap ing]
[ L F I  / cR T P]
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L a y er 2  SL A s

• F R  /  A TM  cu stom e rs re ce iv e  
traditional SL A

• F R  /  A TM  /  E th e rne t acce ss 
ne tw ork  m ay  e nforce  SL A

• Pay -as-y ou -grow  se rv ice s can 
b e  im p le m e nte d for PPP /  H D L C

• Se rv ice  is ty p ically  u nm anage d

Site  1

Site  2

PEPE

A TM
F r a m e  R e l a y
E t h e r n e t CE

CE

Se rv ice  
Prov ide r
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T ra f f ic L ea ving E nterpris e N etw ork

PE PE

S e rv ice  w ith  
A cce ss N e tw ork

• S P e nforce s S L A  on acce ss ne tw ork 
p re fe rab ly

• D rop  p re ce d e nce  m ay  b e  m arke d  for F R  
/ A T M / E th e rne t

• E th e rne t m ay  su p p ort m u ltip le  classe s
• PE  m ay  m ark traffic afte r e ncap su lation
• N o e lab orate  traffic classification or 

m ap p ing of e x isting I P m arkings 

• S P e nforce s S L A  u sing inp u t Q oS  
p olicy  on PE

• I np u t p olicy  u se s p olicing and  m arking
• D rop  p re ce d e nce  m ay  b e  m arke d  for F R  

/ A T M / E th e rne t
• E th e rne t m ay  su p p ort m u ltip le  classe s
• PE  m ay  m ark traffic afte r e ncap su lation
• N o E lab orate  traffic classification or 

m ap p ing of e x isting m arkings on PE

CE CE

A c c e s s
N e t w o r k

S e rv ice  w ith ou t 
A cce ss N e tw ork
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T ra f f ic L ea ving E nterpris e N etw ork

PE PE

S e rv ice  w ith  
A cce ss N e tw ork

CE CE

A c c e s s
N e t w o r k

S e rv ice  w ith ou t 
A cce ss N e tw ork

A cce ss 
N e tw ork
I np u t Policy
Policing
[ Marking]

PE
I np u t Policy
[ Marking]

PE
I np u t Policy
Policing
[ Marking]

CE
O u tp u t Policy
< irre le v ant>

CE
O u tp u t Policy
< irre le v ant>
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T ra f f ic L ea ving Service Provider N etw ork

• S P e nforce s S L A  on acce ss ne tw ork 
p re fe rab ly

• A cce ss ne tw ork sh ou ld  se rv e  p acke ts 
accord ing to th e ir m arking ( class / 
d rop  p re ce d e nce )  w h e re  ap p licab le

• S P e nforce s S L A  u sing th e  ou tp u t 
Q oS  p olicy  on PE

• O u tp u t p olicy  u se s q u e u ing,  d rop p ing 
and  op tionally ,  sh ap ing

PE PE

S e rv ice  w ith  
A cce ss N e tw ork

CE CE

A c c e s s
N e t w o r k

S e rv ice  w ith ou t 
A cce ss N e tw ork



21© 20 0 5 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
O p t i m i z i n g  t h e  S e r v i c e  
P r o v i d e r  N e t w o r k ,  12/ 0 5

T ra f f ic L ea ving Service Provider N etw ork

PE PE

S e rv ice  w ith  
A cce ss N e tw ork

CE CE

A c c e s s
N e t w o r k

S e rv ice  w ith ou t 
A cce ss N e tw ork

A cce ss
N e tw ork
O u tp u t Policy
Q u e u ing ( L L Q )
D r o p p i n g  ( W R E D )
[ S h a p i n g ]

PE
O u tp u t Policy
< op tional>

PE
I np u t Policy
Q u e u ing ( L L Q )
W R E D
[ sh ap ing]

CE
I np u t Policy
< irre le v ant>

CE
I n p u t  P o l i c y
< i r r e l e v a n t >
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N ow  the E a s y  Pa rt…

PE

PE

Se rv ice  
Prov ide r

PE

P

P

P

• Q oS c om p lex ity  res id es  at 
th e ed ge

• B ac k b one is  s ervic e 
agnos tic

• B ac k b one is  c u s tom er 
agnos tic

• B ac k b one only  d eals  w ith  
c las s es

• O ver-p rovis ioning 
s om etim es  tou ted  as  b es t 
alternative
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L imita tions  of  Over-Provis ioning

PE

PE

Se rv ice  
Prov ide r

PE

P

P

P

• E x p ens ive
• D O S attac k s
• F ailu res  c ond itions
• P lanning m is tak es
• U nex p ec ted  traf f ic  d em and
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B enef its  of  D if f Serv in the B a ck b one

• L es s  b and w id th  req u ired  
• O ver-p rovis ioning c ontrol 
p er c las s

• L ow  m aintenanc e d es ign
• L ow  c om p lex ity  d es ign
• C an b e tied  to ad vanc ed  
traf f ic  m gm t in c ontrol p lane 
( M P L S T E )

PE

PE

Se rv ice  
Prov ide r

PE

P

P

P
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B a ck b one Q oS D es ign R ecommenda tions

• Su b s et of  c las s es  m ay  b e 
u s ed

• T y p ic ally ,  2  or 3  c las s es  
( real tim e,  b u s ines s ,  B E )

PE

PE

Se rv ice  
Prov ide r

PE

P

P

P
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T ra f f ic throu gh B a ck b one N ode

• S P  im pl em ents  S L A  u s ing ou tpu t Q oS  pol ic y
• O u tpu t pol ic y  u s es  q u eu ing and dropping

P /  PE

B ackb one  N od e
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T ra f f ic throu gh B a ck b one N ode

P /  PE

B ackb one  N od e

PE
O u t p u t  Po l i c y
L L Q
W R ED
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F u rther E nha ncing the SL A  w ith M PL S T E

• B and w id th  op tim ization
• Stronger p oint-to-p oint 
gu arantees

• Q u ic k  res toration ( F R R )
• B and w id th  p rotec tion d u ring 
f ailu res

PE

PE

Se rv ice  
Prov ide r

PE

P

P

P
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Su mma ry

• I P  Q oS c an p rovid e m ore s op h is tic ated  SL As th an trad itional 
L ay er 2  s ervic es

• Servic e P rovid ers  c an u s e c onverged  netw ork to im p lem ent 
L ay er 3  and  L ay er 2  s ervic es  w ith  Q oS

• M P L S T E  c an b e u s ed  f or enh anc ed  SL As
• E d ge Q oS d es ign m u c h  m ore elab orate
• M u ltip le op tions  f or ed ge d es ign ( e. g.  c las s es ,  m anaged  vs .  
u nm anaged ,  s u b -rate)

• B ac k b one Q oS d es ign s im p le



30© 20 0 5 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
O p t i m i z i n g  t h e  S e r v i c e  
P r o v i d e r  N e t w o r k ,  12/ 0 5

R ef erences

• Q oS
h ttp : / / w w w . cisco. com / go/ q os

• M P L S
h ttp : / / w w w . cisco. com / go/ m p ls

• C is c o I O S Sof tw are R eleas e 1 2 . 4 T  N ew  F eatu re 
D oc u m entation
h ttp : / / w w w . cisco. com / w arp / p u b lic/ 7 3 2 / re le ase s/ re le ase 1 2 4 / 1 2 4 t/

• Ac c ou nt team s  h ave internal tes t res u lt and  d etailed  d es igns
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