
© 2007 Cisco Systems, Inc. All rights reserved.
Session ID
Presentation_ID 1

Cisco IOS Software 
Quality of Service

Michael Lin 
Product Manager IOS QoS, nBAR
Network Software & Systems Technology Group



© 2007 Cisco Systems, Inc. All rights reserved.
Session ID
Presentation_ID 2

What Is Quality of Service? 
To the end user

User’s perception that their applications are 
performing properly
Voice - No drop calls, no static
Video - High quality, smooth video
Data - Rapid response time

To The Network Manager 
Maximize network bandwidth utilization while 
meeting performance expectations 
Control Delay - The finite amount of time it takes 
a packet to reach the receiving endpoint 
Jitter -The difference in the end-to-end delay 
between packets.
Packet Loss - relative measure of the number of 
packets that were not received compared to the 
total number of packets transmitted.
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Why Enable QoS?   

Quality of
Service

Network Availability

Security • Optimize bandwidth 
utilization for Video, 
Voice & Data apps

• Drives productivity 
by enhancing service-
levels to mission-
critical applications

• Helps maintain network 
availability 
in the event of 
DoS/worm attacks
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Quality of Service Operations
How does it work & essential elements
CLASSIFICATION 

AND MARKING
QUEUEING AND 

DROPPING
POST-QUEUING 
OPERATIONS

Classification & Marking:
The first element to a QoS policy is to classify/identify the traffic that is to be treated differently.  
Following classification, marking tools can set an attribute of a frame or packet to a specific value. 

Policing:
Determine whether packets are conforming to administratively-defined traffic rates and take 
action accordingly. Such action could include marking, remarking or dropping a packet.

Scheduling (including Queuing & Dropping):
Scheduling tools determine how a frame/packet exits a device. Queueing algorithms are activated 
only when a device is experiencing congestion and are deactivated when the congestion clears.

Link Specific Mechanisms (Shaping, Fragmentation, Compression, Tx Ring)
Offers network administrators tools to optimize link utilization
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QoS
Deployment Principles
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How Is QoS Optimally Deployed?
1. Strategically define the business objectives to 

be achieved via QoS

2. Analyze the service-level requirements of the various 
traffic classes to be provisioned for

3. Design and test the QoS policies prior to production-
network rollout

4. Roll-out the tested QoS designs to 
the production-network in phases, 
during scheduled downtime

5. Monitor service levels to ensure 
that the QoS objectives are being met
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General QoS Design Principles
Clearly define the organizational objectives 

Protect voice? Video? Data? 
DoS/worm mitigation?

Assign as few applications as possible to be treated as 
“mission-critical”
Seek executive endorsement of the QoS objectives 
prior to design and deployment 
Determine how many classes of traffic are required to 
meet the organizational objectives

More classes = More granular service-guarantees 
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How Many Classes of Service Do I Need?
Example Strategy for Expanding the Number of Classes of Service over Time

4/5 Class Model

Scavenger

Critical Data

Call Signaling

Realtime

8 Class Model

Critical Data

Video

Call Signaling

Best Effort

Voice

Bulk Data

Network Control

Scavenger

11 Class Model

Network Management

Call Signaling
Streaming Video

Transactional Data

Interactive-Video

Voice

Best Effort

IP Routing

Mission-Critical Data

Scavenger

Bulk Data

Time  

Best Effort
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QoS Technologies Review
QoS Overview

Classification Tools

Policing

Scheduling Tools

Shaping Tools 

Link-Specific Tools

Signalling Tools (RSVP)

AutoQoS Tools
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Classification Tools – Layer 2
Ethernet 802.1Q Class of Service

TAG
4 Bytes

Three Bits Used for CoS
(802.1p User Priority)

Data FCSPTSADASFDPream. Type

802.1Q/p
Header

PRI VLAN IDCFI

Ethernet Frame

1

2

3

4

5

6

7

0 Best Effort Data

Bulk Data

Critical Data

Call Signaling

Video

Voice

Routing

Reserved
CoS Application

802.1p user priority field also 
called Class of Service (CoS)

Different types of traffic are 
assigned different CoS values

CoS 6 and 7 are reserved for 
network use
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Classification Tools – Layer 3
IP Precedence and DiffServ Code Points 

7 6 5 4 3 2 1 0

ID Offset TTL Proto FCS IP SA IP DA DataLenVersion 
Length

ToS
Byte

DiffServ Code Point (DSCP) IP ECN

IPv4 Packet

IP Precedence Unused
Standard IPv4

DiffServ Extensions

IPv4: Three most significant bits of ToS byte are called IP 
Precedence (IPP)—other bits unused
DiffServ: Six most significant bits of ToS byte are called 
DiffServ Code Point (DSCP)—remaining two bits used for 
flow control
DSCP is backward-compatible with IP precedence
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Classification Tools
MPLS EXP Bits

0                   1                   2                   3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

Label                          EXP S       TTL

MPLS Shim Header

EXP

Payload

Frame Encapsulation

3 2 1 0

MPLS EXP S

Layer-2 Header
Label Header
Label Header

Label 
Stack

Packet Class and drop precedence inferred from EXP (three-
bit) field

RFC3270 does not recommend specific EXP values for 
DiffServ PHB (EF/AF/DF)

Used for frame-based MPLS
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Classification Tools
DSCP Per-Hop Behaviors

IETF RFCs have defined special keywords, called Per-Hop 
Behaviors, for specific DSCP markings
EF: Expedited Forwarding (RFC3246)

(DSCP 46)

CSx: Class Selector (RFC2474)
Where x corresponds to the IP Precedence value (1–7)
(DSCP 8, 16, 24, 32, 40, 48, 56)

AFxy: Assured Forwarding (RFC2597)
Where x corresponds to the IP Precedence value 
(only 1–4 are used for AF Classes)

And y corresponds to the Drop Preference value (either 1 or 2 or 3)
With the higher values denoting higher likelihood of dropping

(DSCP 10/12/14, 18/20/22, 26/28/30, 34/36/38)

BE: Best Effort or Default Marking Value (RFC2474)
(DSCP 0)
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Classification Tools
Network-Based Application Recognition
Stateful and dynamic inspection

IP Packet TCP/UDP Packet Data Area

ToS Source
IP Addr

Dest
IP Addr

Src
Port Sub-Port/Deep InspectionDst

Port
Protocol

Identifies over 90 applications and protocols TCP and 
UDP port numbers

Statically assigned

Dynamically assigned during connection  establishment

Non-TCP and non-UDP IP protocols

Data packet inspection for matching values
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Policing Tools
RFC 2697 Single Rate Three Color Policer

Overflow

Action Action

B<Tc B<Te

Conform Exceed Violate

CBS

CIR

Yes

No

EBS

No

Yes

Action

Packet of
Size B

EBS=Excess BW Scheduler; CBS Committed Burst size
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Policing Tools
RFC 2698 Two Rate Three Color Policer

ActionAction

B>Tp B>Tc

ExceedViolate

PBS CBS

PIR

Yes Yes

No No

Conform

Action

Packet of
Size B

CIR

PIR=Peak Information Rate; PBS – Priority based Schedulling
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Scheduling Tools
Queuing Algorithms

Voice

Video

Data 33

2 2

1 1

Congestion can occur at any point in the network where 
there are speed mismatches
Routers use Cisco IOS-based software queuing

Low-Latency Queuing (LLQ) used for highest-priority traffic 
(voice/video)
Class-Based Weighted-Fair Queuing (CBWFQ) used for guaranteeing 
bandwidth to data applications

Cisco Catalyst switches use hardware queuing
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TCP Global Synchronization: 
The Need for Congestion Avoidance

• All TCP Flows Synchronize in Waves
• Synchronization Wastes Available Bandwidth

Time

Bandwidth 
Utilization100%

Tail Drop

Three Traffic Flows 
Start at Different Times

Another Traffic Flow
Starts at This Point
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Scheduling Tools
Congestion Avoidance Algorithms

TAIL DROPWRED Queue

3123020212013

3

3

01

0

1

0

3

Queueing algorithms manage the front of the queue
which packets get transmitted first

Congestion avoidance algorithms manage the tail of the 
queue

which packets get dropped first when queuing buffers fill
Weighted Random Early Detection (WRED)

WRED can operate in a DiffServ-compliant mode
Drops packets according to their DSCP markings

WRED works best with TCP-based applications, like data
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Scheduling Tools
DSCP-Based WRED Operation

Average
Queue
Size

100%

0

Drop
Probability

Begin
Dropping

AF13

Drop All
AF11

Max Queue
Length

(Tail Drop)

Drop All
AF12

Drop All
AF13

Begin
Dropping

AF12

Begin
Dropping

AF11

50%

AF = (RFC 2597) Assured Forwarding
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Congestion Avoidance

• IP Header Type of Service (ToS) Byte 
• Explicit Congestion Notification (ECN) Bits

7 6 5 4 3 2 1 0

ID Offset TTL Proto FCS IP SA IP DA DataLenVersion
Length

ToS
Byte

DiffServ Code Point (DSCP) CE

IPv4 Packet

ECT

ECT Bit:
ECN-Capable Transport

CE Bit:
Congestion Experienced

RFC3168: IP Explicit Congestion Notification
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Traffic Shaping

With Traffic Shaping

Without Traffic Shaping
Line
Rate

Shaped
Rate

Traffic Shaping Limits the Transmit Rate to a Value Lower than Line Rate

Policers typically drop traffic

Shapers typically delay excess traffic, smoothing bursts 
and preventing unnecessary drops

Very common on Non-Broadcast Multiple-Access (NBMA) network 
topologies such as Frame-Relay and ATM
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Link-Specific Tools
Link-Fragmentation and Interleaving

Voice

Voice DataDataDataData

DataSerialization
Can Cause

Excessive Delay 

With Fragmentation and Interleaving Serialization Delay Is Minimized

Serialization delay is the finite amount of time required to 
put frames on a wire

For links ≤ 768 kbps serialization delay is a major factor affecting 
latency and jitter

For such slow links, large data packets need to be fragmented and 
interleaved with smaller, more urgent voice packets
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Link-Specific Tools
IP RTP Header Compression

cRTP Reduces L3 VoIP BW by:

~ 20% for G.711

~ 60% for G.729
2–5 Bytes

RTP Header
12 Bytes

Voice
Payload

IP Header
20 Bytes

UDP Header
8 Bytes
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Signaling Tools
Resource Reservation Protocol (RSVP)

Handset

Multimedia 
Station

Handset

Reserve 16K
BW on this Line

I Need 16K
BW and

100 msec 
Delay

This App Needs
16K BW and

100 msec Delay

RSVP QoS 
services

Guaranteed service
Mathematically provable 
bounds 
on end-to-end datagram 
queuing delay/bandwidth

Controlled service
Approximate QoS from 
an unloaded network for 
delay/bandwidth

RSVP provides the 
policy to WFQ and LLQ

Multimedia Server
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interface Multilink1
ip address 10.1.61.1 255.255.255.0

ip tcp header-compression iphc-format
load-interval 30

service-policy output QoS-Policy

ppp multilink
ppp multilink fragment-delay 10

ppp multilink interleave

interface Serial0

–bandwidth 256

–Ip address 10.1.61.1 
255.255.255.0

–auto qos voip

Configures each 
switch or router

• LAN and WAN - Routers & switches

• One single command enables 
Cisco QoS for VoIP on a 
port/interface/PVC!

Cisco AutoQoS  Phase 1 – ‘Automatic 
QoS for VoIP Traffic’ (AutoQoS - VoIP)
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Cisco AutoQoS – Automating the Key 
Elements of QoS Deployment

1. Application classification
• Example:  automatically discovering applications 

and providing appropriate QoS treatment
2. Policy generation 

• Example: auto-generation of initial and 
ongoing QoS policies 

3. Configuration 
• Example: providing high level business 

knobs, and multi-device / domain 
automation for QoS

4. Monitoring and reporting 
• Example: generating intelligent, automatic 

alerts and summary reports
5. Consistency

• Example: enabling automatic, seamless 
interoperability among all QoS features and 
parameters across a network topology – LAN, MAN, 
and WAN



© 2007 Cisco Systems, Inc. All rights reserved.
Session ID
Presentation_ID 28

Cisco AutoQoS Benefits
Router Platforms1

Cisco 800, 1700, 1800, 2600-XM, 2800, 3700, 3800, 
7200 and 7301 Series Routers
User can meet the voice QoS requirements without 
extensive knowledge regarding:

Underlying technologies (ie: PPP, FR, ATM)
Service policies
Link efficiency mechanisms

AutoQoS lends itself to tuning of all generated 
parameters and configurations
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QoS for  
Convergence
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Voice QoS Requirements
End-to-End Latency

Hello? Hello?
Avoid the 

“Human Ethernet”

Delay Target
Time (msec)

0 100 200 300 400

CB Zone

Satellite Quality

Fax Relay, BroadcastHigh Quality

500 600 700 800

ITU’s G.114 Recommendation: ≤ 150msec One-Way Delay
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Voice QoS Requirements
Elements That Affect Latency and Jitter

Campus Branch Office

IP WAN

PSTN

End-to-End Delay (Must Be ≤ 150 ms)

20–50 ms

Jitter Buffer

Fixed
(6.3 µs/Km) +

Network Delay
(Variable)

Propagation
and Network

Variable

Serialization

Variable

Queuing

G.729A: 25 ms

CODEC
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Voice QoS Requirements
Packet Loss Limitations

Cisco DSP codecs can use predictor algorithms to 
compensate for a single lost packet in a row

Two lost packets in a row will cause an audible clip 
in the conversation

Voice

1

Voice

2

Voice

3

Voice

4

Voice

1

Voice

2

Voice

3

Voice

4

Voice

3

Voice

3

Voice

3

Voice

3 Reconstructed Voice Sample
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Voice QoS Requirements
Provisioning for Voice

Latency ≤ 150 ms

Jitter ≤ 30 ms

Loss ≤ 1%

17–106 kbps guaranteed 
priority bandwidth per call

150 bps (+ Layer 2 overhead) 
guaranteed bandwidth for 
Voice-Control traffic per call

CAC must be enabled

One-Way
Requirements

Smooth
Benign
Drop sensitive
Delay sensitive
UDP priority

Voice
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Video QoS Requirements - Video 
Conferencing Traffic Example (384kbps)

“P” and “B” Frames
128–256 Bytes

“I” Frame
1024–1518 

Bytes

“I” Frame
1024–1518

Bytes

15pps

30pps

450Kbps

32Kbps

“I” (infra) frame is a full sample of the video
“P” (predictive) & “B” (Bi-dir)frames use quantization via 
motion vectors and prediction algorithms
Key point is that dealing with large bursty I frames
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Video QoS Requirements
Video Conferencing Traffic Packet Size Breakdown

65–128 Bytes 
1%

129–256 Bytes 
34%513–1024 Bytes 

20%

1025–1500 Bytes 
37%

257–512 Bytes 
8%
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Video QoS Requirements
Provisioning for Interactive Video

Latency ≤ 150 ms

Jitter ≤ 30 ms

Loss ≤ 1%

Minimum priority bandwidth 
guarantee required is:

Video-stream + 10–20% 

e.g., a 384 kbps stream could 
require up to 460 kbps of 
priority bandwidth

CAC must be enabled

Video
One-Way

Requirements

Bursty
Drop sensitive
Delay sensitive
UDP priority
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Data QoS Requirements
Application Differences

Oracle                                            SAP R/3

1024–1518
Bytes

512–1023
Bytes 

253–511
Bytes

128–252 Bytes
65–127 Bytes

0–64 Bytes

0–64
Bytes

1024–1518
Bytes 

512–1023
Bytes

253–511
Bytes

128–252
Bytes

65–127
Bytes
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Data QoS Requirements 
Version Differences

Same Transaction Takes Over 35 Times 
More Traffic from One Version of an 
Application to Another

SAP Sales Order
Entry Transaction

500,000
VA01 
# of

Bytes
Client Version

400,000

SAP GUI Release 3.0 F 14,000

SAP GUI Release 4.6C, No Cache 57,000

SAP GUI Release 4.6C, with Cache 33,000

SAP GUI for HTML, Release 4.6C 490,000

300,000

200,000

100,000

0 SAP GUI,
Release

3.0F

SAP GUI,
Release

4.6C, with
Cache

SAP GUI,
Release
4.6C, no
Cache

SAP GUI
(HTML),
Release

4.6C 
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Data QoS Requirements 
Provisioning for Data (Cont.)

Use four/five main traffic classes:
Mission-critical apps—business-critical client-server applications

Transactional/interactive apps—foreground apps: client-server apps or 
interactive applications

Bulk data apps—background apps: FTP, e-mail, backups, 
content distribution

Best effort apps—(default class)

Optional: Scavenger apps—peer-to-peer apps, gaming traffic

Additional optional data classes include internetwork-control 
(routing) and network-management

Most apps fall under best-effort, make sure that adequate 
bandwidth is provisioned for this default class
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Data QoS Requirements 
Provisioning for Data

Different applications have different 
traffic characteristics

Different versions of the same 
application can have different traffic 
characteristics

Classify data into four/five 
data classes model:

Mission-critical apps

Transactional/interactive apps

Bulk data apps

Best effort apps

Optional: Scavenger apps

Data

Smooth/bursty
Benign/greedy
Drop insensitive
Delay insensitive
TCP retransmits
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Scavenger-Class 
What Is the Scavenger Class?

The Scavenger class is an Internet 2 Draft Specification 
for a “less than best effort” service
There is an implied “good faith” commitment for the 
“best effort” traffic class

It is generally assumed that at least some network resources 
will be available for the default class

Scavenger class markings can be used to distinguish 
out-of-profile/abnormal traffic flows from in-profile/
normal flows

The Scavenger class marking is CS1, DSCP 8 
Scavenger traffic is assigned a “less-than-best effort”
queuing treatment whenever congestion occurs
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QoS for Security
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Business Security Threat Evolution
Expanding Scope of Theft and Disruption

Sc
op

e 
of

 D
am

ag
e

Individual
Computer

1st Gen
Boot Viruses

Next Gen
Infrastructure 

Hacking, Flash 
Threats, 

Massive Worm 
Driven DDoS,

Negative 
Payload Viruses, 

Worms, and 
Trojans

Global
Impact

Regional
Networks

3rd Gen
Multi-Server 
DoS, DDoS, 

Blended Threat 
(Worm+ Virus+ 
Trojan), Turbo 

Worms, 
Widespread 

System 
Hacking

Multiple
Networks

2nd Gen
Macro Viruses, 
Trojans, Email, 
Single Server 
DoS, Limited 

Targeted  
Hacking

Individual
Networks

1980s 1990s Today Future

Sophistication of Threats
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Emerging Speed of Network Attacks
Do You Have Time to React?

2000–2002

Attacks Progressed
Over Hours, Time 

to Assess Danger and Impact;

Time to Implement Defense

1980s–1990s

Usually Had Weeks
or Months to Put 
Defense in Place

2003–Future

Attacks Progress on the
Timeline of Seconds

SQL Slammer Worm:
Doubled Every 8.5 Seconds

After Three Min: 55M Scans/Sec
1Gb Link Is Saturated

After One Minute
In Half the Time It Took to 

Read This Slide, Your Network 
and All of Your Applications 

Would Have Become Unreachable
SQL Slammer Was A Warning,

Newer “Flash” Worms Are
Exponentially Faster
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Impact of an Internet Worm
Anatomy of a Worm: Why It Hurts

1—The Enabling   
Vulnerability

2—Propagation 
Mechanism

3—Payload

2—Propagation 
Mechanism
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Impact of an Internet Worm
Direct and Collateral Damage

In
te

rn
et

In
te

rn
et SiSi

SiSi

Primary Data Center

L2VPN
BBDSL

L3VPN

SiSi

SiSi

SiSi SiSi SiSi SiSi SiSi SiSi

SiSi SiSi

Campus Branch

Teleworker

Secondary Data Center

MetroE

End Systems
Overloaded

Control Plane
Overloaded

Data Plane
Overloaded
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QoS Tools and Tactics for Security
QoS for Self-Defending Networks

Control plane policing

Data plane policing (Scavenger-Class QoS)

NBAR for known-worm policing
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Control Plane Policing
Overview

Control Plane
Management 
SNMP, Telnet ICMP IPv6 Routing Updates Management 

SSH, SSL …..

CONTROL PLANE POLICING
(Alleviating DoS Attack)

SILENT MODE
(Reconnaissance Prevention)

Processor
Switched 
Packets

OUTPUT 
from the Control 

Plane
INPUT 
to the 

Control Plane

PACKET
BUFFER

OUTPUT 
PACKET 
BUFFER

CEF/FIB LOOKUP

A
C

L

U
R

PF

N
A

T

CEF Input Forwarding Path
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Data Plane Policing (Scavenger-Class QoS)
Part 1: First Order Anomaly Detection

All end systems generate traffic spikes, but worms create 
sustained spikes
Normal/abnormal threshold set at approx 95% confidence
No dropping at campus access-edge! Only remarking

Policing and Remarking (if necessary)

Normal/Abnormal Threshold
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Data Plane Policing (Scavenger-Class QoS)
Part 2: Second Order Anomaly Reaction

Queuing only engages if links become congested
When congestion occurs, drops will also occur

Scavenger-class QoS allows for increased intelligence in the 
dropping decision

“Abnormal” traffic flows will be dropped aggressively
“Normal” traffic flows will continue to receive network service

Police

Queuing Will Engage When Links Become Congested
and Traffic Previously Marked as Scavenger Is Dropped Aggressively

WAN/VPN links will likely congest first
Campus uplinks may also congest
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NBAR Known-Worm Policing
NBAR vs. Code Red Example

DATA

Frame IP Packet

ToS/
DSCP

Source
IP

Dest
IP

TCP Segment

Src
Port

Dst
Port

Data Payload

*HTTP GET/*.ida*

First released in May 2001

Exploited a vulnerability in 
Microsoft IIS and infected 360,000 
hosts in 14 hours

Several strains (CodeRed, 
CodeRedv2, CodeRed II, 
Code,Redv3, CodeRed.C.)

Newer strains replaced home 
page of Web servers and caused 
DoS flooding-attacks

Attempts to access a file 
with “.ida” extension

class-map match-any CODE-RED
match protocol http url “*.ida*”
match protocol http url “*cmd.exe*”
match protocol http url “*root.exe*”

Branch
Switch

Branch
Router

51515151
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Q&A
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At-a-Glance Summaries
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(DS Field) in the IPv4 and IPv6 Headers” http://www.apps.ietf.org/rfc/rfc2474.html

RFC 2475 “An Architecture for Differentiated Services”
http://www.ietf.org/rfc/rfc2475.txt

RFC 2597 “Assured Forwarding PHB Group” http://www.ietf.org/rfc/rfc2597.txt

RFC 2697 “A Single Rate Three Color Marker” http://www.ietf.org/rfc/rfc2697.txt

RFC 2698 “A Two Rate Three Color Marker” http://www.ietf.org/rfc/rfc2698.txt

RFC 3246 “An Expedited Forwarding PHB 
(Per-Hop Behavior)”
http://www.ietf.org/rfc/rfc3246.txt
“Configuration Guidelines for DiffServ Service Classes”
http://www.ietf.org/rfc/rfc4594.txt

http://www.apps.ietf.org/rfc/rfc2474.html
http://www.ietf.org/rfc/rfc2475.txt
http://www.ietf.org/rfc/rfc2597.txt
http://www.ietf.org/rfc/rfc2697.txt
http://www.ietf.org/rfc/rfc2698.txt
http://www.ietf.org/rfc/rfc3246.txt
http://www.ietf.org/rfc/rfc4594.txt
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Reference Materials
Cisco AutoQoS Documentation

AutoQoS VoIP for the Cisco Catalyst 2950
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat2950/12120ea2/2950scg/swqos.htm#wp1125412

AutoQoS VoIP for the Cisco Catalyst 2970
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat2970/12220se/2970scg/swqos.htm#wp1231112

AutoQoS VoIP for the Cisco Catalyst 3550
http://www.cisco.com/univercd/cc/td/doc/product/lan/c3550/12120ea2/3550scg/swqos.htm#wp1185065

AutoQoS VoIP for the Cisco Catalyst 3750
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat3750/12220se/3750scg/swqos.htm#wp1231112

AutoQoS VoIP for the Cisco Catalyst 4550
http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/18ew/configuration/guide/qos.html#1281380

AutoQoS VoIP for Cisco IOS Routers (Cisco IOS 12.2(15)T)
http://www.cisco.com/en/US/docs/ios/12_2t/12_2t15/feature/guide/ftautoq1.html

AutoQoS Enterprise for Cisco IOS Routers (Cisco IOS 12.3(7)T)
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t7/feature/guide/ftautoq2.html

http://www.cisco.com/univercd/cc/td/doc/product/lan/cat2950/12120ea2/2950scg/swqos.htm#wp1125412
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat2970/12220se/2970scg/swqos.htm#wp1231112
http://www.cisco.com/univercd/cc/td/doc/product/lan/c3550/12120ea2/3550scg/swqos.htm#wp1185065
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat3750/12220se/3750scg/swqos.htm#wp1231112
http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/18ew/configuration/guide/qos.html#1281380
http://www.cisco.com/en/US/docs/ios/12_2t/12_2t15/feature/guide/ftautoq1.html
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t7/feature/guide/ftautoq2.html
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Recommended Reading 
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Solution Reference Network Design 
Guides Enterprise QoS Design Guide

http://www.cisco.com/go/
srnd
QoS Design Overview
Campus QoS Design
WAN QoS Design
Branch QoS Design
MPLS VPN (CE) 
QoS Design

http://www.cisco.com/go/srnd
http://www.cisco.com/go/srnd
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Reference Materials
Cisco Press Book: End-to-End QoS Design

http://www.ciscopress.com/title/1587051761
ISBN: 1587051761
Publish Date: Nov 2004

LAN
Catalyst 2950
Catalyst 3550
Catalyst 2970/3560/3750
Catalyst 4500
Catalyst 6500

WAN/Branch
Leased Lines
Frame Relay
ATM
ATM-to-FR SIW
ISDN
NBAR for Worm Policing

VPN
MPLS (for Enterprise Subscribers)
MPLS (for Service Providers)
IPSec (Site-to-Site)
IPSec (Teleworker)

http://www.ciscopress.com/title/1587051761
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Recommended Reading

Continue your Networkers at 
Cisco Live learning experience with 
further reading from Cisco Press

Check the Recommended Reading 
flyer for suggested books

Available Onsite at the Cisco Company Store
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QoS Strategy

Enterprise QoS
• QoS Deployment & Provisioning

• Video/Telepresence Market

Service Provider QoS
Focus on BB Migration

•ATM to Ethernet Transition
• Wireless SP migration to VoIP

Market Leadership
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AAA/DHCPAAA/DHCP

Application Recognition (nBAR)
•Recognize Applications on the wire to 

optimize bandwidth control (QoS/OER, etc)

•Flexible application recognition tool to 
easily add new application protocols 

Performance & Scalability
•One Engine across IOS for traffic 

Classification

• Performance improvement with Single 
Pass Classification

Technology Innovation
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Market Drivers for QoS

Service Provider
Broadband deployments drove most of the SP QoS Requirements 
(ATM to Ethernet movement)

MetroE Deployment

Wireless provider migration to 3 plays

Enterprise & Commercial
Enterprise Market demands primarily comes from deploying security 
technologies such as DMVPN, IPSec, FW, etc

Ease of deployment & good understanding of QoS concepts
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