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Today’s Operations Challenges
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Common Diagnostic Problems

Lack of appropriate tools to manage small networks
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Issues

Missed errors because of polling

NMS applications are not configured
for relevant statistics and alarms

Common errors are difficult to
diagnose by non-experts

Missing or inconsistent
troubleshooting data
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Automated Diagnostics

EEM script ot EEM script
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Benefits

Automate error detection and
diagnosis

Proactively detect errors and use
Cisco IOS troubleshooting commands

Capture diagnostic information when
the error happens

Receive diagnostics anywhere

Allow for greater mobility
Branch




Use Cisco I0S to Simplify Network
Operations for Commercial Businesses

Easy-to-use tools for network engineers

managing small and medium-sized networks

= 20 new EEM scripts for Cisco ISRs

= Pro-actively detect

Configuration changes directly on customers’ routers

Automatically detect common error conditions
Automate troubleshooting and diagnostics

Detect transient errors
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Using Automated Diagnostics

Tools for Busy Engineers
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Cisco I0OS EEM at a Glance

= Register script for an Event
Event Example: VPN failure

A VPN failure is defined as failure to
reach a set of remote peer's tunnel
interface(s)

= |f the event occurs, the router runs
the script

= A script can take an Action
Action Example:

Run IOS commands then send an
email along with diagnostic
information to operations staff

= Many scripts may be registered
at once

= The action is entirely customizable
according to your best practices

Note: EEM is part of Cisco IOS. It allows
Administrators to automate responses to

S
occur on an ISR router or Cisco 6500 Ser-




Where to Find New Tools and Collateral
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Summary - Business Benefits of

Automated Diagnostics

Enable junior techs and
enforce best practices

Lower costs — use what you've
paid for

Consistent methodology

Scale operations — do more
without being there

Ultimately leads to more
customer uptime

Scripting is also a business
opportunity

Customize a customer’s network operation
Differentiate from other solution providers
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