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Securing IP Multicast Services in Triple-Play and Mobile Networks

As the role of the service provider in enterprBenetworks expands to bring rich media to consummedsbusiness users as part of
wireline and mobile IP networks, the quality of ekpnce is becoming as important to users as tedspnd stability of upstream and
downstream connections. Network video service®aecof the newest applications to enjoy broad peaity| especially for subscribers of
converged voice, data, and video (“triple play’)vé&e packages and mobile services. For satisfacfoality of experience, the video data
stream must be highly available and extremely sedTisc§ IP Multicast, the established bandwidth-conseovatechnology, not only
increases the efficiency of network resources amtitvidth but also is extremely secure, from endgdin network cores, due to an array
of protocols, techniques, and topologies.

This paper describes the various technologies that can be deployed in the control plane, data plane, access layer,
and infrastructure and through admission control features to secure IP Multicast traffic for these highly demanding
services.

SUMMARY

IP Multicast has its own distinct methods for thiéiation and reception of video streams, including creation of distribution trees.
Therefore, securing multicast traffic effectivefwolves a mix of tactics and technologies. Multicashnology in Cisco I0%Software
allows a host to send packets to a subset of atktas a group transmission instead of havingrid packets to every single user. It helps
the network use less bandwidth, reduces redundandyallows for easily scalable and economicatibisted broadcast video
applications.

The five main areas where multicast must be secamedh the control plane, data plane, accessapattmission control, and
infrastructure. Multicast has been available thio@gsco Systenfsfor more than a decade. With the proper technekgiroducts,
topologies, and best practices, multicast traffic be both highly available and dependably secure.

CHALLENGE

Converged networks face a variety of threats, witbh converged service having its own unique valitities. For example, unsecured
IP Multicast services have been vulnerable to Ma#t Source Discovery Protocol (MSDP) storms cabgddternet worms. These
worms infect a host, and the host then infectsrdtbets by checking for vulnerabilities through oé@ort scans.

Other security challenges facing IP triple-play amabile networks deploying multicast services idgsecuring devices through
authentication, encrypting IP Multicast data imsi, and deploying keying mechanisms through tlingéechniques or through a native
IP Multicast deployment that must scale to hundedfiousands of network nodes.

SOLUTION

Just as the Cisco approach to network securitysspatwork layers, devices, software, and the lrastipes of users, IP Multicast security
involves a variety of approaches. Because attawttother malicious network activity can occur af point in a network video broadcast,
protections must be carefully applied at every pathe broadcast process.
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Control Plane Security

Cisco 10S Software contains routing protocols fatinast traffic that are the basis of control @asecurity. Both interdomain protocols
such as MSDP and Source Specific Multicast (SSM)iatradomain protocols such as Protocol Indepenbliefticast (PIM) dense
mode, PIM sparse mode, and bidirectional PIM candesl singly or in combination to protect multicasffic.

PIM, PIM-SSM, and Internet Group Management Protocol v3

PIM was developed by Cisco as an intradomain rgytimtocol operating at Layer 3 to build multicdistribution trees across a network.
PIM protocols such as PIM sparse mode rely on dearous point to bring sources and receivers tegeliecause receivers inherently
are unaware of all the sources that are sendiag#rticular group. When a receiver joins a muticaoup, it may receive multicast
streams from multiple sources that are sendingabdroup. For few-to-many multicast applicatiathés behavior is expected and
desirable. IP video, however, requires a diffeegagroach because a single source should be setodingarticular group. Allowing
multiple sources to send to the same group wodiatiathe primary stream that receivers are expgdtom a particular source and
ultimately lead to a poor quality of experience.

The solution to securely transport IP video acenstP backbone is to use the PIM-SSM protocol enrtetwork and Internet Group
Management Protocol version 3 (IGMPv3) on the hastsan extension of PIM sparse mode, PIM-SSM alleach source of a multicast
broadcast to transmit its multicast traffic onlyrézeivers that have explicitly requested thafitéifom a particular source. This removes
the need for a rendezvous point; it also meansdis&ibuted-denial-of-service (DDoS) attacks framauthorized sources can be inhibited
without the need to use filters, typically requiiad traditional PIM sparse mode environment ticklrogue sources.

When a host wants to join a multicast group, éssan unsolicited IGMP “join” message to the nekigorouter. The router then uses a
multicast routing protocol such as PIM-SSM to imfioother routers of its readiness to receive paakettined for the multicast router.
(The router may also use IGMP to periodically quémey attached network segments for specific groembers to elicit an IGMP “join”
response.) As an enhancement to IGMP, IGMPvV3 allssess to signal interest in a particular multigastup for a specific source and
allows routers to use PIM-SSM in the backbonehtnabsence of IGMPV3, interim solutions include S8&pping, IGMP v3lite, or
URL Rendezvous Directory (URD).

Together with PIM-SSM and IGMPv3, IGMP snooping ni@used on a switch to further constrain multitasinly those ports that have
requested the stream, as shown in Figure 1.
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Figure 1.  SSM and IGMPv3 to Protect Against Source Attacks and IGMPv3 Snooping to Constrain Multicast Traffic Within a VLAN
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PIM Neighbor Filtering, Rate Limiting, and Announcement Filters

PIM neighbor filters prevent unknown routers froarticipating in PIM forwarding. Otherwise, unknowsuters might succeed in
becoming designated routers responsible for serféliNgregisters, building the multicast tree, orfpening a shortest path tree
switchover.

PIM register rate limiters limit the number of Phegister messages that designated routers arecalltmsend for each group. Performed
at the processor level, PIM register limiting hgtpstect CPU utilization on the designated routet eoute processor when there are
many multicast transmissions that require PIM tegiprocessing at the same time.

PIM Rendezvous point (RP) announcement filtersapmied to mapping agents when using Auto-RP, fedahat automatically
distributes information to routers about what tHe &lidress is for various multicast groups. Thesewamcement filters are designed to
acknowledge RPs that are permitted only by an adstslefined by the network administrator. Ro§Rs attempting to hijack another
RP are immediately dropped.

PIM Multicast Boundaries and Authentication Features

In addition to their ability to drop multicast daRIM multicast boundaries provide a way to blotkiRontrol messages from attaching a
new branch to an existing tree off the router tacwhraffic was not intended to flow. Additionally)SDP Message Digest Algorithm 5
(MD5) authentication can be used to secure mutteessions between RPs that are used either &dorain routing or as Anycast RPs.
In Figure 2, MD5 authentication is enabled for @PT€ébnnection between MSDP peer routers 1 and 2inknown MSDP connection
attempt from a DDoS router is dropped.
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Figure 2. MSDP MDS5 Authentication Providing Security Against a DDoS Attempt
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Data Plane Security

Multicast security in the data plane secures tmtesds of a multicast transmission, usually throagtapplication that encrypts the data to
ensure that only permitted users can access 8etfirity (IPsec) support may also be provided folticast through the Group Domain of
Interpretation (GDOI) protocol, which downloads éekeys and security associations to routers. GBglaces manually shared keys,
mitigating their security weaknesses.

The GDOI protocol requires each group member tdamira key server. Once a group member has bebardigated and authorized by
the key server, it is given keys and security aasions for the group. The group member may alsgitben enough policy information for
it to authenticate and decrypt (or “rekey”) messaggnt from the key server in a special IP Multigasup. These rekey messages allow
the group member to receive updated keys and $gassociations and to receive updates to groupbesship.

Access Control

Controlling the ability of a device to send andemxmulticast data is another important facet dficast security. Interface-specific filters
can be applied at the edges of the network ta filbeess lists for ingress multicast traffic. IGKilRers can also be used to restrict which
hosts can join specific multicast groups. A dynamathod of pushing IGMP filters down to routersngsihe authentication,
authorization, and accounting (AAA) service modetalled multicast authentication and profile suppgouses existing AAA features in
Cisco I0S Software to provide a centralized autieatibn and accounting framework for multicast gsarlarge groups. With this feature,
a content provider could deliver customized chamwegss directly through a customer’s IP-enabledeni@levision set. Access control of
the multicast content requires user authenticatimhthe ability to provision a channel profile peer. The solution must be scalable to
accommodate large deployments of 100,000 to 2504860s.

The Cisco multicast authentication and profile sarpfeature is an evolving solution. The first phésa static model of preprovisioned
IGMP and Multicast Listener Discovery (MLD) protd@xcess profiles on the access router. Futureeghea® planned to include this
static model plus an on-demand model where AAA estpiare sent to an AAA server with an IGMP/MLInjdruture phases are also
planned to provide a combined model of static amdlemand capabilities for different group ranges.

In Figure 3, the user initiates a Point-to-PoirmtBcol (PPP) session with a local router, whicmtfiewards an AAA authentication
request to the AAA server. The server replies &ithAAA profile per user port. When the access norgeeives IGMP/MLD join reports
from the host, the access router either accepdsmies the multicast group request. If there ayechanges to a user profile, the AAA
server pushes the new profile to the access server.
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Figure 3.  IP Multicast Authentication and Profile Support Using the AAA Service Model
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The AAA service model is standards-based and widetgpted. It provides an excellent way of coritrglind keeping track of multicast
sources and receivers, a process that until rgceas tedious and complex. The AAA server alsogrer§ receiver-based accounting for
monitoring and billing on a per-viewer, per-conteasis. The user device can be automatically coréijto send a report using
IGMP/MLD, as shown in Figure 4.
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Figure 4.  Multicast AAA Support for Receiver-Based Accounting
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In this process, the access router sends the AA&isan accounting START record. The user sendSkHP/MLD “leave” message. The
access router sends the AAA accounting server &PSBCord. Optionally, the access router may alad g&erim accounting records to
poll user activity. Based on these START/STOP m@sonetwork operators can determine the time abeldnunt information per session
for billing and behavioral analysis.

Admission Control

As the popularity of network video applications\ysbamong consumers, admission control functions—whavern transmission and
reception of multicast traffic based on availabdé¢work resources—are vital. Without admission cdrgome users may receive degraded
multicast streams, rendering programs unwatchable others may receive a “Network Busy” messageothiing at all as network
resources are overtaxed. Network admission coigtioiportant in maintaining a high quality of exjgerce for digital video consumers.
For a more detailed look at Cisco integrated sohgifor admission control for broadcast and vide@emand, see the white paper
“Integrated Video Admission Control for Video-on-@and and IPTV in IP Next-Generation Networks”.

Admission control features for multicast trafficinde the following:

o IGMP limitsrestrict the number of groups users may try tn,jeither globally or per-interface, on a router.

o Multicast Route (mroute) limits set the total number of mroutes allowedaomuter. Once the configured limit is reached, no
additional mroute entries may be created.
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o Distance Vector Multicast Routing Protocol (DVMRP) route limits set an upper limit on the total number of DVMRRtes
permitted on a router.

e MSDP source active (SA) limitsimpose limits on the total number of MSDP SA messages that earabhed on a router.

e Multicast group range limits define a range of multicast groups for which aeois allowed to create Mroute states. Multicast
groups not within the specified range cannot batertby the router.

These admission control features may be invokesebyice providers and enterprise network admirtmtsebased on different criteria,
including the service package an end user has psechor the privileges an enterprise user is edtit.

Policing Multicast Traffic

Networks delivering IP video broadcasts must enthaeno single source can monopolize all the nétwaesources. Without proper
enforcement, valid multicast flows can easily gegroidden by a faulty sender. User-based rateilignitshown in Figure 5, provides the
means to rate limit multicast traffic on a per-flbasis rather than an aggregate basis.

Figure 5.  User-Based Rate Limiting in the Cisco Catalyst® 6500 Series Switch
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Infrastructure Security

Networks that are configured to use rendezvoustpaire exposed to PIM dense mode flooding whepaaisible rendezvous points are
lost. PIM dense mode actively attempts to sendioagt data to all potential receivers and relieshenreceivers “self-pruning,” or

attempting to send multicast data to receiversritulticast group. Under PIM dense mode, multicasfit periodically is flooded
throughout the network and forwarded across linker& there may not be any interested receivergingasandwidth and potentially
overtaxing network resources. Several techniquedeaused to secure a network from PIM dense nmoddihg:

« Rendezvous point of last resort is a technique ts&dep multicast groups in sparse mode whereatleézvous points are lost
through dynamic mechanisms such as Auto-RendezZ?oim (Auto-RP) or Bootstrap Routing (BSR). It eslion the use of the
static rendezvous point statement and is applieevery router in the network. The static rendezvmist statement points at a
local loopback interface that is always up. Th&utts in a rendezvous point that is always avadlapld provides a last resort when
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all rendezvous points are lost. Note that the revoigs point of last resort has local significanng/oMulticast may still be
forwarded between interfaces on the same routendxgr traverses beyond that router.

e The Auto-RP Listener feature only allows the AutB-® use PIM dense mode in a PIM sparse mode emuént. Since all
interfaces are configured with sparse mode, whiereatlezvous points are lost, multicast traffict tadls back to dense mode is
not forwarded across those interfaces.

e The Avoid Dense Mode Fallback feature preventssgparode multicast groups from ever falling bacléase mode and makes
the rendezvous point of last resort technique @bsol

Multicast and Modular Quality of Service Command-Line Interface

Packets can be classified in a variety of differgays, from input interface to Network-Based Apation Recognition (NBAR) for
difficult-to-classify applications to arbitrary aess control lists. Classification is the first campnt of the Modular Quality of Service
(QoS) Command-Line Interface (MQC), the simple)aue, and powerful QoS framework in Cisco 10S @&afe. The MQC allows for

the clear separation of the policy applied on theses of service and the application of a Qo poln an interface or subinterface.
Creating policies through access control lists @®/enables unwanted IP Multicast traffic destinmdtifie network core to be blocked on
all ingress ports of the control plane. Controlrggolicing using MQC utilizes modular QoS attrigsjtproviding filtering and rate

limiting for control-plane packets, matching criéefor many attributes, multiple match criteriahwit a class map, and consistency across
platforms.

Firewall Support

The Cisco PIR Firewall 7.0 includes PIM sparse mode routing swpprhis adds highly secure integration in disitéd
videoconferencing and collaborative computing estwinents. There is no need to tunnel multicast dvtid@ntrol traffic through the
firewall as the Cisco PIX Firewall 7.0 functionsa®IM router, providing stateful control of all tticast traffic crossing it. The Cisco
PIX Firewall also supports IGMP Proxy Agent, IGMRPV&MP access group, IGMP limits, bidirectional Rlt#signated router priority,
accept register filter, and multicast source nekvaatdress translation (NAT).

Cisco 10S Firewall also operates with full PIM ftionality.

Secure Multicast Using GDOI

The Cisco I0S Software feature Secure Multicaahisther security feature for IP Multicast, speaifi¢ for enterprise networks with
native (nontunneled) multicast traffic. It providesnore efficient way to apply encryption to must packets. Encrypting native 1P
Multicast packets allows PIM to route the packe®nethough the content is encrypted. Additionailgtive multicast encapsulation
avoids the packet replication that occurs when gischre encapsulated using unicast tunnels. Neswbdt are IP Multicast enabled can
transport encrypted multicast traffic natively oeerIP core. With Secure Multicast, the traffipistected with encryption in case packets
are erroneously delivered. Secure Multicast rediethe GDOI protocol to distribute the policies &egys for the group in the control plan,
and it relies on IPsec to protect the data plane.

In a group management model, the GDOI protocol atpsrbetween a group member and a group contkelfeserver, which establishes
security associations among authorized group mesnfbeere are three phases of negotiation, showigumre 6.
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Figure 6.  GDOI Protocol Flows for Group Membership
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In phase 1 in Figure 6, multicast group memberistegwith the key server. The key server authartgis and authorizes the group
members and downloads the IPsec policy and keysathanecessary for them to encrypt and decrypuRicast packets. In phase 2,
group members exchange IP Multicast packets tlea¢@erypted using IPsec. In phase 3, as needekleyhserver pushes a rekey message
to the group members. The rekey message contaiew dPsec policy and keys to use when the old IBsegrity associations expire.
Rekey messages are sent in advance of the SA gapita ensure that valid group keys are alwaydlaivie.

Cisco Secure Multicast enables customers to extenceach of their IP Multicast services to allpmmate multicast Web sites and
applications with enhanced security. The Securdibhst feature is delivered across multiple platferhas been tested with many
applications, and has been enhanced by extensiveexgerience. The unique integration between G&r@dlIPsec provides a level of
trust on the corporate internal network that ipanwith the existing cryptographic techniques &snal distinctive feature of Cisco
offerings.

CONCLUSION

Integrated multicast security features from CismolP networks protect the quality of experiencéfadcast video against threats to the
integrity of the data and its degradation at ewtep from content source to receiver. Technologi@dlable in Cisco Software and devices
secure traffic and devices in the control planéa gidane, access layer, and infrastructure, andatiminister admission control policies
for small, medium, and large networks.

Together with Linksys, a division of Cisco Systeins, and Scientific Atlanta, a Cisco company, Gigpioneering home networking
and particularly the video broadcast and video emahd (VoD) business, adding to Cisco experiene@ieo for enterprise networks.
Through technologies like multicast and its margoagated security features, Cisco understandstfi@nements necessary to provide
secure, carrier-class broadcast video servicessarwhtinually enhancing multicast protections mtic@pate and guard against present and
future threats.
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FOR MORE INFORMATION

Multicast Security
http://www.cisco.com/en/US/products/ps6593/products protocol group home.html

Multicast Solution Architecture
http://www.cisco.com/en/US/products/ps6598/products protocol group home.html

Secure Multicast
http://www.cisco.com/en/US/prod/collateral/iosswpeb537/ps6552/prod_white paper0900aecd804719ie.sht
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