Cisco SYSTEMS

Q&A

Cisco I0S Secure Multicast

This section introduces a foundational technology a nd Cisco Systems © innovation—Cisco I0S ® Secure Multicast—and
discusses positioning and advantages of VPN solutio ns over native IP Security (IPsec), generic routing encapsulation (GRE),
and Easy VPN.

Q. What is Cisco I0S Secure Multicast?

A. Cisco I0S Secure Multicast is a set of hardwaresarfivare features necessary to secure |P Multigrastp traffic originating on or flowing
through a Cisco 10S device. Combining the keyingtqeol Group Domain of Interpretation (GDOI) witardware-based IPsec encryption, it
provides users an efficient method to secure IRtibagt group traffic. It enables the router to gpghcryption to nontunneled (that is, “native”)
IP Multicast packets and eliminates the requiren@igbnfigure tunnels to protect multicast trafficcelies on two technologies:

¢ Group Domain of Interpretation—GDOI is defined as the ISAKMP Domain of Interpraiat(DOI) for group key management. In a group
management model, the GDOI protocol operates betaegoup member and a group controller/key s€@&KS), which establishes security
associations among authorized group members. TREN® defines two phases of negotiation. GDOI istpoted by a Phase 1 ISAKMP
security association; the Phase 2 exchange isetEfinRFC 3547.

« |P Security—IPsec is a well-known protocol that defines arddtitee to provide various security services forficadt the IP layer. The
components and how they fit together with eachrading into the IP environment are described in RBCL. A variety of IP Multicast
applications benefit from the encryption of natiPeMulticast packets.

Q. What are the benefits of Cisco I0S Secure Multideployments?
A. Cisco I0S Secure Multicast can be used to protatives multicast traffic, originating from varioupglications such as voice, video, etc.
without the use of tunnels. It is typically usedpnivate WAN deployment, and it provides the follogy benefits:

« Includes native IPsec encapsulation for IP Multiteeffic without requiring GRE
¢ Allows for one-to-many and many-to-many relatiopshi

« Provides easier configuration and enhanced mandiggab

« Distributes centralized key and policies through@Rey server

« Simplifies troubleshooting

» Uses extensible standards-based framework

Figure 1. Cisco I0S Secure Multicast Differentiators
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Q. What are the various deployments of Cisco 10S Seblulticast?

A. Cisco I0OS Secure Multicast is a foundational te¢hgythat can be used in many deployment scendriagetwork scenarios other than

an IPsec remote-access network, it is more effi¢e@eapply encryption to nontunneled (that is, fweit) IP Multicast packets. Encapsulating

IP Multicast packets as IP Multicast packets allo®v8/ulticast routing (for example, Protocol Indepent Multicast [PIM]) to route the packets,
regardless of the fact that the content is encdypsenative IP Multicast encapsulation also avdhisneedless packet replication that occurs when
encapsulating IP Multicast packets using unicashéls.

The most commonly used scenarios include the fafigw

« Encryption of IP Multicast packets sent over sagelinks
« Encryption in Hoot and Holler audio conferencing

« Cisco I0S Secure Multicast router control traffic

« Secure real-time content replication

¢ Secure Multicast VPN (mVPN)

¢ Dynamic Multipoint VPN (DMVPN)

« Details of Cisco IOS Secure Multicast topologied aanfigurations can be accessed in the Cisco €88 Multicast white paper at:
http://www.cisco.com/go/multicast

Q. What are the technical benefits of Cisco 10S Semukicast?
A. The benefits of Cisco IOS Secure Multicast follow:

¢ Avoids complexity of network overlays (IPsec ovej |

— Requires conversion of only one network layer

— Reduces extra penalty on hub CPU

— Eliminates suboptimal routing, and reduces lateargy bandwidth overhead
< Eliminates needless replication

— Takes advantage of IP Multicast core infrastructure

— Minimizes encapsulation and encryption

— Saves hub CPU resources and bandwidth overhead
« Requires no point-to-point tunnels for multicasiffic

— Reduces number of IPsec security associationsijirgtead of ~N2)

— Scalable by design, saving hub CPU resources

— Simplifies troubleshooting (manage N entities indtef ~N2)
 Offers other benefits

— Offers extra security for PIM control packets

— Offers extensible framework: Multiprotocol Label fshing (MPLS) customer edge to customer edgeistatbday (mVPN); MPLS VPN
provider edge and provider replication future

Q. Whatis GDOI, and how is it related to Cisco IO®®8e Multicast?
A. Refer to the question, “What is Cisco 10S Securdtighst?” earlier in the document.
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The topology in Figure 2 shows the protocol flolattare necessary for group members to participategroup:

1. Group members register with the key server, whighenticates and authorizes the group members @ndldads the IPsec policy and keys
that are necessary for them to encrypt and detPyptulticast packets.

2. Group members exchange IP Multicast packets tleatrerypted using IPsec.

3. As needed, the key server pushes a rekey mess#gedgooup members. The rekey message contains #8Psec policy and keys to use when
old IPsec security associations expire. Rekey ngessare sent in advance of the security-associatipination time to ensure that valid group
keys are always available.

GDOI is implemented in the Cistéeature Cisco 10S Secure Multicast.

Figure 2. Protocol Flows That Are Necessary for Group Members to Participate in a Group
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POSITIONING OF CISCO I0S SECURE MULTICAST TO OTHER IPSEC SOLUTIONS

Q. What are the differences between Cisco 10S Secuiléddst and native IPsec?

A. Cisco I0S Secure Multicast is a foundational tedbgy that has several applications—in fact, it isdiwith Cisco IPsec solutions such
as DMVPN as well. Cisco 10S Secure Multicast hasftitlowing advantages over native IPsec:

< Unlike native IPsec, Cisco I0S Secure Multicast\alites the need for tunnels, thus enabling priotedf “native” multicast traffic.

< Unlike native IPsec, Cisco I0S Secure Multicassprees the original context of (source, group [Bf@]a multicast application, such that the
context is preserved before encryption, after gotésp, transit, and after decryption, enabling Gi#0S Secure Multicast to take advantage of
the underlying network for multicast replication.

» Unlike native IPsec, Cisco IOS Secure Multicast group or community of interest, making it eaiemanage.

< Unlike native IPsec, Cisco 10S Secure Multicasttigh the role of key server, enables pushing tiattkeys and policies for all registered and
authenticated members.

¢ Unlike native IPsec, Cisco I0S Secure Multicastpguts unicast, multicast, and dynamic routing.

Q. What are the differences between DMVPN and Cisc® 82cure Multicast?

A. DMVPN and Cisco I0S Secure Multicast are complemsntin fact, Cisco I0S Secure Multicast when uiseal DMVPN environment can
aid in the deployments of voice, video, and VPNy(ffé 3).
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Figure 3. Application Scenario: Integration of GDOI with DMVPN
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their spokes with group key encryption.

Benefit: Using Cisco I0S Secure Multicast
Spoke3 functionality in a DMVPN network eliminates
Spoke2 the delay caused by IPsec negotiation.

Note: Multicast traffic will still be forwarded to hub for any spoke to spoke connectivity even with this deployment.

DMVPN provides spoke-to-hub and spoke-to-spoke eotivity solutions using multipoint GRE (MGRE) aNext Hop Resolution Protocol
(NHRP) functions. If spoke-to-spoke direct connattiis enabled in the network, the spoke maintaimermanent IPsec tunnel to the hub, but
the spoke-to-spoke IPsec tunnel is dynamic (on dein&Vhenever spoke-to-spoke connectivity is ddsitfee originating spoke sends a NHRP
resolution request to the hub, and the destinamke and hub responds with nonbroadcast multisacagdress (NBMA) mapped to the
destination NHRP address. When the mapping isvedethe spoke initiates a dynamic IPsec tunnéi thie destination spoke using the same
MGRE interface. Traffic then starts passing throtlgh dynamic tunnel. However, until this dynamianel is built, traffic continues to pass
through the hub. To get any response from therm&in spoke, the same procedure is initiated byd#stination spoke toward the originating
spoke.

The creation of a dynamic tunnel keeps the hub fopeing bombarded with spoke-to-spoke traffic, bintroduces some delay in setting up the
tunnel. Though this delay exists for any direct owmications between spokes, certain real-time egjiins such as voice would want to avoid
that. Using Cisco 10S Secure Multicast—GDOIl—technglefiminates the delay caused by IPsec negotiatitich is the major contributor to
the overall delay. It is important to note that whggoup keying is applied to the tunnel in a DMVEdhtext, all tunnel traffic is encrypted with
the group key. In other words, the traffic is mtiran multicast.

Q. What are the differences between Cisco 10S Secuiléddst and Easy VPN?

A. The differences vary, depending on the type of B&2M, whether it is legacy Easy VPN—Easy VPN ovéelinet—or the Easy VPN with a
virtual tunnel interface (VTI). When Easy VPN issdswith VTI between site-to-site gateways overiagte network, Cisco IOS Secure Multicast
and Easy VPN are complementary. However, there iglationship between Cisco IOS Secure MulticadtBasy VPN when Easy VPN is used
to connect to a corporate gateway over an Internet.

Q. What customers would be interested in deploying€I©S Secure Multicast?
A. Customers interested in a VPN installation thablags the following would want to deploy Cisco I@8cure Multicast:

« Securing multicast—and of course, unicast—traffic
« Deploying voice with VPN with a solution such as BFN
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« Protecting and securing multicast control traffic
« Encrypting IP Multicast packets sent over sateliitks
« Encrypting multicast packets in a MVPN environment

Q. What customers would be interested in an alter@&ateo VPN solution?
A. Customers interested in a VPN for basic connegtivithout any of the features listed previously Wwbwant to deploy Cisco I0S Secure
Multicast. Examples include:

« Easy VPN and VTI
e |Psec

Customers interested in multicast and routing maitoshould deploy:

« DMVPN with Cisco I0OS Secure Multicast

Q. What is GDOI, and how is it different from Interréty Exchange (IKE)?
A. GDOl is a key management protocol, similar to IKEt GDOI is used for providing key management fative multicast traffic and IKE
is suitable for providing key management for unti¢esdfic. Table 1 compares GDOI and IKE.

Table 1. Comparison of GDOI and IKE

IKEv1 IKEV2 GDOI
RFC Documents 2407, 2408, 2409 RFC 4306 RFC 3547
UDP Port 500 and 4500 500 and 4500 848
Phases 2, Ph. 1 (6/3 messages), Ph. 2 (3 messages) 2, Ph. 1 (4 messages), Ph. 2 2, Ph. 1 (6/3 messages), Ph. 2

(2 messages) (4 messages)

Authentication Type Signature, PSK, and PKI Signature, PSK, and PKI Signature, PSK, and PKI
Security-Association Responder selects initiator's proposal Same as IKEv1, proposal Not negotiated, GODI is used
Negotiation structure simplified to push keys and policies
Identity Hiding Yes in MM, No in AM Yes Yes in MM, No is AM
Keepalives No Yes No
Anti-DoS No Yes Yes
UDP/NAT No Yes No
Reliability No Yes Yes
PFS Yes Yes Yes
EAP/CP No Yes No

Q. What are Cisco I0S Secure Multicast Support, Sdilgtand Management options?
A. This section covers:

¢ Cisco I0S Secure Multicast support questions (wasti, voice over IP [VolP], MPLS, routing protocslgported, quality of service [Q0S],
and NAT)

¢ Cisco I0S Secure Multicast configuration questions
¢ Cisco I0S Secure Multicast scalability questions
« Cisco I0S Secure Multicast management (MIBs, menitdividual connections, and enhanced commandititexface [CLI])
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« Cisco I0S Secure Multicast availability and resitig questions (failover mechanisms, resiliency, énal hubs)

CISCO I10S SECURE MULTICAST SUPPORT QUESTIONS
Q. What images are recommended for Cisco I0S Secuttdstst?
A. The following images are recommended:

For Cisco 830 through Cisco 7200VXR/7300 routers:

¢ Cisco I0OS Software Mainline: None
¢ Cisco IOS T-train: 12.4(6)T

For Cisco Catalyst 6500 or Catalyst 7600:
* None, this feature is not supported
Cisco I0S Secure Multicast introduces two new taxoies: key server and group member. Cisco 10S $dduiticast is supported on the entire

access Cisco line of VPN router products, whictyeaim application from small business up to larg&\\Munnel aggregation points at a large
enterprise central site. The following lists shde tange of products available.

Key server platforms:

« Cisco 1800, 2800, and 3800 Series Integrated S=rRouters
¢ Cisco 7206VXR Router

Group member platforms:

¢ Cisco 830 through 7200VXR/7300 routers

. How is Cisco 10S Secure Multicast configured witk/AiN?
. Refer to Appendix A in the deployment guide in tBbeployment Guide” sectiohttp://www.cisco.com/go/multicast

Q
A
Q. What is the key server configuration?
A

. Figure 4 shows the key server configuration.
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Figure 4. Cisco 10S CLI Configuration for Key Server

Steps in crypto isakmp policy 1
Configuration ISAKMP authentication pre-share
crypto isakmp key p address 10.0.3.1
crypto isakmp key p address 10.0.3.2
crypto isakmp key p address 10.0.4.2

Policies

crypto ipsec transform-set e esp-des
crypto ipsec transform-set gdoi-p esp-3des esp-sha-hmac

crypto ipsec profile gdoi-p

(set security-association lifetime seconds 3600
set transform-set gdoi-p

crypto gdoi group gdoigroupname

identity number 3333

server local
Key Server <

i € rekey address ipv4 1020
Configuration

rekey lifetime seconds 36000
rekey authentication mypubkey rsa mykeys
saipsec 1
profile gdoi-p

\ match address ipv4 101

I The following line is the access control list downloaded from the key server to the group member
! This line tells the group members which encrypted traffic is acceptable in this SSM configuration.
access list 101 permit ip host 10.0.1.1 host 192.168.5.1

The following line is the rekey access control list to which multicast addresses the rekeys are to be sent.
access list 102 permit udp host 10.0.5.2 eq 848 host 192.168.1.2 eq 848

Q. What is the group member configuration?
A. Figure 5 gives the group member configuration.
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Figure 5. Cisco I0S CLI Group Member Configuration

Stepsin crypto isakmp policy 1
Configuration ISAKMP authentication pre-share
Policies crypto isakmp key p address 10.0.5.2

crypto gdoi group diffint
identity number 3333
server address ipv4 10.0.5.2

crypto map diffint 10 gdoi

set group diffint
Group Member<

Configuration interface LoopbackO
ip address 10.65.9.2 255.255.255.255

ip pim sparse-dense-mode

\ ip pim bidir-enable
ip pim send-rp-announce LoopbackO scope 16 group-list 1
ip pim send-rp-discovery scope 16

interface Ethernet0/0

ip address 10.0.3.2 255.255.255.0
1ip mtu 1000

ip pim sparse-dense-mode

no ip route-cache

crypto map diffint

Q. What routing protocols are supported for DMVPN?

A. Enhanced Interior Gateway Routing Protocol (EIGRI);Demand Routing (ODR), and Open Shortest Fakt (@SPF) are supported.
Intermediate System-to-Intermediate System (ISd®)t supported because it does not use IP astitgork or transport protocol. Border Gateway
Protocol (BGP) is supported, but requires specificaof all the neighbors individually in the cogdiration.

Q. What are the general design considerations of G8&Secure Multicast?
A. Referto Figure 6.
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Figure 6. General Design Considerations for Cisco IOS Secure Multicast
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- Hardware encryption modules are required and recommended.
= Running routing protocols does not require a tunneling protocol.
= Set MTU on all network devices to 1400 to avoid fragmentation.
« Summarize Routes.

Q. What are the best practices for Cisco 10S Securgiddst?
A. Cisco IOS Secure Multicast provides the followingneents:

« For multicast control traffic, enable PIM sparsed®o
¢ Set up digital certificates and public key infrasture (PKI) for group member authentication.

Q. How is voice supported in a Cisco 10S Secure Magtimetwork?

A. VolIP is an application that is very sensitive fodeo-end delay. Cisco 10S Secure Multicast prosidelP with security and optimized path
across the network. Because there is no hub, thgggnember can select the optimum path and loway der switching the voice packets. The
setup time is practically nil for the direct patstlween the group members, making it transparerthéoend user.

In a DMVPN scenario, the application of secure matt with DMVPN reduces the time lag during spodespoke tunnel setup, and enhances
the quality of voice calls over the VPN network.

Q. How are QoS parameters configured in a Cisco IGSi@eMulticast network?
A. Cisco I0S Secure Multicast does not introduce lagignnels, so every Cisco QoS router commandagahle for the user. The QoS
parameters in DMVPN and GDOI networks should faltlbbto what is supportable with DMVPN.

Q. How are individual connections at the key servenitooed?
. Several CLI commands are available to monitor ttoeig members; an example of a commargh@v crypto group.

A
Q. What is the support for Cisco I0S Secure Multicast MIBs?
A. A Cisco IOS Secure Multicast MIB is currently orettoadmap.
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ENTERPRISE-CLASS TELEWORKER SOLUTION

Q. What is the ECT solution?

A. The Cisco Enterprise Class Teleworker (ECT) soluisothe Cisco IT implementation of an internaétebrker solution for Cisco employees
to work from the comfort of their homes with contel@ccess to corporate resources. Currently useaopy than 2000 company employees,
Cisco ECT spans multiple company locations in tnéddl States and overseas. Cisco ECT offers sewsiglie features, such as providing
complete support for IP telephony, layers of tetaph and access to video-on-demand (multicast)@mns with layers of security.

For complete details about Cisco ECT, visit the BE8bsite ahttp://www.cisco.com/go/ecFollowing is a list of white papers outlining the
solution. They can be accessed from the Website.

« DMVPN Enterprise Class Teleworker Guide—This document describes the deployment of DMVPN\aribus aspects of the Cisco ECT
solution in a consolidated way.

¢ Layered Security in a VPN Deployment—This document describes the deployment of diffeaspiects of layers of security in the Cisco ECT
network.

« Deployment of Secure Sockets Layer VPNs—This document gives topology and configuration gaitk and tried and tested scenarios of
DMVPN with SSL VPN.

¢ Cisco IOSIPsec High Availability—This document gives topology and configuration guitke and tried and tested scenarios of IPsec high
availability, which has been used in the managematgways to provide transparent connectivity twwoek management.

e SecureVoiceand Wirelessin a VPN Deployment—This document describes the deployment of voicevargless applications in a Cisco ECT
network.

« Integrated Easy VPN and Dynamic Multipoint VPN—This document describes the deployment of Easy VIRt on the same hub as
DMVPN hubs used in the Cisco ECT solution.

Q. What are the layers of security in the Cisco EClitsan?
A. There are multiple layers of security.

< Router antitheft protection

« Maintenance of customer premises equipment (CPE)groation integrity; Cisco AutoSecure; supportgdtforms: Cisco 831 Ethernet
Broadband Router, Cisco 836 ADSL over ISDN BroadbRouter, and Cisco 837 ADSL Broadband Router*

« Maintenance of client integrity—“Loss of private Key
» Perimeter integrity—Firewall access control andestdtinspection
< Client (router) authentication—PKI authenticationtterization, and accounting (PKI-AAA) integration

» User authentication—Based on Authentication Prosyuiee (Auth-Proxy), integrated with AAA and SecéAmdress Resolution Protocol
(Secure-ARP) (in DHCP)

« Port authentication—Standard 802.1x VLAN authenitbicafor Cisco 831, 836, and 837 Broadband Routgis;o 1701 ADSL Security Access
Router; Cisco 1711 and 1712 Security Access Rauters Cisco 1721, 1751, 1751-V, and 1760 Modulare&s Routers

« Data authentication and confidentiality

« Host protection—Network Admission Control (NAC) (aitus) protection
* Encrypted RSA private key

« Intrusion prevention systems (IPS) — Dynamic IPS

« Easy secure device deployment using transitiveetcuisitroduction

Refer to“Layered Security in a VPN DeploymenthderDeployment Guidefor a detailed explanation of the ECT layers ausity at
http://www.cisco.com/go/ect
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Q. What are the authentication methods in the ECTtisni@
A. Standards 802.1x and authproxy are some of theatitation methods. This is answered in the lagéeecurity already and described
in detail in theECT Deployment GuidenderDeployment Guidest http://www.cisco.com/go/ect

Q. What components are involved in the managementsmioECT?
A. From a provisioning and management perceptivectngponents include:

« AAA for device authentication for PKI-AAA integratn

« Cisco I0S Software Certificate Server for PKI dephent

« Cisco CNS 2100 Series Intelligence Engine as antewtification engine and configuration engine
¢ Cisco IP Solution Center for provisioning and maeragnt of the network

« Easy, secure device deployment registrar for esggyre remote bootstrapping of new spokes

Q. How is Cisco I0S Secure Multicast related to CiEeT?
A. Cisco I0S Secure Multicast can be implementedizof managed services in Cisco ECT.

When Cisco I0S Secure Multicast is used with CEEEd, users must be aware that their connectiorestarying material with other ECT users.
That is, there is not the same level of privacg &sco ECT solution using IKE to generate keysvbeh each spoke and the hub.
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