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Cisco Mobile VPN is a new addition to the Cisco 10S IP Mobility solution that enables seamless and sec  ure mobility for an
end-device, such as a laptop or tablet PC. The solu  tion allows a user to leverage various wireless and wired connections
(WiFi, cellular data wireless, Ethernet, etc.)tor emote access an organizational intranet anywhere, a  nytime in a secure and
seamless manner. The solution offers its secure and seamless mobility by combining both the Cisco VPN technology and
the Cisco 10S IP Mobility technology.

The Cisco IOS IP Mobility technology in the solutioconsists of the Cisco I0OS Home Agent and the Wivedbased Cisco Mobile Client.
Together, they provide an uninterrupted applicatind service experience to end users while thepratee road, switch between access
technologies, or across different IP networks-eifivevate or public networks. The Cisco Mobile @li@lso offers an intelligent connection
management function for end users. The functiooraatically selects the best interface based omreitie administrative configured policy or the
interface bandwidth. Additionally, it can perforhetselection based on the WLAN signal strengthofthese actions are transparent from the
users to offer a “seamless user experience”.

The Cisco VPN technology in the solution consistte industry leading Cisco VPN client and Cis@sl VPN gateway or Cisco VPN
concentrators. Together with the Cisco 10S IP Mogbiechnology, the solution prevents a secure \éBhnection from being disconnected when a
user is on the move. As a result, the user doesewt to restart and re-authenticate their VPN ection, as well as the intranet applications
running on top of the VPN connection. This effeetyvimproves the efficiency and productivity ofemrote mobile worker while the security of
corporate mobile traffic is protected.

CISCO IP MOBILITY TECHNOLOGY
The Cisco I0OS IP Mobility technology in the soluticonsists of the Cisco I0S Home Agent and the Wivedbased Cisco Mobile Client.

Cisco Mobile Client Overview

The Cisco Mobile client is complementary to otherhife solutions offered by Cisco as it extends rityttio end devices, such as laptops. This
is particularly useful when the end devices roanside of the area where mobility is currently serbg a specific access router, for example by
a Cisco Mobile Access Router.

The Cisco Mobile Client software is available foimdbws 2000 (Service Pack 2) and for Windows XP.

The Cisco Mobile Client has the ability to managéaork profiles, including the ability to interawtth external network profile management tools,
such as Cisco ACU or Windows XP wireless conneatiamager. This enables precise control of thenggttio be used.

The default roaming interface selection is basetherlink bandwidth among all available networleifidlces in a system. The higher bandwidth

is preferred. For example, a 802.11b 11Mbps intertsill be preferred over a CDMA 2000 144k intefaehen both are available. This selection
scheme is able to be prioritized within the confaion. For example, selection schemes could irecladation, cost, service providers, SSID, time
of day, stability of links, path latency, etc. T@és also the ability to preclude specific integflaérom being selected. This flexibility ensurestth
the specific requirements of an individual deplopingan be easily met.
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The Cisco Mobile Client is also proactive in prawigl seamless connectivity. For example, when WLAdWal strength decreases below a first
threshold, a PPP connection is established in dodiee available in case the WLAN signal continteedegrade. If the signal drops below the
second threshold, then the connection can be mowexdfrom the WLAN to the PPP connection. This “mélefore brake” ability can allow
applications to continue working uninterruptedtss iser moves from location to location.

The Cisco Mobile client also supports Network Accltentifier (NAI) RFC2794.

With the increase in WLANs, WLAN hotspots and satand third generation cellular networks enablirabiie workers more opportunity
to connect to their home network, it is clear tiwat client software for a mobile device is onehaf key components in a practical Mobile
VPN solution.

Home Agent

A Cisco Home Agent is a 10S router on the home nsatwgerving as the anchor point for communicatidth whe Cisco Mobile Client (a mobile
device using this configuration is referred to asabile node). A Home Agent tunnels packets froraraote device, called a correspondent node,
to the roaming mobile node (a Cisco Mobile Clieittfloes this by creating the tunnel between theeldgent and a reachable point for the
mobile node in the foreign network.

A Home Agent creates a mobility binding table timatps the home IP address of a mobile node to thierdicare-of address that the mobile node
is using. To ensure that a failure of the Home Agdh not result in the mobile session being IdStsco I0S Software supports the Home Agent
redundancy feature. This feature is configurabtedfuired.

Cisco I0S Home Agents also support accounting, lvbam be used to track usage. This feature trabks\a mobile node starts a new Mobile
IP session, when it changes its point of attachraedtwhen the Mobile IP session has ended.

Cisco IOS Home Agents support policy routing. Tieture supports route maps on Mobile IP tunnedated at the home agent and traffic can be
directed based on the traffic sources NAI RFC 2794.

For a more in depth view of the Mobile IP solutipimeluding foreign agents authentication methqiisase review the links in the reference
section of this document.

VPN CHALLENGE FOR USERS ON THE MOVE

Background
Mobile VPNs are at the forefront of business effidy allowing employees to be a fully functioningmber of the company network wherever
their physical location requires them to be.

Mobile networks can utilize multiple access netvgonkhich may or may not belong to the users home&ar&t Due to this ability to use third party
or public access networks, security is a high fisidor the VPN user.

IPsec based VPNs are a common and trusted methsstofing traffic that traverses across publicrarusted networks, including the Internet or
Wireless LAN (WLAN), to private networks. IPsec pites data security through a flexible suite ofrgption and tunneling mechanisms that
protect packet payloads.

When a VPN user (ie: easy VPN user) wants to cdrtnean internal network, the user starts VPN ¢lsaftware and authenticates via a username
and password. Once the user is authenticated,s&t IBnnel is built between the node of the uséraaniPsec VPN gateway on the remote end.
Traffic from the node of the user can now travéhseugh this IPsec protected tunnel to the intenesivorks.

It is not uncommon for a VPN user to move from pleee to the other. Law enforcement, military, avgte road warriors and transport employees
are typical examples of mobile VPN users.
© 2005 Cisco Systems, Inc. All rights reserved.
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These types of network users constantly move betgations, and may gain network access from miffenetwork media, such as 802.11
WLAN, CDMA2000 1xRTT, and GPRS wireless data conioes. This constant movement presents a challentiee VPN users—how can they
maintain uninterrupted VPN connectivity?

When VPN users change their geographic locatidres; imobile VPN nodes are likely to cross a sulmemndary, this means their device needs to
learn a new IP address (ie: via some dynamic IPeadihg allocation mechanism, such as Dynamic Bostrol Protocol (DHCP) or point-to-point
protocol’s IP control protocol).

This changing or relearning of an IP address ctatefpplications and data transfer. The chandP afldress forces any existing secure IPsec
tunnel to be terminated as the tunnel terminatimintp—the old IP address—is no longer valid. To reghalPsec connection, the users need to
restart the VPN clients and re-authenticate witirthsernames and passwords. If there are somiaphs that were running during the VPN
tunnel reestablishing process, they can time-odtvesuld need to be restarted. If the applicaticesagtively transmitting or receiving traffic
during this process, the traffic is dropped. Thesstablishing tasks are tedious for the mobile WiB&Fs, and unacceptable for the operation of a
mission critical application.

Figure 1. VPN Tunnel Reestablishment after Movement
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In Figure 1, the networks are divided into two sidaternal and external networks. The externalagt includes WLANSs and the Internet. The
mobile user creates an IPsec tunnel between itdlendBN node (shown as a laptop) and the IPsec g&igway while it is in the external network.
When the mobile VPN node moves between WLANSs aedrternet, its IP address changes from the subteB to C. As a result, the IPsec
tunnel endpoint changes after each subnet crosBigegain the IPsec session, the mobile VPN estarts the VPN client and enters their
username and password after each movement.

ADDRESSING THE CHALLENGE USING CISCO MOBILE VPN
Mobile IP can provide seamless IP connectivitygdordP node, while enabling mobility in the node.Mity refers to the ability to move across
IP subnets and change to different access medih,agithe 802.11, CDMA2000 1xRTT, or GPRS wirelagsrnet connection.
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Mobile IP achieves seamless IP connectivity by jatiog afixed IP addressto a mobile node, ensuring its routing reach-gbilihile the node is
moving across different IP networks. This charastierprovides a solution to mobilize VPN that u#esec as ieliminates the need to change the
IPsec tunnel endpoint which is the IP address of the mobile node. Ree=t VPN tunnel can be maintained and the upper-&gyplication
services are uninterrupted.

The following highlights the benefits of the MobW°N solution:

Allow VPN users to enjoy mobility and maintain séass IPsec VPN connections
« Simplify network administrative operations for VRINers

« Maintain mission critical application connectiviynd services

« Extend IPsec security services to Mobile IP traffic

MOBILE VPN SOLUTION DETAILS
This section will detail the Mobile VPN solution lexamining how Mobile IP and IPsec work togetheprtavide mobility and security services.
It will identify the components that are necesgargnable the solution. The solution is presumabijt on existing VPN networks (Figure 2).

VPN Architecture Overview

Figure 2. VPN Architecture
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In Figure 2, the Internet and WLANS are considatedexternal networks, to which a mobile VPN dewiaa roam. When the mobile VPN node is
in external networks, it needs to access interaa/orks using IPsec VPN. The IPsec VPN gatewagéslas the IPsec VPN termination point for
the mobile VPN node, and it is provisioned with &asy VPN service.

A Cisco VPN3000 series concentrator or a Cisco 808ware based VPN router can exemplify a VPN gateWPN client software, such as Cisco
VPN Client Software, is used by the mobile VPN ntai@itiate the IPsec VPN connection to the VPtegay. Additionally, a Border Router

(BR) is used to inter-face the Internet. The BR @rovides the Network Address Translation (NAT)dtion for the traffic using a private IP
address to access the Internet. For example, vileeiRN route is in the range of a private IP adsireaffic from a VPN user to the Internet would
be NAT-ed by the BR.
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Adding Mobility—Components and their Roles

Only two components are required enable a VPN tactire to support Mobile users:

* Home Agent (HA) router
* Mobile IP client software on mobile VPN nodes

Optionally, a Foreign Agent (FA) can be deployeddnhanced scalability and performance; howeves,dbcument assumes that FA is
not deployed.

Any Cisco routers, from Cisco 1700 Series RoutiGisco 7200 Series Routers, can be an HA routertiie Mobile IP Client Software, the
example uses the Cisco Mobile Client software.

The main role of the HA component is to provideaaghor point for a mobile VPN node. Regardles$efibcation of the mobile VPN node, the
rest of the networks would consider the node’stiocaat a network* on the HA. This implies traffiestined to the node will be routed to the HA.
Another responsibility of the HA is to forward ttraffic to the current location of the node. HA aowlishes this by forwarding the traffic to a
Mobile IP tunnel built between the node and itself.

The main role of the Mobile IP client software campnt is to establish the Mobile IP tunnel usedhgyHA to forward the traffic to the node.
When a Mobile IP client starts, it communicateshvétHA to report/register its current physical lib@a. This registration process creates a Mobile
IP tunnel between the HA and the mobile VPN node &nd points of this tunnel are the HA addresstia@dP address that the node has acquired
at its current subnet (Collocated Care-of-Addr€¥sdA). When the HA receives traffic destined to mhabile VPN node, it encapsulates the tunnel
header and forwards the traffic to the remote dntieMobile IP tunnel. Because the destinatiomd@ress of the tunnel header is the acquired IP
address of the mobile node on its current subhetiraffic is lead to the mobile VPN node.

This document will refer to a Mobile VPN node amabile VPN node with Mobile IP client software iak¢d.

*  The network on the HA is known as the home neknafra mobile node. The home network is often reféito as the “virtual network” when the networlais
logical interface on a HA
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Figure 3 below shows the new network topology Withbile IP components added to enable mobility.

Figure 3. A Mobile VPN Solution Topology Example
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IPsec and Mobile IP Inter-Operation
As discussed in the previous section, the Mobil®&\i®de is considered logically located on the homtvork of the HA. When it initiates an

IPsec tunnel, the tunnellisgically built between the node’s home network and the 'sd&sec VPN gateway. Because the HA knows the Mobi

VPN node isactually located at the end of the Mobile IP tunnel, iteexts the IPsec tunnel through the Mobile IP tutméhe Mobile VPN node.

When the Mobile VPN node moves from one locatioanother (ie: from WLAN to Internet through CDMAZ2DAXRTT), its Mobile IP client will
register with the HA to report its new location.ig triggers a new Mobile IP tunnel between the eniriocation of the Mobile VPN node and the
HA to be built, and the old Mobile IP tunnel to teee down. Consequently, the HA extends the |Pseel to the new Mobile IP tunnel that leads
to the Mobile VPN node. The movement of the MoMRN node is transparent to the IPsec VPN gatewaymRhe VPN gateway perspective, the
Mobile VPN node is always in its home network on.HAe IPsec tunnel endpoint never changes, anaitimel is not disrupted. This effectively

allows a Mobile VPN user to enjoy mobility while mtining seamless secure VPN connectivity.
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Figure 4. Mobile IP Tunnel and IPsec Tunnel Inter-Operation
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In Figure 4, the thin orange tunnel representPaed tunnel, and the wider gray tunnel represekitshile IP tunnel. The tunnel endpoints are
labeled with their IP addresses.

Assume that the Mobile VPN node boots up in the Wk/Area. The Mobile VPN node first acquires andérass dynamically. The Mobile VPN
node then enables the Mobile IP client softwarés Tiiggers a Mobile IP tunnel between the nodthénWLAN and the HA to be built (shown as
the grey tunnel). The tunnel endpoint IP addreaseshe Mobile VPN node’s dynamically acquired tRir@ss and a pre-configured HA address.

The Mobile VPN node subsequently enables its VR&htl An IPsec tunnel is built between the MobileN/node and the IPsec VPN gateway.
The endpoints for this IPsec tunnel are the hondeesd of the Mobile VPN node and the IP addresseo¥PN gateway.

1. Top part between the VPN gateway and the HA: repritissthe IPsec tunnel from the VPN gateway persme(ds the VPN gateway assumes
the Mobile VPN node is in the home network).

2. Lower part between the HA and the Mobile VPN nodiiw a Mobile IP tunnel: represents the IPsec altimat is extended through the
Mobile IP tunnel to reach the current locationlw Mobile VPN node by the HA.

When the Mobile VPN node moves from the WLAN to thiernet, it acquires a new IP address on its agached local subnet and builds a new
Mobile IP tunnel. This new Mobile IP tunnel hasessendpoint on one side of the tunnel, which iga dynamically acquired IP address used
by the HA to identify the current location of theoblle VPN node. The other side of the tunnel, tieaddress, is unchanged. The HA now uses
this new tunnel to direct the traffic destined floe home address of the Mobile VPN node. This &ffely extends the original IPsec tunnel to
the new location of the Mobile VPN node, as theetPsinnel endpoint is the home address of the MAlIN node. Thus, the IPsec tunnel is
never torn down and the Mobile VPN service is usintpted.

Data Traffic Flow

This section will examine how the data traffic flewver the Mobile IP and IPsec tunnels.
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Figure 5. Data Traffic Flow
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When users send traffic from the internal serveéh&éMobile VPN node, the traffic has the servé?saddress as the source IP address and the
Mobile VPN node’s VPN address as the destinatioad&ess. From the perspective of the internal oxdsy the Mobile VPN node is located in

the VPN gateway. This leads the traffic to the ViRitleway**. The VPN gateway then encrypts the teadfid adds the IPsec header. The IPsec
header has the VPN gateway IP address as the d@uacklress, and the home address of the Mobile Mitl¢ (HoA) as the destination IP address.

The VPN gateway looks up its routing table and mas the traffic to the IPsec tunnel—the top patvben the gateway and the HA specifically
(from the VPN gateway perspective, the home addrei®e Mobile VPN node is located at the HA). THW& now has the traffic. Upon receiving
the traffic, the HA looks up its routing table dfinds that the Mobile VPN node &tually located on the end of a Mobile IP tunnel. The HA
encapsulates the Mobile IP header with the HA astdas the source IP address, and the dynamic tlessd@cquired by the Mobile VPN node)
as the destination IP address. It then forwardsr#iiic to the Mobile IP tunnel, leading the tiaffo the Mobile VPN node. The Mobile VPN
node decapsulates the Mobile IP header beforeiydts/decapsulates the IPsec packet. This proeessers the original IP packets from the

internal server.

** The VPN gateway is advertised as the VPN route ases the VPN route to assign an IP addresetblthile VPN node.
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When the Mobile VPN node moves to the Internetttaific flows in the previously mentioned mannghne difference is that the HA will
encapsulate the traffic with the new Mobile IP tehimeader upon receiving the traffic from the VPaegvay. This new Mobile IP tunnel header
has the new dynamically acquired IP address ofblile VPN node in the destination IP address;ttafic is sent to the new location of the
Mobile VPN node. The node then performs the sancamiilation and decryption processes to recoverabkets from the Internet server.

When the traffic flows from the Mobile VPN nodette internal network (if the Mobile IP Reverse Tahfeature [RT] is enabled), it follows
a similar process across the same path. The differis that the sequence of encapsulation and gimnyprocesses would be reversed.

Traffic flow between the Mobile VPN node and théesimet is also similar to the flow between the M@MPN node and the internal private
networks. The main difference is that the VPN gatewill forward the traffic to the BR router, insti of forwarding the traffic to internal
networks. The BR then performs NAT on the traffithie VPN route is in the private IP address range.

Solution Summary
Today, many VPN users, including law enforcemertilitary, transport workers and corporate warri@isange their location constantly.
This movement would present a challenge if thesePVPN connections are disrupted each time theitrement crossed a subnet boundary.

To regain secure VPN connectivity, users would rteddterrupt their work pattern to reestablishitisecure connections after each change of
subnet location. The reestablishment processeagaimis and ultimately disruptive for mobile work@nd unacceptable for a mission critical
application operation.

Cisco Mobile IP technology addresses this issuprbyiding a fixed IP address to the mobile VPN as& they move across the subnet boundary.
Furthermore, it ensures the routing reachabilittheffixed IP address to the VPN users. These @éatufes allow the mobile VPN user to maintain
a seamless secure VPN connection while they aretion. As a result, this solution effectively elirates the disruptive reestablishment processes
and provides undisrupted application service fasioin critical applications.

MOBILE VPN DEPLOYMENT AND CONFIGURATION EXAMPLE

Deployment and Configuration Example
Following are the highlights of the Mobile VPN sticuin deployment notes, based on the topology m$bition:
« HA addresses must be publicly accessible

This is required, so a Mobile VPN node can movihpublic Internet while the HA is still reachable

« IPsec VPN gateway may need to permit UDP 1645 (févAA authentication) for getting through its public interface (for both in and
out directions)

This is an optional implementation, which wouldrezessary if HA retrieves the Mobile IP Securitysdaations (SA) of a Mobile VPN node
from an AAA server. This is not required if the Aconfigured on the HA or if the AAA server is &ied outside of the VPN gateway.

« IPsec VPN gateway should inject VPN routes
This is to provide reachability of VPN routes.hEtVPN gateway has already provided IPsec VPN &s=itei Mobile VPN nodes, this is likely
already enabled.

¢ HA should redistribute Mobile VPN node’s home netweks into a routing protocol

Unless a static routing protocol is used, HA shaduertise its home networks via a dynamic rougingocol. This ensures that the remainder
of the networks can route the traffic to the horaguvorks.
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* VPN routes can be in private address scope, givemAY is used

If the VPN gateway is using a private |IP address pmassign a Mobile VPN node an IP address atiteiMobile VPN node needs to reach
the Internet, traffic from the Mobile VPN node wduleed to be NAT-ed to a public IP address.

* Mobile IP Reverse tunnel feature needs to be enalle

This is necessary in order to bypass potential Revieath Forwarding (RPF) check, which is likelpldged on Internet Service Provider
(ISP) networks.

* Home networks may need to be NAT-ed when the hometwork is in the private IP address scope
If mobile users are allowed to enjoy mobility witlicenabling IPsec VPN while surfing the Internbg home networks of the mobile users needs
to be NAT-ed.

Operation Note:

* Mobile VPN node needs to enable Mobile IP first andhen IPsec

This feature is needed because IPsec tunnels mustrtop of Mobile IP tunnels in order to avoidioges in the IPsec tunnel endpoint.

Configuration Example

This section provides a configuration example far Mobile IPsec VPN solution. The configuration e will be built based on the topology
in the previous section. Assume that the IPsec ¥Bitlon of the configurations has implemented alyeaherefore, this document will not show
the IPsec VPN configurations.

Topology

Figure 6. The Mobile IP VPN Configuration Topology Example
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Description
In the setup, the home network for Mobile VPN nodes0.99.2.0 with 24 bits for the subnet mask. Thaddress—10.99.2.1—within the home
network is the Mobile VPN node’s home address. Aidme network will be redistributed into the OSPEting protocol that is enabled on HA.

This document uses the IP address of the HA interfa0/1 as the Mobile VPN node’s HA address. Thiaddress is 20.5.5.1, which is publicly
accessible. This ensures the reach-ability of tAenen our Mobile VPN node is roaming the Internet.

For authenticating Mobile IP Registration RequéRRQ messages) from a Mobile VPN node, the HA ifigored to query a AAA server to
retrieve the Mobile VPN’s Mobile IP SA. The AAA ser is located inside the internal networks andthadP address 10.8.1.100. As the AAA
server is located in the internal networks, thdamtication query messages and the reply messagedified by UDP port 1645) must pass
through the VPN3000 concentrator. The VPN3000 cotmagon must be configured to permit this.

OSPF routing protocol is presumably enabled initernal networks. In addition, the VPN3000 concator and the BR router in the external
networks also participate in the OSPF routing.

In this example, the VPN3000 concentrator has #sg & PN service configured for the Mobile VPN notlke VPN route assigning to the mobile
VPN nodes is taken from the 10.100.100.0 subneh(@4 bits for the subnet mask). The route is ig@dinto the OSPF routing protocol in order
to ensure the reach-ability of the VPN routes.

The VPN subnet is in the private IP address rasg@®AT-ing (or PAT) is required for the Mobile VRIers to reach the Internet. The BR router
provides this NAT-ing function. In addition, MobiMPN users enjoy mobility while only accessing thiernet without using IPsec. Thus, it can
be assumed that the BR router also provides the-M§Tunction for the Mobile VPN nodes’ home netk®r
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Home Agent Configuration
hostname "HA"
!
aaa new-model
aaa authorization ipmobile default group radius
!
interface Loopbackl
ip address 200.1.1.1 255.255.255.255

interface FastEthernet0/1 Configure the Mobile Node Group
and Specify its Security Association
is Retrieved from an AAA Server

=== description == MN's Home Agent Addresj
ip address 20.5.5.1 255.255.255.0

router mobile,

<« -+ Start Mobile IP Process

router ospf 100
router-id 200.1.1.1

Redistribute Mobile IP
Routes, i.e. the Virtual -
network 20.5.5.1 0.0.0.0 | Home Network, to OSPF Create a Virtual Network

network 200.1.1.1 0.0.0.0 area 0 as the Home Network
for Mobile Nodes

redistribute mobile s&g_}_g__r_l_g

! _|Enable HA Function
ip mobile home-agemt

ip mobile virtual-network 10.99.2.0 25% 255 3EE G
ip mobile host 10.99.2.1 10.99.2.100 virtual-network 10.99.2 -0
255,255 .255.0 aaa

load-sa

! B a— Specify the Source Interface
for Sending AAA Traffic

ip radius source-interface Loop

S Specify the AAA IP Address
radius-server host 10.8.1.100 auth-port 1645 acct-port| and Authentication Key

radius-server key 7 09646F443826245F20293D

Cisco Mobile Client Configuration
The Cisco Mobile Client can be configured eithéngsa configuration file or via a GUI tool. In thésxample we will use the GUI tool.

A full description of all the configuration optiofsincluded in the Cisco Mobile Client user guiBelow are the steps to access the tool to
begin configuration.

When CMC is used for the first time, you will beked for a password. Please enter your choice afyaasl. NOTE: This password will be
required to activate any profile created.
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Figure 7. Mobile Client
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Security
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Right click the Cisco Mobile Client (CMC) icon ihg taskbar on the monitor, and sel&xnfigure a Profile”

Figure 8. Cisco Mobile Client (CMC) Icon

ko 333PM

Right click CMC and selec¢Profiles...” . Highlight the profile and hitActivate” . You will be asked to enter the CMC password. attéve
profile shows in bold.
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Figure 9. Mobile Client Profiles
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<N/A>
Last key change

To enable the CMC application, right click CMC aselect'Enable” . The icon of CMC should show a change in statefc@ouble click CMC
and click on théConfig” tab and verify the status.

Figure 10. Mobile Client Properties

Mobile Client Properties g|
~Status
Using Adapter Cisco Systems PCI Wireless LAN
State Registered using Co-located IP
Current Agent 10.34.253.193
Care-of Address 128.107.176.254
IPSec Mot connected
~ Configuration
Home &gent Public 10,34,253.193
Home Agent Private 10.34.253.193
1P Address 10,34.253.230
_Cese |

VPN3000 Configuration

Since the assumption is that the IPsec VPN sehasealready been deployed, the only additionalsseeg configuration is to permit the AAA
authentication traffic to pass through the VPN3660centrator. To accomplish this, the VPN3000 gprrfition should be modified. In summary,
the following two configuration tasks are needed:

« Adding rules to permit AAA authentication traffi DP port 1645)
¢ Assign rules to the public filter

© 2005 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 14 of 19



Adding Rules to Permit AAA Authentication Traffic (UDP Port 1645)
To configure the following rule:
Configuration>Policy Management>Traffic Managemétites via the VPN Manager tool.

The rules, named “AAA-1645-In,” are defined in Rigu 1. This permits AAA authentication traffic cargifrom the HA toward the AAA server
to pass through the VPN3000 concentrator.

This is defined by specifying the source IP addeesbthe source wildcard-mask with the 200.1.1d.@&0.0.0 values respectively. It identifies
the HA, and only the HA. To identify the AAA seryéhe destination IP address and the source wildearsk are configured with 10.8.1.100
and 0.0.0.0 respectively. Finally, to identify thAA authentication traffic, the range of the deation port is configured with “1645 to 1645.”

Figure 11. Adding Rules to Permit AAA Authentication Traffic

Iodify a flter rule,
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Action |Forward =1 Specify th
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thus rule ci
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Wildcard-mask [0000 wildeard r
cxample,

Destination Address
Network List |U30 IF AddressAwWildcard-mask bce!ow_v_] Specify th

that thaoe ru
IP Address |1 0.8.1.700

Note: En
Wildeard-mask [0.0.00 wildeard:s
TCP/UDP Source Port
FPort IHaan LI For TCEA
port mumb
or Range |D to |55535
TCP/UDFP Destination Port
Port [Fanae =l l_-or.ll(_'l.’ﬂ'
single port
or Range |1 B15 te |1 615
ICHP I-'chk_et Type s TR
s
I—U b |—255 or 1
Cisco Srsieus IWI vanEE]

The following rules, named “AAA-1645-Out,” permiteé AAA authentication reply message in the othezadion—from the AAA server to the
HA. The source and destination IP addresses, masksJDP ports are the opposite of the previousction.
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Figure 12. AAA-1645-Out

Modify a filter rule.

Rule Name [AA4-1645-Out arne of t]
Direction |0utb|:|und " Select the
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Note: Eml
. wildcard
_ ) Wildcard-mask [0.0.0.0 g
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Port | Range = Fo:-’tTfrf
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Assign Rules to the Public Interface
To configure the following rule:
Configuration>Policy Management>Traffic Manageméilters via the VPN Manager tool

The following tasks assign the rules that wererdfiin the previous step to the filter that is &apto the public interface on the VPN3000
concentrator. The filter name in this example isyRiblic.” To accomplish this, first select the peoffilter—the “MyPublic” filter—and, then,
click on the “Assign Rules to Filter” tab as sholbalow.
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Figure 13. Assign Rules to the Public Interface

VPN 3000
Concentrator Series Manager

Management | Traffic Management | Filters

This section lets you add, configure, modify, copy, and delete filters, and assign rules to filters.

Click Add Filter to add a filter, or select a filter and click Modify, Copy, Delete, or Assign Rules to Filter.

Filter List Actions
Private (Defaulf)
Public (Defaull [ Add Filter ]
External (Defaulf) i
Firewall Filter for VEN Client iDefcwg Assign Rules 1o F“I}' |
ModityFiter |
Copy Filtar |
Delete Fiter |

The next step is to add the two previous defindgbkrto the filter by selecting the “AAA-1645-In"lriand the “AAA-1645-Out” rule and clicking
on the “<<Add” button.

Figure 14. Adding Rules to the Filter

Traffic Management | Assign Rules to Filter

Add, remove, prionnze, and configure rules that apply to a flter.
Filter Name: MMyFPublic
Select an Available Rule and cick Add to apply it to ths Glter.

Select a Current Rule in Filter and click Remove, Move Up, Move Down, or Assign SA to Rule a: appropr
Select an Available Rule, then select a Current Rule in Filter, and click Insert Above to add the avalable rule

The rules will be applied to the filter automatlgadfter the above two steps.

current rule,
Current
Rules in Filter Actions Available Rules
QSFF In (forwardfin) << Add 1 Outgoing HTTF In (forwardfin) ‘,AJ
IPSECESP In (forwardyin) Outgoing HT TP Out (forward/ouf)
IKE In (forwasd/in) <¢ Insert Above 1 Outgoing HTTPS In (forward/in)
ICMP In {forwardyin ; Oulgoing HTTPS Out (farward/out)
MIP-RRD In forward/in) Remave »> I CRL over LDAP in (forwardfin)
IPnIP In (forwardjin) Mava Up | CRL over LDAP Out (forward/out)
OSPF Out (forward,out) 554 In {forward/in)
IKE Out (forward/out) Move Down I S5H Out forward/out)
ICWP Ot (foreard/out) WiCA In (forwardying
MIP-RRQ Out (forward/out) Assign SA to Rule :
1PniP Qut (forward/out) A
Dana AAA

Finally, the configuration may need to be savedyriter to keep the configuration after the VPN3B0@booted.
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