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Cisco IOS High Availability (HA) -
N on -Stop  F or w ar d in g w ith
State f u l Sw itchove r  (N SF / SSO)
Technical Overview
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Age n d a

• Cisco IOS® H A  In t r od u ct ion
• Cisco IOS N SF / SSO
• Su m m a r y
• Q u e st ion s
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In t r od u ct ion  t o Cisco IOS 
H ig h  A v a il a b il it y
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Cisco IOS High Availability Str ate gy:
B ase d  on  Cu stom e r  N e e d s

• Ov e r a r ch in g  r e q u ir e m e n t  is t o p r ov id e  con t in u ou s 
a cce ss t o a p p l ica t ion s,  d a t a ,  a n d  con t e n t  f r om  
a n y w h e r e  a n d  a n y t im e

• N on st op  a p p l ica t ion  d e l iv e r y
E nd -t o -end
S y s t em s  ap p ro ach
Targ et  every  p o t ent ial cau s e o f  d o wnt im e wit h  
f u nct io nalit y ,  d es ig n,  o r b es t  p ract ice t o  m it ig at e t he im p act



5© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . Cisco PublicS e s s i o n  N u m b e r
P r e s e n t a t i o n _ I D

Cisco Ap p r oach

U nd er-
s t and

I d ent if y
D es ig n 
and

E ng ineer

B es t
P ract ice

• R e s e a r c h  a n d  
d e v e l o p m e n t

• I P n e t w o r k  
e x p e r t i s e ,  
e x p e r i e n c e

• L i s t e n i n g  a n d  
r e s p o n d i n g  t o  
c u s t o m e r  
r e q u e s t s

• S t a n d a r d s  
d e v e l o p m e n t /  
p a r t i c i p a t i o n

• F i e l d  i n t e r a c t i o n
• C u s t o m e r  
p a r t n e r s h i p

U nd ers t and
• I d e n t i f y  S e r v i c e  
A f f e c t i n g  
C o n d i t i o n s

Hardware
S o f t ware
T raf f i c  an d 
P ro t o c o l
P erf o rm an c e
M an ag em en t
S ec u ri t y

• L e v e r a g e  b r o a d  
e x p e r i e n c e ,  
d e p l o y m e n t  h i s t o r y ,  
a n d  a n a l y s i s

• I n d u s t r y  
e x p e r i e n c e s  s h a r e d

I d ent if y
• F o c u s e d  s o l u t i o n s

T arg et ed t o  sp ec i f i c ,  
k n o wn  c au ses o f  
do wn t i m e

• E n g i n e e r e d  s o l u t i o n s
A rc h i t ec t ed f o r l o n g  
t erm ,  i n f rast ru c t u re 
reu se

• S e r v i c e  r e l a t e d ,  r a t h e r  
t h a n  p l a t f o r m  r e l a t e d

• C o n s i d e r s  n e t w o r k  
t o p o l o g y  a n d  d e s i g n —
e l i m i n a t e  s i n g l e  p o i n t s  
o f  f a i l u r e

• A u t o m a t i o n  a n d  
e m b e d d e d  i n t e l l i g e n c e  

D es ig n and  E ng ineer
• T e s t  s o l u t i o n  
f o r  c o m p l i a n c e  
w i t h  o b j e c t i v e s

• I n s t i t u t e  b e s t  
p r a c t i c e s  a n d  
d e s i g n s  u s i n g  
h i g h  
a v a i l a b i l i t y  
s o l u t i o n s

• C o n t i n u a l  
p r o c e s s

• E v o l u t i o n a r y

B es t  P ract ice
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W he r e  is the  E x p osu r e ?
M ost Com m on  Cau se s of  N e tw or k  Ou tage s

• Network and software 
ap p l i c ati ons

Hardware f ai l u res
S o f t ware f ai l u res
Li n k  f ai l u res
P o wer/ en v i ro n m en t  f ai l u res
R eso u rc e u t i l i z at i o n  i ssu es

• Op erati onal  p roc esses
N et wo rk  desi g n  i ssu es
Lac k  o f  st an dards 
( h ardware,  so f t ware,  c o n f i g u rat i o n s)
N o  f au l t  m an ag em en t  o r 
c ap ac i t y  p l an n i n g
I n adeq u at e c h an g e o f  m an ag em en t ,  
do c u m en t at i o n ,  an d st af f  t rai n i n g
Lac k  o f  o n g o i n g  ev en t  c o rrel at i o n
Lac k  o f  t i m el y  ac c ess t o  
ex p ert s/ k n o wl edg e

Telco/ISP
3 5 %H u m a n  E r r or

3 1 %

Pow er  
F a i lu r e
1 4 %

H a r d w a r e 
F a i lu r e
1 2 %

O t h er
8 %

Sof t w a r e
A p p li ca t i on

4 0 %

O p er a t i on a l 
Pr oces s  

4 0 % N et w or k
2 0 %

S o u rc es o f  N et wo rk  D o wn t i m e*

C o m m o n  C au ses o f  
E n t erp ri se N et wo rk  D o wn t i m e* *

Pie  G r a p h  S our ce :  * G a r t n e r  G r oup  
* * Y a n k e e  G r oup  T h e  R oa d  t o a  F iv e -N in e s N e t w or k ,  2 / 2 0 0 4
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A u t o m a t i o n  
a n d  L o c a l  
A c t i o n

S o f t ware
R es iliency

E m b ed d ed
M anag em ent

In v e st m e n t  P r ot e ct ion  Is a  K e y  Com p on e n t

H ard ware
R es iliency

S o f t ware
R es iliency

C i s c o  I O S  S o f t w a r e  
F u n c t i o n a l i t y  t h a t  
M i t i g a t e s  t h e  I m p a c t  

o f  F a u l t s

R e l i a b l e ,  R o b u s t  
H a r d w a r e  D e s i g n e d  
f o r  H i g h  A v a i l a b i l i t y

S y s t em  L evel
R es iliency

Syste m atic,  E n d -to-E n d  Ap p r oach:
T ar ge tin g D ow n tim e

S o f t ware
R es iliency

C i s c o  I O S  S o f t w a r e  
F e a t u r e s  f o r

F a s t e r  N e t w o r k  
C o n v e r g e n c e ,  Pr o t e c t i o n ,  

a n d  R e s t o r a t i o n

N et wo rk  L evel
R es iliency
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Telco/ISP
3 5 %

H u m a n  E r r or
3 1 %

Pow er  
F a i lu r e
1 4 %

H a r d w a r e 
F a i lu r e
1 2 %

O t h er
8 %

S o u rc es o f  D o wn t i m e

S o f t ware
A p p l i c at i o n

4 0 %

O p erat i o n al  
P ro c ess 
4 0 % N et wo rk

2 0 %

Most Common Causes of Downtime

E m b e d d e d  M a n a g e m e n t

B e st  P r a ct ice s
Sy st e m  a n d  N e t w or k
L e v e l  R e sil ie n cy

M itigatin g the  E x p osu r e :  
T ar ge tin g D ow n tim e

C o m m o n  C au ses o f  
E n t erp ri se N et wo rk  D o wn t i m e
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S e r v ice  Pr ov id e r  
Cor e

Cisco IOS High Availability:
F ocu se d  Ap p r oach
• S t art  wi t h  resi l i en t  h ardware f o u n dat i o n

M T B F
E lim in a t e  sin g le  p oin t s of  f a ilur e

• S y st em -l ev el  resi l i en c y at  c ri t i c al  
n et wo rk  edg es

M T T R  f or  sy st e m  f a ilur e s in clud in g  r out e  
p r oce ssor s,  L in e  Ca r d s a n d  sof t w a r e  
com p on e n t  f a ilur e s
R e d uce  out a g e  f or  bot h  d ua l a n d  sin g le  r out e  
p r oce ssor  sy st e m s
M it ig a t e  p la n n e d  out a g e s by  p r ov id in g  in -se r v ice  
sof t w a r e  up g r a d e
Pr ot e ct  r e m ot e  d e v ice s w h ile  cr e a t in g  m or e  e f f icie n t  
a n d  cost -e f f e ct iv e  r e silie n cy

• N et wo rk -l ev el  resi l i en c y i n  t h e c o re an d 
wh ere redu n dan t  p at h s ex i st

D e liv e r  in d ust r y -le a d in g  f e a t ur e s f or  f a st  n e t w or k  
con v e r g e n ce ,  p r ot e ct ion  a n d  r e st or a t ion

• A c c o u n t  f o r serv i c es an d p ro t o c o l s
• E m b edded m an ag em en t an d au t o m at i o n  

E m be d  in t e llig e n t  e v e n t  m a n a g e m e n t  f or  p r oa ct iv e  
m a in t e n a n ce
A ut om a t ion  a n d  con f ig ur a t ion  m a n a g e m e n t  t o 
r e d uce  h um a n  e r r or s

Em
be

dd
ed

 M
an

ag
em

en
t

S e r v ice  Pr ov id e r  
Poin t  of  Pr e se n ce

S e r v ice  Pr ov id e r  
E d g e  R out e r s

E n t e r p r ise  E d g e

E n t e r p r ise  
Ca m p us Cor e

Ca m p us 
D ist r ibut or  
L a y e r

Ca m p us 
A cce ss 
L a y e r
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Syste m  L e ve l R e silie n cy Ove r vie w :
R e d u ce  M T T R

• Control / data p l ane resi l i enc y
S ep arat i o n  o f  c o n t ro l  an d 
f o rwardi n g  p l an e
C o n t ro l  p l an e h an dl es si g n al i n g  an d 
n et wo rk  awaren ess
F o rwardi n g / dat a p l an e rap i dl y  
swi t c h es p ac k et s
S eam l ess rest o rat i o n  o f  ro u t e p ro c esso r 
c o n t ro l  an d dat a p l an e f ai l u res

• L i nk resi l i enc y
R edu c ed i m p ac t  o f  l i n e c ard h ardware 
an d so f t ware f ai l u res

• Pl anned ou tag es
S eam l ess so f t ware an d h ardware 
u p g rades

• F au l t i sol ati on and c ontai nm ent
P ro c ess i n dep en den c e
T arg et  si n g l e p ro c esso r sy st em s

E lim inat e S ing le P o int s  o f  F ailu re f o r 
H ard ware and  S o f t ware C o m p o nent s
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Cisco IOS N SF / SSO
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Li
ne

 C
ar
d

Li
ne

 C
ar
d

Li
ne
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ar
d

Li
ne

 C
ar
d

A sy n c h ro n o u s T ran sf er M o de ( A T M ) ,  
E t h ern et ,  P o i n t -t o -P o i n t  P ro t o c o l  ( P P P ) ,  
M LP P P ,  F ram e R el ay ,  Lay er 2  LA N  
P ro t o c o l s c HD LC

AC
TI
VE

ST
AN

DB
Y

R e d u n d a n t  R o u t e  Pr o c e s s o r s

AC
TI
VE

ST
AN

DB
Y

Syste m -L e ve l R e silie n cy:  Cisco N on -Stop  
F or w ar d in g w ith State f u l Sw itchove r

• N e t w o r k  e d g e  i s  c r i t i c a l
Service Provider and Enterprise edge
O f ten a singl e point of  f ail u re

• C i s c o  N S F  w i t h  S S O  i n c r e a s e s  
a v a i l a b i l i t y  a t  k e y  e d g e  p o i n t s

• E m p l o y s  d u a l  r o u t e  p r o c e s s o r s
• C i s c o  S S O  m a i n t a i n s  c o n n e c t i v i t y  
f o r  L a y e r  2  p r o t o c o l s

• N o n -s t o p  f o r w a r d i n g  o f  p a c k e t s  
w h i l e  c o n t r o l  p l a n e  i s  r e e s t a b l i s h e d  
a n d  r o u t i n g  i n f o r m a t i o n  i s  v a l i d a t e d

Pack et f orw arding continu es u sing cu rrent 
f orw arding inf orm ation b ase ( F I B )
L ay er 3  ( B G P,  O SPF ,  I S-I S)  recovers 
rou ting inf orm ation f rom  neigh b ors,  
reb u il ds rou ting inf orm ation b ase ( R I B )  
and u pdates F I B

AC
TI
VE

ST
AN

DB
Y

N e w  A c t i v e  
E x c h a n g e s  I n f o  
W i t h  N e i g h b o r s ,  

R e b u i l d s  
R o u t i n g  

I n f o r m a t i o n ,  
V a l i d a t e s  
F o r w a r d i n g  
I n f o r m a t i o n

Cisco 
E x p r e ss

F or w a r d in g
Cisco 
E x p r e ss

F or w a r d in g

Cisco 
E x p r e ss

F or w a r d in g
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Cisco N SF  Aw ar e n e ss
• A n N SF -capab l e rou ter 

continu ou sl y  f orw ards 
pack ets du ring a sw itch over

• A n N SF -aw are rou ter 
assists N SF -capab l e 
rou ters b y :

Not resetting adjacency
S u p p l ying rou ting inf orm ation 
f or v erif ication af ter sw itch ov er

• N SF -capab l e and N SF -aw are 
peers cooperate u sing 
G racef u l  R estart ex tensions 
to B G P,  O SPF ,  I S-I S,  and 
EI G R P protocol s

• N SF  capab il ity  at k ey  edge 
nodes th at are singl e points 
of  f ail u re

• N SF  aw areness f or 
depl oy m ents w ith  
redu ndant topol ogies 
h aving al ternate path s

• C isco advantage:  
E nd-to-end NS F  aw areness  
across p rodu ct p ortf ol io ( C isco 
1 7 0 0  S eries R ou ter to C R S -1 )  
m ax im iz es th e b enef its of  NS F

N S F -A w a r e

N S F -A w a r e

N S F -A w a r e

N S F -Ca p a ble

N S F -A w a r e
N S F -Ca p a ble

N S F -Ca p a ble

N S F -Ca p a ble
N S F -Ca p a ble

F or C isco I nternal  U se O nl y

S e r v ice  Pr ov id e r  
Poin t  of  Pr e se n ce

S e r v ice  Pr ov id e r  
E d g e  R out e r s

E n t e r p r ise  
E d g e

E n t e r p r ise  
Ca m p us Cor e

Ca m p us 
D ist r ibut or  
L a y e r

Ca m p us 
A cce ss 
L a y e r

S e r v ice  Pr ov id e r  
Cor e

D a t a  Ce n t e r
B uild in g  B lock
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SSO In f r astr u ctu r e :  M aj or  Com p on e n ts

• RF  ( Redu ndanc y  F ac i l i ty )
M o n i t o rs an d rep o rt s R P  t ran si t i o n s o n  t h e A c t i v e an d S t an db y  R P s

• CF  ( Ch ec kp oi nti ng  F ac i l i ty )
A l l o ws c l i en t s t o  sen d st at e u p dat es f ro m  t h e A c t i v e t o  t h e S t an db y  p eer

• IPC ( Inter-Proc ess Com m u ni c ati on)
U sed as t h e t ran sp o rt  f o r C F ,  R F  an d C o n f i g  S y n c

• M edi a l ay er/ p l atform  dri v ers
P l at f o rm  i n dep en den t / dep en den t  c o de t o  m ai n t ai n  I D B  st at e o n  t h e S t an db y

• Confi g  S y nc
M ai n t ai n s t h e sam e c o n f i g u rat i o n  o n  t h e S t an db y  as o n  t h e A c t i v e

• S NM P
N ew M I B s an d T rap s ( C i sc o -R F . m i b ) ,  m ai n t ai n s swi t c h o v er h i st o ry ,  v al u e 
o f  sy sU p T i m e,  sy n c s o t h er st at s an d M I B s,  p ro v i des sy n c  en g i n e

• F au l t M anag em ent
E m b edded E v en t  M an ag er:  P ro g ram m ab l e p o l i c y  m an ag em en t  f o r f au l t s
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SSO Ar chite ctu r e :  
N on -HA-Aw ar e  P r otocols

L i ne Card

I
P
C

I
P
C

RF

CF

RF

CF
I D B I D B

D ri v er/ M edi a
Lay er

D ri v er/ M edi a
Lay er

N on-H A -A w are
A ppl ication

N on-H A -A w are
A ppl ication

I PC M e ssa g e
Q ue ue s

I PC M e ssa g e
Q ue ue s

I nterconnect
U sed f or I PC  and
C h eck pointing

I D B  S tate U p date M sg I D B  S tate U p date M sg

A c ti v e RP S tandb y  RP
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SSO Ar chite ctu r e :  
N on -HA-Aw ar e  P r otocols

L i ne Card

I
P
C

I
P
C

RF

CF

RF

CF
I D B I D B

D ri v er/ M edi a
Lay er

D ri v er/ M edi a
Lay er

I PC M e ssa g e
Q ue ue s

I PC M e ssa g e
Q ue ue s

I D B  S tate U p date M sg I D B  S tate U p date M sg

O
I
R

A c ti v e RP
N on-H A -A w are
A ppl ication

N on-H A -A w are
A ppl ication

I nterconnect
U sed f or I PC  and
C h eck pointing
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SSO Ar chite ctu r e :
H A -A w a r e ,  St a t e f u l  L 2  P r ot ocol s ( P P P ,  F R ,  H D L C … )

L i ne Card

CF CF
I D B I D B

D ri v er/ M edi a
Lay er

D ri v er/ M edi a
Lay er

I PC M e ssa g e
Q ue ue s

I PC M e ssa g e
Q ue ue s

I D B  S tate U p date M sg I D B  S tate U p date M sg

A c ti v e RP S tandb y  RP

I
P
C

I
P
C

RF RF

H A -A w are
A ppl ication

H A -A w are
A ppl ication

I nterconnect
U sed f or I PC  and
C h eck pointing
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SSO Ar chite ctu r e :
H A -A w a r e ,  St a t e f u l  L 2  P r ot ocol s ( P P P ,  F R ,  H D L C … )

L i ne Card

CF CF
I D B I D B

D ri v er/ M edi a
Lay er

D ri v er/ M edi a
Lay er

H A -A w are
A ppl ication

H A -A w are
A ppl ication

I PC M e ssa g e
Q ue ue s

I PC M e ssa g e
Q ue ue s

I D B  S tate U p date M sg I D B  S tate U p date M sg

A c ti v e RP

I
P
C

I
P
C

RF RF

No L ay er 2  L i nk F l ap

I nterconnect
U sed f or I PC  and
C h eck pointing
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SSO Ar chite ctu r e :
H A -A w a r e ,  N on -St a t e f u l  L a y e r  3  P r ot ocol s ( N SF )

L i ne Card

I
P
C

I
P
C

RF

CF

RF

CF
F I B F I B

H A -A w are
R ou ting

H A -A w are
R ou ting

I PC M e ssa g e
Q ue ue s

I PC M e ssa g e
Q ue ue s

R I B

C E F

F I B

T
O
N
E
I
G
H
B
O
R

C E F

A c ti v e RP S tandb y  RP

I nterconnect
U sed f or I PC  and
C h eck pointing
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SSO Ar chite ctu r e :
H A -A w a r e ,  N on -St a t e f u l  L a y e r  3  P r ot ocol s ( N SF )

L i ne Card

I
P
C

I
P
C

RF

CF

RF

CF
F I B F I B

H A -A w are
R ou ting

I PC M e ssa g e
Q ue ue s

I PC M e ssa g e
Q ue ue s

R I B

F I B

T
O
N
E
I
G
H
B
O
R

C E F

A c ti v e RP

C E F

R I B

H A -A w are
R ou ting

I nterconnect
U sed f or I PC  and
C h eck pointing
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E n ablin g SSO

• Enter redundancy configuration mode and set the redundancy 
configuration mode to S S O  on b oth the activ e and standb y R P

N o t e :  s t a n d b y  w i l l  r e s e t  a f t e r  t h i s  c o m m a n d

• T his step  is sp ecific to the C isco 7 5 0 0  series dev ices onl y

s l o t -n u m b e r —S p e c i f i e s  t h e  a c t i v e  R S P s l o t  w h e r e  t h e  F l a s h  m e m o r y  c a r d  
i s  l o c a t e d
f i l e -s p e c —I n d i c a t e s  t h e  F l a s h  d e v i c e  a n d  t h e  n a m e  o f  t h e  i m a g e  o n  t h e  
a c t i v e  R S P

• R ep eat command for standb y R S P

Router(config)# redundancy
Router(config-red)# mode sso

Router(config)# hw-module slot slot-number image file-spec

Router(config)# hw-module slot slot-number image file-spec
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M ak e  Su r e  W e ’r e  on  the  Sam e  P age
F r e q u e n tly U se d  T e r m s …

• NS F -c ap ab l e rou ter
( restarti ng  rou ter)

A  ro u t er t h at  p reserv es i t s f o rwardi n g  t ab l e 
an d reb u i l ds i t s ro u t i n g  t o p o l o g y  af t er an  
R P  swi t c h o v er;  c u rren t l y  a du al  R P  ro u t er 
E x :  C i sc o  7 5 0 0 , 10 0 0 0 , 12 0 0 0

• NS F -aware rou ter ( p eer)
A  ro u t er t h at  assi st s an  N S F  c ap ab l e du ri n g  
rest art  an d c an  p reserv e ro u t es reac h ab l e 
v i a t h e rest art i n g  ro u t er 
ex :  C i sc o  7 2 0 0 ,  3 6 0 0 , 2 6 0 0 , 17 0 0

• NS F -u naware rou ter
A  ro u t er t h at  i s n o t  c ap ab l e o f  assi st i n g  an  
N S F -c ap ab l e ro u t er du ri n g  an  R P  
swi t c h o v er

• NS F -c ap ab l e rou ter i s 
NS F -aware,  too! ! ! !

• S S O-aware or HA -aware
C i sc o  I O S  su b sy st em —an  HA  c l i en t

R o u t e r  C
N S F  U n a w a r e

N S F  C a p a b l e

R o u t e r  A

R o u t e r  B
N S F  A w a r e

N S F —N o n -S t o p  F o r w a r d i n g
C i sc o  t erm i n o l o g y  an d 
m ark et i n g  n am e f o r f eat u re set

G r a c e f u l  R e s t a r t  ( G R )
T erm  u sed i n  so m e p ro t o c o l  
st an dards an d draf t s
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N SF  P r otocol E x te n sion s

• T h e  m e c h a n i s m s  u s e d  t o  p r o v i d e  c o n t i n u o u s  f o r w a r d i n g  i n  t h e  e v e n t  o f  a  
r o u t e  p r o c e s s o r  s w i t c h o v e r  a r e  n o t  c o m p l e t e l y  s t a n d a r d i z e d

• C i s c o ’s  i m p l e m e n t a t i o n  f o r  B G P f o l l o w s  t h e  s p e c i f i c a t i o n  d e s c r i b e d  i n  d r a f t -
i e t f -i d r -r e s t a r t -n n . t x t

T h e l atest version at th e tim e of  th is w riting w as draf t-ietf -idr-restart-1 0  and is a Proposed Standard
• C i s c o ’s  i m p l e m e n t a t i o n  f o r  O S PF  f o l l o w s  t h e  s p e c i f i c a t i o n  d e s c r i b e d  i n t h e  
f o l l o w i n g  I E T F  d r a f t s :

h ttp: / / w w w . ietf . org/ internet-draf ts/ draf t-ngu y en-ospf -l l s-0 5 . tx t ( ex perim ental )
h ttp: / / w w w . ietf . org/ internet-draf ts/ draf t-ngu y en-ospf -oob -resy nc-0 5 . tx t ( inf orm ational )
h ttp: / / w w w . ietf . org/ internet-draf ts/ draf t-ngu y en-ospf -restart-0 5 . tx t ( inf orm ational )
T h e cu rrent standard f or O SPF  H itl ess R estart is R F C  3 6 2 3  G racef u l  O SPF  R estart.  C isco’s 
im pl em entation is cu rrentl y  ( at th e tim e of  th is w riting)  not interoperab l e w ith  R F C  3 6 2 3

• C i s c o ’s  N S F  i m p l e m e n t a t i o n  f o r  I S I S  ( i e t f  o p t i o n )  f o l l o w s  t h e  s p e c i f i c a t i o n  
d e s c r i b e d  i n  R F C  3 8 4 7  R e s t a r t  S i g n a l i n g  f o r  I n t e r m e d i a t e  S y s t e m  t o  
I n t e r m e d i a t e  S y s t e m  ( I S -I S )  

A  C isco-specif ic statef u l  im pl em entation is al so su pported and conf igu rab l e
• C i s c o ’s  i m p l e m e n t a t i o n  f o r  L D P f o l l o w s  t h e  s p e c i f i c a t i o n  d e s c r i b e d  i n  R F C  
3 4 7 8  G r a c e f u l  R e s t a r t  M e c h a n i s m  f o r  L a b e l  D i s t r i b u t i o n  Pr o t o c o l

Relevant Standards and Drafts
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R e lation ship  B u ild in g E x e r cise —1
GR ( NS F / S S O)  

Cap ab l e Rou ter GR ( NS F )  A ware Peer

A g r e e m e n t

“I Can Preserv e M y
F orwardi ng  Tab l e
D u ri ng  Restart”

D u ri ng  Restart 
– I W i l l  Preserv e M y  
F orwardi ng  Tab l e 
– I W i l l  Not D ec l are
Y ou  D ead 
– I W i l l  Not Inform
M y  Nei g h b ors
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R e lation ship  B u ild in g E x e r cise —2

GR ( NS F / S S O)  
Cap ab l e Rou ter GR ( NS F )  A ware Peer

R e s t a r t  N o t i f i c a t i o n
a n d  A c k n o w l e d g e m e n t

K n o w l e d g e  T r a n s f e r

U p d a t e s

OK .  I A c knowl edg e.
I W i l l  S ti c k to M y
A g reem ent

Th i s Is M y  K nowl edg e
of th e Network

I Will Use Your
K n ow led g e t o 
B uild  M y  
D a t a b a se

I Hav e Restarted
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B)  D u ri ng  Rec ov ery

A )  D u ri ng  F ai l ov er

4 ,  7  Cau se Rou te F l ap s and 
Network Instab i l i ty

Traffi c  Is Interru p ted

N e tw or k s W ithou t N SF / SSO 
an d  G r ace f u l R e star t
1. R o u t e r  R e s t a r t s
2 . A d j a c e n c y / P e e r  R e l a t i o n  F a i l s
3 . P e e r  R e m o v e s  A l l  A s s o c i a t e d  

R o u t e s  f r o m  t h e  R o u t i n g  T a b l e
4 . P e e r  I n f o r m s  t h e  N e i g h b o r s  

a b o u t  t h e  C h a n g e
5 . R e s t a r t i n g  R o u t e r  R e -

E s t a b l i s h e s  A d j a c e n c y
6 . P e e r  A d d s  A s s o c i a t e d  R o u t e s  
7 . P e e r  I n f o r m s  N e i g h b o r s  a b o u t  

t h e  C h a n g e

2 .
1 .

F o r w a r d i n g  
T a b l e

D E L
3 .

5 .

F o r w a r d i n g  
T a b l e

A D D
6 .

1

rtrB

rtrB
rtrC

rtrC

rtrA

rtrA

4 .

4 .

7 .

7 .
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B)  D u ri ng  Rec ov ery

A )  D u ri ng  F ai l ov er

F o r w a r d i n g  
T a b l e

R ou tin g P r otocol Op e r ation  w ith N SF / SSO 
an d  G r ace f u l R e star t
1. R o u t ers E st ab l i sh  P eer 

R el at i o n  an d E x c h an g e 
G rac ef u l  R est art  C ap ab i l i t y

2 . R o u t er R est art s
3 . P eer R el at i o n  I s Lo st .  P eer 

D O E S  N O T  R em o v e R o u t es 
f ro m  T ab l e

4 . P eer D o es N o t  I n f o rm  
N ei g h b o rs

5 . R est art i n g  R o u t er R e-
E st ab l i sh es A dj ac en c y

6 . P eer U p dat es R est art i n g  
R o u t er wi t h  I t ’s R o u t i n g  
I n f o rm at i o n

7 . R est art i n g  R o u t er S en ds 
R o u t i n g  U p dat es t o  t h e P eer

2 .

5 .

1 ,  3

6 .
7 .

No Rou te F l ap s D u ri ng  Rec ov ery
Traffi c  F l ow Is Not Interru p ted

4 .

4 .

D E L

rtrB

rtrB
rtrC

rtrC

rtrA

rtrA F o r w a r d i n g  
T a b l e

3 .
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B G P  N SF

• R1 established peering 
relatio nship w ith R2

O p e n  m e s s a g e  ( o v e r  T C P)  
c o n t a i n s  G R  c a p a b i l i t y  
c o d e  6 4 ,  A F  I Pv 4 ,  S A F I  
U n i c a s t
R 2  i s  B G P N S F -a w a r e ,  s o  
a l s o  i n c l u d e s  G R  6 4  a n d  
A F  I Pv 4

• S w itc ho v er happens
N e w l y  a c t i v e  R P m u s t  
a c q u i r e  r o u t i n g  
i n f o r m a t i o n  b a s e  
f r o m  p e e r s ;
U s e s  e x i s t i n g  F I B  a n d  
c h e c k p o i n t e d  C E F

1

2
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B G P  N SF  (Con t. )

• R2  m ay  detec t th at th e TCP 
sessi on h as c l eared;  i t 
i m m edi atel y  m arks ex i sti ng  
rou tes from  R1  as stal e

S t art s rest art -t i m er t o  wai t  f o r 
t h e O P E N  f ro m  R 1 ( D ef au l t  12 0  
sec o n ds)

• New TCP sessi on 
estab l i sh ed and OPEN sent 
wi th  restart-state set

A l so  i n c l u des A F  p reserv ed 
( I P v 4 )  an d v al u e o f  rest art -t i m er
O p en  rec ei p t ,  R 2  st art s S t al e-
p at h   t i m er ( D ef au l t  3 6 0  sec . )

• New BGP sessi on 
estab l i sh ed

R 2  k n o ws f o rwardi n g  st at e f o r 
A F  I P v 4  h as b een  p reserv ed

3

4

5
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B G P  N SF  (Con t. )

• R 1  s t a r t s  a n  u p d a t e  d e l a y  t i m e r  
a n d  w a i t s  u p  t o  1 2 0  s e c o n d s  t o  
r e c e i v e  e n d -o f -R B  ( E O R )  
f r o m  p e e r s

R2 begins sending routing updates; 
R1  proc ess ac c ordingl y

• R 1  w i l l  r e c e i v e  E O R  w h e n  
u p d a t e s  a r e  c o m p l e t e

O nc e E O R is rec eiv ed f rom  al l  peers,  
it begins B G P  route sel ec tion proc ess
F ol l ow ing route sel ec tion proc ess,  
B G P  entries are ref resh ed
A ny  stal e entries are rem ov ed

• R 1  t h e n  s e n d s  a n y  u p d a t e s  i t  
h a s  t o  p e e r s  a n d  e n d s  w i t h  E O R

• R 2 :  F o l l o w i n g  r o u t e  s e l e c t i o n  
p r o c e s s ,  B G P e n t r i e s  a r e  
r e f r e s h e d

A ny  stal e entries are rem ov ed

6

7

8

9
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B G P  N SF  Con f igu r ation

• BGP NSF (Graceful Restart) is configured under the 
glob al “router b gp ” configuration com m and

Router(config-route)# bgp graceful-restart

Router(config-route)# bgp graceful-restart restart-time n

Router(config-route)# bgp update-delay n

Router(config-route)# bgp graceful-restart stalepath-time n

* N o t e:  b g p  g rac ef u l -rest art  M u st  B e C o n f i g u red f o r N S F  A waren ess A l so
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B G P  N SF  T im e r s

• “b g p  g r a c e f u l -r e s t a r t  r e s t a r t -t i m e  n ”
M ax im um  am ount of  tim e th at a peer w il l  w ait f or a rec onnec tion of  th e T C P  session and a new  
B G P  O P E N  m essage f ol l ow ing th e detec tion of  a f ail ure on th e Restarting Router
I f  th e T C P  and B G P  sessions are not re-establ ish ed bef ore th is tim er ex pires,  th e B G P  session is 
deem ed a f ail ure,  and norm al  B G P  rec ov ery  proc edures tak e ef f ec t
T h e def aul t v al ue f or restart-tim e is 1 20  sec onds

• “b g p  u p d a t e -d e l a y  n ”
A ppl ies to C isc o N S F -c apabl e router
T h e update-del ay  spec if ies th e tim e interv al ,  af ter th e f irst peer h as rec onnec ted,  during w h ic h  
th e restarting router ex pec ts to rec eiv e al l  B G P  updates and th e E O R m ark er f rom  al l  of  its 
c onf igured peers
T h e def aul t v al ue of  n is 1 20  sec onds
I f  th e restarting router h as a l arge num ber of  peers,  eac h  w ith  a l arge num ber of  updates to be 
sent,  th is v al ue m ay  need to be inc reased f rom  its def aul t v al ue

• “b g p  g r a c e f u l -r e s t a r t  s t a l e p a t h -t i m e  n ”
A ppl ies to N S F -aw are peer( s)  of  th e restarting router
S ets an upper l im it on h ow  l ong th e peer w il l  c ontinue to use stal e routes f or f orw arding af ter it h as 
re-establ ish ed th e B G P  session w ith  th e restarting router
T h e def aul t v al ue is 3 6 0  sec onds
W h il e th is sh oul d al l ow  an adeq uate am ount of  tim e to al l ow  f or c om pl ete c onv ergenc e,  on v ery  
l arge netw ork s it m ay  be nec essary  to inc rease th is v al ue
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OSP F  N SF
• E x i s t i n g  r o u t e s  m a r k e d  s t a l e ;  
s t a r t  N S F  r e s t a r t  t i m e r

T i m er u sed t o  wai t  u n t i l  al l  Hel l o s 
are rec ei v ed f ro m  al l  n ei g h b o rs 
b ef o re st art i n g  O O B -
R esy n c h ro n i z at i o n

• R 1  m u l t i c a s t s  H e l l o s  w i t h  R S  b i t  
s e t ;  L R -b i t  s e t

LR  b i t  i n di c at es O O B  R esy n c h  
c ap ab i l i t y ;  R S -b i t  m ean s I ’m  
rest art i n g

• R 3  r e c e i v e s  H e l l o s  w i t h  R S -b i t ;  
k n o w s  t h e  r e s t a r t  h a s  o c c u r r e d ;  
i g n o r e s  t h e  t w o -w a y  c h e c k

O O B -R esy n c  t i m er ( R esy n c -
T i m eo u t )  i s st art ed t o  l i m i t  a del ay  
wai t i n g  f o r O O B  resy n c h ro n i z at i o n  
af t er rec ei p t  o f  Hel l o
S et  t o  m ax  o f  dead-i n t erv al  o r 4 0  
sec o n ds ( c o n f i g u rab l e)

W hen Sw itchov er H ap p ens:

2

3

1
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OSP F  N SF  (Con t. )

• F ast Hel l os sent b ac k from  R2  
to R1  wi th ou t RS -b i t

O S P F  N S F -aware so f t ware al way s 
h as LR -b i t  set

• W h en R1  rec ei v es Hel l os from  
R2 ,  state g oes to 2 -way  ( b u t 
from  NS F  p ersp ec ti v e state i s 
c onsi dered F u l l

• R1  wai ts for ex p i rati on of NS F  
Restart-Ti m er ( 2 0  S ec onds) *

“W ai t  t i m e” en su res R 1 l earn s al l  o f  
i t s n ei g h b o rs
T h en  st art s D R / B D R  el ec t i o n ;  st at e 
E X S T A R T  an d O O B -R esy n c  b eg i n s

N o t e:  A n y  Hel l o  f ro m  N S F -U n aware R o u t er 
C an c el  N S F  I s [ en f o rc e-g l o b al ]  O p t i o n  S p ec i f i ed
* N o t  G en eral l y  C h an g eab l e

4

5

6
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OSP F  N SF  (Con t. )

• R1  sends D BD  p ac kets wi th  R-
b i t ( m eani ng  OOB-Resy nc  
p roc edu re ac ti v e)

• R2  rec ei v es D BD  p ac kets from  
R1 ;  g oes to EX S TA RT;  send 
D BD  p ac kets

• L i nk S tate D atab ase ( L S D B)  
sy nc h roni z ati on c onti nu es

• OOB-Resy nc  i s c om p l ete;  c l ear 
stal e fl ag s;  g enerate any  new 
and di fferent L S A s 

• F l u sh  ti m er ex p i rati on tri g g ers 
fl u sh  of any  rem ai ni ng  
stal e L S A s

D ef au l t  6 0  sec o n ds

7

8

9

10

11
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Con f igu r e  OSP F  N SF

• E nab ling NSF C ap ab ility
router(config)# router ospf 100

router(config-router)# nsf

• Y ou do not hav e to enab le NSF aw areness
• T o op tionally  term inate O SPF NSF for entire router 
if an NSF-unaw are p eer is detected use:

router(config)# router ospf 1

router(config-router)# nsf enforce global
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IS-IS N SF

* R R =  R est art  R eq u est ;  R A =  R est art  A c k n o wl edg em en t

• R1  Restarts
• R1  sends Hel l o to R1  w/  

new “restart op ti on”
TL V 2 1 1 ,  RR-b i t set,  RA -b i t 0

A dj ac en c y  t i m er i s st art ed t o  
l i m i t  t h e t i m e f o r c o m p l et i o n  o f  
dat ab ase sy n c h ro n i z at i o n

• R2  rec ei v es Hel l o and 
knows th at R1  h as 
restarted—L eav es 
adj ac enc y  “u p ”

• R2  ( i s NS F -aware)  sends 
Hel l o w/  TL V 2 1 1 ,  RR= 0 ,  
RA = 1

A c k n o wl edg es t h e rest art
• R1  rec ei v es Hel l o

1
2

3

4

5
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IS-IS N SF  (Con t. )
• R 2  t h en  c l ears t h e S R M  f l ag s t h at  
i n di c at e ro u t i n g  dat a t h at  n eeds t o  
b e sen t  t o  R 1 an d b eg i n s 
sy n c h ro n i z at i o n  u si n g  c o m p l et e 
seq u en c e n u m b er P D U s an d Li n k  
S t at e P D U s

• W h en  t h e sy n c h ro n i z at i o n  i s 
c o m p l et e,  t h e A dj  t i m er i s st o p p ed

• S P F  c al c u l at i o n  i s ru n ;  R I B  u p dat ed,  
C E F  n o t i f i ed

• C E F  u p dat es F I B ,  an y  ro u t es n o t  
ref resh ed ( st al e)  are rem o v ed

* N o t e—F o r LA N  I n t erf ac es,  Lev el  1 an d Lev el  
2  Hel l o s A re S en t  an d C o m p l et e S eq u en c e 
N u m b er P ro t o c o l  D at a U n i t s ( C S N P )  
S y n c h ro n i z at i o n  I s D o n e I n dep en den t l y
F o r P o i n t -t o -P o i n t  I n t erf ac es,  O n l y  a S i n g l e 
Hel l o  I s N eeded,  b u t  S y n c h ro n i z at i o n  I s S t i l l  
P erf o rm ed at  E ac h  Lev el ;  L1 an d L2

6
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IS-IS State f u l Im p le m e n tation

• Ci sc o al so su p p ort a statefu l  i m p l em entati on of IS -IS
• F u l l  adj ac enc y  and L S P i nfo i s c h ec kp oi nted
• F ol l owi ng  a swi tc h ov er,  newl y  ac ti v e RP u ses c h ec kp oi nted 

data and q u i c kl y  restores th e rou ti ng  i nform ati on
• U si ng  th e Ci sc o statefu l  m ode of op erati on …

Hel l o s are sen t  f ro m  t h e n ewl y  A c t i v e R P  p ri o r t o  p eer h o l d t i m er ex p i rat i o n
A n d wi t h  ap p ro p ri at e i n f o rm at i o n  so  t h e n ei g h b o r i s u n aware o f  t h e rest art

• D atab ase resy nc h roni z ati on and v eri fi c ati on sti l l  oc c u rs
D o n e i n  an  i n n o v at i v e way  an d p erf o rm ed wi t h o u t  t ri g g eri n g  a t o p o l o g y  c h an g e

router(config)# router isis
router(config-router)# nsf [cisco | ietf]

S t a t e f u l  
I m p l e m e n t a t i o n

Pe e r  G R  
Pr o c e d u r e s
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IS-IS N SF  Con f igu r ation  an d  T im e r s
• E n ab l e I S -I S  N S F

router(config)# router isis

router(config-router)# nsf [cisco | ietf]

• T h e f o l l o wi n g  c o m m an d l i m i t s t h e i n t erv al  ( i n  a 0 -14 4 0  m i n u t es ran g e)  b et ween  t wo  
rest art s;  t h e def au l t  v al u e i s 5  m i n u t es

router(config)# router isis

router(config-router)# nsf interval 600

• T h e f o l l o wi n g  c o m m an d set s t h e t i m e ( i n  a 1-6 0  sec o n ds ran g e)  an  N S F  rest art  wi l l  wai t  
f o r al l  i n t erf ac es wi t h  I S I S  adj ac en c i es t o  c o m e u p  b ef o re c o m p l et i n g  t h e rest art ;  t h e 
def au l t  v al u e i s 10  sec o n ds

router(config)# router isis

router(config-router)# nsf interface wait 20

• I n  I E T F  m o de an d o n l y  i n  t h i s m o de,  t h e f o l l o wi n g  c o m m an d set s t h e t i m e ( i n  sec o n ds)  
N S F  wi l l  wai t  f o r t h e LS P  dat ab ase t o  sy n c h ro n i z e b ef o re g en erat i n g  an d f l o o di n g  i t s o wn  
LS P  wi t h  t h e o v erl o ad-b i t  set

router(config)# router isis

router(config-router)# nsf t3 manual 60

• I f  t h e “adj ac en c y ” k ey wo rd i s u sed,  t h i s ab o v e m en t i o n ed t 3  t i m e wo u l d b e det erm i n ed 
f ro m  t h e adj ac en c y  h o l dt i m e adv ert i sed t o  n ei g h b o rs p ri o r t o  swi t c h o v er

router(config)# router isis

router(config-router)# nsf t3 adjacency
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E IG R P  N SF

• S w i t c h o v e r  h a p p e n s
R1 initiates Hellos from newly 
A c tiv e RP  with  RS -b it set
Restart ( RS )  b it ind ic ates to p eer 
th at it sh ou ld  follow N S F  ex tensions 
and  N O T  u se normal ad j ac enc y 
d isc ov ery and  startu p  meth od

• R 2  r e c o g n i z e s  r e s t a r t  a n d  
r e t a i n s  f o r w a r d i n g  s t a t e  f o r  
t h e  r e s t a r t i n g  r o u t e r

Hello p ac k ets are retu rned  
immed iately

• R 2  s e n d s  t o p o l o g y  t a b l e  w /  
R S -b i t  i n  I N I T  i n d i c a t i n g  t h a t  i t  
i s  a w a r e  o f  t h e  r e s t a r t  a n d  i s  
h e l p i n g  t o  p r o v i d e  r o u t i n g  i n f o

• R 1  u s e s  s i g n a l -t i m e r  a n d  
C o n v e r g e -t i m e r  t o  w a i t  
f o r  E O T

1

2

3

4
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E IG R P  N SF  (Con t. )

• R 1  r e c e i v e  E n d  o f  T a b l e  m a r k e r
R2 starts rou te-h old  timer to set 
u p p er b ou nd  to wait for E O T  from R1
W h en R1 h as rec eiv ed  all E O T  from 
p eers it p erforms D iffu sing  U p d ate 
A lg orith m ( D U A L )  and  notifies RI B  of 
c onv erg enc e

• W h e n  R I B  h a s  r e c e i v e d  
c o n v e r g e n c e  n o t i f i c a t i o n  f r o m  
a l l  p r o t o c o l s  i n  u s e ,  E I G R P i s  
n o t i f i e d  a n d  E I G R P s e n d s  E O T  
t o  p e e r s

• R 2  t h e n  k n o w s  R 1  h a s  
c o n v e r g e d ;  R 2  s c a n s  t o p o l o g y  
t a b l e  t o  v e r i f y  r o u t e s ;  g o e s  
A c t i v e  t o  f i n d  a l t e r n a t e  p a t h s  
f o r  a n y  r o u t e s  t h a t  a r e  n o  
l o n g e r  a v a i l a b l e

5

6

7
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E IG R P  Con f igu r ation

• EIGRP NSF is disabled by default
router eigrp <AS-n um b er>

[ n o]  n s f
• T im er s m ay be sp ec ified usin g  th e c o m m an ds:

router eigrp <AS-n um b er>
[ n o]  tim ers  n s f  s ign a l  <s ec on d s >
[ n o]  tim ers  n s f  c on v erge <s ec on d s >
[ n o]  tim ers  n s f  route-h ol d  <s ec on d s >
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E IG R P  N SF  T im e r s

• Signal timer
E ac h  E I G R P  p ro c ess st art s a si g n al  t i m er wh en  i t  i s n o t i f i ed o f  a swi t c h o v er ev en t
Hel l o s wi t h  t h e R S  b i t  set  wi l l  b e sen t  du ri n g  t h i s p eri o d

• C o nv erge timer
T h e C o n v erg e t i m er m ay  b e u sed t o  wai t  f o r t h e l ast  E O T  u p dat e i f  al l  st art u p  u p dat es 
h av e n o t  b een  rec ei v ed wi t h i n  t h e si g n al  t i m er p eri o d
I f  an  E I G R P  p ro c ess di sc o v ers n o  n ei g h b o r,  o r i f  i t  h as rec ei v ed al l  st art u p  
u p dat es f ro m  i t s n ei g h b o r wi t h i n  t h e si g n al  t i m er p eri o d,  t h e C o n v erg e t i m er wi l l  n o t  
b e st art ed

• R o u te-H o ld  timer
A  N S F -aware p eer wi l l  st art  t h e R o u t e-Ho l d t i m er t o  wai t  f o r t h e E O T  f ro m  t h e 
rest art i n g  ro u t er
A t  t h e en d o f  t h i s t i m er p eri o d,  t h e p eer wi l l  st o p  wai t i n g ,  st art  sc an n i n g  t h e t o p o l o g y  
t ab l e,  an d g o  ac t i v e o n  t h o se ro u t es t h at  were n o t  u p dat ed b y  t h e rest art i n g  ro u t er
T h e R o u t e-Ho l d t i m er m ay  b e t u n ed ( sh o rt en ed)  so  t h e p eer c an  f i n d al t ern at e p at h s 
f ast er an d av o i d b l ac k  h o l i n g  t raf f i c  i f  t h e rest art  p eri o d i s t o o  l o n g
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IG P  T im e r  M an ip u lation  an d  N SF / SSO

• O SP F ,  I SI S,  E I G R P  m a in ta in s  a n d  v erif ies  n eigh b or a d j a c en c y  
th rough  period ic  tra n s m is s ion  of  H el l os

• D if f eren t b ut s im il a r term in ol ogy  us ed —d ea d -in terv a l ,  h ol d -
tim er,  h ol d tim e

N S F / S S O  S e e k s  t o  
Pr e s e r v e  T r a f f i c  
F o r w a r d i n g

F a s t  C o n v e r g e n c e  
S e e k s  t o  S h i f t  

T r a f f i c  Q u i c k l y  t o  
a n  A l t e r n a t e  Pa t h
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D e ad -In te r val or  Hold  T im e s
• T imers  to o  s h o rt negate N SF
• T ime b egins  af ter p eer s end s  H ello —H o ld -timer s tarted

P eer p ersp ec t i v e det erm i n es i f  N S F  wi l l  c o n t i n u e
• So me ex amp les  b elo w :  

R ec o m m en dat i o n s i s t o  g o  n o  l ess t h at  4  sec o n ds i f  y o u  wan t  t o  ret ai n  f o rwardi n g  
t h ro u g h  a ro u t er u n derg o i n g  a swi t c h o v er
E I G R P  si m i l ar—rec o m m en dat i o n  i s 2  sec o n ds h el l o ,  6  sec o n d h o l dt i m e

2 . 3 7 62 . 5 6 02 . 9 4 8C i s c o  1 2 0 0 0
2 . 6 0 42 . 4 2 02 . 0 8 8C i s c o  1 0 0 0 0
O S PFI S I S  

( C i s c o )
I S I S  
( I E T F )

F i r s t  H e l l o  
R e c e i v e d

2 . 2 7 62 . 2 9 22 . 2 0 0C i s c o  1 2 0 0 0
2 . 0 1 62 . 0 1 62 . 0 2 0C i s c o  1 0 0 0 0
O S PFI S I S  

( C i s c o )
I S I S  
( I E T F )

F i r s t  H e l l o
S e n t

7 5 0 0  T es t
Hello

I n t er v a l
D ea d
I n t er v a l

M et  D es i g n  C r i t er i a D i d  N ot  M eet  D es i g n  C r i t er i a

1 2 3 4 5 6
4
8
12
16
20
24

Hello
I n t er v a l

D ea d
I n t er v a l

Hello
I n t er v a l

D ea d
I n t er v a l

M et  D es i g n  C r i t er i aMet Design Criteria Did  N o t Meet Design Criteria

1 2 3 4 5 6
4
8
12
16
20
24
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MPLS Nonstop Forwarding and Stateful 
Switc h ov er

• M P L S H igh  A v ailab ility  targeted  mainly  to w ard  
Serv ic e P ro v id er P E  d ev ic es

• M P L S H A  f eatu res  ex tend  C is c o  N SF  w ith  SSO  
c ap ab ilities  f o r:

Lab el  D i st ri b u t i o n  P ro t o c o l  ( LD P )
M P LS  F o rwardi n g
V i rt u al  P ri v at e N et wo rk s ( V P N s)

• O f f ers  minimal d is ru p tio n to  M P L S f o rw ard ing 
p lane d u e to  ro u te p ro c es s o r c o ntro l p lane f ailu res

I n c l u des M P LS  c o n t ro l  p l an e f ai l u res ( LD P , B G P )
B G P
I S-I S
O SPF
E I G R P

LD P
MP-B G P

M P L S HA

IP  HA
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M P L S N SF / SSO Op e r ation

• W h en a ro u ter th at is  c ap ab le o f  B G P  G rac ef u l R es tart lo s es  
c o nnec tiv ity ,  th e f o llo w ing h ap p ens  to  th e res tarting ro u ter:

T h e ro u t er est ab l i sh es B G P  sessi o n s wi t h  o t h er ro u t ers an d rel earn s t h e B G P  ro u t es 
f ro m  o t h er ro u t ers t h at  are al so  c ap ab l e o f  G rac ef u l  R est art
T h e rest art i n g  ro u t er ac c esses t h e c h ec k p o i n t  dat ab ase t o  f i n d t h e l ab el  t h at  was 
assi g n ed f o r eac h  p ref i x

I f  i t  f i n ds t h e l ab el ,  i t  adv ert i ses i t  t o  t h e n ei g h b o ri n g  ro u t er;  i f  i t  do es n o t  f i n d t h e 
l ab el ,  i t  al l o c at es a n ew l ab el  an d adv ert i ses i t

T h e rest art i n g  ro u t er rem o v es an y  st al e p ref i x es af t er a t i m er f o r st al e en t ri es ex p i res
• W h en a p eer ro u ter th at is  c ap ab le o f  B G P  G rac ef u l R es tart 
enc o u nters  a res tarting ro u ter,  it d o es  th e f o llo w ing:

T h e p eer ro u t er sen ds al l  o f  t h e ro u t i n g  u p dat es t o  t h e rest art i n g  ro u t er
W h en  i t  h as f i n i sh ed sen di n g  u p dat es,  t h e p eer ro u t er sen ds an  en d-o f  R I B  m ark er t o  
t h e rest art i n g  ro u t er
T h e p eer ro u t er do es n o t  i m m edi at el y  rem o v e t h e B G P  ro u t es l earn ed f ro m  t h e 
rest art i n g  ro u t er f ro m  i t s B G P  ro u t i n g  t ab l e;  as i t  l earn s t h e p ref i x es f ro m  t h e 
rest art i n g  ro u t er,  t h e p eer ref resh es t h e st al e ro u t es i f  t h e n ew p ref i x  an d l ab el  
i n f o rm at i o n  m at c h es t h e o l d i n f o rm at i o n
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M P L S V P N —
B G P  G r ace f u l R e star t P r oce d u r e

1 . PE 1  a n d  PE 2  a r e  I B G P n e i g h b o r s  a n d  e x c h a n g e  V PN v 4  r o u t e s  
2 . S i n c e  PE 1  a n d  PE 2  a r e  c o n f i g u r e d  f o r  B G P G R ,  t h e y  a l s o  e x c h a n g e  t h e  G R  

c a p a b i l i t y  i n  t h e  O PE N  m e s s a g e s  t h e y  s e n d  t o  e a c h  o t h e r  d u r i n g  B G P 
s e s s i o n  i n i t i a l i z a t i o n

3 . PE 2  i s  t h e  r o u t e r  w h i c h  w i l l  b e  r e s t a r t e d  ( a c t i v e  R P f a i l s ,  s w i t c h e s  o v e r  t o  
b a c k u p  R P)  

4 . PE 2  s y n c s  t h e  l o c a l  l a b e l  t o  p r e f i x  m a p p i n g i n  i t s  B G P V PN  t a b l e  t o  t h e  
s t a n d b y  R P

C E 1 C E 2PE 1 PE 2

P

L D P

i B G P

I G P ( e . g .  O S PF )
L D P

L S P

e B G P,  I G P e B G P,  I G P

T ra f f ic  I s  F orw a rd ed  
C on tin uous l y
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M P L S V P N —
B G P  G r ace f u l R e star t P r oce d u r e  (Con t. )

5 . C E F  t a b l e  a n d  t h e  L a b e l  F o r w a r d i n g  D a t a b a s e  ( L F D )  a r e  a l s o  s y n c e d  t o  t h e  
s t a n d b y  R P

6 . L a b e l  s w i t c h i n g  d a t a b a s e  ( L S D )  w h i c h  i s  r e s p o n s i b l e  f o r  l a b e l  a l l o c a t i o n  t o  
t h e  L D M  ( L a b e l  D i s t r i b u t i o n  m o d u l e s )  a l s o  s y n c s  o v e r  b l o c k s  o f  a l l o c a t e d  
l a b e l s  t o  t h e  s t a n d b y  R P;  i t  d o e s  t h i s  s o  t h a t  a f t e r  s w i t c h o v e r , t h e  n e w  
a c t i v e  R P d o e s  n o t  a l l o c a t e  t h e  a l r e a d y  a l l o c a t e d  l a b e l s  t o  a n o t h e r  L D M  o r  
a n o t h e r  p r e f i x

7 . N o w  a  s w i t c h o v e r  h a p p e n s  o n  PE 2
8 . T h e  B G P s e s s i o n  b e t w e e n  PE 1  a n d  PE 2  g o e s  d o w n

C E 1 C E 2PE 1 PE 2

P

L D P

i B G P

I G P ( e . g .  O S PF )
L D P

L S P

e B G P,  I G P e B G P,  I G P

T ra f f ic  I s  F orw a rd ed  
C on tin uous l y
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M P L S V P N —
B G P  G r ace f u l R e star t P r oce d u r e  (Con t. )

9. P E 1  m a r k s  t h e  e n t r i e s  i n  i t s  B G P  t a b l e  w h i c h  i t  l e a r n e d  f r o m  P E 2 a s  s t a l e  b u t  
d o e s  n o t  d e l e t e  t h e  r o u t e s  f r o m  i t s  V R F  t a b l e s ;  h e n c e  i t  c o n t i n u e s  t o  f o r w a r d  
t r a f f i c  t o  P E 2

1 0 . P E 2  a l s o  m a i n t a i n s  i t s  f o r w a r d i n g  c a p a b i l i t y  b y  m a i n t a i n i n g  i t s  C E F  a n d  L F D  o n  
t h e  l i n e  c a r d s ;  h e n c e  i t  i s  c a p a b l e  o f  f o r w a r d i n g  t r a f f i c  a r r i v i n g  f r o m  C E  a n d  g o i n g  
t o w a r d s  P E 1  a s  w e l l  a s  t r a f f i c  c o m i n g  f r o m  P E 1  a n d  g o i n g  t o w a r d s C E

1 1 . T h e  B G P  s e s s i o n  b e t w e e n  P E 1  a n d  P E 2  c o m e s  b a c k  u p . P E 1  n e e d s  t o  s e e  t h e  
s e s s i o n  c o m e  b a c k  u p  w i t h i n  t h e  r e s t a r t  t i m e  ( d e f a u l t  1 2 0 s ) ;  i f  n o t ,  i t  i s  g o i n g  t o  
d e l e t e  a l l  t h e  s t a l e  r o u t e s  f r o m  t h e  B G P  t a b l e  a n d  h e n c e  t h e  r o u t i n g  t a b l e

C E 1 C E 2PE 1 PE 2

P

L D P

i B G P

I G P ( e . g .  O S PF )
L D P

L S P

e B G P,  I G P e B G P,  I G P

T ra f f ic  I s  F orw a rd ed  
C on tin uous l y
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M P L S V P N —
B G P  G r ace f u l R e star t P r oce d u r e  (Con t. )

12 . O n c e t h e B G P  sessi o n  c o m es b ac k  u p ,  P E 1 adv ert i ses al l  t h e ro u t es i n  i t s A dj -R I B -o u t  
t o  P E 2  al o n g  wi t h  t h e l ab el  m ap p i n g

13 . P E 2  rec ei v es t h ese u p dat es wh i c h  c o n t ai n  t h e p ref i x  t o  o u t g o i n g  l ab el  m ap p i n g .  B G P  
h as sy n c ed o v er t h e p ref i x  t o  i n c o m i n g  l ab el  m ap p i n g  t o  t h e R P  p ri o r t o  swi t c h o v er

14 . B G P  o n  P E 2  wi l l  wai t  f o r al l  o f  i t s rest art i n g  p eers t o  c o m p l et e resen di n g  t h ei r u p dat es 
t o  P E 2 ;  wh en  al l  t h e u p dat es are rec ei v ed,  B G P  st art s i t s ro u t e sel ec t i o n  p ro c ess

15 . B G P  o n  P E 2  n o w l et s I P R M  ( I P  R eso u rc e M an ag er)  k n o w t h at  i t  h as l earn ed a n ew 
o u t g o i n g  l ab el  f o r t h e p ref i x ;  I P R M  i s t h e m o du l e wh i c h  si t s i n  t h e m i ddl e o f  t h e LD M  
( LD P ,  T E ,  V P N ,  et c . )  an d M F I  an d h an dl es t h e i n t erac t i o n  b et ween t h em

C E 1 C E 2PE 1 PE 2

P

L D P

i B G P

I G P( e . g .  O S PF )
L D P

L S P

e B G P,  I G P e B G P,  I G P

T ra f f ic  I s  F orw a rd ed  
C on tin uous l y
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M P L S V P N —
B G P  G r ace f u l R e star t P r oce d u r e  (Con t. )

1 6 . I PR M  n o w  i n s t a l l s  t h e  r e w r i t e  ( i n c o m i n g  a n d  o u t g o i n g  l a b e l s  f o r  t h e  p r e f i x )  
i n t o  t h e  L S D  w h i c h  t h e n  d i s t r i b u t e s  i t  t o  t h e  L F D  o n  t h e  L C

1 7 . L F D  o n  t h e  L C  i n s t a l l s  t h e  r e w r i t e  i n t o  t h e  C E F  o n  t h e  L C
1 8 . O n  PE 2 ,  a f t e r  B G P h a s  r u n  i t s  r o u t e  s e l e c t i o n  p r o c e s s ,  i t  p o p u l a t e s  i t s  A d j -

R I B -o u t  w h i c h  i t  a d v e r t i s e s  t o  PE 1
1 9 . O n c e  PE 1  r e c e i v e s  t h e  u p d a t e s  f r o m  PE 2 ,  i t  r e m o v e s  t h e  s t a l e  m a r k i n g  f r o m  

t h e  B G P p r e f i x e s ;  i f  PE 1  d o e s  n o t  r e c e i v e  t h e s e  u p d a t e s  w i t h i n  t h e  s t a l e p a t h  
t i m e  ( 3 6 0 s  b y  d e f a u l t ) ,  i t  d e l e t e s  a l l  i t s  s t a l e  e n t r i e s  f r o m  i t s  B G P t a b l e  a n d  
h e n c e  t h e  r o u t i n g  t a b l e

C E 1 C E 2PE 1 PE 2

P

L D P

i B G P

I G P ( e . g .  O S PF )
L D P

L S P

e B G P,  I G P e B G P,  I G P

T ra f f ic  I s  F orw a rd ed  
C on tin uous l y
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L D P  N SF / SSO or  G r ace f u l R e star t

• Allows Label Switching Routers (LSRs) to maintain 
LD P  and  f orward ing state when communication 
between them is lost

D ue to L D P  res ta rt
O r L D P  s es s ion  res et

• D eliv ers higher av ailability  f or traf f ic that is 
switched  using labels

• LD P  N SF / SSO  op eration is similar to other N SF  
p rotocols

At l ea s t on e L D P  peer is  L D P  G R  c a pa b l e
O th er is  ( a t l ea s t)  L D P  G R -a w a re
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L D P  N SF  (G r ace f u l R e star t)

• L D P  u s es  T C P  lik e B G P
• L SR  ind ic ates  it is  c ap ab le 
o f  G R  b y  inc lu d ing F au lt 
T o lerant T L V  in th e L D P  
I nit ms g

T h e “L”-f l ag ,  l earn  f ro m  
n et wo rk  i n di c at es t h at  LD P  G R  
p ro c edu res are u sed

• R 2  ind ic ates  its  s u p p o rt f o r 
L D P  G R  p ro c ed u res

• L ab el inf o rmatio n 
ex c h anged

• Sw itc h o v er h ap p ens

1

2

3

4
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L D P  N SF  (G r ace f u l R e star t) (Con t. )

* M o re A b o u t  T i m ers Lat er

• R 1  s tarts  internal rec o v ery  
timer—f o rw ard ing s tate 
h o ld ing timer;  re-
es tab lis h es  T C P  s es s io n

• R 2  rec o gniz es  f ailu re o f  
L D P  s es s io n ( T C P  s es s io n 
res et o r timeo u t)

M ark s l ab el  b i n di n g s as st al e;  
st art s Li v en ess t i m er

• C u rrent v alu e o f  
f o rw ard ing-h o ld ing timer is  
u s ed  as  th e R ec o v ery -time 
s ent in th e F T  T L V ;  
rec o nnec t timer is  alw ay s  
s ent as  1 2 0  ( releas e 
d ep end ent) *

4

5

6
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L D P  N SF  (G r ace f u l R e star t) (Con t. )

• R 2 :  L D P  s es s ion  is  
es ta b l is h ed  

I f  a n  L D P s e s s i o n  i s  
r e e s t a b l i s h e d  w i t h  t h e  
n e i g h b o r  b e f o r e  t h e  
r e c o n n e c t  t i m e r  e x p i r e s ,  
t h e  r e c o n n e c t  t i m e r  s h o u l d  
b e  s t o p p e d ,  a n d  t h e  
r e c o v e r y  t i m e r  s t a r t e d

• L D P  l a b el  b in d in g a re 
ex c h a n ged

• I f  a n y  R ec ov ery  tim er 
ex pires ,  s ta l e en tries  
a re rem ov ed

7

8

9
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*  T h ese T i m ers C an  B e C o n f i g u red

L D P  G R  T im e r s
• R e c o n n e c t  T i m e o u t

Time (sent in milliseconds) that the sender of the TLV would like the receiv er of that TLV to wait 
after the receiv er detects the failure of LD P  communication with the sender
The default v alue for this timer is 1 2 0  seconds—it cannot b e config ured

• R e c o v e r y  T i m e
F or a restarting  LS R ,  the R ecov ery  Time carries the time (sent in milliseconds) the LS R  is willing  to 
retain its M P LS  forwarding  state that it p reserv ed across the restart;  the time is from the moment 
the LS R  sends the I nitializ ation messag e that carries the F T S ession TLV after restart
S etting  this time to 0  indicates that the M P LS  forwarding  state was not p reserv ed across the restart
This timer is controlled b y  setting  “forwarding -holding ” time* ;  default is 6 0 0  seconds

• L i v e n e s s  T i m e r *
A mount of time to wait for a session to re-estab lish—uses the lesser of the F T R econnect Timeout,  
as was adv ertised b y  the restarting  router,  and a local timer,  called the N eig hb or Liv eness Timer
I f within that time the LS R  still does not estab lish an LD P  session with the neig hb or,  all the stale 
b inding s should b e deleted
Liv eness Timer is started when the LS R  detects that its LD P  session with the neig hb or went down

• M a x -R e c o v e r y  t i m e *
P laces an up p er b ound on the amount of time that an LS R  is willing  to hold stale lab el-F E C  
b inding s after the LD P  session has b een reestab lished;  default is 1 2 0  seconds
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An othe r  W ay to T hin k  of  L D P  T im e r s

• W h en w aiting f o r a s es s io n 
to  re-es tab lis h

U se M i n ( N b rLi v en ess,  R c o n n )
• W h en w aiting f o r s tate to  b e 
ref res h ed  af ter s es s io n re-
es tab lis h ment

U se M i n ( M ax R ec o v ery ,  R c o v )

01234567890123456789012345678901
0         1         2         3
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�

�������������������������������

�

�������������������������������

�

10 0x503 Length=12

R SACLFlags
FT  R e c o n n e c t  T i m e o u t  ( i n  m s)

R e c o v e r y  T i m e  ( i n  m s)

8503000C
00010000
0001D4C0
00042DB4

R1#show mpls ldp gr
LDP Graceful Restart is enabled
Neighbor Liveness Timer: 60 seconds
Max Recovery Time: 120 seconds
Forwarding State Holding Time: 300 seconds
Down Neighbor Database (0 records):
Graceful Restart-enabled Sessions:
VRF default:
Peer LDP Ident: 88.1.11.1:0, State: estab

Rconn
1 2 0 , 0 0 0
Rcov
2 7 3 , 8 4 4

mpls ldp graceful-restart timers neighbor-liveness 60
mpls ldp graceful-restart timers forwarding-holding 300
mpls ldp graceful-restart

C u r r e nt
V a l u e
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L D P  N SF  (G R ) Con f igu r ation

1. E n a b l e  G R  g l o b a l l y  ( m u s t  d o  b e f o r e  e n a b l i n g  L D P )
m p l s  l d p  g r a ce f u l -r e s t a r t  

2 . E n a b l e  M P L S  ( g l o b a l )
m p l s  i p

3 . E n a b l e  L D P  o n  a p p r o p r i a t e  i n t e r f a c e s
m p l s  l a b e l  p r ot ocol  l d p

iguana(config)#mpls ldp graceful-restart 
% Previously established LDP sessions may not have

graceful restart protection.

iguana(config)#mpls ldp graceful-restart timers ?
forwarding-holding  Forwarding State Holding time
max-recovery        Max-Recovery time
neighbor-liveness   Neighbor-Liveness time
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M P L S N SF / SSO P r e r e q u isite s

1. B G P  N S F  m e c h a n i s m s  m u s t  b e  e n a b l e d
B G P  G r a ce f u l  Re s t a r t  a l l ow s  a  r ou t e r  t o cr e a t e  M P L S  f or w a r d i ng  e nt r i e s  
f or  V P N v 4  p r e f i x e s  i n N S F  m od e
F or w a r d i ng  e nt r i e s  a r e  p r e s e r v e d  d u r i ng  a  r e s t a r t
B G P  a l s o s a v e s  p r e f i x  a nd  cor r e s p ond i ng  l a b e l  i nf or m a t i on a nd  
r e cov e r s  t h e  i nf or m a t i on a f t e r  a  r e s t a r t

2 . N S F  s u p p o r t  f o r  t h e  l a b e l  d i s t r i b u t i o n  p r o t o c o l  i n  t h e  c o r e  
n e t w o r k  ( L D P  N S F  o r  G R )

3 . N S F  s u p p o r t  f o r  t h e  I n t e r n a l  G a t e w a y  P r o t o c o l  ( I G P )  u s e d  i n  
t h e  c o r e ;  i .e . O S P F  o r  I S -I S

4 . N S F  s u p p o r t  f o r  t h e  r o u t i n g  p r o t o c o l s  b e t w e e n  t h e  P E  a n d  
c u s t o m e r  e d g e  ( C E )  r o u t e r s

MPLS HA Relies on the Underlying NSF/SSO Features 
W e Hav e B een D isc ussing so Far f or Op eration
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D e p loyin g M P L S N SF / SSO

Cisco 12000

C10000 or
Cisco 7 5 00

C10000 or
Cisco 7 5 00

Cisco 12000

OSPF, LDP
OSPF a n d  LDP H A

G R  e B G P, 
OSPF, e t c .

HA

HA

HA-Aw a r e

HA-Aw a r e

HA-Aw a r e

HA-Aw a r e

PEP

PE

CE

CE

P

HA-Aw a r e

HA-Aw a r e

H A  A w a r e  D e v i c e s  M u s t  S u p p o r t  G r a c e f u l  R e s t a r t  
f o r  D e p l o y e d  R o u t i n g  P r o t o c o l

M P-B G P H A

Cisco 7 200

Cisco 7 200

R R

R R
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HSR P / SSO

• B e  c a r e f u l  w i t h  o v e r l a p p i n g  
r e d u n d a n c y  m e c h a n i s m s

• T r a f f i c  s w i t c h e s  
( q u i c k l y )  o n  R P  f a i l o v e r  
w i t h i n  R 3  o r  R 4

R ou t in g  D om a in
B ou n d a r y

N SF/ SSO

i p  r o u t e  0 . 0 . 0 . 0
0 . 0 . 0 . 0  1 . 1 . 1 . 1

i p  r o u t e  0 . 0 . 0 . 0
0 . 0 . 0 . 0  2 . 2 . 2 . 2

H SR P G 2
v I P 2 . 2 . 2 . 2

H SR P G 1
v I P 1 . 1 . 1 . 1

R 1 R 2

R 3 R 4

* B e w a r e :  T h is D e sig n  I s 
N ot  M u l t ica st  F r ie n d l y

H S R P G 1
v I P 1. 1. 1. 1

A ct iv e
H S R P G 2
v I P 2. 2. 2. 2

A ct iv e

H S R P  S S O  ( H A -A w a r e )
B e g i n n i n g  w i t h  12 .2 ( 2 5 ) S  
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Cisco IOS 
H ig h  A v a il a b il it y  Su m m a r y
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Cisco IOS Sof tw ar e  High Availability
N on -Stop  Ap p lication  D e live r y

• E n d -t o -e n d , s y s t e m a t i c  
a p p r o a c h

S y st e m  l e v e l  r e sil ie n cy  a t  cr it ica l  
n e t w or k  e d g e s
N e t w or k  r e sil ie n cy  in  t h e  cor e  a n d  
w h e r e  r e d u n d a n t  p a t h s e x ist
A ccou n t s f or  se r v ice s a n d  p r ot ocol s
E m b e d d e d  m a n a g e m e n t  

• T r u s t e d  p a r t n e r
S y st e m ,  a p p l ica t ion  v ie w ,  
p r od u ct  b r e a d t h
T r a ck  r e cor d  f or  in v e st m e n t  
p r ot e ct ion
B e st  p r a ct ice ,  d e sig n ,  su p p or t
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