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A gend a

• Introducti on to C i s co IO S  H i gh  A v ai l ab i l i ty
• Mul ti p rotocol  L ab el  S w i tch i ng ( MPL S )  N on-S top  F orw ardi ng 
( N S F ) / S tatef ul  S w i tch ov er ( S S O )  O v erv i ew

• MPL S  N S F / S S O  C omp onents
MPL S  N S F / S S O  —L DP N S F / S S O
MPL S  N S F / S S O —B G P V PN v 4  N S F / S S O
MPL S  N S F / S S O —Management

• S ummary
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C is co I O S H igh A v ailability  Strategy
B as ed  on C us tom er N eed s

• Overarching requirement is to provide continuous 
access to appl ications,  data,  and content f rom 
any w here and any time

• N onstop appl ication del ivery
E nd-to-end
S y s tems  ap p roach
Target ev ery  p otenti al  caus e of  dow nti me w i th   
f uncti onal i ty ,  des i gn,  or b es t p racti ce to mi ti gate th e i mp act
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• Network and software applications
Hardware failures
So ft ware failures
Lin k  failures
Po wer/ en v iro n m en t  failures
Reso urc e ut iliz at io n  issues

• O perational processes
N et wo rk  desig n  issues
Lac k  o f st an dards ( h ardware,  so ft ware,  
c o n fig urat io n s)
N o  fault  m an ag em en t  o r c ap ac it y  p lan n in g
I n adeq uat e c h an g e o f m an ag em en t ,  
do c um en t at io n ,  an d st aff t rain in g
Lac k  o f o n g o in g  ev en t  c o rrelat io n
Lac k  o f t im ely  ac c ess t o  ex p ert s/ k n o wledg e

Telco/ISP
3 5 %H u m a n  er r or

3 1 %

Pow er  
f a i lu r e
1 4 %

H a r d w a r e 
f a i lu r e
1 2 %

O t h er
8 %

Pie graph source: * Gartner Group ** Yankee Group The Road to a Five-Nines Network 
2/2004

S oftware
application

4 0 %

O perational 
process 
4 0 % Network

2 0 %

Sources of network downtime *

C ommon ca uses of E nterp rise network downtime **

W here is  the E x pos ure?
Mos t C om m on C aus es  of  N etwork  O utages
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A u tom ation 
and local 
action

SOFTWARE
RESI L I EN C Y

EM B ED D ED
M AN AG EM EN T

N ETWORK  L EV EL
RESI L I EN C Y

SOFTWARE
RESI L I EN C Y

C isco I O S  S oftware 
featu res for

faster network 
conv erg ence,  protection,  

and restoration

I N V E S T M E N T  P R OT E C T I ON  I S  A  K E Y  C OM P ON E N T

H ARD WARE
RESI L I EN C Y

SOFTWARE
RESI L I EN C Y

C isco I O S  S oftware 
fu nctionality  th at 

m itig ates th e im pact 
of fau lts

R eliab le,  rob u st 
h ardware desig ned for 

h ig h  av ailab ility

SY STEM  L EV EL
RESI L I EN C Y

Sy s tem atic,  E nd  to E nd  A pproach
T argeting D owntim e
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M ost common causes of  dow ntime

S oftware
application
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application

4 0 %
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So urc es o f D o wn t im e *
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Co m m o n  c auses o f E n t erp rise n et wo rk  do wn t im e * *

Embedded management

B es t p r ac ti c es
S y s tem and netw o r k
l ev el  r es i l i enc y

Mitigating the E x pos ure
T argeting D owntim e



8© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
S e s s i o n  N u m b e r
P r e s e n t a t i o n _ I D

• Sta rt with  resil ient h a rdwa re founda tion
M T B F
E l imina te sing l e p oints of fa il ure

• Sy stem l ev el  resil iency a t critica l  network edg es
M T T R  for sy stem fa il ures incl uding  route 
p rocessors,  l ine ca rds a nd softwa re 
comp onent fa il ures
R educe outa g e for b oth  dua l  a nd sing l e route 
p rocessor sy stems
M itig a te p l a nned outa g es b y  p rov iding  in-
serv ice softwa re up g ra des
P rotect remote dev ices wh il e crea ting  more 
efficient a nd cost-effectiv e resil iency

• N etwork l ev el  resil iency in th e core a nd wh ere 
redunda nt p a th s ex ist

D el iv er industry -l ea ding  fea tures for fa st 
network conv erg ence,  p rotection &  restora tion

• A ccount for serv ices a nd p rotocol s
• E mb edded ma na g ement &  a utoma tion 

E mb ed intel l ig ent ev ent ma na g ement for 
p roa ctiv e ma intena nce
A utoma tion a nd config ura tion ma na g ement    
to reduce h uma n errors

EM
BE

DD
ED
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AN

AG
EM
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T

888

C is co I O S H igh A v ailability  
F ocus ed  A pproach
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Sy s tem  Lev el R es iliency  O v erv iew
R ed uce Mean T im e to R epair 

• C ontrol/ data plane resiliency
Sep arat io n  o f c o n t ro l an d fo rwardin g  p lan e
Co n t ro l p lan e h an dles sig n alin g  an d n et wo rk  awaren ess
F o rwardin g / dat a p lan e rap idly  swit c h es p ac k et s
Seam less rest o rat io n  o f ro ut e p ro c esso r c o n t ro l an d dat a p lan e failures

• L ink resiliency
Reduc ed im p ac t  o f lin e c ard h ardware an d so ft ware failures

• P lanned ou tag es
Seam less so ft ware an d h ardware up g rades

• F au lt isolation and containm ent
Pro c ess in dep en den c e
T arg et  sin g le p ro c esso r sy st em s

El i m i n a t e  s i n g l e  p o i n t s  o f  f a i l u r e  f o r  
h a r d w a r e  a n d  s o f t w a r e  c o m p o n e n t s
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• M P L S  N S F / S S O Overview
• M P L S  N S F / S S O C omponents

MPL S  N S F / S S O  —L DP N S F / S S O
MPL S  N S F / S S O —B G P V PN v 4  N S F / S S O
MPL S  N S F / S S O —Management
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Sy s tem  Lev el R es iliency
MP LS N SF / SSO

E nh ance th e k ey  p rotocol s  us ed i n MPL S  control  p l ane to 
mi ni mi z e th e di s rup ti on i n MPL S  f orw ardi ng p l ane

I P  H A MP LS H A
LD PLD P
MPMP --B G PB G P

B G PB G P
OS P FOS P F
E I G R PE I G R P
I SI S --I SI S

MP LS N SF / SSO  =  D ual R P s  +  Local 
C heck point +  G racef ul R es tart +  I P  H A
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N SF / SSO  A rchitecture 

• 1 .  R Ps  i ni ti al i z e,  as s i gn rol es  
• ( A cti v e/ S tandb y ) ,

negoti ate mode ( S S O ) ,  
b egi n 
ch eck p oi nti ng s tate

Lin e c ardLin e c ard Lin e c ardLin e c ardLin e c ardLin e c ard

I PC

Ch ec k p o in t in g

RP B
( St an db y )

R P R P

RP A
( Ac t iv e)
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Lin e c ardLin e c ard Lin e c ardLin e c ardLin e c ardLin e c ard

R P R P

N SF / SSO  A rchitecture
1 .  RP s  i n i t i a l i z e ,  a s s i g n  r o l e s  ( Ac t i v e / St a n d b y ) ,
n e g o t i a t e  m o d e  ( SSO) ,  b e g i n  
c h e c k p o i n t i n g  s t a t e

2 .  L 2 / L 3  s e r v i c e s  p r o v i d e d  b y  Ac t i v e
Fo r w a r d i n g  d o n e  d i r e c t l y  v i a  l i n e  c a r d s /
f o r w a r d i n g  ASI C s I PC

Ch ec k p o in t in g

RP B
( St an db y )

RP A
( Ac t iv e)
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Sw i t c h o v e r

Lin e c ardLin e c ard Lin e c ardLin e c ardLin e c ardLin e c ard

R P
I PC

Ch ec k p o in t in g

RP B
( St an db y )

N SF / SSO  A rchitecture

1 .  RP s  i n i t i a l i z e ,  a s s i g n  r o l e s  
( Ac t i v e / St a n d b y ) ,
n e g o t i a t e  m o d e  ( SSO) ,  b e g i n  
c h e c k p o i n t i n g  s t a t e

2 .  L 2 / L 3  s e r v i c e s  p r o v i d e d  b y  Ac t i v e
Fo r w a r d i n g  d o n e  d i r e c t l y  v i a  l i n e  c a r d s /
f o r w a r d i n g  ASI C s

3 .  Ac t i v e  RP  f a i l s
Sw i t c h o v e r  s t a r t s ,  c h e c k p o i n t i n g  s t o p s
Fo r w a r d i n g  c o n t i n u e s  o n  L C s / FP ;
RP  B  a s s u m e s  Ac t i v e  r o l e  a n d  b e g i n s
p r o v i d i n g  L 2 ,  L 3  s e r v i c e s ;
L 2  c o n t i n u e s  w h e r e  i t  l e f t  o f f ;
L 3  r e c o n v e r g e s ,  u p d a t e s  RI B  t h e n  FI B

R PR PX
RP A

( Ac t iv e)
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Lin e c ardLin e c ard Lin e c ardLin e c ardLin e c ardLin e c ard

R P R P
I PC

Ch ec k p o in t in g

RP B
( St an db y )

RP A
( Ac t iv e)

X

N SF / SSO  A rchitecture
1 .  RP s  i n i t i a l i z e ,  a s s i g n  r o l e s  ( Ac t i v e / St a n d b y ) ,
n e g o t i a t e  m o d e  ( SSO) ,  b e g i n  
c h e c k p o i n t i n g  s t a t e

2 .  L 2 / L 3  s e r v i c e s  p r o v i d e d  b y  Ac t i v e
Fo r w a r d i n g  d o n e  d i r e c t l y  v i a  l i n e  c a r d s /
f o r w a r d i n g  ASI C s .

4 .   RP  A r e l o a d s ,  r e b o o t s ,  r e i n i t i a l i z e s  a n d
r e j o i n s  a s  St a n d b y ;
C h e c k p o i n t i n g  r e s u m e s  f r o m  Ac t i v e  t o  St a n d b y

3 .  Ac t i v e  RP  f a i l s
Sw i t c h o v e r  s t a r t s ,  c h e c k p o i n t i n g  s t o p s
Fo r w a r d i n g  c o n t i n u e s  o n  L C s / FP ;
RP  B  a s s u m e s  Ac t i v e  r o l e  a n d  b e g i n s
p r o v i d i n g  L 2 ,  L 3  s e r v i c e s ;
L 2  c o n t i n u e s  w h e r e  i t  l e f t  o f f ;
L 3  r e c o n v e r g e s ,  u p d a t e s  RI B  t h e n  FI B
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A gend a

• I ntroduction to C isco I OS  H igh A vail ab il ity
• M P L S  N S F / S S O Overview
• M P L S  N S F / S S O C omponents

MPL S  N S F / S S O  —L DP N S F / S S O
MPL S  N S F / S S O —B G P V PN v 4  N S F / S S O
MPL S  N S F / S S O —Management

• S ummary
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LD P  H A  K ey  E lem ents

• C heck pointing l ocal  l ab el  b indings
O n dev i ces  w i th  route p roces s or redundancy

• L D P  gracef ul  restart capab il ity
O n p arti ci p ati ng PE s ,  R R s ,  and P routers



18© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
S e s s i o n  N u m b e r
P r e s e n t a t i o n _ I D

W hy  LD P  C heck pointing?

• T he L S R s that support L D P  G R ,  require that the 
restarting control  pl ane b e ab l e to query  the 
f orw arding pl ane f or l ocal  l ab el  b inding 
inf ormation;  the M P L S  f orw arding pl ane w il l  not 
support such queries

• L D P  check pointing mak es l ocal  l ab el  b indings 
avail ab l e to the restarting ( standb y )  L D P  
control  pl ane
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MP LS LD P  Local C heck pointing
K ey  P oints

• T he check pointing f unction is enab l ed b y  def aul t 
and done using a separate process

• T he check pointing f unction copies active R P ’s L D P  
l ocal  l ab el  b indings to the b ack up R P ;  f or the f irst 
round,  al l  the l ab el s are copied f rom active to b ack  
up R P

• P eriodic incremental  updates are done to ref l ect 
new  routes that have b een l earned or routes that 
have b een removed and/ or w hen l ab el s are 
al l ocated or f reed
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MP LS LD P  Local C heck pointing
K ey  P oints  ( C ont. )

• C heck pointing stops during control  pl ane 
disruptions,  G R ,  and recovery

• L ab el  b indings on b ack up R P  are mark ed 
check pointed

• T his mark ing is removed w hen it b ecomes active 
R P
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LD P  G racef ul R es tart Mechanis m
• D e s c r i b e d  i n  RFC 3 4 7 8
• Th e  L SR s e n d s  t h e  L D P  i n i t i a l i z a t i o n  m e s s a g e  t o  a  n e i g h b o r  t o  
e s t a b l i s h  a n  L D P  s e s s i o n

• Th e  Fa u l t  To l e r a n t  ( FT)  s e s s i o n  Ty p e  L e n g t h  V a l u e  ( TL V )  i s  i n c l u d e d  
i n  t h e  L D P  i n i t i a l i z a t i o n  m e s s a g e

F T  Sessio n  T LV  =  ( 0x 05 03 )
0 7 15 2 3 3 1

1 0 Len g t h  ( =  4 )

F T  F lag s Reserv ed

F T  rec o n n ec t  t im eo ut  ( in  m illisec o n ds)

Rec o v ery  t im e  ( in  m illisec o n ds)

Reserv ed

0 7 15

R LCAS

L = 1  m eans G R -L D P  is selected 
F T  R econnect =  0  m eans L S R  is not NS F  capab le
F T  R ecov ery  T im e =  0  m eans L S R  was u nab le to preserv e M P L S  forwarding  
state across restart
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LD P  G racef ul R es tart K ey  P oints

• M P L S L D P  G R m u s t  b e  e n a b l e d  b e f o r e  a n  L D P  s e s s i o n  i s  e s t a b l i s h e d
o n  a l l  t h e  L SRs

• B o t h  d i r e c t l y  c o n n e c t e d  a n d  n o n -d i r e c t l y  c o n n e c t e d  p e e r s  ( t a r g e t e d  
s e s s i o n s )  a r e  s u p p o r t e d

• L D P  G R s u p p o r t s  b o t h  f a i l u r e  c a s e s
1 .   L D P  restarts
2 .   L D P  session resets

• Re s t a r t  t i m e r s  c a n  b e  a d j u s t e d  t o  l i m i t  t h e  s e s s i o n  r e -e s t a b l i s h m e n t  
t i m e  a t  r e s t a r t

• I f  a n  L SR p r o p o s e s  L D P  G R c a p a b i l i t y  t o  a  n o n -L D P  G R c a p a b l e  L SR

LSR LSR 
LD P G RLD P G R

LSR LSR 
N o  LD P G RN o  LD P G R1. I n t ializ at io n  wit h  

F T  Sessio n  T LV  =  ( 0x 05 03 )
2 . I  D o n ’t  K n o w W h at
F T  Sessio n  T LV  =  

( 0x 05 03 )
D iscard

3 .  Pro p o se n o rm al LD P sessio n
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LD P  G racef ul R es tart P roces s

• I s L D P  G R  supported on L S R s—negotiate restart 
capab il ities

• R etain ol d f orw arding pl ane inf o—L D P  b indings—
during ( f aul t tol erant reconnect)  timeout

• R estart/ recover
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MP-B G P G R

D eploy ing MP LS H A  E x am ple
H A  aw are devices:

G racef ul  res tart f uncti onal i ty  
f or al l  th e rel ated p rotocol s  

C E s ,  Ps ,  and R R s

CE

Cisc o 12 000

Cisc o 72 00

Cisc o 10000

Cisc o 10000

Cisc o 72 00
Cisc o 12 000

OSP F,  L D P
OSP F a n d  L D P  H A

G R eBG P,   
O SPF , …et c .

HAHA

HAHA

HA awareHA aware

HA awareHA aware

HA awareHA aware

HA awareHA aware

PE 1P

PE 2

RR

RR

CE

P

HA awareHA aware

HAaAwareHAaAware

H A  capab l e devices
F ul l  N S F / S S O  

f uncti onal i ty  ( PE 1  and PE 2 )
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LD P  G R  on SSO -LSR  and  SSO -A ware P eer

• S S O capab l e L S R  f ail ed
A cti v e R P f ai l ed
C onti nue f orw ardi ng us i ng th e s tal e s tate
S tandb y  R P b ecomes  A cti v e
Mark  th e f orw ardi ng s tate as  s tal e,  and retai n i t
R ees tab l i s h  L DP s es s i on

• S S O aw are neighb or L S R
L DP f ai l ure detected
Mark  th e f orw ardi ng s tate as  s tal e,  and retai n i t
R ees tab l i s h  L DP s es s i on
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LD P  G racef ul R es tart O peration

• L D P  p a t h s  e s t a b l i s h e d ,  L D P  G R n e g o t i a t e d
• Wh e n  RP  f a i l s  o n  L SRb ,  c o m m u n i c a t i o n  b e t w e e n  p e e r s  i s  l o s t ;  L SRb  
e n c o u n t e r s  a  L D P  r e s t a r t ,  w h i l e  L SRa  a n d  L SRc  e n c o u n t e r  a n  L D P  
s e s s i o n  r e s e t

• L SRa  a n d  L SRc  m a r k  a l l  t h e  l a b e l  b i n d i n g s  f r o m  L SRb  a s  s t a l e ,  b u t  
c o n t i n u e  t o  u s e  t h e  s a m e  b i n d i n g s  f o r  M P L S f o r w a r d i n g

• L SRa  a n d  L SRc  a t t e m p t  t o  r e e s t a b l i s h  a n  L D P  s e s s i o n  w i t h  Rb
• L SRb  r e s t a r t s  a n d  m a r k s  a l l  o f  i t s  f o r w a r d i n g  e n t r i e s  a s  s t a l e ;  a t  t h i s  
p o i n t ,  L D P  s t a t e  i s  i n  r e s t a r t i n g  m o d e

• L SRa  a n d  L SRc  r e e s t a b l i s h  L D P  s e s s i o n s  w i t h  Rb ,  b u t  k e e p  t h e i r  
s t a l e  l a b e l  b i n d i n g s ;  a t  t h i s  p o i n t ,  t h e  L D P  s t a t e  i s  i n  r e c o v e r y  m o d e

• Al l  r o u t e r s  r e -a d v e r t i s e  t h e i r  l a b e l  b i n d i n g  i n f o ;  s t a l e  f l a g s  a r e  
r e m o v e d  i f  a  l a b e l  h a s  b e e n  r e l e a r n e d ;  n e w  L FI B  t a b l e  i s  r e a d y  
w i t h  n e w  l o c a l  l a b e l ,  o u t g o i n g  l a b e l  o r  V C ,  p r e f i x  o r  t u n n e l  I D ,
l a b e l -s w i t c h e d  b y t e s ,  o u t g o i n g  i n t e r f a c e  a n d  N e x t  H o p

AA BB CC
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LD P  G racef ul R es tart C onf iguration 

mp l s  l dp  gracef ul -res tart 
mp l s  l dp  gracef ul -res tart ti mers  f orw ardi ng-h ol di ng
mp l s  l dp  gracef ul -res tart ti mers  nei gh b or-l i v enes s
mp l s  l dp  gracef ul -res tart ti mers  max -recov ery

I f L D P  
session doesn’t 
reestab lish  or if 
L S R  doesn’t 

restart

C onf iguration options:
• I f  enab l ed gl ob al l y ,  don’t need to enab l e per 
interf ace

• D on’t need to enab l e gl ob al l y ,  can enab l e on 
sel ected interf aces
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• If  L DP s es s i ons  are not rees tab l i s h ed or i f  th e L S R  does  not 
res tart,  v ari ous  ti mers  can b e adj us ted at gl ob al  conf i g l ev el

mpl s l dp gr acef ul - r est ar t  t i mer s f or war di ng- hol di ng

– Am o un t  o f t im e t h e M PLS fo rwardin g  st at e sh o uld b e p reserv ed aft er t h e c o n t ro l 
p lan e rest art s ( in  sec o n ds)

– I f t h e t im er ex p ires,  all t h e en t ries m ark ed st ale are delet ed
mpl s l dp gr acef ul - r est ar t  t i mer s nei ghbor - l i veness

– Am o un t  o f t im e an  LSR sh o uld wait  fo r an  LD P sessio n  t o  rec o n n ec t  ( in  sec o n ds)
– I f t h e LSR c an n o t  rec reat e an  LD P sessio n  wit h  t h e n eig h b o r in  t h e t im e allo t t ed,  t h e 

LSR delet es t h e st ale lab el-F E C b in din g s rec eiv ed fro m  t h at  n eig h b o r ( def:  5 sec )
mpl s l dp gr acef ul - r est ar t  t i mer s max- r ecover y

– Am o un t  o f t im e an  LSR sh o uld h o ld st ale lab el-F E C b in din g s aft er an  LD P sessio n  
h as b een  re-est ab lish ed

– Aft er t h e t im er ex p ires,  all p refix es are rem o v ed fro m  t h e b in din g  an d fo rwardin g  
t ab le

– Set  t h is t im er t o  a v alue t h at  allo ws t h e n eig h b o rin g  LSRs t o  re-sy n c  t h e LSPs 
wit h o ut  c reat in g  c o n g est io n  in  t h e LD P c o n t ro l p lan e ( def:  12 0sec )

LD P  G racef ul R es tart C onf iguration ( C ont. )
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LD P  G racef ul R es tart C onf iguration

L DP G R  mus t b e enab l ed on al l  th e L S R s  to tak e f ul l  adv antage 
of  L DP G R  i n a netw ork

1 . E nab l e i p  cef
i p  cef  < di s tri b uted>  ( i f  di s tri b uted mode)  

2 . E nab l e G R  gl ob al l y  ( mus t do b ef ore enab l i ng L DP)
mp l d l dp  gracef ul -res tart 

3 . E nab l e MPL S  ( gl ob al )
mp l s  i p

4 . E nab l e L DP on ap p rop ri ate i nterf aces
mp l s  l ab el  p rotocol  l dp
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C lear ch eckpoint info in L I B  on th e A ctiv e R P  &  
delete all L I B  entries learned b y  ch eckpointing  
on th e standb y  R P

C lear m pls ldp ch eckpoint

T o display  local ch ekpoint info on th e activ e R PS h ow m pls ldp ch eckpoint

F or deb u g g ing  sessionsD eb u b  m pls ldp ch eckpoint
D eb u g  m pls ldp g race-restart

L ook at L I B  tab le,  m ake su re activ e and b acku p 
processor h as identical copies of th e local lab el 
b inding s

S h ow m pls b inding s

V erify  all L D P  sessions are config u red for L D P  
G R

sh ow m pls ldp neig h b or g racefu l-restart

D isplay  statu s of th e L D P  discov ery  processS h ow m pls ldp discov ery

D isplay  L D P / T D P  neig h b or infoS h ow m pls ldp neig h b or

LD P  G racef ul R es tart T roubles hooting
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• S how s a summary  of  the gl ob al  L D P  restart states
Rout er # show mpl s l dp gr acef ul  r est ar t  
LDP Gr acef ul  Rest ar t  i s enabl ed 
Nei ghbor  Li veness Ti mer :  5 seconds 
Max Recover y Ti me:  200 seconds 
Down Nei ghbor  Dat abase ( 0 r ecor ds) :  
Gr acef ul  Rest ar t - enabl ed Sessi ons:  
Gr acef ul  Rest ar t - enabl ed Sessi ons:  
VRF def aul t :  
Peer  LDP I dent :  18. 18. 18. 18: 0,  St at e:  est ab 
Peer  LDP I dent :  17. 17. 17. 17: 0,  St at e:  est ab

s how m pls  ld p gracef ul-res tart
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• S how s contents of  the L ab el  I nf ormation B ase ( L I B ) ,  
l ocal  and remote b inding

Rout er # show mpl s l dp bi ndi ngs 
34. 0. 0. 0/ 8,  r ev 9 
l ocal  bi ndi ng:  l abel :  i mp- nul l  
r emot e bi ndi ng:  l sr :  155. 0. 0. 55: 0,  l abel :  17 
r emot e bi ndi ng:  l sr :  66. 66. 0. 66: 0,  l abel :  18 
r emot e bi ndi ng:  l sr :  144. 0. 0. 44: 0,  l abel :  i mp- nul l  
45. 0. 0. 0/ 8,  r ev 17 l ocal  bi ndi ng:  l abel :  19 
r emot e bi ndi ng:  l sr :  155. 0. 0. 55: 0,  l abel :  i mp- nul l  
r emot e bi ndi ng:  l sr :  66. 66. 0. 66: 0,  l abel :  16 
r emot e bi ndi ng:  l sr :  144. 0. 0. 44: 0,  l abel :  i mp- nul l  
66. 66. 0. 66/ 32,  r ev 19 

s how m pls  ld p bind ings
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• D ispl ay s the status of  L D P  sessions and inf ormation 
ab out L D P  neighb ors f or the def aul t routing domain

Rout er # show mpl s l dp nei ghbor
Peer  LDP I dent :  203. 0. 7. 7: 2;  Local  LDP I dent  8. 1. 1. 1: 1 
TCP connect i on:  203. 0. 7. 7. 11032 - 8. 1. 1. 1. 646 
St at e:  Oper ;  Msgs sent / r cvd:  5855/ 6371;  Downst r eam on demand

Up t i me:  13: 15: 09 
LDP di scover y sour ces:
ATM3/ 0. 1 
Peer  LDP I dent :  7. 1. 1. 1: 0;  Local  LDP I dent  8. 1. 1. 1: 0 
TCP connect i on:  7. 1. 1. 1. 646 - 8. 1. 1. 1. 11006 
St at e:  Oper ;  Msgs sent / r cvd:  4/ 411;  Downst r eam 
Up t i me:  00: 00: 52 
LDP di scover y sour ces:  
Et her net 1/ 0/ 0 
Addr esses bound t o peer  LDP I dent :  
2. 0. 0. 29 7. 1. 1. 1 59. 0. 0. 199 212. 10. 1. 1 10. 205. 0. 9 

s how m pls  ld p neighbor
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• On the active R P ,  this command cl ears the 
check point-rel ated state f rom the specif ied L I B  
entries

• T riggers an immediate check pointing attempt f or 
those entries

• On the standb y ,  it del etes al l  L I B  entries l earned via 
check pointing

C lear ld p check point
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A gend a

• I ntroduction to C isco I OS  H igh A vail ab il ity
• M P L S  N S F / S S O Overview
• M P L S  N S F / S S O C omponents

MPL S  N S F / S S O  —L DP N S F / S S O
MPL S  N S F / S S O —B G P V PN v 4  N S F / S S O
MPL S  N S F / S S O —Management

• S ummary
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MP LS V P N v 4  H A  E lem ents

• M P L S  V P N  check pointing capab il ity
–A cti v e R P ch eck p oi nts  th e f ol l ow i ng i nf ormati on 
to th e b ack  up  R P af ter th e MPL S  f orw ardi ng 
i s  up dated
{ < V R F I D > ,  < pref ix > ,  < mask > ,  < l ocal  l ab el > }

• B G P  gracef ul  restart capab il ity
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MP LS B G P  V P N v 4  G R  Mechanis m

• M P L S  B G P  G R  mechanism def ines preservation 
of  f orw arding state across B G P  restart
draf t-i etf -mp l s -b gp -mp l s -res tart

• A  new  gracef ul  restart capab il ity  is carried in B G P  
open message
A  B G P up date mes s age w i th  no reach ab l e N L R I and emp ty  
w i th draw n N L R I i s  s p eci f i ed as  an end-of -R IB  mark er
A F I/ S A F I ( S ub s eq uent A ddres s  F ami l y  Identi f i er)  p ai rs i n 
th e gracef ul  res tart cap  i s  us ed b y  an L S R  f or i ndi cati ng i ts  
ab i l i ty  to p res erv e MPL S  f orw ardi ng s tate acros s  
B G P res tart
S A F I i n th e adv erti s e cap ab i l i ty  i ndi cates  th at N L R I f i el d 
carri es  addres s i ng i nf ormati on as  w el l  as  l ab el s
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MP LS V P N :  B G P  G racef ul R es tart 
P roced ure

CE 1 CE 2PE 1 PE 2PLD P

M P-iBG P

I G P ( ie:  O SPF )

LD P
T raffic  F lo w

LSP

eBG P,  I G P eBG P,  I G P

Tr a f f i c  I s  f o r w a r d e d  c o n t i n u o u s l y

• P E 1 -P E 2  ex change gracef ul  restart cap ( restart 
time,  A F I / S A F I ,  etc. )

• P E 1  and P E 2  ex change routing inf ormation via B G P  
update messages

• A ssume L S P  has b een estab l ished f rom P E 1  to P E 2
• P E 2  restarts ( active R P  f ail s,  sw itchover occurs)
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MP LS V P N :  B G P  G racef ul R es tart 
P roced ure ( C ont. )

• PE 1  detects  PE 2 ’s  f ai l ure,  retai ns  i ts  l as t A dj -R IB -In and 
f orw ardi ng s tate l earned f rom PE 2 ;  PE 1  w i l l  del ete th i s  s tate 
i f  s es s i on i s  not re-es tab l i s h ed w i th i n res tart ti me

• Th e B G P s es s i on b etw een PE 1  and PE 2  goes  dow n
• PE 1  mark s  th e entri es  i n i ts  B G P tab l e w h i ch  i t l earned f rom 
PE 2  as  s tal e b ut does  not del ete th e routes  f rom i ts  V R F  
tab l es ;  h ence i t conti nues  to f orw ard traf f i c to PE 2

• PE 2  s w i tch es  ov er to b ack  up  R P;  conti nues  to f orw ard 
traf f i c us i ng th e b ack ed up  i nf o

CE 1 CE 2PE 1 PE 2PLD P

M P-iBG P

LD P

LSP

eBG p ,  I G P eBG P,  I G P
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MP LS V P N :  B G P  G racef ul R es tart 
P roced ure ( C ont. )

• P E 2  re-es t a b l i s h es  T C P  s es s i o n w i t h  P E 1  ( h o p ef u l l y  
w i t h i n res t a rt  t i m e-1 8 0 s ec o nds  def a u l t )

• P E 1  s ends  B G P  u p da t es  f ro m  A dj -R I B s -O u t  t o  P E 2  
a l o ng  w i t h  t h e l a b el  m a p p i ng ;  o n c o m p l et i o n,  s ends  
E nd-o f -R I B  m a rk er

• P E 2  ru ns  dec i s i o n p ro c es s  a f t er rec ei v i ng  E nd-o f -R I B  
m a rk ers  f ro m  a l l  B G P  p eers ,  u p da t es  i t s  L o c -R I B ,  F I B ,  
A dj _ R I B s -O u t  a nd a dv ert i s e i t s  ro u t es  t o  P E 1 ;  o n 
c o m p l et i o n s ends  E nd-o f -R I B  m a rk er

CE 1 CE 2PE 1 PE 2PLD P

M P-iBG P

LD P

LSP

eBG P,  I G P eBG P,  I G P
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MP LS V P N :  B G P  G racef ul R es tart 
P roced ure ( C ont. )

• S up p os e PE 2  h ad b ound an i n l ab el  L 1  to a F E C ,  i t p i ck s  th e 
s ame l ab el  ( i f  ch eck p oi nted)  or al l ocates  a new  one and 
adv erti s es  i t to PE 1  f or th i s  route

• PE 2  up dates  i ts  A dj -R IB s -In,  on recei p t of  E nd-of -R IB  mark er,  
del etes  s tal e entri es ,  runs  i ts  deci s i on p roces s ,   up dates  i ts  
L oc-R IB ,  F IB ,  and A dj -R IB s -O ut;  remov es  s tal e s tate i f  th e 
l ab el s  are th e s ame ( routi ng i nf o and O ut_ L ab el  are recov ered 
f rom p eer;  In_ L ab el  i s  ei th er ch eck p oi nted or 
a new  one al l ocated)

• B ack  to normal  op erati on

CE 1 CE 2PE 1 PE 2PLD P

M P-iBG P

LD P

LSP

eBG P,  I G P eBG P,  I G P
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H ow to E nable B G P  V P N v 4  SSO / N SF

• E nab l i ng S S O  
h ttp: / / www. cisco. com / u niv ercd/ cc/ td/ doc/ produ ct/ software/ ios1 2 2 s/ 1 2 2 sn
wft/ release/ 1 2 2 s2 0 / fssso2 0 s. h tm

• E nab l i ng L DP gracef ul  res tart
h ttp: / / www. cisco. com / u niv ercd/ cc/ td/ doc/ produ ct/ software/ ios1 2 2 s/ 1 2 2 sn
wft/ release/ 1 2 2 s2 5 / fsldpg r. h tm

• E nab l i ng nons top  f orw ardi ng f or routi ng p rotocol s
h ttp: / / www. cisco. com / u niv ercd/ cc/ td/ doc/ produ ct/ software/ ios1 2 2 s/ 1 2 2 sn
wft/ release/ 1 2 2 s2 0 / fsnsf2 0 s. h tm

• E nab l i ng N S F  s up p ort f or b as i c V PN s
• C onf i guri ng N S F  s up p ort f or V PN  i nterf aces  th at us e B G P 
f or l ab el  di s tri b uti on

• V eri f y i ng V PN  N S F  ( op ti onal )

T h e f o l l o w i ng c o mp o nents  mu s t be 
enabl ed to  s u p p o r t B G P  V P N v 4  N S F
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MP LS L3  V P N  F eatures  

S up p orted f eatures
• MPL S  V PN  B G P G R  f or V PN v 4
• MPL S  V PN  B G P ch eck p oi nti ng
• MPL S  V PN  S S O / N S F  s up p ort f or V R F
• MPL S  V PN  S S O / N S F  s up p ort f or I-A S
• MPL S  V PN  S S O / N S F  s up p ort f or C S C

A ddi ti onal  f eatures  w i l l  b e s up p orted i n s ub s eq uent rel eas es ;  p l eas e ref er to C i s co F eature N av i gator f or th e l ates t i nf ormati on
w w w . ci s co. com/ go/ f n
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• E nab l e M P L S  nonstop f orw arding on an interf ace that 
uses B G P  as the l ab el  distrib ution protocol

mpl s f or war di ng bgp

B G P  V P N v 4  G R  C onf iguration
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• L D P  sessions are supported,  b ut T ag D istrib ution 
P rotocol  ( T D P )  sessions are not supported

• V P N  N S F  cannot b e conf igured on l ab el -control l ed 
A T M  ( L C -A T M )  interf aces

• V P N  N S F  requires that neighb or netw ork ing devices 
b e N S F -aw are
Peer routers  mus t s up p ort th e gracef ul  res tart of  th e p rotocol  
us ed to communi cate w i th  th e V PN  N S F -cap ab l e router

B G P  V P N v 4  G R  R es trictions
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C is co 1 0 0 0 0  Series  R outers
MP LS SSO  Sam ple T es t T opology

C10k-P E 3

C10k-P 1/ R R 1 C10k-P 2 / R R 2

C10k-P E 1 C10k-P E 2

C10k-CE 1 C10k-CE 2 C10k-CE 3

I X I A

Cor e Rout i ng:  OSPF/ I SI S
Edge Rout i ng:  eBGP/ OSPF/ eI GRP/ RI P/ St at i c
PE- P LCs:      HHGI GE/ OC3POS/ OC12ATM
PE- CE LCs:     HHGI GE/ 6CT3/ OC12ATM 

•C10k-P 1/ R R 1,  C10k-P 2 / R R 2 :  M P L S  S S O / N S F  a w a r e
•C10k-P E 1,  C10k-P E 2 ,  C10k-P E 3  a r e  S S O / N S F  
c a p a b l e  w i t h  d u a l  R P .
•C10K -CE s  a r e  e n a b l e d  w i t h  R P  G r a c e f u l  r e s t a r t  
c a p a b i l i t y
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D i s p l a y s  t h e  N SF e v e n t s  f o r  t h e  V RF 
t a b l e i d  s y n c h  s u b s y s t e m  b e t w e e n  t h e  
a c t i v e  a n d  s t a n d b y  RP s

D e b u g  i p  b g p  v p n v 4  n s f

D i s p l a y s  t h e  e v e n t s  f o r  t h e  c h e c k p o i n t  
l a b e l  b i n d i n g s  o f  M P L S a p p l i c a t i o n s  
r u n n i n g  o n  t h e  r o u t e r

D e b u g  m p l s  c h e c k p o i n t  l a b e l -
b i n d i n g

D i s p l a y s  t h e  e v e n t s  f o r  t h e  V RF 
c h e c k p o i n t i n g  s y s t e m  b e t w e e n  t h e  a c t i v e  
a n d  s t a n d b y  RP

D e b u g  i p  b g p  v p n v 4  c h e c k p o i n t

D i s p l a y s  i n f o  o n  t h e  a c t i v e  a n d  s t a n d b y  
RP s  w h e n  t h e y  a r e  c o n f i g u r e d  f o r  M P L S 
V P N  N SF

Sh o w  i p  b g p  v p n v 4  a l l  l a b e l s

D i s p l a y s  i n f o r m a t i o n  a b o u t  M P L S l a b e l s  
f r o m  e B G P  r o u t e  t a b l e

Sh o w  i p  b g p  l a b e l s

B G P  V P N v 4  G racef ul R es tart 
T roubles hooting
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D ispl ay s E B G P  l ab el s associated w ith an A S B R
Rout er #show i p bgp l abel s
Net wor k Next Hop I n Label / Out Label
3. 3. 0. 0/ 16 0. 0. 0. 0 i mp- nul l / exp- nul l  
15. 15. 15. 15/ 32 15. 15. 15. 15 18/ exp- nul l  
16. 16. 16. 16/ 32 0. 0. 0. 0 i mp- nul l / exp- nul l  
17. 17. 17. 17/ 32 34. 0. 0. 1 20/ exp- nul l  
18. 18. 18. 18/ 32 43. 0. 0. 1 24/ 31 
18. 18. 18. 18/ 32 38. 0. 0. 1 24/ 33 
19. 19. 19. 19/ 32 43. 0. 0. 1 25/ 32 
19. 19. 19. 19/ 32 38. 0. 0. 1 25/ 34 
20. 20. 20. 20/ 32 43. 0. 0. 1 21/ 30 
20. 20. 20. 20/ 32 38. 0. 0. 1 21/ 32 
33. 0. 0. 0 15. 15. 15. 15 19/ exp- nul l  
34. 0. 0. 0 0. 0. 0. 0 i mp- nul l / exp- nul l  
35. 0. 0. 0 43. 0. 0. 1 22/ 29 

Show ip bgp labels
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• NH  and network prefix es are from  B G P  tab le
• F rom  th e sam e L S R ,  I nfo on S tandb y  R P
• I nL ab els are local lab els,  wh ich  can b e v erified b y  com paring  th e log  to S H O W  I P  

B G P  L A B E L S .  O u tL ab els are assig ned b y  B G P  NH  rou ter.  T h ey  sh ou ld b e th e 
sam e,  b ecau se B G P  is u sed as a lab el distrib u tion protocol

• F rom  th e sam e L S R ,  I nfo on A ctiv e R P
Rout er #show i p bgp vpnv4 al l l abel s 
Net wor k Next Hop I n l abel / Out l abel
Rout e Di st i ngui sher : 100: 1 ( vpn1)  
12. 12. 12. 12/ 32 0. 0. 0. 0 16/ aggr egat e( vpn1)  
135. 0. 0. 0/ 8 0. 0. 0. 0 17/ aggr egat e( vpn1)  
Rout e Di st i ngui sher : 609: 1 ( vpn0)  
13. 13. 13. 13/ 32 0. 0. 0. 0 18/ aggr egat e( vpn0)

• F rom  th e sam e L S R ,  I nfo on S tandb y  R P
Rout er #show i p bgp vpnv4 al l l abel s
Net wor k Maskl en I n l abel
Rout e Di st i ngui sher : ( dec) 0001000001 
12. 12. 12. 12 / 32 16
135. 0. 0. 0 / 8 17 
Rout e Di st i ngui sher : ( dec) 002970001 
13. 13. 13. 13 / 32 18 

Show ip bgp v pnv 4  all labels
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D ispl ay s the events f or the V R F  check pointing sy stem 
b etw een the active and standb y  R P
Rout er #debug i p bgp vpnv4 checkpoi nt
3d18h: %HA- 5- SYNC_NOTI CE: Conf i g sync st ar t ed.
3d18h: vr f - nsf : vr f vpn2 t abl ei d 1 send OK 
3d18h: vr f - nsf : vr f t abl ei d bul k sync 
compl et e msg send OK 
3d18h: vr f - nsf : CF send ok 
3d18h: vr f - nsf : CF send ok 
3d18h: %HA- 5- SYNC_NOTI CE: Conf i g sync compl et ed.  
3d18h: %HA- 5- SYNC_NOTI CE: St andby has r est ar t ed.  
3d18h: %HA- 5-
MODE: Oper at i ng mode i s sso, conf i g mode i s sso

D ebug ip bgp v pnv 4  check point
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R outer# deb ug ip b gp vpnv4 nsf  
MPLS VPN NSF Pr ocessi ng debuggi ng i s on 
Rout er ( conf i g) #i p vr f vpn3 

3d18h: vr f - nsf : vr f vpn3 t abl ei d 2 send r pc OK 

Rout er ( conf i g- vr f ) #no i p vr f vpn3

%I P addr esses f r om al l i nt er f aces i n VRF vpn3 have been r em
oved 

3d18h: vr f - nsf :
r x vr f t abl ei d del et e compl et e msg, t i d = 2, name = vpn3

D ebug ip bgp v pnv 4  ns f  on the A ctiv e R P
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R outer# deb ug ip b gp vpnv4 nsf  
MPLS VPN NSF Pr ocessi ng debuggi ng i s on 
00: 05: 21: vr f -
nsf : r x vr f t abl ei d r pc msg, t i d = 2, name = vpn3 
%I P addr esses f r om al l i nt er f aces i n VRF vpn3 have been r em
oved 00: 06: 22: vr f -

nsf : vr f vpn3 t abl ei d 2 , del et e compl et e, send OK

D ebug ip bgp v pnv 4  ns f  on the Stand by  R P
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Ou t p u t  l o g  w h e n  t h e  c o m m a n d  i s  i s s u e d  o n  t h e  s t a n d b y  r o u t e  p r o c e s s o r

Ro u t e r # d e b u g m p l s c h e c k p o i n t l a b e l -b i n d i n g
MPLS Label Bi ndi ng Checkpoi nt debuggi ng i s on 
3d17h: mpl s_l bl _bi nd_chkpt : c l i ent I D 13 up, t ot al c l i ent 1 
3d17h: mpl s_l bl _bi nd_chkpt : msg r x f or 1D, ver s 0, t ype 1 
act i on 56, l en 0, s t at e 4, peer 13 
3d17h: mpl s_l bl _bi nd_chkpt : post msg t ype 1 
3d17h: mpl s_l bl _bi nd_chkpt : msg r x f or 1D, ver s 0, t ype 1 
act i on 56, l en 0, s t at e 4, peer 13 
3d17h: mpl s_l bl _bi nd_chkpt : post msg t ype 1 
3d17h: mpl s_l bl _bi nd_chkpt : msg r x f or 1D, ver s 0, t ype 1 
act i on 56, l en 0, s t at e 4, peer 13 
3d17h: mpl s_l bl _bi nd_chkpt : post msg t ype 1 
3d17h: mpl s_l bl _bi nd_chkpt : appl _i d 13, KEY 000C800018888200 
3d17h: mpl s_chkpt _db: AVL i nser t successf ul , Key 000C800018888200
act i on Add, l abel 19 
3d17h: mpl s_l bl _bi nd_chkpt : appl _i d 13, KEY 000C800013200080 
3d17h: mpl s_chkpt _db: AVL i nser t successf ul , Key 000C800013200080
act i on Add, l abel 20 
3d17h: mpl s_l bl _bi nd_chkpt : appl _i d 13, KEY 000C8000138383838200 
3d17h: mpl s_chkpt _db: AVL i nser t successf ul , Key 000C8000138383838200
act i on Add, l abel 21 3d17h: St by RP OR CF peer not r eady, don' t send msg 
3d17h: mpl s_l bl _bi nd_chkpt : c l i ent I D 13 down, t ot al c l i ent 0 
3d17h: mpl s_l bl _bi nd_chkpt : msg r x f or 1D, ver s 0, t ype 1 
act i on 56, l en 2, s t at e 4, peer 13 
3d17h: mpl s_l bl _bi nd_chkpt : post msg t ype 1 
3d17h: mpl s_l bl _bi nd_chkpt : appl _i d 13, KEY act i on NSF unconf i g, appl i d 13

D ebug m pls  check point label-bind ing



54© 2 0 0 6  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .
S e s s i o n  N u m b e r
P r e s e n t a t i o n _ I D

R eq uirem ents  to s upport V P N v 4  G R

• A l l  peering L S R s need to support restart to tak e f ul l  
advantage of  V P N v4  G R  

• D ef aul t to nonG R  B G P  if  one of  the neighb ors 
doesn’t support it,  it w il l  def aul t b ack  to original  
B G P

• I f  l ab el  b inding on an L S R  is created/ maintained b y  
mul tipl e protocol s ( L D P ,  R S V P -T E )  individual l y ,  
L S R  needs to preserve across the restart the inf o 
ab out w hich protocol  has assigned w hich l ab el s
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A gend a

• I ntroduction to C isco I OS  H igh A vail ab il ity
• M P L S  N S F / S S O Overview
• M P L S  N S F / S S O C omponents

MPL S  N S F / S S O  —L DP N S F / S S O
MPL S  N S F / S S O —B G P V PN v 4  N S F / S S O
MPL S  N S F / S S O —Management

• S ummary
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MP LS H A :  Managem ent MI B s

• M P L S  V P N :  S S O/ N S F  aw are V P N  M I B  traps
• M P L S :  S S O/ N S F  aw are L D P  M I B  traps
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A gend a

• I ntroduction to C isco I OS  H igh A vail ab il ity
• M P L S  N S F / S S O Overview
• M P L S  N S F / S S O C omponents

MPL S  N S F / S S O  —L DP N S F / S S O
MPL S  N S F / S S O —B G P V PN v 4  N S F / S S O
MPL S  N S F / S S O —Management

• S ummary
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Sum m ary

• C isco is enhancing its portf ol io to add f eatures f or 
improved f ul l  H A  N S F / S S O sol ution
MPL S  N S F / S S O  f eatures  are p art of  th at s ol uti on and 
p rov i de s tatef ul  s w i tch ov er and N S F  cap ab i l i ty  f or MPL S  
f orw ardi ng,  L DP and V PN

• N eed I P  N S F / S S O enab l ed to support M P L S  
N S F / S S O;  G R  must b e enab l ed f or al l  participating 
routing protocol s ( OS P F ,  B G P ,  I S -I S )  on P ,  P E ,  and 
C E  routers

• F or M P L S  V P N  N S F / S S O:  M F I  H A ,  L D P  H A ,  B G P  H A  
is required

• S ome C L I  changes
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