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Configuring Microsoft Active Directory for Cisco
WAAS Encrypted MAPI Acceleration

Abstract

The mostcurrentversions of Exchange-based email solutions from Microsoft (MAPI) contain data encryption at the
Remote Procedure Call (RPC)level as a defaultconfiguration. Customers thatwish to enable Cisco WAAS
acceleration for these encrypted email services need to grant Cisco WAAS the permission to participate in this
communication. This documentwill guide users through the configuration of Microsoft Active Directory (AD) to

allow Cisco WAAS to accelerate encrypted RPC and MAPI ftraffic.

Figure 1.  Cisco WAAS Encrypted Exchange Architecture
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Considerations

Active Directory
This documentassumes thatthe user has familiaritywith Windows Active Directory, and has the ap propriate Active

Directory domainrights to make these changes.

User or Workstation Account
Granting Cisco WAAS permission to accelerate Exchange encrypted email can be donevia a Useraccount,or a

Workstation (Computer) account.

Table 1. WAAS individual User account versus WAAS Workstation accounts

L

User Account ® One User account can be used for all Core WAAS ® Useraccount should have a password that does not
devices. expire.
® One or multiple User accounts can be used for ® |f password is entered or changed incorrectly, the
multiple Exchange email domains. account could become locked out due to incorrect login

e Intest environments, the Administrator account can attempts.

be used. Administrator already has the needed rights.
® \WWAAS devices do not need to perform a Domain Join
when only User Accounts are used.

Workstation account ® Each Core WAAS device will use its own Workstation ® All Core WAAS devices must be joined to Active

account. Directory .

® Accountis created and password is changed and ® Only one Workstation account can be used per WAAS
maintained automatically by WAAS and Active device.
Directory .

® Userand Workstation accounts can be used at the
same time for multiple Exchange email domains.

It is highly recommended to grantthe required WAAS permissions to an Active Directory Group, and then add
Workstation or User accounts as required above to that group. This guide will follow this Group-based process.

WAAS Configuration

Once the steps outlined in this documentare completed, the next step is to configure WAAS to accelerate
encrypted Exchange email (RPC and MAPI). Directions and steps for this configuration are located in the Cisco
WAAS 5.0.1 Configuration Guide, located on Cisco.com. These steps are beyond the scope of this document
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Configuration Steps

To grant Cisco WAAS permission to accelerate Exchange encrypted email sessions, do the following:

Note: This group is for accounts that WAAS will use to optimize Exchange traffic. Normal users and computers
should not be added to this group.

Step 1. Using an accountwith “Domain Administrator” privileges, launch the Active Directory Users and
Computers application.

Step 2. A new group is needed. Right-click the Organizational Unit (OU) where you wish to place this group, and

choose New > Group.
A e Directo ers and Comp _ | O} =
File Action View Help
= = i — | G kg fem —
=m0 XBo=HE 2 eEva®
: Active Directory Users and Computers [ADC-MAIL.adb | Name | Type | Description | O
_| 5aved Queries %, Administrator User Built-in account for admini...
El # adbu-exch.local SEAHowed RODC Password ... Security Group ... Members in this group can...
- Builtin 82, Cert Publishers Security Group ... Members of this group are...
- Computers 82, Denied RODC PasswordR... Security Group ... Membersin this group can...
— Dom.a\n Contr.cller.s inal ?_. DiscoverySearchMaibox {... User
- :magnsdescurltyPr:upasm SEDnsAdmins Security Group ... DNS Administrators Group
=
- .anage Srvice Accoun . EEDnsUpdateProxy Security Group ... DNS dients who are permi...
2 | Microsoft Exchange Security Groups i@ i X X X X
5#, Domain Admins Security Group ... Designated administrators...
- Delegate Contral... E?JDnmain Computers Security Group ... All workstations and serve...
Find... _-“EDomain Controlers Security Group ... All domain controllers in th...
5 B = A o Security Group ... All domain guests
5 Com;ud r Security Group ... All domain users
on
] Security Group ... Designated administrataors...
Group
View 3 Lol -only Do...  Security Group ... Members of this group are...
InetOrgPerson
fresh sExchDynamicDistributionList [ b User
HETE . m IK ) YT"_:;; istrbutiants ator Own... Security Group ... Membersin this group can...
msImagi s o
e - = ':.lgeue Alias User Built4n account for guest ...
Properties = tg Q rvers Security Group ... Servers in this group can ...
., U”n r in Contro... Security Group ... Members of this group are...
Help S:e’ d Fold Security Group ... Designated administrators...
bkl B l1fosa927... User
?_. SystemMailbox{e0dc1c29... User =
2, Test1 Tester User
] Test2 Tester User
e
< | L3 | I =
|Creahe a new object... | |

Step 3. Name the new group, and ensure the group is a Universal, Security Group.
New Object - Group

’% Createin:  adbu-exch.localfUsers

Group name:
| WAAS-AD Readers

Group name {pre-Windows 2000):

| WAAS-AD-Readers

rGroupscope ————— | Group type
" Domain local
" Global " Distribution

K I Cancel
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Step 4. After the group is created, return to the Active Directory Users and Computers window. Select View >

Step 5.

Advanced Features. This step allows configuration ofthe permissions required by WAAS.
e Directo ers and Compute - |0 X
Fie Action | View Help
o= $ | j‘rJ| Add/Remove Columns... Ed ;Z (EE-.
. Active Direr  Large Icons | Type | Description -]
tj Saved(  Small Icons assword R... Security Group ... Members in this group can...
(=== ac.ibu-e: List hMailbox {... User
| Bul = Detail Security Group ...  DNS Administrators Group
~| Cor ) ) )
Dor  Users, Contacts, Groups, and Computers as containers v Security Group ... DNS dlients who are permi...
Security Group ... Designated administrators. ..
H_ For rs Security Group ... All workstations and serve...
| Mar Filter ons... R X
Mia ers Security Group ... All domain controllers in th. ..

= & Customize...

%%, Domain Users

B2, Enterprise Admins

52, Enterprise Read-orly Do...
2, FederatedEmail, 4c1f4dab. ..
J;_!,Grnup Policy Creator Own...
2, Guest

%RAS and IAS Servers
%Read-ﬁnly Domain Contro...

Security Group ...
Security Group ...
Security Group ...
Security Group ...
User

Security Group ...
User

Security Group ...
Security Group ...

All domain guests
All domain users

Designated administrators. ..
Members of this group are...

Members in this group can. ..
Built-n account for guest ...
Servers in this group can ...
Members of this group are. ..

4]

| o

.i!,schema Admins Security Group ... Designated administrators...
\!_a SystemMailbox{1f05a927... User
3_. SystemMailbox{e0dc1c29... User
\aJ Test1 Tester User
?J Test2 Tester User
\aJ Test3 Tester User
?J Test4 Tester User
« | d H2, wans-aDReaders Security Group ... =
|Enablas,|’disables advanced features and objects |
Right-click the root of the domain, and choose Properties.
ctive Directory Users and Computers !EB
File Action View Help
ol A1 | = BUERERERN * Nl - BEE #=K
: Active Directory Users and Computers [ADC-MAIL.adb | Name | Type | Description
Saved Queries | Builtin builtinDomain
= = i "
Delegate Control... H Computers Container Default container for upgr...
Find 3 | Domain Controllers Organizational ...  Default container for dom...
T E T Fo;ragnSecurltyPrlnupals F::rntalner Default container for secu...
Change Domain Controler... Infrastructure infrastructurel...
| LostAndFound lostAndFound Default container for orph...
Raise domain functional level... -
X | Managed Service Accounts  Container Default container for man...
Operations Masters... =
3 | Microsoft Exchange Secur... Organizational ...
Mew 4 | Microsoft Exchange Syste... msExchSystem...
All Tasks L4 | NTDS Quotas msD5-QuotaCo...  Quota spedfications cont...
View N | Program Data Container Default location for storag...
| system Container Builtin system settings
Refresh | Users Container Default container for upgr...
Export List...
Help |

|Open5 the properties dialog box for the current selection.
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Step 6. Clickthe Security tab, and then press the Add button under Group or User Names.
General | Managed By | Objedﬁﬂribme Editor |

GI'OLID ar User names:

=N

82, SELF

82, Authenticated Users

2, SYSTEM

2 NETWORK SERVICE

2. Organization Management (ADBU-EXCH\Oraanization Manage . ﬂ

Add... | Remaove |

Pemissions for Everyone

Full control

Read

Write

Create all child objects
Delete all child objects

ooooo|g
lalafal=]f]

-

For special pemissions or advanced settings, click Gnheee] |
Advanced. ven

Leam about access control and pemissions

T = T

Step 7. Enter the name of the group that was entered in Step 3, and press OK.

Select this object type:

IUsers. Groups, or Built4n security principals Object Types... |

From this location:
Iadbu-emm.local Locations...

WAAS-AD-Readers Check Names

Enterthe object names to select (gxamples):

M\ranced...l ok | Cancel |
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Step 8. The group entered in Step 3 should now show in the Group or User Names list. Click on the group to
selectit. Then, scrolldown in the Permissions for *Group Name* pane, until the permissions
Replicating Directory Changes and Replicating Directory Changes All are visible. Check Allow to
allow both of these permissions, and press OK.

"General | Managed By | Object Seourty | Attribute Editor |
GI‘OLID Qr User names:

42, Administrators (ADEU-EXCH'\ Administrators) -]

?Q, Pre-Windows 2000 Compatible Access (ADBU-EXCH Pre-Wind...

Q?,Incoming Forest Trust Builders {(ADBU-EXCHIncoming Forest Tr...

52 ENTERPRISE DOMAIN CONTROLLERS
82 WAAS-AD-Readers (ADBU-EXCH\WAAS-AD-Readers) j

Permissions for WAAS-AD-Readers

Read only replication secret synchronization
Reanimate tombstones
Replicating Directory Changes
Replicating Directory Changes Al
Replicating Directory Changes In Fittered Set

-

Advanced |

For special permissions or advanced settings, click
Advanced.

Leam about access control and permissions

o]

Cancel | Mooy | Heb |

Step 9. Useror Workstation (Computer)accounts now need to be added to this group for WAAS to use to
optimize Exchange encrypted email. To add an account, right click on the account you wish to add, and
selectthe Member Of tab. Click the add button, and pick the group used above in Step 3. Press OK.

Securty | Environment | Sessions location | Managed By | Object | Secudty | Diakn | Attribute Editor |
Remte cortrol | Remate Deskdop Services Profile " General | Operating System Member Of I Delegation | Password Replication
Personal Virtual Desktop | COM= | Attribute Editor
General | Address | Account | Profile | Telephones | Organization Member of:
Publshed Certficates  MemberOf | Password Replication | Dialin | Object Name Active Directory Domain Services Folder

Member of

Name Active Directory Domain Services Folder

adbu-exch local/Users

Domain Users
WAAS-AD-Read.. adbu-exch local/Users

E Remove |

Domain Computers  adbu-exch local/Users
WAAS-AD-Read... adbu-exchlocal/Users

o |

Primary group: Domain Users
. There is no need to change Primary group unless
St Primany Braup | you have Magintosh dlients or POS [X-compliart
applications
oK | cancel | mey | s

Primary group: Domain Computers
. There is no need to change Primary group unless
St Primzry Grous | you have Macintosh clients or POSIX-compliant
applications.
ok | cacel | sy | Her g

Step 10. After adding the Useror Workstation (Computer)accounts to the group, the Active Directory configuration
is now complete. All remaining configuration for Encrypted Exchange acceleration is performed on the
WAAS Central Manager and/or devices themselves.
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For More Information

For Cisco WAAS Exchange encrypted email configuration steps, see the Cisco WAAS 5.0.1 Configuration Guide
on Cisco.com.
For more information Cisco WAAS, see http://www.cisco.com/go/waas
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