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  Introduction
Introduction
This document describes important notes, limitations, open caveats, resolved caveats, and closed caveats 
for Cisco Secure Services Client (CSSC) Release 4.2.1. 

System Requirements

Supported OS Environments
XP Professional (SP1, SP2), 2K (SP4), Win2K Servers (SP4), Win2003 Server

Novell Client version 4.91 SP1 with Hotfix TID2972711

New and Changed Information 

New Features
This is a maintenance release and does not contain any new features. 

Limitations and Restrictions

Unsupported Environmental Features
The following environmental features are not supported in release 4.0.5 or 4.1.0:

• Fingerprint scanners may not be compatible with CSSC. If you encounter problems, Cisco 
recommends that you disable the fingerprint scanner.

For example, CSSC does not function properly with IBM ThinkVantage Fingerprint device software 
versions earlier than version 5. It is recommended that users update to the most recent version 
available (5.6 at the time of this note) before evaluating compatibility with their individual machine. 
This update can be obtained at the following URL:

http://www-307.ibm.com/pc/support/site.wss/TVAN-EAPFPR.html

• CSSC does not support EAP-FAST authentication with an access point local RADIUS server.

• In network environments using token-based credentials, Cisco recommends disabling the Next 
Token feature of the authentication server. If a re-authentication session occurs between the request 
for the next tokencode (the multi-digit code displayed by the token device) and the sending of the 
next tokencode, the authentication will most likely fail. The timing of a re-authentication request is 
not under the control of CSSC but external stimuli such as roaming or authentication server 
timeouts.
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  Important Notes
Important Notes

Roaming and Disk Protection Applications
Software that is designed to protect a laptop’s disk drive from physical jarring prevents any disk drive 
access while vibration is sensed. When using this feature, moving a laptop from one access point to 
another can cause roaming delays (interruptions in network connectivity). Such delays should not 
significantly affect applications that are designed to withstand network interruptions. Users can, at some 
risk, disable the disk-protection utility. Many laptop manufacturers suggest that users stabilize 
computers by placing them in standby mode before they are in transit which should prevent any 
problems. CSSC has been tested with one such application, the ThinkVantage Active Protection System, 
to confirm this.

Disabling Multiple Clients
Do not configure multiple client applications (such as Windows Zero Config (WCZ) and Cisco Aironet 
Desktop Utility) in addition to CSSC to control an access point with the same SSID. Allowing multiple 
applications to carry out write operations (as well as carry on EAPOL messaging required for making a 
connection) through the same network adapter might disrupt both applications, resulting in 
unpredictable behavior in both client applications.

If you must configure multiple applications with the same network, you must disable all but one of the 
client applications and use the enabled client to make connections. 

Note CSSC disables WZC when it manages a client adapter and re-enables WZC when an adapter is 
unmanaged or CSSC is uninstalled.

CSSC can be disabled easily from the Client main menu or from the system icon. Individual adapters 
can be disabled easily from the Manage Adapter dialog. Disabling other third-party clients might not be 
a simple operation. If a third-party client cannot be disabled, it should be uninstalled. For example, the 
Cisco Aironet Desktop Utility (ADU) must be uninstalled to allow CSSC to control the wireless adapter.

User Certificates from the Windows Certificate Store
If you use user client certificates from the Windows certificate store, ensure that you understand the 
requirements for certificate storage and accessibility by machine and user profiles. For example, the use 
of client certificates from the Windows store is not supported when configuring a user-only network that 
requires pre-logon authentication. For more information, use the CSSC’s help or user guide.
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  Caveats
Restarting the CSSC Service
If CSSC becomes suspended inadvertently, the CSSC service must be restarted. If the service fails to 
stop or restart properly, you must restart the machine.

The service can always be restarted by restarting the machine.

If you have Windows administrative privileges, you can manually stop and start the CSSC service by 
choosing Start > Control Panel > Administrative Tools > Services > Cisco Secure Services Client.

Managing Adapters
If you get a message that a Serious Adapter Problem has been encountered and CSSC automatically 
releases control of the adapter, Cisco recommends that you reactivate control of the adapter through the 
CSSC’s Manage Adapters menu item. If this fails, you must stop and restart the Cisco Secure Services 
Client Service through the Windows Services dialog or restart the machine.

Caveats

Open Caveats
These caveats are open for CSSC Release 4.2.1: 

• CSCsj74357—The SSCMgmtTool does not work in Windows 2000.

The Management utility runs on an XP operating system. 

Workaround: If it is necessary to run on a Windows 2000 operating system, the file msvcp80.dll 
should be copied from the ...\CSSC Management Utilities\Microsoft.VC80.CRT directory to the
...\CSSC Management Utilities directory (up one level).

• CSCsj89857—Machine authentication only and anonymous PAC provision loops forever. With a 
certain EAP-FAST configuration, the CSSC never uses the provisioned PAC.  CSSC Release 4.x. is 
affected.

Workaround: None available in CSSC.  A possible work around is to change the ACS configuration 
to allow authenticated in-band provisioning.

• CSCsk04839—Removal of probe breaks the login scripts when using multiple SSID's. When CSSC 
is configured to do pre-logon authentication with a network that contains multiple SSIDs, login 
scripts might fail.  This happens for CSSC Release 4.1.x and 4.2.x.

• Workaround: Configure pre-logon networks with a single SSID. The number of hidden SSID's 
should be limited to the minimum possible and should not exceed a total of 4.

• CSCsl04385—User is prompted for password when using deployed static credentials. With certain 
deployed configurations that contain static credentials (username and password), the user is 
prompted for the password during authentication.  The expectation is that the user is not prompted 
for username and/or password during authentications.

Workaround: None.
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  Troubleshooting
• CSCsl41588—CSSC configured for EAP-Fast and SSO does not honor maximum configured 
authentication attempts. IF CSSC is configured for SSO and EAP-Fast , it is re-using the wrong 
credentials 3 times. This causes a password lock-out.

Workaround: Configure CSSC to Prompt for Credentials and Remember Forever. This provides the 
ability to see the password retries and correct the password after the first attempt. The retries are 
timed, so if the user does not supply a new password within 15 seconds the authentication fails.

• CSCsl26737—CSSC stored user PAC under an incorrect user name. With a deployment 
configuration that contains static credentials (username and password) and FAST, a PAC is never 
saved for the correct username.  As a result, subsequent authentications are done with the deployed 
static credentials.  The desired behavior is the first authentication to use the deployed credentials, 
and subsequent authentications to use the PAC provisioned during the first authentication.

Workaround: None.

Adapter Problems

• Intel(R) PRO/Wireless 3945ABG network adapter

A lockup condition has been observed that causes the current network access device to cycle 
between failed (red) and connecting (yellow) as observed in the Manage Networks window. Network 
connectivity is lost and the system tray icon is either steady-state idle (grey) or connecting (yellow).

Workaround: Disable and then re-enabled the network adapter (Using either the client or adapter 
controls of the CSSC is not sufficient). From the Windows Network Connections window, select the 
Wireless Network Connection and right-click. Then click Disable in the resulting pop-up menu. 
Repeat and click Enable.

Resolved Caveats
These caveats are resolved for CSSC Release 4.2.1: 

• CSCsj64335—Changing CSSC Service from auto to disabled leaves the desktop unusable.

Manually disabling the CSSC Service (either by an administrator or a user) will cause a 10-minute 
delay on logon. 

• CSCsk08771—Deployed PACs do not appear to work correctly.

• CSCsk14147—MSI package deployed client is unable to create static WEP/PSK networks.

• CSCsk25319—Smart card locks when the wrong PIN is entered.

• CSCsk62027—CSSC fails to create deployment package while CSSC is stopped.

• CSCsk91098—CSSC XML file is not read when deployed to distribution folder.

• CSCsl00501—CSSC fails to start if an unsigned XML file is in the distribution directory.

Troubleshooting
For the most up-to-date, detailed troubleshooting information, refer to the Cisco TAC website at:

http://www.cisco.com/en/US/support/index.html
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  Related Documentation
Related Documentation
For more information about Cisco Secure Services Client, refer to the following documents:

Cisco Secure Services Client for Windows 2K/XP User Guide Release 4.2

http://www.cisco.com/en/US/products/ps7034/products_user_guide_list.html

The user guide contains detailed information on operating, and locally configuring the client. The single 
guide covers the three distinct versions of the client: the out-of-the-box version, the deployed 
Configurable End-User’s version and the deployed Preset End-User’s version. The content is taken 
directly from the client’s embedded help system documentation. 

Cisco Secure Services Client Administrator Guide Release 4.2

http://www.cisco.com/en/US/products/ps7034/prod_maintenance_guides_list.html

The administrator guide contains detailed information on deploying preconfigured end-user SSCs. This 
document describes the components of the underlying XML schema which controls the content and 
format of the deployment distribution package (configuration file). It also describes several 
Administrator utilities that are available to assist in the deployment process.

Obtaining Documentation, Obtaining Support, and Security 
Guidelines

For information on obtaining documentation, obtaining support, providing documentation feedback, 
security guidelines, and also recommended aliases and general Cisco documents, see the monthly 
What’s New in Cisco Product Documentation, which also lists all new and revised Cisco technical 
documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

This document is to be used in conjunction with the documents listed in the “Related Documentation” section.

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and 
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and 
coincidental.

© 2007 Cisco Systems, Inc. All rights reserved.

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is 
a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the Cisco 
Certified Internetwork Expert logo, Cisco IOS, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, 
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, IOS, 
iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networkers, 
Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet Quotient, 
and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries. 

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a 
partnership relationship between Cisco and any other company. (0711R)
6
Release Notes for Cisco Secure Services Client 4.2.1

OL-15559-01

http://www.cisco.com/en/US/products/ps7034/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps7034/prod_maintenance_guides_list.html
http://www.cisco.com/en/US/products/ps7034/prod_maintenance_guides_list.html
http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

	Release Notes for Cisco Secure Services Client 4.2.1
	Contents
	Introduction
	System Requirements
	Supported OS Environments

	New and Changed Information
	New Features

	Limitations and Restrictions
	Unsupported Environmental Features

	Important Notes
	Roaming and Disk Protection Applications
	Disabling Multiple Clients
	User Certificates from the Windows Certificate Store
	Restarting the CSSC Service
	Managing Adapters

	Caveats
	Open Caveats
	Adapter Problems

	Resolved Caveats

	Troubleshooting
	Related Documentation
	Obtaining Documentation, Obtaining Support, and Security Guidelines



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


