CHAPTER 1

Bonjour Deployment

Revised: April 04, 2013

Deployment Considerations

The Bonjour protocol operates on service announcements and service queries, which allow devices to
ask and advertise specific applications such as:

e Printing Services
e File Sharing Services
e Remote Desktop Services
e iTunes File Sharing
e iTunes Wireless iDevice Syncing (in Apple iOS v5.0+)
e Music broadcasting in iOS v4.2+
e Video broadcasting in i0S v4.3+
e Full screen mirroring in iOS v5.0+ (iPad2, iPhone4S, or later)

Each query or advertisement is sent to the Bonjour multicast address for delivery to all clients on the
subnet. The Apple Bonjour protocol relies on Multicast DNS (mDNS) operating at User Datagram
Protocol (UDP) port 5353 and sending to the reserved group addresses listed below:

e [Pv4 Group Address - 224.0.0.251
e [Pv6 Group Address - FF02::FB
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Cisco Bonjour Gateway Solution in Release 7.4

The addresses used by the Bonjour protocol are link-local multicast addresses and are only forwarded
on the local Layer 2 (L2) domain, since link-local multicast is meant to stay local by design. Routers
cannot use multicast routing to redirect the traffic because the time to live (TTL) is set to one.
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Cisco Bonjour Gateway Solution in Release 7.4

In the 7.4 release, the wireless LAN controller (WLC) supports Bonjour gateway functionality on the
WLC itself. You do not need to enable multicast on the controller. The WLC snoops all Bonjour
discovery packets but does not forward them on the AIR or Infra network.

Bonjour is the Apple version of zero configuration networking (Zeroconf); it is mDNS with DNS Service
Discovery (DNS-SD). Apple devices advertise their services via IPv4 and IPv6 simultaneously (IPv6
link local and Globally Unique). The current 7.4 implementation does not support Bonjour Snooping for
IPv6 Addresses. On the iPad, you cannot turn off IPv6 or change any of the Bonjour settings.

If you want to control mDNS/Bonjour, the key is to limit the size of the local segment.
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Cisco Bonjour Gateway Solution in Release 7.4 W

To address this issue, the Cisco WLC acts as a Bonjour gateway. The WLC listens for Bonjour services
and by caching those Bonjour advertisements (AirPlay, AirPrint, and so forth) from the source/host (such
as AppleTV) and responding back to Bonjour clients when they ask for or request a service. This process
is shown below.

1. The controller listens for the Bonjour services.

Bonjour Cache:
AirPlay — WVLAN 1
AirPrint — VLAN 105
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M Bonjour Deployment Using mDNS Gateway

4. The WLC sends a unicast response to the client queries for Bonjour services.

Bonjour Deployment Using mDNS Gateway

Bonjour Configuration on WLAN Through the User Interface

In the 7.4 release, the WLC supports Bonjour gateway functionality on the WLC itself. You do not need
to enable multicast on the WLC. The WLC snoops all Bonjour discovery packets but does not forward
them on the AIR or Infra network.

1. To configure and demonstrate the Bonjour feature on the WLC, create a dynamic interface for
Bonjour services on a separate VLAN from the client VLAN.

The example below shows different interfaces and VLANSs for Apple Clients and Apple TV:

Y MAMAGEMEMT COMMANDS HELP  FEEDBACK
Cantroller Interfaces
Apple TV

General /

Inventory Intarfacy Name VLAMN Identifisr 1P Addrocs Interface Type Dynamic AP Managsniont

Istarfacas i1 10.10.13.2 Cynamic Disabled - ]

Interface Graups COATIE RS Lo 10,10,10.2 Shats

Multicast eyl \ WA 1111 St Mot Suppartad
¥ Intermal DHCP Server Apple Clients
¥ Maohility Manage ment

Ports 5]
b NTP &

2. Create a wireless LAN (WLAN) for clients with any security type. By default, mDNS snooping
is enabled on the WLAN.

3. To confirm, click WLAN id, click the Advanced tab, and make sure that the mDNS Snooping
option is Enabled. Select default-mdns-profile as the mDNS Profile to allow the Bonjour
services you require to advertise on the particular WLAN.

4. Click Apply.
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WLANS Flentomnet
e nn:(o-r-‘f:._cc Local 1 mnatied
WLAN: .
i®
e Aeiag FlexConnact Local Auth Enatied
Learn Chent 1P Address & Enabled
wian based Certral
Switching Enatied
Coraral BHEP Processing Enabied
Ovesride DNS Enatied
HAT-PAT Enatied
DS
PeNE Snoeping " enabled =
mMONS Profle | defaulmdes.erofile w g

Note  Only one mDNS profile can be applied to one WLAN.

5. Create another WLAN for services and make sure that the WLAN is mapped to an interface
other than management, as shown below.

Note  Release v5.0 of Apple TV does not support Wi-Fi Protected Access 2 (WPA2)-Enterprise authentication.
For 802.1x networks, you can work around this problem by creating a WPA2-Pre- Shared Key (PSK)
WLAN using the same wired interface.

Save Configuration ~ Ping  Logout Refresh

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANS > New < Back Apply
Type WLAN =]

Frofile Name [FoD1-AppleTv
ssio POD1-AppleTV
o) 2 &

350332

WLANS WLANs > Edit 'POD1-AppleTV"
- WLANS General
A [ B B L

L Advanced Profils Mame POD1-ApplaTV
Trpa WLAN
S51D POD1-AppleTV c‘_
Status [ Enabled
Security Policees Mame

(Modificatinns dong under Securty tab wil appesr after applpng the changes.)

Radio Polsy Al -
Tnterfsce/Tntarface
|_Gruuﬂl:GJ dynamic ~

Multicast Vian Feature [ ] Erabled
Broadcast 5510 [l enabted

NAS-1D Cison g

6. Connect the Apple TV to the service set identifier (SSID) created for device services, and
connect the Bonjour client (iPad/iPhone) to the SSID for clients.
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7. Navigate to Monitor > Clients to see that the Bonjour servicing Apple TV and the Bonjour

client (your iPad/IPhone) are associat

Manitor Chients

ST ATy
Acoess Peists

Currest Filter

Chon Cheaakir et MAT Adde

Statistics

cioi

Rogues
CHEat
Multicast
Applications

LER

Ll [Ckasgs Fiker] [Clear filte

Appla TV

LLE ST

iPadfiPhone

ed with

1T 4EN Q HELS

WLAN Prafile WLAN SSID

POO-Clent

FODL-dppleTV

FOD1-Chent

[

two different SSIDs, as shown below:

Pratocsl
B0Z126n0
$02 11bn

Entries 1 -

Satus Auth
Assooated s

Msseoated s

350334

As shown above, it is implied that the Apple TV and the client are connected on different
VLANSs. This mapping will be confirmed in the next steps.

8. Click the client MAC address of the Bonjour device Apple TV, as shown above, to view its

details.

9. Verify that the Apple TV associated to the interface is mapped to a different VLAN than the
VLAN of the client. In this case, it is VLAN 11.

10.

Monitor Clients > Detail < Btk Link Test |
Semanery General | AVC Statistics
¥ Access Points
b Chsco Cleanhir
Clisnt Propertios AP Propertios
b Statlstics
e HAZ Address 10:40:F3:%:d1:55 BF Addris AT 22080
b Rogues |[pe s 101011132 | P Hame APIEO2I-200
o TPl Address HeRiu 1240 PV fea 1S, AP Trpe e
spulticast [Foan predie FOD1 ApsleTy |
Applications. Satui Aiisnated
Associazon B 4
802,13 Auhanticstisn  Ogan System
Reatan Code
Status Code ]
CF Pallable Mot Drlemnted
CF Poll Request Mot Erglemented
Clhesrt Trpe Regular Ther Preambste Implermered
Uer Hame PREC et Enpleintad
Past Musbar H Charcal Agiity ot Prgleenented
betarface Syt Timsut 1800 2
T — w» s J— 8

Click the MAC address of the client (iPad/iPhone) to view its details. As shown below, ensure
that the iPad/iPhone is associated to an interface other than the services interface. In this case,

itis VLAN 10.

Monltor Clients > Detal < Bark Limk Vest
e General | ANC Statistics
b Access Points
b Ciseo Chranhin
Clint Properties AP Propertios
b Statistics
» COP MAC Lgdrest Teidlie 001 2boo0 AP Addrass 091 09:42:22:00
b Hagues | = TECECRT| AF Hiha APIO2L-30%
EPYE Aadreni fal0 ! Tad s aifeso: rhan, AP Tyse (eTRTI™
Multicast | i Fretie oD -Chent |
Applicatians Statur Argsciated
Associsson 1D 2
80218 Aushentication  Opan Spatem
Ressan Code 1
Smus Code o
CF Pollabile Mot Implemented
CF Poll Rpgumit Bt Splamented
Clamt Trps Englar Shart Preamble Implemented
User Nama L= Hot Imgplemented
Port Mufbsr Channgl Agdty Mot Implemented -
rerface management Tinesut 1400 g
VLAN 1D 10 WEP Shate WEP Disatle B
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mDNS Profile Configuration Through the User Interface

1. To create and apply the Bonjour services, go to CONTROLLER > mDNS > General.

2. Under Global Configuration, check the mDNS Global Snooping checkbox to enable snooping;
it is disabled by default. The Master Services Database shows the default profiles, which are

preconfigured.
' l‘ el I LI
CISCO MONITOR WLANs CONTROLLER W]RELESS SECURIT MAMA, COMMANDS  HELI
Controller mDMS

General
Inventory Global Configuration
Interfaces ‘/f':
Interface Groups mDNS Global Snooping [=]
sMulticast Quary Interval (10-120) 15 {Fmins)

k Internal DHCP Server
b Mobility Management  Master Services Databage

Ports Select Service Hone »
F NTP Query Statug
L
b 1pus Lo
* mbNS Service

Ganaral Service Mame String
Frafies

uery 5

L
Airfnnt 5 A l.
Comain Names e i H/
Apple Ty airplay._tep locsl,
b Advanced s ER *_..--"

Printer _prankar._tep locsl

-

The Master Service Database is a user-configured database for all Bonjour services supported
by the WLC. As shown above, a default list of services, like Apple TV and Printer, are added to
this list on start-up. The WLC snoops and learns about mDNS service advertisements only if
the service is present in the master-service-list database. Similarly, only those queries for
services listed in the master-service-list are responded back to clients, as long as the Bonjour
profile name associated with the client allows for the service query. A maximum of 64 services
can be included in the master-service-list database, so the controller has the potential to
snoop and learn about 64 different services.

Master Services Database ]

Seleck Service 'None bt
Query Status AirTunes

Apple File Sharing Protocol(AFF)

Add Scanner
— FTP

iTunes Music Sharing
BiiTunes Home Sharng

Service Name f1iTunes Wireless Device Syncang tery 4
. Apple Remote Desktop
AuFnng Ll apple CO/OVD Sharing
- Time Capsule Backup
AppleTy H other
Printer T _topteTat— = a

3. To add Bonjour services, select the desired option from the Select Service drop-down list. In
this example, select Scanner.
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TROLLER  WIRELESS

SECURITY

Controller mDHS
General
Inventeey Gabal Configuration
Inberiaces
Intestace Groups. MCE S Secuing ¥
Malticas Quary Intaresl (10-129) ] (i)
[FRTS w—

F Inbermal DHCP Server  Maiter S#rvices Databass

¥ Moty Hanagomeal Select Servie L
Pty Guery Ststus s

b NTR Agpie Fim Sharng ProtacciAFP)

o Scanner
b O r
Tunes Musc Sharng
b iFvh 1 Tursts Hame Skanag Ry Status
Tunes Wirsless Devon Syacing

= mONS = hopis Ramate Daeitog F
Ganaral Aenele CONTVT Sharieg "
Frod * Tima Capuale
Thamds Datr bl
Domain names

* Advanced

350339

4. Click the Add button, then click Apply. Each service name has a predefined service string.

alvalie
CISCO

Controller

Aeenaral
Imventory
Interfaces
Interlace Groups
Multicast
Retwork Roules
¥ Isternal DHCP Server
* Hobility Management
Ports
* NTP

Bebect Servioe
Cuitry Sttt

» COP

¥ PVt

- mHS
Gy
Profiss
Coman Kames

¥ Advanied

Quary irterval (L0-223) ]

WIRELESS

Global Configuration

PRCIME Cisbal Shacgereg ¥

Master Services Database

S =

Service Strng Query Satus
b._tep el ¥
_sieplny._tep boeal, ¥
Brinter,_bplozal ¥

Sary

5

5. To select the services to be advertised, click mDNS > Profiles. The default profile appears.

6. Navigate to Controller > mDNS > Profiles, and select the default-mdns-profile.

Controller

General

Inventory

Interfaces

Interface Groups
Multicast

Network Routes
Internal DHCP Server
Mobility Management

F IPVH /
* mDNS
Genaral

Diomain Names

ONTROLLER

mDMNS Profiles

Number of Profiles 2

Profile Name

ESS

SECURITY

MANA

Ho. Of Services

faul-bonigyr-prof 3
I default-mdns-profile 3 [ ] ]

350341

~

Note
WLAN.

If the requirement is to use only default services, assign the default?mdns?profile to that particular
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CISCO MOMITOR W COMNTROLLER
Controller mDNS Profile > Edit
Inventory Profile 1d T
Interfaces
Service Count 3
Interface Groups
Multicast Mo, of Interfaces Attached o
b Internal DHCP Server Mo of Interface Groups Attached v
¥ Maobility Management No. of Wlans Attached 2
Ports
F NTP Sarvices List
F COP Service Name AlrPrint v |
b IPvE
add
* mDNS Y
General/ Service
Prafiles Hame
Domain Hames AirPrint n
¥ Advanced AppleTV a
Printer [ ~] %
To check which Bonjour services are running, click mDNS > Domain Names.
In the example below, Apple TV is being discovered as the wireless medium.
Controller mOMNS Domain Name IP > Summary
General Nurnber of Domain Kame-[P Entries 1
Inventory
Interfaces
Domain Hame HAC Address 1P Address Vian 1d Type
IRNIER OGN B m 10:40:3:45:41:65 10.,20.11,132 u Wireless
i [ove v-2ica.
¥ Internal DHCP Server
# Mobility Management
Ports
k NTP
r CDP
k IPvi
* mDNS
Ganeral
Profiles -
Domain Mames E
b Advanced H
7. When the Bonjour service appears under Domain Name, navigate to mDNS > General >
AppleTV to check which mDNS profile the service is using. Since this example uses the default
profile, the services appear under default-mdns-profile.
; : x LER WIRELESS COMMANDS. HELF PEEDRACK
Coniroller mONS Service » Detail BN
Gemeral [PR— AaslaT
e P I
Service 12 .}
Interface Groups
Multicast S Quay Sone Erppiad
Retwork Riules [Prmie ot ’
¥ Roadundancy Sarvice Briowider Coart
b Internal DHCP Server
» Mabiiity f Profile Information
Ports Prafile Nase
L=
" PMIPYVG Service Frovider information
L ) HAC Addrens Seree Preveter Name wiham 1d Type TIL (ueeomnds) Time Left (secands)
- s = ——— s —— = %
8. Once the profile is attached to the WLAN, check to see if the Bonjour services are routed across

the VLANS.
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10.

1.

12.

13.

14.

Make sure your Apple iPhone/iPad Client is connected to the client SSID.

Using the TV remote for the monitor, select AirPlay from the Settings menu, and ensure AirPlay
is enabled. You can set an optional passcode for security.

On your Apple iOS device, double-click the home button to reveal the multi-tasking view.

Swipe left to right (twice for an iPhone, once for an iPad) to reveal a menu with the AirPlay
icon, as shown below.

The status bar at the top of the Apple device turns blue and displays an icon for AirPlay to
signify that you are broadcasting your screen on the Apple TV.

mDNS Services with Wired Bonjour Devices

In most scenarios, some Bonjour devices may be directly connected to the switch or device. Bonjour
services can be accessed even when the Bonjour device is connected via an Ethernet cable on a network.
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The VLAN of wired Bonjour devices must be trunked to the controller so that their advertisements can
be seen and sent out to wireless clients. In this example, the Bonjour device (Apple TV) is on VLAN 11
tied to the dynamic interface on the controller.

Bonjour from
VLAN 11 (Wired or
Wireless) is Sent to the
Clients

4 = - VLAN 20

Ly
i

-
-

. Apple TV WLAN
(VLAN 11)
\ Pﬁﬂ&ﬂ} .f

Apple TV
o (Wired)

~
o
]

[

i

1

\
%

1. On the WLC user interface, navigate to Controller > mDNS > Domain Names. Apple TV is
now discovered as the wired medium in the dynamic VLAN, as shown below.

Controller mODNS Domain Name IP > Summary

General Number of Domain Name-1P Entries 1

Inventory
Interfaces

Domain Name MAC Address 1P Address vian 1d Type
Interface Groups Apple-TV-2 Jocal 10:40:¢3:05:41:08 10.10.11.132 1
Multicast

Internal DHCP Server

Mobility Management
Ports

» NTP
» COP
b 1PvE
v mDNS
Seners

Domain Names

» Advonced

350346

2. Use your Apple Client (iPhone/iPad) to check that the Apple services are still being

broadcasted.

CiPad O Phone
O Appte TV s & AirPort
Mrering L on_§ ) Apple TV v
W Py LA (e O R
wverything on o itsdy displey Mimroring m
15 &0 AR TV, witileiidy
W Aar Py Mesoreg pou L% el

wearyTerg on your Phore  depley

w0 g A T mvwis by %
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