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Objectives

Audience

Preface

Revised: April 04, 2013,
This section discusses the objectives, audience, conventions, and organization of the Cisco Bonjour
Gateway Deployment Guide and provides general information about Cisco IOS software documentation.

Cisco documentation and additional literature are available in a CD-ROM package, which ships with
your product. The Documentation CD-ROM, a member of the Cisco Connection Family, is updated
monthly. Therefore, it might be more up to date than printed documentation. To order additional copies
of the Documentation CD-ROM, contact your local sales representative or call customer service. The
CD-ROM package is available as a single package or as an annual subscription.

This document provides information on the theory of operation and configuration for the Cisco Unified
Wireless LAN solution in support of multicast applications such as the Apple Bonjour protocol. The
Bonjour protocol enables Apple devices to query and announce for specific services such as AirPlay,
which allows audio and video to be shared between devices dynamically.

This publication is intended primarily for users who configure and maintain routers, but are not
necessarily familiar with tasks, the relationship between tasks, or the commands necessary to perform
particular tasks. In addition, this publication is intended for users with some familiarity with IP and
telephony networks.

Cisco 10S Software Documentation

In addition to the information provided in this publication, you might need to refer to the Cisco I0S
documentation set. The Cisco IOS software documentation is divided into nine modules and two master
indexes. Each module consists of two books: a configuration guide and a corresponding command
reference. Chapters in a configuration guide describe protocols, configuration tasks, and Cisco I0S
software functionality and contain comprehensive configuration examples. Chapters in a command
reference provide complete command syntax information. Each configuration guide can be used in
conjunction with its corresponding command reference.

Bonjour Gateway Deployment Guide g



Organization

This chapter describes the contents of each chapter in this document.

Table 1 Organization

Chapter Title Description

Chapter 1 |Bonjour Deployment Overview of the Bonjour Deployment.

Chapter 2  |Printer Services A general description of Printer Services and commands.

Command Syntax Conventions

Table 2 describes the syntax used with the commands in this document.

Table 2 Command Syntax Guide

Convention Description

boldface Commands and keywords.

italic Command input that is supplied by you.

[ 1 Keywords or arguments that appear within square brackets are optional.

{xIxlx} A choice of keywords (represented by x) appears in braces separated by
vertical bars. You must select one.

A or Ctrl Represent the key labeled Control. For example, when you read D or

Ctrl-D, you should hold down the Control key while you press the D key.

screen font

Examples of information displayed on the screen.

boldface screen font

Examples of information that you must enter.

< >

Nonprinting characters, such as passwords, appear in angled brackets.

[ ]

Default responses to system prompts appear in square brackets.




CHAPTER 1

Bonjour Deployment

Revised: April 04, 2013

Deployment Considerations

The Bonjour protocol operates on service announcements and service queries, which allow devices to
ask and advertise specific applications such as:

e Printing Services
¢ File Sharing Services
e Remote Desktop Services
e iTunes File Sharing
e iTunes Wireless iDevice Syncing (in Apple iOS v5.0+)
e Music broadcasting in i0OS v4.2+
e Video broadcasting in i0S v4.3+
e Full screen mirroring in i0S v5.0+ (iPad2, iPhone4S, or later)

Each query or advertisement is sent to the Bonjour multicast address for delivery to all clients on the
subnet. The Apple Bonjour protocol relies on Multicast DNS (mDNS) operating at User Datagram
Protocol (UDP) port 5353 and sending to the reserved group addresses listed below:

e [Pv4 Group Address - 224.0.0.251
e IPv6 Group Address - FF02::FB

Bonjour_DG_Guide
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Cisco Bonjour Gateway Solution in Release 7.4

The addresses used by the Bonjour protocol are link-local multicast addresses and are only forwarded
on the local Layer 2 (L2) domain, since link-local multicast is meant to stay local by design. Routers
cannot use multicast routing to redirect the traffic because the time to live (TTL) is set to one.

v —

CAPWAP Tunnel

@

Apple TV

3525

Cisco Bonjour Gateway Solution in Release 7.4

In the 7.4 release, the wireless LAN controller (WLC) supports Bonjour gateway functionality on the
WLC itself. You do not need to enable multicast on the controller. The WLC snoops all Bonjour
discovery packets but does not forward them on the AIR or Infra network.

Bonjour is the Apple version of zero configuration networking (Zeroconf); it is mDNS with DNS Service
Discovery (DNS-SD). Apple devices advertise their services via IPv4 and IPv6 simultaneously (IPv6
link local and Globally Unique). The current 7.4 implementation does not support Bonjour Snooping for
IPv6 Addresses. On the iPad, you cannot turn off IPv6 or change any of the Bonjour settings.

If you want to control mDNS/Bonjour, the key is to limit the size of the local segment.

Bonjour_DG_Guide
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Cisco Bonjour Gateway Solution in Release 7.4 W

To address this issue, the Cisco WLC acts as a Bonjour gateway. The WLC listens for Bonjour services
and by caching those Bonjour advertisements (AirPlay, AirPrint, and so forth) from the source/host (such
as AppleTV) and responding back to Bonjour clients when they ask for or request a service. This process
is shown below.

1. The controller listens for the Bonjour services.

IEDAEE

fea] Bonjour Cacha:
ol AirPiay — VLAN 11
AirPrint = VLAN 105

Bonjour_DG_Guide
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W Bonjour Deployment Using mDNS Gateway

4. The WLC sends a unicast response to the client queries for Bonjour services.

Bonjour Deployment Using mDNS Gateway

Bonjour Configuration on WLAN Through the User Interface

In the 7.4 release, the WLC supports Bonjour gateway functionality on the WLC itself. You do not need
to enable multicast on the WLC. The WLC snoops all Bonjour discovery packets but does not forward
them on the AIR or Infra network.

1. To configure and demonstrate the Bonjour feature on the WLC, create a dynamic interface for
Bonjour services on a separate VLAN from the client VLAN.

The example below shows different interfaces and VLANSs for Apple Clients and Apple TV:

COMMANDS  HELP  EEEDHACK

Controller Interfaces
Apple TV
General /
Inventory Intarfacg Name YLAM Identifier 1P Addrocs Inteiface Type Dynamic AP Mansgsmant
istorfatos ii 100132 Crynamis Disabled 2
Interface Groups K \ Lo 10.10.10.2 Sk
multicast WA 1144 State Net Supportad
¥ Imtermal DHCP Server Apple Clients
¥ Mohility Manage ment
Ports é
F NTP n

2. Create a wireless LAN (WLAN) for clients with any security type. By default, mDNS snooping
is enabled on the WLAN.

3. To confirm, click WLAN id, click the Advanced tab, and make sure that the mDNS Snooping
option is Enabled. Select default-mdns-profile as the mDNS Profile to allow the Bonjour
services you require to advertise on the particular WLAN.

4. Click Apply.

J  Bonjour_DG_Guide
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Bonjour Deployment Using mDNS Gateway ||

n =
bl PR
cisco
WLAMNS Plentomnest
- WLANS ooy Ty [0 Enatied
WLk
i
e FiexnCannact Local Auth Enabisd
Laarn Chant 1P Address Enablsd
Vian based Certrad
Switching i Enabled
Coréral DHEF Frocessing Enabled
Gvermide DHS Enabied
RAT-PAT Enabied
mDNS o If
NS Snoeping E Ensbted =
mOhS Profin | defauh-mderi-peulile = E

Note  Only one mDNS profile can be applied to one WLAN.

5. Create another WLAN for services and make sure that the WLAN is mapped to an interface
other than management, as shown below.

Note  Release v5.0 of Apple TV does not support Wi-Fi Protected Access 2 (WPA2)-Enterprise authentication.
For 802.1x networks, you can work around this problem by creating a WPA2-Pre- Shared Key (PSK)
WLAN using the same wired interface.

Save Configuration ~ Ping ~ Logout ' Refresh

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANS > New < Back Apply
Type [wLan =1

Frofile Name [PoD1-AppleTv
SsID [Pop1-AppleTy &
@
D 2 (2]
2 [ 3
B
@

WLANS WLANs = Edit "POD1-ApplaTV"
o L General | Security | QoS | Advenced
WLAM
' kol Profils Nams PODI-AppleTy
Tros WLAN
E510 PODL-AppleTy ‘_
Status [ enatisa
Security Policees LT

Madifications done uhder Iecury tab wil appasr after applymg the changes.)

Radio Palicy AN W
Trterface/Tritarface

Group( dynarmec »
Multscast Visn Festure [ ] Erabled
Broadosst S510 ) enabted

NAS-ID CHLn

350333

6. Connect the Apple TV to the service set identifier (SSID) created for device services, and
connect the Bonjour client (iPad/iPhone) to the SSID for clients.

Bonjour_DG_Guide
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Bonjour Deployment Using mDNS Gateway

St ary Currest Pilter B [ERatgs riltgr] [Ciar flar]
b Access Painty Apple TV

Chice Cleanki
Mt heemt HAL Adir /NP Hame WLAN Prafils WLAN SSID: User fams Protecsl
b Stablstics 1 APJozE 28 ODL-AgpieTy f0zditn
b coP 3 ¥ POOL-Clhent 821360
» Regues

iPadfiPhon
Hultizast oL
Agpinations

Navigate to Monitor > Clients to see that the Bonjour servicing Apple TV and the Bonjour
client (your iPad/IPhone) are associated with two different SSIDs, as shown below:

Watus
Advoated
Assported

350334

As shown above, it is implied that the Apple TV and the client are connected on different
VLANSs. This mapping will be confirmed in the next steps.

details.

VLAN of the client. In this case, it is VLAN 11.

Click the client MAC address of the Bonjour device Apple TV, as shown above, to view its

Verify that the Apple TV associated to the interface is mapped to a different VLAN than the

Monitor ~lients > Detail

Summary

Arcess Points

Chvco Cleanhis
Client Properios

General | AVC Statistics

10:40iF%: 05141185

10:10:91.1%7 |

b Statlstics
b CDP WAL Addrein
b Ragids LEmet address
rt Addvenn
Stulticast
Applicationy
Cherkt Trpe
User Name
oot Mumbar
Iatartacs

W0 E240: P feus 10105,

Reguiar

Sinsms

| |

AP Propertios

AP Addeans ANE AT 228
AP Lama APHEOIL-200

AP Tyse 8421160

[Frons pretie FODL RpleTV |
Stu Anteaated

Aisosiston B

802,11 Aushentication
Reasan Code

Status Code

CF Follable

CF Fall Begusst

Thart Presmbsle
PECC

Chansel Agisty
Timeaut

WP Shate

4

Gpan Spsmam

L]

Mot Erglempnted
Mot Erlemvinted
Implermermed
Mot Dnglementad
Mot Berglunpnted
%00

WP Dissble

_chack | ik Test |

350335

10.

Click the MAC address of the client (iPad/iPhone) to view its details. As shown below, ensure

that the iPad/iPhone is associated to an interface other than the services interface. In this case,

itis VLAN 10.

Monitar Therta > Detal
Siammary Genpral | AWE Statltics
b Acoess Points o
b Chizo Cheanhle
Clinnt Brapartios
b Statistics
b coR MAG Addrass Terdlie3 091310
> Ropus Bt Aadress TETHCETCa |
T Teb0 T AL fed0 2t
et
Mwiticast
Aeplications
Chat Type Bagde
Urar Mama
Pt Musnleai
Erferface anAgHmant
VLAN 1D 10

AP Propein

45 kgdrany L
29 Hama APMO2L30M

AF Tyoe B3 11bn

| s Foo1-Clert |
Fhtu Aprociated

Associenon B0
802,32 Authentication
Heasan Code

Samus Gt

CF Pelishls

CF Pall Ragusit

Fhart Preambie
PRCC

Channel Agity
Timeaut

WEP State

Cpan Spatem

0
et Impbemestad
bet Implammisted
Implerranted
Wt Implamestad
Mot Implemaseted
1840

Wit Dinable

< mack Lissk Test

350336
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Bonjour Deployment Using mDNS Gateway ||

mDNS Profile Configuration Through the User Interface

1. To create and apply the Bonjour services, go to CONTROLLER > mDNS > General.

2. Under Global Configuration, check the mDNS Global Snooping checkbox to enable snooping;
it is disabled by default. The Master Services Database shows the default profiles, which are

preconfigured.
' l:‘ L ‘1 I
CISCO MONITOR WLANs COMNTROLLER
Controller mDMNS
General
Inwentory

Global Configuration

interfaces /
Interface Groups miDMS Global Snooping =]

sMulticast Query Intervad (10-120) 15 {mins}
¥ Internal DHCP Server
¥ Mobility Management  Master Serviess Database

Ports Select Servioe None W
F NTP Query Status
* CDP
b IPuG B

* mbNS Service
G r Service Hame String UUW
'_ . o : APt _ipp-_tep.local. =]
poleTY _airplay,_tep lacal, = ‘/

_prntar._tep local. =]

¥ Adwvanced

s
:
The Master Service Database is a user-configured database for all Bonjour services supported
by the WLC. As shown above, a default list of services, like Apple TV and Printer, are added to
this list on start-up. The WLC snoops and learns about mDNS service advertisements only if
the service is present in the master-service-list database. Similarly, only those queries for
services listed in the master-service-list are responded back to clients, as long as the Bonjour
profile name associated with the client allows for the service query. A maximum of 64 services
can be included in the master-service-list database, so the controller has the potential to
snoop and learn about 64 different services.

Master Services Database ]

Select Service 'Mons b
Query Status AiFTunes

Apple File Sharing Protocol(AFF)

ndd | Scanner
- FTF

iTunas Music Shqri_ng
B iTunes Hame Shanng

Service Mame pl iTunes Wireless Davice Syncng fery §
- . Apple Remote Desktop
Awrennt Ll apple CO/OVD Sharing
- Time Capsule Backup
AppleTy Hother
Printar T _topteTat— = g

3. To add Bonjour services, select the desired option from the Select Service drop-down list. In
this example, select Scanner.

Bonjour_DG_Guide
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Bonjour Deployment Using mDNS Gateway

Controller mDNS
Lehetal
Emveniony Giobal Configuration
Interiaces
Interiace Groups ONT Gkl Srocpeng L
Pealicast Guery [rtaresl (12-220) 13 | )

Motmork Roates

¥ Intermal DHOP Server  Masier Services Dannase

b moblity Hanapoment Fnlact Bercwin wor
Perts Guery Suha AerTinan
b MTR Azpla Fim Sharng Protsssh{ ATF)
Boarver
v e
e Mares buc: Shacing
b iPve 1 arts tama Sharing Quenry Status
Tisrwes Wirnieas Dowice Symcing
 mONS / Ascin Ramate Dasictoo ’ 5
Gerar Ascle CINDVT Shaneg ¥ =
Tima Capwats Backiop
L carar ¥ -]

e
CISCO

adrolier mDN
Conirelie DNS s
Leemaral
Imventory Qiobal Configuration /
Interiaces
Isderlace Groups ke bl Sreseparey 4
Hiilticast Quary brterawd (122200 1] (ra)
Retwnork Boules

¥ Internal (HICP Server

Masier Services Database

¥ Mobility Managemeni  Gaisct Sarvics nnar =)
Ports Cusery Statut

» NTR

b cop

b It Serviie Stang sy Fatus
oo _tepdecal ¥ a
—arpiny. tcplseal. 7 a
LFrnied. b local ¥ a

350339

To select the services to be advertised, click mDNS > Profiles. The default profile appears.

Navigate to Controller > mDNS > Profiles, and select the default-mdns-profile.

NTROLLER

Controller mDNS Profiles
General
TRvERtORY Mumber of Profiles 2
Interfaces Prafile Name No. Of Services
Interface Groups L)
Multicast : =]

Hetwork Routes
Internal DHCP Server
Mobility Management
Ports
NTP
 CDP
b IPvh

- w

Diomain Names

~

350341

Note
WLAN.

If the requirement is to use only default services, assign the default?mdns?profile to that particular

J  Bonjour_DG_Guide
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CIsco

Controller

General
Invientory
Interfaces

Multicast

-

-

Paorts
B NTP
cop
1Pve
* mbONS

-

Damain Harme:

-

Advanced

Internal DHCP Server

Maohility Management

General /
Profiles

L

mDNS Profile > Edit

Profile Narme
Profile 1d

Service Count

Interface Groups

Ho. of Interfaces Attached
Ho. of Interface Groups Attached

Ho. of Wlans Attached

Services List

Servece Hame APrint (W

(Add |

Service
Mame

ArPrnt
Apple TV
Frinter

5

Bonjour Deployment Using mDNS Gateway ||

default-mdns-profile

1

3
o
1]
z

350342

To check which Bonjour services are running, click mDNS > Domain Names.

In the example below, Apple TV is being discovered as the wireless medium.

Caontraller

General
Inventory
Interfaces
Interface Groups
Multicast

Mobility Manageme
Parts
k NTR
* COP

1w
* mDNS

Gersral
Frofiles

Comain Hames

-

Advanced

mDONS Domain Name IP > Summary

Number of Damain Rame-IF Entnes 1

Domain Name MAC Address TP Address W¥lan 1d Type
Apple-TV-2Jocal 10:40i1 eS8 1S 10.10.11.132 [+ Wireleis

Internal DHCP Server

R4

When the Bonjour service appears under Domain Name, navigate to mDNS > General >
AppleTV to check which mDNS profile the service is using. Since this example uses the default
profile, the services appear under default-mdns-profile.

b nternal (HCP Server

¥ Hobility Massgement
Forts

¥ T

b Cor

» MG

b v

| = mDs

Gt

ey

CONTROULLER  WIRELESS
mDNS Service > Detall

Sarin Nese

=
i
-
2

Swryce String tepocel

Sarvc
Sarvice Quary St
Brolle Conet 3
Sarics Primder Conrd

Profile informaton

Profils Rasis
Bl -mder-prohly

Sarvics Proviosr informancn

AL Addirenn

201 T a2 ﬂ Aophe TV _srpley._tep local

Service Froveber M Wi il Type

Wirehmes

=

COMMANDS. LR

FEETHACK

TIL [neeonds] Time Ledt {seconds)

%0 4 g

Once the profile is attached to the WLAN, check to see if the Bonjour services are routed across

the VLANS.

Bonjour_DG_Guide g
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W Bonjour Deployment Using mDNS Gateway

10.

1.

12.

13.

14.

Make sure your Apple iPhone/iPad Client is connected to the client SSID.

Using the TV remote for the monitor, select AirPlay from the Settings menu, and ensure AirPlay
is enabled. You can set an optional passcode for security.

On your Apple iOS device, double-click the home button to reveal the multi-tasking view.

Swipe left to right (twice for an iPhone, once for an iPad) to reveal a menu with the AirPlay
icon, as shown below.

:

The status bar at the top of the Apple device turns blue and displays an icon for AirPlay to
signify that you are broadcasting your screen on the Apple TV.

w.. ATET = o o —— [a) 919 )

mDNS Services with Wired Bonjour Devices

In most scenarios, some Bonjour devices may be directly connected to the switch or device. Bonjour
services can be accessed even when the Bonjour device is connected via an Ethernet cable on a network.

J  Bonjour_DG_Guide
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The VLAN of wired Bonjour devices must be trunked to the controller so that their advertisements can
be seen and sent out to wireless clients. In this example, the Bonjour device (Apple TV) is on VLAN 11
tied to the dynamic interface on the controller.

=

S Y e
.-'-' e ‘-\
r %
i 5
(VLAN 11)
q‘ Apple TV )
sy  (Wirekess) o v

Bonjour from
VLAN 11 (Wired or
Wirgless) is Sent to the
Clients

VLAN 10

VLAN 20

(Wired)

1. On the WLC user interface, navigate to Controller > mDNS > Domain Names. Apple TV is
now discovered as the wired medium in the dynamic VLAN, as shown below.

|controlier

General
Inventory
Interfaces

Multicast

Parts
NTP
cop

1Pvh

mDNS

b Advanced

Interface Groups

Internal DHCP Server

Mobility Management

mDNS Domain Name IP > Summary
Numbar of Domain Name-1P Entries 1

MAD Address IF Address Vian 14

10.10.11.132 1

Ilie

10:40.13:0%:41:08

2. Use your Apple Client (iPhone/iPad) to check that the Apple services are still being
broadcasted.

) Phone

& AirPon

L Apple TV ¥
Masoring «ox

TS APy ferirery pou e nared
wrary Twy) e s $FSuorw ) gy
[P e——

asear
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CHAPTER

Printer Services

Bonjour Printer Services

In most networks, the printers are wired into the network. You can also show case and verify that the
AirPrint Services are being cached and advertised by the controller when the client queries for the
service. The same principal applies as discussed above for the wired Bonjour device (Apple TV).

1. To check if the Bonjour Printer Service is discovered by the WLC, navigate to CONTROLLER
> mDNS > Domain Names. The printer appears under Domain Name IP Entries with Type
Wired and Vlan Id.

alaln
Cisco HONITON  WLANG  CONTROLLER  WIRELESS

Buye Confiparaton P Lt s

SECLMITY  MANAGEMENT  COMMANDY  WELP  CECDEATS

General
Invenliry
Intesincms

Intestnce Groups Ay

= = I Addrmas Vien 14

BuRlcast HRCANCTE-T oo D0cfc030d:3e: 10.30.p08.4 A

Mitwork Rostes /,‘ /
b metendancy
b Intermal DHOP Server
b Makity Hanageimeat

Ports.
» TR
+ cop
b IS
b iPve
= mONS

350347

Book Title
| "=
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M Bonjour Printer Services

A single Bonjour device can advertise multiple Bonjour services; for example, a printer can
advertise AirPrint, Printer, Scanner, Photosmart, and so forth. To confirm which service is being
cached by the WLC, go to CONTROLLER > mDNS > General, and click the appropriate

service name.

Controller

General
Inventory
Interfaces
Interface Groups
Multicast
Network Routes

Redundancy

-

Internal DHCP Server

Mobility Management
Ports

F NTP

» CDP

PMIPvG

IPVG

¥ mDNS
General
Profiles
Domain Names

MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
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Note

Any printer services that advertise Service String _ipp._tcp.local are cached by the WLC under Service

Name AirPrint. Likewise, if the printer also advertises the string _printer._tcp.local, it appears under the
Printer service name

Below, the Bonjour printer advertises the AirPrint Service and is part of default-mdns-profile.
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Once the services are visible on the WLC, check if wired Bonjour Printer services are routed
across the VLANS and if the printer is detected by your iOS device. Make sure your Apple

iPhone/iPad Client is connected the client SSID.

Use your i0OS device to test the AirPrint services.

As shown below, click the Print icon in 1OS6 or click the Print tab in 10S5.

Under Printer Options, click Select Printer to see the Bonjour printer that was discovered by the

device.
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Bonjour and Guest Anchoring W

c. Select that printer, and click Print to test the AirPrint Services.
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Bonjour and Guest Anchoring

For guest anchoring, the guest WLAN is able to see Bonjour services advertised to the anchor controller.
The Bonjour queries and advertisements are sent inside the Control and Provisioning of Wireless Access
Points (CAPWAP) tunnel.

T ﬁerlax ¥y

(s
APWAP Tunnel W‘_\

Guest
WLAN

{Anchorsd )

Gues

Anchor

Bonjour Layer 3 Roaming

The Layer 3 roaming works across the Ethernet over IP (EolIP) tunnel to ensure users moving among
access points (APs) on different controllers continue to see the devices they saw on the original

controller.
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Il Bonjour Services Summary

The Bonjour services on the anchor controller are displayed to the client, including both wired and
wireless devices.

-

AirPlay |- »

Foreign
Controller

Mobility
EolP Tunnel

Bonjour Services Summary

e The 7.4 release supports up to 64 services and 100 service providers per service type.
e Each service provider is registered in the WLC as its domain name.

e A client that meets the profile requirements receives unicast service directly from the service
provider.

e FEach Bonjour service has an advertised TTL. The controller asks the device for an update at 85% of
this TTL.

Bonjour Services Support in FlexConnect Mode

e For centrally switched WLANS, the behavior for Bonjour is the same as if the AP was in local mode.

¢ Bonjour queries from the client are sent to the controller and Bonjour responses from the controller
are sent back to the AP in the unicast CAPWAP tunnel.

e FlexConnect APs do not require the Multicast?Unicast mode to support Bonjour.

¢ For locally switched WLANSs, Bonjour continues to work in a single subnet only.

Bonjour Configuration on the WLC Through the CLI

This is a list of command line interface (CLI) commands that can be used to configure Bonjour on the
WLC.
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Bonjour Configuration on the WLC Through the CLI

Configure Commands

To enable or disable global mDNS snooping

WLC>config mdns snooping { enable | disable }

To create a new mDNS profile name

WLC>config mdns profile create profile-name

To delete an existing mDNS profile name

WLC>config mdns profile delete profile-name

To attach a mDNS profile name to an interface

WLC>config interface mdns-profile { management | all interface-name } {profile-name
none}

Note  If a WLAN is attached to interface, the WLC issues a dependency error.

To attach a mDNS profile name to an interface-group

WLC>config interface group mdns-profile { all | interface-group-name } {profile-name
none }

Note  If a WLAN is attached to Interface, the WLC issues a dependency error.

To enable or disable mDNS support for a WLAN

WLC>config wlan mdns { enable | disable } { wlan id | all }

Note The default value is enabled.

To attach a mDNS profile to a WLAN

WLC>config wlan mdns { profile-name none } { wlan id | all }

To create a new mDNS service

WLC>config mdns service create service-name service string query { enable | disable }

To enable/disable query for a service

WLC>config mdns service query { enable | disable } service-name

To delete a mDNS service

WLC>config mdns service delete service-name

To attach a service to a given profile name

WLC>config mdns profile service add service-name profile-name

To remove the service from a profile name

WLC>config mdns profile service delete service-name profile-name
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Il Show Commands

To configure query interval

WLC>config mdns query interval interval-value

~

Note The default value is 15 minutes; the range is 10 minutes to 2 hours

Show Commands

WLC>show
WLC>show
WLC>show
WLC>show
WLC>show
WLC>show
WLC>show
WLC>show

WLC>show

mdns
mdns
mdns

mdns

profile
profile
service

service

summary
detailed profile-name
summary

detailed service-name

interface detailed interface-name

interface group detailed interface-group-name

wlan

wlan-id

client detail mac-address

network summary

Clear Commands

To clear the mDNS database learned dynamically per service

WLC>clear mdns service-database { all | service-name }

Debug Commands

To display events related to mDNS

WLC>debug mdns message { enable | disable }

To display mDNS details of the events

WLC>debug mdns detail { enable | disable }

To display errors related to mDNS processing

WLC>debug mdns error { enable | disable }

To enable all debugs
WLC>debug mdns all { enable | disable }

All the debugs can be filtered based on the MAC address.
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