
 

 

C H A P T E R 2

Opening and using the IMM Web interface

The IMM combines service processor functions and a video controller in a single chip. To access the 
IMM remotely by using the IMM Web interface, you must first log in. This chapter describes the login 
procedures and the actions that you can perform from the IMM Web interface.

Accessing the IMM Web interface
The IMM supports both static and Dynamic Host Configuration Protocol (DHCP) IP addressing. The 
default static IP address assigned to the IMM is 192.168.70.125. The IMM is initially configured to 
attempt to obtain an address from a DHCP server, and if it cannot, it uses the static IP address.

The IMM provides the choice of using a dedicated systems-management network connection or one that 
is shared with the server.

For setting up the IMM network connection, the approach depends on the product. For example, the 
Cisco Flex 7500 Series Wireless Controller provides a CLI command to configure IMM access, whereas 
the Cisco 3355 Mobility Services Engine provides a script (immconfig.sh). Refer to the product-specific 
configuration document for details.

Logging in to the IMM
Important: The IMM is set initially with a user name of USERID and password of PASSW0RD (with 
a zero, not the letter O). This default user setting has Supervisor access. Change this default password 
during your initial configuration for enhanced security.

To access the IMM through the IMM Web interface, complete the following steps:

Step 1 Open a Web browser. In the address or URL field, type the IP address or host name of the IMM server 
to which you want to connect.
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Step 2 Type your user name and password in the IMM Login window. If you are using the IMM for the first 
time, you can obtain your user name and password from your system administrator. All login attempts 
are documented in the event log. Depending on how your system administrator configured the user name, 
you might need to enter a new password. The default user name is USERID and the default password is 
PASSW0RD (with a zero).

Step 3 On the Welcome Web page, select a timeout value from the drop-down list in the field that is provided. 
If your browser is inactive for that number of minutes, the IMM logs you off the Web interface.

Note Depending on how your system administrator configured the global login settings, the timeout 
value might be a fixed value.
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Step 4 Click Continue to start the session.

The browser opens the System Status page, which gives you a quick view of the server status and the 
server health summary.

For descriptions of the actions that you can perform from the links in the left navigation pane of the IMM 
Web interface, see “IMM action descriptions” section on page 2-3. Then, go to Chapter 3, “Configuring 
the IMM”.

IMM action descriptions
Table 2-1 lists the actions that are available when you are logged in to the IMM.

Table 2-1 IMM Actions

Link Action Description

System Status View system health for a server, 
view the operating-system-failure 
screen capture, and view the users 
who are logged in to the IMM

You can monitor the server power and health state, and the 
temperature, voltage, and fan status of your server on the 
System Health page. You can also view the image of the last 
operating-system-failure screen capture and the users who 
are logged in to the IMM.

Virtual Light Path View the name, color, and status of 
every LED on the server light path

The Virtual Light Path page displays the current status of 
the LEDs on the server.
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Event Log View event logs for remote servers The Event Log page contains entries that are currently 
stored in the chassis-event log. The log includes a text 
description of events that are reported by the BMC, plus 
information about all remote access attempts and 
configuration changes. All events in the log are time 
stamped, using the IMM date and time settings. Some 
events also generate alerts, if they are configured to do so 
on the Alerts page. You can sort and filter events in the event 
log.

Vital Product Data View the server vital product data 
(VPD)

The IMM collects server information, server firmware 
information, and server component VPD. This data is 
available from the Vital Product Data page.

Power/Restart Remotely turn on or restart a server The IMM provides full remote power control over your 
server with power-on, power-off, and restart actions. In 
addition, power-on and restart statistics are captured and 
displayed to show server hardware availability.

Remote Control Redirect the server video console 
and use your computer disk drive or 
disk image as a drive on the server

This feature is not supported.

PXE Network Boot Change the host server startup (boot) 
sequence for the next restart to 
attempt a Preboot Execution 
Environment (PXE)/Dynamic Host 
Configuration Protocol (DHCP) 
network startup

This operation is not supported.

Firmware Update Update the firmware on the IMM Do not attempt to update the firmware on the system 
without proper directions from Cisco TAC. You should 
update the firmware, as directed by Cisco TAC, and with the 
firmware certified and released by Cisco. Failure to follow 
these guidelines can render your system inoperable.

System Settings View and change the IMM server 
settings

You can configure the server location and general 
information, such as the name of the IMM, server timeout 
settings, and contact information for the IMM, from the 
System Settings page.

Set the IMM clock You can set the IMM clock that is used for time stamping 
the entries in the event log.

Enable or disable the USB in-band 
interface

You can enable or disable the USB in-band (or LAN over 
USB) interface.

Note This operation is not supported on the Cisco Flex 
Series 7500 Wireless Controller.

Login Profiles Configure the IMM login profiles 
and global login settings

You can define up to 12 login profiles that enable access to 
the IMM. You can also define global login settings that 
apply to all login profiles, including enabling Lightweight 
Directory Access Protocol (LDAP) server authentication 
and customizing the account security level.

Table 2-1 IMM Actions (continued)

Link Action Description
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You can click the View Configuration Summary link, which is in the top-right corner on most pages, 
to quickly view the configuration of the IMM.

Alerts Configure remote alerts and remote 
alert recipients

You can configure the IMM to generate and forward alerts 
for different events. On the Alerts page, you can configure 
the alerts that are monitored and the recipients that are 
notified.

Note This operation is not supported on Cisco Flex 7500 
Series Wireless Controller.

Configure Simple Network 
Management Protocol (SNMP) 
events

You can set the event categories for which SNMP traps are 
sent.

Configure alert settings You can establish global settings that apply to all remote 
alert recipients, such as the number of alert retries and the 
delay between the retries.

Serial Port Configure the IMM serial port 
settings

Serial port is dedicated for the serial console redirection 
function. Therefore, it cannot be used for IMM. 

Port Assignments Change the port numbers of the IMM 
protocols

From the Port Assignments page, you can view and change 
the port numbers assigned to the IMM protocols (for 
example, HTTP, HTTPS, Telnet, and SNMP).

Network Interfaces Configure the network interfaces of 
the IMM

From the Network Interfaces page, you can configure 
network-access settings for the Ethernet connection on the 
IMM.

Network Protocols Configure the network protocols of 
the IMM

You can configure Simple Network Management Protocol 
(SNMP), Domain Name System (DNS), and Simple Mail 
Transfer Protocol (SMTP) settings that are used by the IMM 
from the Network Protocols page. You can also configure 
LDAP parameters.

Security Configure the Secure Sockets Layer 
(SSL)

You can enable or disable SSL and manage the SSL 
certificates that are used. You can also enable or disable 
whether an SSL connection is used to connect to an LDAP 
server.

Enable Secure Shell (SSH) access You can enable SSH access to the IMM.

Configuration Back up and restore the IMM 
configuration

You can back up, modify, and restore the configuration of 
the IMM, and view a configuration summary, from the 
Configuration File page.

Restore Default Settings Restore the IMM default settings Attention: When you click Restore Defaults, all of the 
modifications that you made to the IMM are lost.

You can reset the configuration of the IMM to the factory 
defaults.

Restart IMM Restart the IMM You can restart the IMM.

Log off Log off the IMM You can log off your connection to the IMM.

Table 2-1 IMM Actions (continued)

Link Action Description
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