Wireless Device Profiling and Policy
Classification Engine on WLC

Last Updated: November, 2013
Release: Wireless Device Profiling and Policy Classification Engine on WLC, Release 7.5

Table of Contents

e Overview

e Scope, Objectives, and Expectations

e Terminology

e Profiling and Policy Configuration

e Creating Policies on WLAN from WLC GUI
e Mapping a Policy on WLAN

e Mapping the Policy to an AP Group

ol l 1ol l Il Cisco Systems, Inc.

WwWWw.cisco.com



W Overview

Overview

e Example of Policy Enforcement on Other Device Types

e Limitations
e Summary
e Show Commands

¢ Debug Commands

¢ Commands to Configure Profiling through CLI

e Commands to Configure Policy through CLI

e Appendix-A

- Sleeping Client Support

— WLAN Configuration for Sleeping Client

— Sleeping Client CLI commands

Cisco currently offers a rich set of features which provides device identification, onboarding, posture
and policy, through ISE. WLC has been enhanced with some of these capabilities. This document deals
with basic configuration of device profiling and policy implementation through Cisco WLC.

This new feature (Profiling and Policy) on WLC does the profiling of devices based on protocols like

HTTP and DHCP to identify the end devices on the network. Users can configure device based policies
and enforce per user or per device policy on the network. The WLC will also display statistics based on
per user or per device end points and policies applicable per device.

Wireless device profiling and policy classification engine enables simple BYOD deployments with
visibility and user/wireless device policy integrated into the wireless controller.

BYOD

Wireless Policy Engine and ISE positioning

WLAN Controller + ISE Wireless Full ISE License
policy engine License = :
Wireless Device profiling (V] v “
Wireless Device visibility and ’ Enterprise-wide Enterprise wide wired
policy Single WLAN Controller | o jecq + wireless
Device onboarding Basic* Advanced** Advanced**
MDM integration 3rd party Partner ecosystem Partner ecosystem
SGA (/) LV
. Wireless, Wired &
AAA Wireless VPN
. Basic client visibility and
Reporting troubleshooting 30 days+ 30 days+
) . With Controller sw 3, 5 yrlic (1yr 3, 5 yrlic (1yr
Device feed updates license upgrades planned) planned)

* WLC basic onboarding allows vlan assignment, ACL application and application of QoS policies for profiled devices

** ISE enables Advanced device onboarding with certificate based device provisioning

351804
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Scope, Objectives, and Expectations

Scope, Objectives, and Expectations

Profiling and policy enforcement allows profiling of mobile devices and basic onboarding of the profiled
devices to a specific vlan, assigns ACL and QOS, or configures session timeout. It can be configured as
two separate components. The configuration on the WLC is based on defined parameters specific to
clients joining the network. The policy attributes which are of interest are:

b.

Role — Defines the user type or the user group the user belongs to. Example: Student, Employee

Device — Defines the type of device. Example: Windows machine, Smart phone, Apple device
like iPad, iPhone and so on.

Location — Defines where the end point is connected on the network. Location represents
AP-group. APs can be divided or grouped according to the location and policy can be applied
per AP group.

Time of day — Allows configuration to be defined at what time of the day end-points are allowed
on the network.

EAP Type - Checks what EAP method the client is getting connected to.

The above parameters are configurable as policy match attributes. Once WLC has a match corresponding
to the above parameters per end-point, the policy enforcement comes into picture. Policy enforcement
allows basic device on-boarding of mobile devices based on session attributes like:

a.
b.
c.
d.

Vlan Assignment
ACL
Session Timeout

QoS

Sleeping Client—-Timeout duration for a specific sleeping client (in hours)

The user can configure these policies and enforce end-points with specified policies. The wireless clients
will be profiled based on MAC OUI, DHCP, HTTP user agent (valid internet required for successful
HTTP profiling). The WLC uses these attributes and predefined classification profiles to identify

devices.

Terminology

Term

Expansion

APM

AP Manager Interface

Dyn

Dynamic Interface

Mgmt

Management Interface

Port

Physical Gbps port

AP

Access Point

LAG

Link Aggregation

VSL

Virtual Switch Link

VLAN

Virtual LAN
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Profiling and Policy Configuration

Term Expansion
SSO Stateful Switchover
WiSM-2 Wireless Service Module-2

Profiling and Policy Configuration

In 7.5 release, only embedded or built-in profiles are available on the WLC through which it can identify
devices.

In later releases, it should be possible to create user-defined profiles, which will take precedence over
the embedded profiles. Currently there are 88 built-in profiles and can be viewed through WLC CLI
prompt.

Go to WLC and run show profiling policy summary. For the purpose of this document we just
displayed the first 6 profile.

(Cisco Controller?> »show profiling policy summary

Android
Apple-Device
Apple—-MacBook
Apple—iPad
Apple—iPhone
Apple—iPod

350882

To configure device profiling on a WLAN through GUI, go to the WLAN (here we created WLAN
Demo-Employee) and click Advance, then enable DHCP by checking the Required check box. After
enabling the DHCP required option, scroll down and under Local Client Profiling enable DHCP
Profiling and HTTP Profiling by checking the respective check boxes and click Apply.

il
cisco MONITOR  WIAMs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK

350884
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Creating Policies on WLAN from WLC GUI Tl

MONITOR ~ WiANs CONTROLLER WIRELESS SECURITY — MANAGEMENT

WLANs > Edit "Demo-Employes’ ik r—
General | Security | QoS Palicy-Mapping Advanced
Off Channel Scanning Defer Chert Load Balarding
Sean Defar B9 01234567 Chent Band Select
CARC A Cd Passive Client
Sean Defar Time{msscs
Vo
FlexCannect
Flgxtonnect Local
Swid Eratie
Ersbe.
Enstied
Erssied
Ensticd
Erabie
NAT-RAT Erstled
e]
@
®
=
]
o

Note  To configure profiling through ISE use Radius Client Profiling.

Now, try associating a client to the WLAN on which profiling is enabled. In our setup we associated an
Apple iPad, an Android device and a Windows machine.

From the WLC main menu bar, navigate to Monitor > Clients and under Device Type column, notice
that there are three devices associated to the WLAN and all of them are being profiled. See the below
figure — Windows PC as Microsoft-Workstation, iPad as an Apple-iPad and Motorola Zoom as an
Android device.

The same can be viewed from CLI as well, run a command show client summary devicetype to see
the clients being profiled.

We clearly see that the client devices are classified under Device Type.

{ULC? >show client summary devicetype

atu Device Type

AP2688 Azsociated Hicrosoft-Workstation
AP3688 f ated findro
L AP2688 Azz ate Apple—iPad

350897

Creating Policies on WLAN from WLC GUI

Once the policy has been configured you can create policies and apply them on the WLAN. On WLC
menu bar, go to Security > Local Policies which will navigate you to the Policy List.

Wireless Device Profiling and Policy Classification Engine on WLC
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B Creating Policies on WLAN from WLC GUI

CISCO
Security General
- ARA
Ganteal Massmurm Local Databass eramae (an nast rebeat). 2040 (Cwmant Masimum ie 2040)
= RADIVS Purnbar of antrier, slresdy used 3

Authantic stion
Arctantng

Pasgvard Palicies

¥ Local AP
¥ Priority Ovdar
b Certificate
» ::.-n- Control

 Wireloss
Protection Polcies
 Wab Auth

TrustSec nxn/

Local Policies
¥ Advanced

350828

In Policy List page, click New to create a Policy Name. In our set up we are using “Employee-iPad” as
a policy-name but you can use any name to define your own policy.

Saye Configuratasn  Ping

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELF EEEDBACK

Policy List maw...

Palicy Mame Prafile 10 /'

350890

Saye Confiqurstion.  Png Logoat  Refresh

MONITOR  WLANS CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK

Policy > New = Back _Apply |

Pehey Mame | Emelayves-Sad /

350800

Once the Policy Name is created, click that policy name to configure the rules.

Saye Configuration  Ping  Logmt  Enfresh

MONITOR  WLANs CONTROLLER 'WJRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDEACK

Pelicy List Hew..

Policy Mame Profile 10

Under Policy Name, you can create policies to match a Role, EAP Type and Device Type. You can also
define what actions to take related to the Match criteria. In our setup we used Device Type for the Match
Criteria but if required, you can use Role or EAP type as well.

350801

To apply the policy based on a user device, go to Device Type and scroll down to select the device type
from the drop down menu on which you want to enforce policy and then click Add.

Here we used Apple-iPad as a device type for Match Criteria.
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Creating Policies on WLAN from WLC GUI

Policy > Edit

Palicy Mame Employee-iPad

Policy Id 1

Mateh Criteria

Match Role String

Match EAP Type none - ‘-"’r"'

Device Type Apple-iPad -
Add |
Device /
List
Action
IPud ACL nong v
VLANID o
Qoz Policy LEL] -
Sassion Timeout (seconds) 1500

Eleeping Client Timeout (hours) 12

Active Hours

Day Mon -
Seart Time Hours Mins
End Time Hours Hins
Add |
Start End
Day Tinae Tinse

350902

The device type will appear under the Device List section.
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B Creating Policies on WLAN from WLC GUI

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK
Policy > Edit

Folicy Mame Employee-ifad

Folicy Id i

Match Criteria

Match Role String

Match EAP Type none -
Device Type Android -
Add
Device
List
Apple-iPad '\ 2
Action
IPvd ACL nong v
WLaAM ID o
Qos Policy none -
Session Timeout (seconds) 1500

Sleeping Client Timeout (hours) 12

Active Hours

Day Man -
Start Time Hours Mins
End Time Hours Mins
Add
Start End
Day Time Time

Note  There are 88 device profiles listed under Device Type, but you can add/list only 16 devices per policy.

Now to apply the appropriate action, choose from the parameters under the Action menu to enforce the
Policy. There are five attributes ACL, VLAN ID, QoS Policy, Session Timeout and Sleeping Client
Timeout. You can configure these attributes and enforce clients with specified policies. By default the
Session timeout is 1800 seconds and Sleeping client timeout is 12 Hrs.

The Sleeping Client refers to the clients already in RUN state after successful web authentication and
are allowed to sleep and wakeup without the need to re-authenticate through the login page. The sleep
client’s duration for which client needs to be remembered for re-authentication is based on user
configuration.

The Sleeping Client timeout configuration set in policy overrides the global sleeping client timeout
configuration set on WLAN. These configurations and details are discussed later in this document, refer
Appendix-A.

Active Hours menu allows configuration to be defined/set for what time of the day clients are allowed
on the network.
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Mapping a Policy on WLAN

~

Note  For the purpose of ease and demonstration only device parameters and vlan attributes are used to do
profiling and policy enforcement in our setup.

Now Assign a VLAN ID and click Apply.

¥

L]

i
350904

As discussed in previous sections, we created a separate interface on the WLC when enforcing policy
through vlan attributes. We have VLAN 20 for management and VLAN 22 for Employees iPads and
Apple devices. Any iPad or Apple device connecting to a policy enforced WLAN will be redirected to a
different VLAN. In the case of the given example, it is VLAN 22.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Interfaces
Interface Hame VLAHN Identifier IP Address Interface Type Dynamic AP Management
sndroid 23 10.0.23.2 Dynamic Dizabled [~]
apple 22 10.0.22.2 Dynamic Disabled [~
dvnamic 21 10.0.21.2 Dynamic Disabled [~ ] §
managemant 20 10.0.20.2 Static Enabled | B

Mapping a Policy on WLAN
Go to WLANSs from WLC menu and click the WLAN ID on which you want the policy to be

implemented. As you can see in the WLAN> General tab, Interface/Interface Group is tied to
management interface which is on VLAN 20.

Saye Configuration

MONITOR WilANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELF FEEDBACK

WLANs
Current Filter:  Mone [Change Fiter] [Clege Filter] Create New = e
WLAN 1D Type Profile Name WLAN 551D Admin Status Security Policies g
-]
i WLAN Cemo-Emphayes Dema-Employes Enabled Hone =
“"""—-—.. phay play a8 8

From the WLAN edit menu choose the Policy-Mapping tab.

Wireless Device Profiling and Policy Classification Engine on WLC g



Bl Mapping a Policy on WLAN

MONITOR  WLANs C 4 RELESS SECURITY MAMNAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'Demo-Employee’

General | Security | QoS | Policy-Ma  Advanced |
Profile Name Dema-Employee
Type WLAN
S5ID Demo-Employes
Status V] Enabled
Security Policies None

{Maodifications done under security tab will appear after applying the changes.)

Radio Folicy All [=]
Interface/Interface Group(G) | management -
Multicast Vian Feature [T] enabled
Broadcast SSID [¥] enabled

350907

Set the Priority index to any value from 1-16. Then select the policy which you already created, from
the Local Policy drop down menu. To Apply the policy on WLAN click Add. The policy will be mapped
to WLAN and can be seen under Policy Name.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs > Edit 'Demo-Employee’

| General | Security | QoS | Palicy-Mapping | Advanced |
Prigrity Index (1-16) 1 "—-—.—.—.
Local Classification Palicy Employee-iFad g'__
/ Add

Priority Index Policy Name

350908

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'Demo-Employee’

| General | Security | QoS | Policy-Mapping | Advanced

Priority Index (1-16)

Local Classification Policy Employee-iFad [=]
Add
Priority Index Policy Name @
Employes-iFad I = %
=

Now when an iPad associates to a policy enforced WLAN it is redirected to a VLAN tied to that policy.
Scrolling down to Security Information will show you the local policy applied.
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MONITOR  WLANS

CONTROLLER

WIRELESS

SECURITY

MANAGEMENT

DS HELP

Mapping a Policy on WLAN ||

Clients > Detail

Client Properties
MAC Addrass Th:de:aZ:0a:ca:ls
IPvd Address 10.0.22.53
1P Addrens fesli:72de:azff:fele:cans,
Client Type Regular
User Name
Port Number 1
Interface 'P*H
VLAN 1D 22—
CCX Version Mot Supported
EIE Vergion Mot Supperted
Mobslity Rale Lacal
Mobality Peer [P Address MA
Palcy Manager State RUN

AP Properties

AP Address 3e:om:73:1b:39:20
AP Narme APZEDD

AP Type B03.118n

IIHLI\M Profile Dema-Employee I
Status Assoriated
Asgooation [D H

B02.11 Authentication Qpen Sysiem
Reasen Code H

Status Code 0

CF Pellable Nat Irnplemented

CF Poll Request
Short Preamble
PROC

Channel Agility
Timeout

WER State

PMIP Properties

Mobality type

Mat Implementad
Mat Implermented
Mat Implarmented
Mat Implemented
LE&00

WER Disable

Simple

Security Information
Security Policy Complated
Policy Typs
Austh Kay Mgme
Enefyplian Cipher
EAP Tyoe
SRME NAC State
Radius HAC State
CTS Sscusity Group Tag

AAS Dverride ACL Name

AAs Override ACL Applied
Status

AAA Cvarride Flex ACL

ARA Qvarride Flax ACL
Applied Stakus

Radiract URL

14 ACL Nara

IPv4 ACL Applied Status
16 ACL Name

I#wE ACL Applied Status

mONS Profils Hama

mONS Service Advertisemeant
Caunt
ARA Rale Typa

Yl

Mot Applicable
ASHE
Unavailable
Agne
Unavailable
nans

nons
Unavailable
AGnE
Unavailable
default-mdns-profile
Q

Lal=1.1 ]

| Local Paticy 2ppliad

Emplavaa-iPad ]

A50819

350810

Wireless Device Profiling and Policy Classification Engine on WLC g



Bl Mapping the Policy to an AP Group

Mapping the Policy to an AP Group

Disable the WLAN on which you want to configure the policy.

To apply the policy on an AP group we assume that you already have AP Groups configured on the WLC.
If AP Groups has already been configured in your setup, please skip Stepl to 3.

If not, create an AP Group by going to WLC menu.

Step1  Navigate to WLANs > Advanced> AP Groups and click Add Group.

MONITOR  WiANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDEACK
WLANS AP Groups Enteies 1 - §of § )Wl Graup |
- WLAN: Fn
AN AP Group Hame AP Group Destription ;
-m"m/ defal el (=1
prige o
A Growuns -

Then type in the name to define your AP Group Name and click Add button.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AP Groups

Add New AP Group

AP Group Name [Employee-AppleDevice
Description

i G

50913

Step2  Now click on the AP Group Name and then from the menu click WLANs and Add Ne;!V

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AP Groups
AP Group Name / AP Group Description
Emploves-AppleDevice -]
default-group
=
s
[=:]
[=]
w3
L]
MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Ap Groups > Edit 'Employee-AppleDevice'
 General WLANs | RE Profile | APs | 80211u
dd New
WLAN ID WLAN SSID Interface/Interface Group(G) SNMP NAC State
]
=
=]
bl

Step3  From the drop down menu for WLAN SSID and Interface, select the required SSID and Interface
respectively. Once selected click Add button to apply the selected WLAN on the AP Group.

r Wireless Device Profiling and Policy Classification Engine on WLC



Mapping the Policy to an AP Group Il

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Ap Groups > Edit "Employee-AppleDevice’

| General | WiANs | RFProfile | APs | 802.11u |

Add New
Add New
WLAN SSID Deme-Employee(1) EI\
Interface
[Interface managemeant
GrouplG)
SNMP NAC State [ |Enabled

Pt

Step4  Hover your mouse over the blue drop-down arrow for the desired WLAN on which you want to configure
the Policy. Then select Policy-Mapping from the drop-down menu.

350916

MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

Ap Groups > Edit 'Employee-AppleDevice’

General | WLANs | RFProfile | APs | 802.11u |

Add New
SNMP NAC
WLAN ID WLAN SSID Interface/Interface Group(G)  State
1 Demio-Employes managemeant Disablad NAC Enatis
Ramove
I Palisy Mapging I'

350017

Step5  Set the Priority Index to any value from 1-16, and then select the policy which you already created from
Local Policy drop down list. To apply the policy on AP Group click Add. The policy will be mapped to
AP Group and can be seen under Policy Name.

Click Back to go to the AP Group menu.

Saye Corfurstas g Logoat  Refresh

MONITOR  WikNe CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK
AP Group > Policy Mappings = nack
AP Group Name Emgloyee-docleCevice
WLAN 1D 1

Priority index (1-16)

Local Classéfication Falicy Emrgicyee-Pad i,i\

W add |
Ll
Priority Index Folicy Hame =
T Empinyes-ad | -] %
=

Step6  If the APs are not added to group go ahead and add them by selecting the AP and clicking the Add APs
button. Here we added AP2600 to the AP Group.

Wireless Device Profiling and Policy Classification Engine on WLC g



Bl Mapping the Policy to an AP Group

Saye Conhgurabon

MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Ap Groups > Edit ‘Employee-AppleDevice’

| General | WLANs | RFProfile | APs | 802.11u |

APs currently in the Group Remove APz | Add APs to the Group Add
AP Name Ethernet MAC AP Hame Group Name

AP3IE00 default-group

/’ APZE0D default-group

350819

Saye Conhguration

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Ap Groups > Edit 'Employee-AppleDevice’

l,._._...1,___.._._._._.,._EF____.] e |_1ll_|

APs currently in the Group Remove APs | Add APs to the Group Add APs |
AP Name Ethernet MAC AP Name Group Name

ARZEDD \ 44:2b:03:50: 9001 AFZE00 default-group

Once the AP has joined the specific AP group then Enable the WLAN on which the policy is enforced.

350820

Test the policy enforcement by associating an iPad/Client to the WLAN. Once the device is associated
and profiled, it gets redirected to the VLAN matching the policy.

MONITOR WlLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Clients > Detail

Client Properties AP Properties
MAC Address Th:de:a2:0e:ce:ds AP Address 3e:cei73:1b:39:c0
1Fvd Address 10.0.22.53 AF Narme AP2E0D
IPvE Address feB0::72de: a2 faDezcans, A5 Type #02.11an
IUI'LAIN Frofile Bemo-EBmployes I
Status Assocabed
Assooation 1D 1

802.11 Authentication Open System

Reason Code |
Status Code Q
CF Pedlable Mot Implarmented
CF Pell Request Mot Implarmented
Client Type Regular
Shart Preamble Mat Impbermentad
User Hamz
PROC Nat Implementad
Port Number 1
‘_.--""" Channal Agility Mat Implementad
Interface apple
5 Timeout L&00
VLAN 10 2 A
WEP State WEF Disable
CCX Version Mok Supported
EIE Varsion Mok Supported PMIP Proparties
Mobelity Role Lecal Makality typs Simple

Mobdlity Pear [P Address LI

350821

Palicy Manager State RUN
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Example of Policy Enforcement on Other Device Types

i 1 M | Dy iy Eimapelory ey
Forgel this Network

P A

IP Addreas ‘,d'" 07253

Saibnat Masik 235255 75350
Aosster 0oy
ONS

Ssarch Domaina

Client ID

3
I50E22

~

Note If your device is not being profiled correctly then the policy would not be enforced.

Example of Policy Enforcement on Other Device Types

Example
Policies were created for different device types (Android, Macbook, and Windows) coming into our
network to be redirected to particular VLANSs once they get profiled and policies are being enforced.

For this, dynamic interfaces such as “android” mapped to VLAN 23, Interface “apple” mapped to VLAN
22 and interface “dynamic” mapped to VLAN 21 was created.

Interfaces
Interface Name VLAN Identifier IP Address Interface Type Dynamic AP Management
23 10.0.23.2 Dynamic Disabled [~}
22 10.0.22.2 Dynamic Disabled [~ ]
(<]
21 10.0.21.2 Dynamic Disabled 2 B
=
20 10.0.20.2 Static Enabled n

In the following example, we are demonstrating profiling and policy implementation for Android and
MAC devices.

For Employee MacBooks we created a policy name Employee-Mac-Device and added the Profiles from
the WLC predefined profile list from the Device Type drop down menu.

Once the profile is matched, the policy enforcement is based on VLAN attribute. Here, the device should
be redirected to VLAN 22 if it is a MacBook and to VLAN 23 if it is an Android device.

Wireless Device Profiling and Policy Classification Engine on WLC
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Example of Policy Enforcement on Other Device Types

Policy “Employee-Mac-Device”

MONITOR  WILANS

Felicy > Edit

Folicy Hame
Pahicy Id

Match Criteria
HMatch Bela Stang
Hatch EAF Type

Bavice Type

Drevicd List

08 _¥_Licn-Warkstation

5 _¥_Leopard-WorksSaticn

OS5 _¥_SnowLeopard-Waorkstation
OS5 _¥_TegerWarkstation

O _M-Werkatation
ipple-HacBook

i

le-Doweos

Action
[Pwvd ACL
WLAN ID
Qos Policy

Session Temeout (seccnds)

AN GEMENT

Employee-Mac-Clevice

&

none [=]

neng [=]

nong [=]

)

Policy “Employee-Android”

MONITOR Ls NTROLLER WIHELE

350922

Policy > Edit

Palicy Mame

Palicy 1d

Match Criteria
Match Rale S2nng
Maich EAP Type

Device Type

“I E

Agtion
i ACL
WLAM 1D
Quos Policy

Sesmon Timeout (seconds)

Employee-Android

4

rane -l

rare [=]
S

nane [=]

150825
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Example of Policy Enforcement on Other Device Types W

These policies are mapped to the WLAN “Demo-Employee”

WLANSs > Edit ‘Demo-Employee’

General T Security r QoS ] Policy-Mapping f Advanced 1

Priority Index (1-16)

Local Classification Policy Employee-Mac-Device [

Add

Priority Index Policy Name

1 Employee-iPad
Employee-WindowsClient
Employee-Android
Employee-iFhone

wm Bk W K

Employee-Mac-Device

In the above example, an Android device and a Macbook is associated to SSID Demo-Employee and

both the device is being redirected to the VLAN 23 and VLAN 22 respectively.
Client details for Android Device:

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELF EEEDBACK

Clients > Detail
Client Properties AP Proparties
HAT dddress lB:ﬁﬁ-:!?:ﬁ::Bl:t\E‘-—-—F AF Address 3cioe! TR Lba 390l
[Py Address 10.0.23.52 iz AF Mame ARIESD
IPvE Address feB0e: 1846 I TH Tame Bl AP Tyee 8O 11EA
[ovias prchile Damc-Emcloyea |
Ttabus dggoaied
Assonaton 10 1
&52.11 Acchentizabon Cpen Sysbem
Saancr Code 1
‘Slabus Cioge ]
OF Follabds Reok Emplemented
OF Poll Reapaest kot Implemented
Cherd T Reghd
i = Shan Peaarmisle trplernanind
Liser Heme
o e gt Emplemanted
Port Mumbaer 1
el Bgikty Rt implemanted
Ertarface andred
TolPetist 1800
5 M .
e = WEP Szate WEP Dosable
T Vergeon CoEyd
EZE Wersion hon Sunpoed PMIP Properties
Hobibty Rale Lzl Makslny Bypss Sargls
Pekikty Pear [P Addogdd (TN
Polssy Managaer Siate AN

Client details for Apple MacBook:

350937

350028
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W Role Based Policy

MONITOR WILANS CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK

Clients > Detail

Client Properties
MAC Address

IFvd Address
IPvE Address

Chant Typs Ragulas

User Mame

Part Numbar 1

Interface apple *-_-
VLAN ID =

CCX Version HNot Supported

E2E Versisn Het Supported

Mobddy Role Local
Mobsity Peer IF Address WA
Policy Manager Stake RLUM

AP Properties
AF Address
AP Piame

AP Type

ANLAN Profils

Slatud

Agsooation [D

@

Reason Code

Status Code

Channegl Agility
Timeout

WER State

PMIP Properties

02,11 Authentcalisn

Adgonaied

Opan Syitem
Not Implemented
Nt Implamantad
Naot Implemented
Mat Implemantad
Nat Implemented
.

WEP Disabls

Simple

Device Profile:

(HLC> >show client summary devicetype

50928

~of Clients...c.ccccccncncannanncnannnnnnas 2

AP Hame Status Device Type

:84:e8 AP2608
8:8e APZ608

Android
03 _X_SnowLeopard-Workstation

ociated
ociated

Role Based Policy

Role is identified as a Cisco AV-pair from the AAA server and a user needs to configure the role as per

user on the AAA server as:

Cisco:cisco-av-pair= role= <role-type>
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Role Based Policy

The following example shows the role type “student” configured on ISE.

Results

| Pl
<¢l] o E= = X'-:'Z'
» | Autbenbcalion
* B Authorimion ‘/ Pl vian
v [ Authorzation Profies
b Dewrioadable ACLs
¢ 5 Inine Posture Node Profies
F S Frofing ~
o I Web Redraction (CWA, DRV, MD#, NSP, CPP)
v B Postre

] pacL Hame

| Voice Domain Pearmission

» O Chent Frovisoning
B Seaunty Group Access

| | Cscozcisco-av-par @ | =||role=student ol

¥ Almbutes Detans

Access Typa = ACCESS ACCERT
ciEco-av-par = role=student
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Example of similar role type configured on ACS:

User Setup

0 Help

* Account Disabled
# Deloting a Usermama

Cisco I0S/PIX 6.% RADIUS Attributes

|

¥/[009\001] cisco-av-palr ® Client 1P Address Assignment

role=student ® notwork Access Restrictions

® TACACS4 Enabla Control
® TACACS+ Enable Pasaword

vl
33
=1 IETF RADIUS Attributes 7
&
)
g

Ptiar [006] Service-Type
|ﬂmﬂlw Authenticate only - Account Disabled Status
== [D:U?] Framed-Protocol F Galact tha Account Dizablad chach box to dizabla thiz actount; claar the chack box to anable
| mlm PP . the sccount,
[Back to Top]
[009] Framed-IP-Netrmask et  Uesrmame

0.0.0.0

The Delete button appears only vhen you are editing an existing user account, not when
F [Dl D] Frdmed-ROUtlﬂg you are adding a new user account. To delete the curent user account from the database,
click Dalate, Whan sskad to confirm your acbon, dick DK.

Nong ¥ .

[Back to Top]

Submit || Delets || cancel R
Now, to apply the role based policy on WLC, navigate to Policy > Edit page and under Match Criteria
define the Match Role String that the user created earlier on the AAA server. In the example, the Match
Role String is configured as student. Once the policy is created, the user can tie the policy to a specific
WLAN (with L2 Security set to 802.1x).

Wireless Device Profiling and Policy Classification Engine on WLC
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Flex-Connect Support W

Policy > Edit < Back Apply

Policy Mame student

Policy 1d 1

Match Criteria

Match Role String student

Match EAP Type none -

Device Type Android -
Add

Flex-Connect Support

The following table explains the Policy application support matrix for FlexConnect mode.

Flex Operation Feature Support Comments

Central Switched Yes The policy application will work
for central switching as per
design.

Local Switched Partial support Only VLAN override is
supported.

Central Authentication Yes The policy application will work

as per design.

Local Authentication No No local authentication support.

Standalone mode No When in standalone mode the
clients will be out of policy. The
clients need to be centrally
authenticated to get the policies
applied again. Same would apply
for external web-authenticated
clients.

Limitations

e When local profiling is enabled, radius profiling is not allowed on a particular WLAN, both
configurations are mutually exclusive.

e If AAA override is enabled and you get any AAA attributes from AAA server other than role type,
the configured policy action is not applied. The AAA override attributes will have higher
precedence.

Wireless Device Profiling and Policy Classification Engine on WLC
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W Summary

Summary

~

Note

Wired clients behind the WGB won’t be profiled and policy action will not be done.

Only the first Policy rule which matches will be given precedence. Each policy profile will have an
associated policy rule which will be used for matching the policies.

Only sixteen policies per WLAN can be configured and globally sixty four policies will be allowed.

Policy action will be done after L2 authentication is complete or after L3 authentication or when
device sends http traffic and gets the device profiled. Due to which certain scenarios profiling and
policy actions will happen more than once per client.

This release will support only IPv4 clients to be profiled.

No support for WGB wired clients for profiling as http profiling is not supported on WGB wired
clients

By default profiling is disabled on all WLANS.
Each WLAN can have mapped profiling policies configured.

Each Policy can have matching Role Type, Device Type, EAP type configured and an associated
policy index mapped.

The policy index signifies which policy needs to be matched first.
The corresponding policy name will be deduced from the policy Index.

The policy matching will exit at the first policy match and the corresponding policy action attributes
will be set per client.

The order of applying the policies per client will be based on security type.

If a device is profiled once, the client is stored and the corresponding policy actions is applied.

See Cisco Wireless Device Profiling and Policy video for more information on setup and configuration.

Show Commands

show user <username> devices
show client wlan <WLAN Id>
show client wlan <WLAN Id> device-type <ipad | ipod | macbook ..>

show wlan <wlan-id>

Debug Commands

debug policy [events|errors] <enable\disables>

Debugs for profiler will be enabled by the existing "debug profiling <enable | disable>"
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Commands to Configure Profiling through CLI

Commands to Configure Profiling through CLI

config wlan disable<wlan-id>
config wlan profiling <radius/local> <all/dhcp/http> enable <wlan-id>

config wlan enable <wlan-id>

Commands to Configure Policy through CLI

config policy <policy-name> create

config policy <policy-name> match device-type add <device name>
config policy <policy-name>action vlan <enable|disable> <vlan #>
config wlan policy add <policy index number> <policy-name> <WLAN Id>

To configure the policy and match it to a corresponding AP group, we need the policy Index also, which
signifies which policies need to be matched first. The CLI command will be:

config wlan apgroup policy add <policy index number> <policy-name> <apgroup name> <WLAN
Id>

To configure the policy and match it with time of day, the CLI command will be:

config policy <policy-name>active add hours <08:00 - 17:00> days <Mon | Tue \ wWed | Thurs
| Fri | Daily | Weekdays >

To configure the policy match with EAP type, the CLI command will be:

config policy <policy-name> match eap-type add <peap | leap | eap-fast \ eap-tls>
For policy action as ACL, the CLI command will be:

config policy <policy-name> action acl <acl-name> <enable/disable>

For policy action as QoS, the CLI command will be:

config policy<policy-name> action gos <bronze | gold | platinum | silver>
<enable|disable>

For policy action as Session-Timeout, the CLI command will be:
config policy <policy-name> action session-timeout <timeout in sec> <enable|disable>
For policy action as Sleeping Client Timeout, the CLI command will be:

config policy <policy-name> action sleeping-client-timeout <enable|disable><timeout in
hours>

Appendix-A

Sleeping Client Support

Currently in 7.4 release, guest client devices connected to the WLC on web-auth enabled WLANs have
to enter login credentials every time the client goes to sleep and wakes up.

From 7.5 release, clients already in RUN state after successful web authentication are allowed to sleep
and wakeup without the need to re-authenticate through the login page. The sleep client duration for
which client needs to be remembered for re-authentication is based on the configuration.

Other salient features are as follows:

Wireless Device Profiling and Policy Classification Engine on WLC
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e Feature is configurable per wlan.
e Supported only for L3 security enabled WLANSs. Not applicable to Guest LAN or Remote LAN.

e Sleep client duration is configurable for 1hrs to 30days (720 Hrs) with a default value set to 12
hours. This duration is configurable on WLAN as well as on the policy mapped to the WLAN. The
policy mapped configuration takes precedence over WLAN configuration.

¢ The maximum number of sleeping clients supported is based on the platform.
- WiSM/5508 — 1000
- 7500/8500 — 9000
- 2500 - 500

¢ Flex connect AP Support — Sleep client support feature works with flexconnect mode AP’s in local
switching case for both internal and external web-auth.

e High Availability— Only configuration sync is supported. Sleep cache entries are not synchronized
across active and standby.

WLAN Configuration for Sleeping Client

As sleeping client is only supported for L3 security WLANSs, navigate to the particular WLAN on which
you want to enable the sleeping client feature. Navigate to Security > Layer 3 and select Web Policy
from the Layer 3 Security drop-down list.

Select the radio button Authentication and enable Sleeping Client by checking the box as shown in the
image below.

| WLANS > Edit "Guast-Services'

General | securltAS | Policy-Mapping | Advanced

Layer2 | Layer3 | AAA Servers

Layer 3 Security L | waeb Policy _.,J 4
& Authantication dfff—

Passthrough

Conditional Waeb Radirect

Splash Page Wab Radirec

On MAC Filter faillureld

Eresuthenticstion ACL [Py | bone [w]| 1596 |None [w]  Wabsuth Flaxad | None [w|

Climnt | Enable Wf—

Cliwnt Timeout(l to 720 Hes) 132

Slaapi
Slmapd

Owar-rida Global Config Enable
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Navigate to Advanced tab and make sure that the session timeout is greater than the client idle timeout,
otherwise the sleeping client entry would not be created.
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Q
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Appendix-A

Now connect a client to the WLAN on which sleeping client feature is enabled. Then navigate to Monitor
> Clients, the status of the client shows that it is in Associated state but Not Authenticated as

username/password required for web-auth.

Eilwnts

Chast MAC Adde 1B Rifvams
CETeE]

AP Wi
freee

WLAK Profts
[ra—

W s
v cop Miugwsadedeageds 18

ERTE—
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Under Client Properties menu, it is seen that the client is in Web-auth required state.

Clients > Detail

Client Properties

MAC Addrass
1B Addrass
1Pk Address
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User Name
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Inkerface
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Powar Save Mode
Current TxR ateSet
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KTS CAC Capability

BOZ.11u
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1
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19
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tat Suppeted
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WA /

WEBAUTH_REQD

tat Suppeied
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AP Addrass
AP Nama
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A2 radio slot Id
WLAN Profile
Status
Asgociateon ID
BOZ.11 Authenticatian
Rasien Coda
Status Cede
CF Pollabla
CF Pell Reguest
Shart Preamble
FECC
Channal Agility
Timwout

WED Siate

PMIP Properties

Mobilty type

e:4@:20:72:41:40
]

892.11bn

e

Guest-Services
Associated

1

Opan System

1

o

Higt Implemente
Hak Irmplarmente
Implamented
tiat Implamantec
Hat Implamants:
1800

WER Dizable

Fimple

After entering the appropriate login credentials for web-auth, the client get authenticated and moves to

RUN state.
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Clients > Datail

Client Properties

MAC Addrass

IPvd Addrass
IPvE Addrass

Client Tyze

Uzer Narma

Port Humbaer
Interface

WLAN ID
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EZE Version

Mobility Role
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Felicy Manager State
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UpTime [Sec)

Power Save Mode
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Cata RateSet
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1
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Nok Supperted
Mot Supported
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RUN *_-._.-—-.
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L+
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8.0,54.0
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Mot Supgported

AP Properties

AP Address

AD Nama

AP Typa

AR radio slot 14
WLAN Profils
Status
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Reason Code
Status Code
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Short Freamble
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Channal Agility
Timaout

WEP State

PMIP Properties

Mability type

Seidw:20:72:01:d0
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802.11an

1
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1
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i

[+]

Mot Implementec
Mot Implementec
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Mot [mplemaentec
1800

WEP Disakble

Simple

After successful web-auth, the user is successfully authenticated.
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Appendix-A W

Now if the client configured is idle for 300 seconds (default idle timeout value) or disconnects from the
WLAN it is connected to, then the client will move to sleeping clients. Click Sleeping Clients option to
check if the client entry exists.
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Once the client is moved to the Sleeping Clients, the timeout session starts and the remaining time before

the client entry is deleted/cleared is displayed.

If the client wakes up or joins back to the same WLAN, it doesn’t require re-authentication.

Sleeping Client CLI commands

To enable the sleeping-client feature on wlan:
(controller) >config wlan custom-web sleep-client

To configure sleeping-client interval on wlan:

enable/disable <wlan-id>

(controller) > config wlan custom-web sleep-client timeout <1- 720hours> <wlan-id>
To check sleep client configuration on wlan:

(controller) > show wlan <wlan-id>

To delete any unwanted sleeping-client entries:

(controller) > config custom-web sleep-client delete <mac-addr>

To show summary of all the sleeping-client entries:

(controller) > show custom-web sleep-client summary

To show the details of sleeping-client entry based on mac address:

(controller) > show custom-web sleep-client detail

<mac-addr>
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