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W Introduction

Introduction

This document introduces the Maintenance Release 3.2.2 Web GUI functionality for the Cisco
Converged Access CT5760 and Cat3850 products. This guide is designed to help you access, configure
and monitor both products using the GUI Web interface.

CT5760 Controller

CT5760 is an innovative UADP ASIC based wireless controller deployed as a centralized controller in
the next generation unified wireless architecture. CT5760 controllers are specifically designed to
function as the Unified model central wireless controllers. They also support the newer Mobility
functionality with Converged Access switches in the wireless architecture.
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CT5760 controllers will be deployed behind a core switch/router. The core switch/router will be the only
gateway into the network for the controller. The uplink ports connected to the core switch will be
configured as EtherChannel trunk to ensure port redundancy.

This new controller is an extensible and high performing wireless controller, which can scale up to 1000
access points and 12000 clients. The controller has 6-10 Gbps data ports.

As a component of the Cisco Unified Wireless Network, the 5760 series works in conjunction with Cisco
Aironet access points, the Cisco Prime infrastructure and the Cisco Mobility Services Engine to support
business-critical wireless data, voice, and video applications.

Catalyst 3850 Controller

Unified Access Catalyst 3850 switches are innovative UADP ASIC hardware that can support multiple
protocols and has many advantages over the current hardware platform. CAT3850 switch has an
integrated hardware based wireless support with CAPWAP and fragmentation. The CAT3850 switch has
40gig of uplink bandwidth with all port functioning at line rate.
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Getting Started
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The CAT3850 switches provide Open Service platform. It is a 4 core CPU to leverage the OS and to host
various services. The CAT3850 hardware is the Next-Gen switching hardware.

UA CAT3850 switches have unified wired and wireless architecture. The wireless operating system is
I0S based. UA CAT3850 switches provide uniform wired and wireless policies. The CAT3850 switch
can manage 50 access points-802.11n and support 2000 clients per stack.

Getting Started

Before you get started with enabling the WEB GUI on the Cat3850/CT5760, make sure you have the
following:

1. CLI access to the box. Console Access information is shown in the CLI/Console Access section
below.

2. Have one of the Supported Browser Version as listed in the section.
3. Go through Release 3.2.2 release notes located at:

http://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/release_notes/
OL28114.html#wp223882

4. Have access information such as Username/Password and networking access information.

Supported Browser Version

Below is a list of supported browser versions:
e Chrome — Ver. 26.x
* Mozilla — Ver. 20.x
e JE — Ver. 8.x,9.x and 10.x
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I Enabling WEB GUI on both the 5760 and 3850 Platforms

CLI/Console Access

Before you configure the switch or controller for basic operations, you must connect it to a PC that uses
a VT-100 terminal emulator (such as HyperTerminal, ProComm, or Putty).

The controller has both ETA/TTA-232 asynchronous (RJ-45) and USB 5-pin mini Type B, 2.0 compliant
serial console ports. The default parameters for the console ports are 9600 baud, eight data bits, one stop
bit, and no parity. The console ports do not support hardware flow control. Choose the serial baud rate
of 9600; if you have issues, try a baud rate of 115200. The figure below shows an example of a Mac
Secure CRT; use similar configuration for PC/Windows Putty, and so on.

Figure 1 Mac Secure CRT Example
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Enabling WEB GUI on both the 5760 and 3850 Platforms

Note

Both the Cat3850 and CT5760 currently ship with the first release labeled as 3.2.01. If you have an
existing CAT3850/CT5760 and want to use GUI to configure/monitor your wireless network, please
follow the steps below:

1. Console to the 3850/5760 platform. Save your current configuration and upgrade to 3.2.2 release
available on cisco.com. Upgrade procedure can be found in the link below:
http://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/system_m
anagement/appendix/swiosfs.html#wp1311040

During the upgrade, firmware will be upgraded and therefore it will take few more additional minutes
than the regular upgrade. Please do not turn off the unit during the upgrade.

2. After upgrading to 3.2.2 version, the web GUI functionality will be enabled. By default, https is
enabled. You can access the web GUI through https but if you want to enable http access, you can

do so by issuing the following command using IOS CLI command: controller (config)#ip http
server

3. Using IOS CLI, you will need to create a username and password to access the GUI. You can
configure a local username by issuing the following command: controller (config) #username
admin privilege 15 password Ciscol23. Or you can configure it to use credentials using an
authentication server. Make sure the user has privilege 15 access level.
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Configuration Examples

4. In order to access the GUI, you can configure the out of band management port (GigE 0/0) or use
existing reachable configured interfaces through the network.

5. Now you will be able to access the Web GUI interface. Open a browser and type your
controller/switch IP address. Example: https://10.10.10.5/ . Please refer to the configuration
examples below for additional Web GUI access information.

~

Note  If you have an out of the box or brand new 5760 or 3850, please console to the box and go through the
Startup Wizard as outline in the deployment guide located at:
http://www.cisco.com/en/US/docs/wireless/technology/5760_deploy/Supported_Features.html

Configuration Examples

If you require additional information regarding any of the field while going through the deployment
guide, please refer to the GUI online Help available after you have successfully accessed the GUI
through the steps below.

GUI access for CT5760/3850 Example

Complete these steps:

Step 1 For GUI access, open a browser and type your controller IP address. By default https is enabled, for
example:

https://10.10.10.5
username: admin

Password: Ciscol23

Note  You can setup username/password using the following CLI command: controller (config) #username
admin privilege 15 password Ciscol23. This is an example and not the default username and
password.

Cisco Unified Access CT5760 Controllers, Catalyst 3850 Switches 10S XE Software Release 3.2.2 Web GUI Deployment Guide g


http://www.cisco.com/en/US/docs/wireless/technology/5760_deploy/Supported_Features.html

W Configuration Examples

”
Windows Security ﬁ

The server 10.10.10.5 at level 15_or_view_access requires a username and
password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure

connection).
z Pass.
- [‘admin | Ciscol23
‘ [ .....i..l ]

[7] Remember my credentials

Once you login, you will be directed to the following page:

Cisco Systems

Accessing Cisco AIR-CT5760 "Controller"

Telnet - to the router,

Show mnterfaces - display the status of the interfaces.

Show diagnostic log - display the diagnostie log.
Monitor the router - HTML access to the command line mterface at level 0123456 7891011121314 15

2t

Show tech-support - display information commonly needed by tech support.
Extended Ping - Send extended ping commands.

Wireless Web GUI - Configure wireless on the Controller through the Web GUI interface.

Help resources

. CCO at www .cisco.com - Cisco Connection Online, including the Technical Assistance Center (TAC).
. tac(@ecisco.com - e-mail the TAC.

. 1-800-553-2447 or +1-408-526-7209 - phone the TAC.

. cs-html@cisco.com - e-mail the HTML interface development group.

e L Bl e
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Step2  Click Wireless WEB GUI, this will direct you to the home page shown below:
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Basic Configuration for the CT5760/3850 Example

Step 3

Step 4

CISCO  wireless Controller

Configuration Examples

# Home Monkor w

System Summary

Gystem Tme
Software Verson

System Name

System Model

Up Tire:

Management [P Address
B802.11 afn Hetwork State
B02.11 big'n Hetwork State

Software Acthvation

Acoess Polnt Summary

802.113/n Fadas

802.11bfg/n Radios

Al AP5

Configuration | » Adminstration v

12:04:23.728 UTC Wied Mar 27 2013

03.0945R0P EARLY DEFLOYMENT
ENGINEERING MOVA_WEEKLY BUILD

Ciortroder
AR-CTS760

17 hows, 59 minutes

169.254.1.1

Enabled

Enabled
Total Up Down
0 ] 0
0 0 0
0 0 0

In this section you will perform basic controller and management configuration using the GUI Wizard
of the CT5760 or CAT 3850.

Under the Configuration tab, choose the option Wizard.

Nm

CIS€CO  Wireless Controller

System Time

System Name

System Model

System Summary

Software Version

Controller
Wireless

Security

Wizard @

Commands

\Wed Mar 27 2013

Y DEPLOYMENT
A_\WEEKLY BUILD

AIR-CT5760

Configure Admin username and password.
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W Configuration Examples

il Save Configuration | Refresh

CISC0  Wireless Controller

# Home Mondir (v Configuration | Administration | v Help

e ADMIN User Next
& 1: Admin Users ﬁ
& 2: SHMP System Summy Userhamse POD1 |
B 3: Part Managemint Password

B 4 Wireless Managemen Confirm Password | eeswenes

® 5: RF Mobility and Counl
§ &: Mobility Configuration
8 7 WLANS

u 8: 802.11 Configuration
o 9 Set Tione:
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& Final : Save Wizard

Step5  Configure SNMP information—-SNMP trap can be configured in this section, give a Location and
Contact and proceed to the next step.

Save Configuration | Refresh

atlwerle
CISCO  Wireless Controller

A Home Mondor | ¥ Configy

Wizard SNMP System Summary = =
= 1; Admin Users - ﬂ
o 2: SNMP Systern Summi Loxation | bidgs
® 3: Port Management Contact |l'ﬁd

© 4: Wireless Managemen  SNMP global trap  Disabiled ~

® 5: RF Mobility and Counl  SMHIP logging Disabled

2 6; Mobilty Configuration

@ 7: WLANS

® §: B02.11 Configuration

8 9: Set Time

& Final ; Sove Wiard

Step6  Management Interface Configuration—You can use the out of band Management Port to access the

controller. Please enter the IP address/Netmask and proceed to the next screen for Wireless
management configuration.
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Save Configuration | Refresh
il

CISCO  wireless Controller

# Home Monitor v  Configuration | ¥  Administration | ¥  Help

Wizard Port Management | Previous \|ﬁ|
© 1: Admin Users Interface: GigabitEthernet 0/0 ﬂ
 2: SNMP System Summe [P Address [2222 |
© 3: Port Management Netmask | 255.255.255.0 |
U 4: Wireless Managemen!  [PV6 Address | |
¥ 5: RF Mobility and Couni  IPv4 DHCP Server | 2224 |
|

U 6: Mobility Configuration ~ IPv6 DHCP Server |

2 7: WLANs
U 8: 802.11 Configuration
B 9: Set Time

U Final : Save Wizard
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Configuration Examples

Step7  Wireless Management Configuration—This is where you can configure Wireless Management interface
on the 5760 and assign it for a specific VLAN. Please assign VLAN IP and default gateway.

Save Configuration | Refresh
aliafi

©  Wireless Controller

@ Home Monitor i Configuration | v Administration :w Help

Wizard Wireless Management [“Previous | [ Next |
b Select Interface VLAN *
1 2: SNMP System Summary =
e
 3: Port Management ﬁ
& 4: Wireless Management 1P Address 10.10.10.5
& 5: RF Mobility and Country Code Netmask * 255.255.255.0
1 6: Mobility Configuration 1PV Address ]
B 7: WLANS 1Pv4 DHCP Server 10.10.10.1 =

= 9: Set Time

= el sppty iz SwitchPort Configurations

Available port Selected Trunk ports

Tel/0/2 EL/0/ Bl
Te1/0/3

Te1/0/4
Tel/0/5
Te1/0/6

by

Selected Access ports

bl

Step8 RF Mobility and Country Code settings—This is where you can enter RF Mobility config and select a
country code. As an example, enter rfdemo as the RF mobility name and choose US for Country Code.

@ Home Monitor | v Configuration | +  Administration | » Hedp

Wizard RF Mobility and Country Cade Provious || Net

& 1: Admin Lsers ¢
H 2: SHMP System S o aobility /

& 3: Port Management AF Mokilty . =

B 4: Wirskis Managimsn!

® 5: RF Mobilty and Coun)  “0UETY Code

® 6: Mobility Configuration Country Code us =

8 7 WLANS Note: On applying Country Code the B02.11a/n and B02.11 bjg/n will be disabled.

u 8: B02.11 Configuration

% Set Time

© Final : Save Wizard

3s1av2

Step9  Mobility Configuration—Here you can change the Mobility Group Name and other Mobility timers.
Please click Next and move to the next screen.
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Configuration Examples

Step 10

Step 11

Step 12

Monitor | v Configuation ' v Administration | v Help

A Home

Wizard Maobility Configuration Pravious | Ment
® 1; Admin Users
& 2: SHMP System Summa  Mobilty Rioke Mobiity Controlier /
& 3: Port Management MDAty Protocal Port 1650
& 4: Wireless Manogemeni  Mobiity Group Nome jn‘ns-enso
B 5; RF Moblty and Couni MO0ty Orack: Enabled 0
& 6: Mobility ConBiguration Mobdlity Oracke 1P Address | 0.0.0.0
B 7: WLANS DTLS Mode Enabled
& 8 802.11 Configuration Mobility Domain [0 for 802,115 haci4
= 5 Sek Thne Mobility Keepalive Interval (1-30)sec Lo |
Mobiity Keepaltve Count {3-20) El

= Final : Save Wizard L
Mobility Contral Message DSOP Value (0-63) | O
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Mobility Domain Member Count 1

Creating a WLAN-You will be able to create a WLAN in this screen. It will be disabled by default.
Create an 802.1x WLAN name. In this example, we will use NGWCI1-1x).

Maonitor | w

# Home

Configuration | v Ademiristration | v Hedp

Wizard WLANs Privious || Ned
= 1: Admin Users .
: Creating 802 1x ?
B 2: SNMP System Summy WLANID 1 / WLAN

® 3 Port Management  SSID [WawC1-1e
© 4; Wircless Managenmen!  Profile Name | NGWCL-Lx
© 5: RF Mobiity end Counl  Noke: WLAN created will have open authentication and will be in disabled moxe.
B 6 Mobility Configuration

= 7 WLANs

® 8: 802.11 Configuration

B 9; Set Time

8 Fnal : Save Wizard
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Enabling 802.11 Radios—Radios were disabled once we changed the country code in earlier steps. Click
on the radio button to Enable the 802.11a/n and 802.11 b/g/n

A Home Monitr w

Configuration | »

Administration | v Melp

Wizard B02.11 Configuration Previous et
& 1: Admin Users
u 2- SNMP 802,11 & Enabled L'hcklo_ enable
Sysbem Summs afn é—.—- A
® 3: Port Management  802.11 ba/n ¥ Enabled

u 4: Wirskess Managemen
8 5: RF Mobility and Couni
B 6: Mobility Configuration
B 7 WLANS

u 8: 802.11 Configuration
9 Sit T

& Final | Sawe Wizard
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Time Settings—You can choose between two modes: Manual and NTP. In this example: we are choosing
NTP and using 10.10.10.1 as the NTP Server IP Address.
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A Home Monitor | ¥

Configuration | ¥ Administration | ¥

Help

Configuration Examples

Wizard
2 1: Admin Users
U 2: SNMP System Summary
& 3: Port Management

U 4: Wireless Management

& 5: RF Mobiity and Country C 40

U 6: Mobity Configuration
2 7: WLANS

& 8: 802.11 Configuration
U S: Set Time

& Final : Save Wizard

Set Time | Previous || Next |
Current Time “

Current Tme 11:23:20.144 UTC Mon Apr 12013
Mode

NTP Server

NTP Server
(Hostname/TPv4
[IPve)

g ] €

| Previous || Apply

Step13  Saving and Applying Wizard
Wizard Save Wizard

4 1: Admin Users

4 2: SNMP System Summary Stap 1: ADMIN User

4 3: Port Management

8 4: Wireless Management User Name

1 5: RF Mability and Country Code

& 6: Mobility Configuration Step 2: SNMP System Summary

U 7: WLANs Location

1 8: 802,11 Configuration Contact

85t SNMP Logaing

:setlime SN Global Trep

4 Final : Save Wizard
Step 3: Port Management
TP Address
Metmask
TPv6 Address
DHCP
DHCP [Pv6
Step 4: Wireless Management
Interface
TP Address
Metmask
1Py6 Address
DHCP
DHCP [Pv6
Stap 5: RF Mobility and Country Code
RF Mobiity

Step 14

POD1

bldg5

Disabled
Disabled

2122
255.255.255.0

2121

VIAN10
10.10.10.5
255.255.255.0

10.10.10.1

tidemo

Step 6: Mobility Configuration

Mobiity Mode
Mobility Orade
Orade IP Address

Step 7: WLANs

VWLANID
S50
Profile Name

Mobility Controller
Disabled
review info and
Click Apply
1
NGWC1-1x
NGWC1-1x

Note: WLAN created will have open authentication and will be in disabled mode.

Step 8: 802.11 Configuration

802.11a/n
802.11bfgfn

Step 9: Set Time

Mode
Time
NTP Server

Enabled
Enabled

TP

10.10.10.1

Confirmation Message—After pressing apply, please wait few seconds until the configurations have been

applied. You should see the success message below. Click OK and this should conclude the initial
Wizard configuration.
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Step 1- Success (User name configuration applied successfully

Step 2- Success “SNMP configuration applied successfully

Step 3- Success (Port Management configuration applied successfully

Step 4- Success ‘Wireless Management configuration applied successfully

Step 5- Success :RF Mobility and Country Code configuration applied successfully.
Step 6- Success :Mobility configurations submitted successfully

Step 7- Success WLAN configuration applied successfully

Step 8- Success (802.11 configuration applied successfully

Step 8- Success Time Configuration set successfully

351378

Y

Note  This concludes the Initial Wizard setup. Next section describes the AAA configuration.

AAA Configuration for 802.1x WLAN Example

In this section you will setup AAA configuration.

Step15 Configuring AAA settings for 802.1x WLAN-Under Configuration tab, choose Security.

afrer]ee
CI5€0  wireless Controller

# Home Monitor | v JESTUGEMETINEE N Administration | ¥ Help

Wizard Wizard

¥ 1: Admin Users Controller ,

Wireless
o 2: SNMP System Summar ) zm User
Security

2 3: Port Management

Commands
o 4: Wireless Management POD1
& 5: RF Mobility and Country Code  Success: User name configuration appled
successfully
@ 6: Mobility Configuration
g 7. WLANS =
Step 2: SNMP System Summary
¥ §: 802.11 Configuration
© 9: Set Time ndin g
Contact tme
& Final : Save Wizard SNMP Logging Disabled
LT VT T T S [ S W ]

This will take you to the AAA configuration page:

351379
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SV AL A | KB
stlnanlis
CISCO  wircless Controller

# Home Hontor | ¥

b Methed Lsts.
* Server Groups | i [

& TACACS s Servers
® LDAP Servers
& Users
& MAC Fitering
u AP Poicy "
* Local EAR
WS Protaction Poloes
. avs
L= |
* Wl futh

Step16  Radius Server Configuration—Expand Radius Tab and Click New

351380

ailnanlne
CISCO  wireless Controller

Adminstration ¥ Help

* RADIUS Mo data avaiable

o Users
B MAC Fitering
B AP Polcy

351381

Please enter the ISE/Radius server information as shown below. Once done, Click Apply.

# Home Monitor (¥  Configuration | ¥ Administration | ¥  Help

Security RADIUS Servers Shared Secret is secret _Aaply
Radius Servers » New
v AM /
¥ Method Lists
Server Name | cisco I |
U General f
Server P Address [10.10.20060 K |
(]
WIS Shared Secret | e |
8 Accounting Confirm Shared Secret | [T |

U Authorization Acct Port (0-65535)
¥ Server Groups Auth Port (0-65535) (\ change ports number to

¥ RADILS Serve Tmeot (1000 || 1813 and 1812 as shown
us
ok Retry Count (0-100) l:l
{ Fallback

M TACAMC4 Conwre

Confirmation message:

Cisco Unified Access CT5760 Controllers, Catalyst 3850 Switches 10S XE Software Release 3.2.2 Web GUI Deployment Guide g



W Configuration Examples

Radius server Configured successfully

A51383

Click Ok and you should see the following window.

aln]n
CISCO  Wireless Controller

@ Home Monitor i¥  Configuration i ¥ = Administration | ¥  Help

Radius Servers

Security

v AAA New  Remove
» Method Lists Server Name Address Auth Port Acct Port
» Server Groups | ] || |
* RADIUS O csco 10.10.200.60 1812 1813

U Servers

Step17  Server Group Creation—Go to Server Group > Radius > New

# Home Monitor *  Configuration *  Administration *  Help

iy i:dltﬂ s_!:“r_ﬂmup Give cisco a5 name Apply
ail Sbivel Grog = Bw
- A -
* Method Lists o / 1 Move cisco from Available
| Fone ciseo | servers 10 Assigned Servers
B Gaoup Type radis
© Autheritication s
B Accounting I
B Authorization Servers In This Group
B3] 1
* Server Groups. -
& Radius &z E]
B Tacacs+ -

Once you click Apply, a confirmation pop-up appears:
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Radius Server Group Created Successfully

Click Ok and confirm the server group cisco is created.

Step18 Creating AAA Method Lists for Authentication/Accounting/Authorization—-Go to AAA > Method Lists
> Authentication > New

151386

sl

CISCE  Wimeless Controller

S Home  MoMLN | v Confguiation | Y AGTIEUEUON (Y Hep

Swouity Authentication —
P ————
o ‘,d'
Tl anhad Lat Mame S f
o Genanl Tyows T deix O egn
B ALrh A DAl g Typs: B grous O el /
o Armciag Aocadlabily Server Groups Pusigrad Server Groups
& hathomaton |
~ SreRr GOWDE St s Frishathod F

o i
W TaacEe
u Lo © Mgt a8 Hasveh can S defaul’ 56 Gy Ui Sfnad Harre
- RADIE
W Sarvery
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Once you click Apply, a confirmation pop-up appears:

Created Authentication Method List Successfully

351388

Click Ok and confirm the server group cisco is created.

Repeat the same Step for Accounting and Authorization:
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Accounting

o
€60

Wirelass Costioller

351389

v R Shivw | Quck Ficer -
" Mathed Lits Harme Tipe - — e Grougd
u Genenal I [ ] ]
8 Jthpntaton e A g
& hooounting E
iy
B Asthoriation Bl

& Tacacss

351391

o L * Mathed Lst Mamwe can be ‘default’ or any User defined Mame.

351392

This will conclude Radius and AAA configuration. Next section is WLAN settings. Before moving on,
please Save your configuration by clicking on Save Configuration in the upper right hand side of the
GUL
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Save Configuration | Refresh

sl les
CISCe Wireless Controll

# Home Monitr v Configuration | v Administration | »

Sacurity Autherization
T, Wew  Remowe Shyowy | Quick Filter -1%8
hetbod Luts Name Type Grovpl Group2 Group3 G,
i : g L : | | 8
& Authertication O esco Petwork el NfA NfA r;A 5

801.1x WLAN Configuration Example

In this section you will perform 802.1x WLAN configuration using ISE as a radius server

Step19 Enabling 802.1x on the entire system.

Under Configuration tab, navigate to Controller > System > General

sifuan]ns
CISCO Wireless Controller

i Home  Monitor | ¥ Configuration = Administration | ¥ Help

Security Wizard
* AAA Controller
* Method Wireless =
Security ype
& General
Commands
& authentication nebwork

8 accounting
& Authorization

* Server Groups

Enable Dotlx System Auth Control and click Apply. Once you get a confirmation message, move to

the next step.

i Home  Monilod

351304

Controller General
* Syitem
B General L
o MHulicat AP Multicee Mode
» Intertaces Fast S5ID change
B AP Falback
¥ Intemal DHCP Sexver el il
* Management RF groug rame
* Moty Mansgement User e timwsaut
B obity Gobal Config Temperahure Vale
U Hoblity Prer Temperabwre Status

B Swich Peer Group

30 Degree Cois
GREEN

Dot System Auth Control [
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Step20 Edit WLAN Configuration and Assigning VLAN-Under Configuration tab, choose Wireless

sl
CISCO  Wireless Controller

Wl i M A Administration ¥ Help

Controller Wizard /

* System Controdler g(

G | Wireless POD1-5760
Security
o Multicast Unicast =
Commands
* Interfaces |
» VLAN AP Fallback [

» Internal DHCP Server Default Mobility Domain | ridemo
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* Management RF group name rfdemo |

Navigate to Wireless > WLAN, you should see the WLAN summary page:

Save Configuration | Refresh
alialis

CISES  wireless Controller

@ Home Monllor v Configurstion | v Admintration | v

Wireless WLAN:

* WLAN Mobity Anchor  Mew  Remove Show | Quikck Filter -] %3
LA B Proile D sID VLAN Stalus:

R e Pty [ ThC I I I

* BO2.11an O mewoi-x 1 NGWC1-1x 1 Dirsirlbee]

351397

o Metwork .R
Select WLAN NGWCI1-1x and then you will be able to edit its settings.

o WLANE m Securey QUs Advanced
* Acoess Ponts e —
LR L.
- Rasos M
B 802,114 S50 nmcl.-:x"___ Enabée WLAN
St 7
= B0Z.11va'n
& Global AP Configuration [WPAZJAUt(BO2. 1]
A8 Croups (Modifications done under security tab il appear after applying the changes.)
= Ravko Poley LI
b Choase your
& Network TenefaceIntertace Group(s) VLAROOLD = g Chent VLAN =
~ BRM Ernadcnt S5ID & )
© General Multicast VLAN Feature U a

Step21  Apply Security Settings—Under Security tab, Layer 2. Make sure WPA+WPA?2 is selected as Layer 2
Security and 802.1x is selected as an Auth Key Mgmt
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@ Home Monitor | v Configuation v  Administration | Help

Wireless WLAN Aophy
S WLAN = Edit
 WLANS General [EREI 005 Advanced
* Access Points
I EEEEl Leves AR Server
* 802.11b/g/n Layer 2 Security | wea + weaz| = 2
* Media Stream MAL Filtering ]
WPA+ WPAZ Parameters
WPA Policy ||
WRA2 Policy 4]

WPAZ Encryption ] AEs ] TP

Auth Key Momt 02,15+ M

351399

Under WLAN > Security > AAA Server, type cisco as the Authentication and Accounting Methods
that we have created earlier under AAA.

Monflce v Configuration  »  Administration |+ Help

Wireless WLAN Apply
WWLAN > Edit

* WLAN
o WLANS General m Q05 Pebvanced

.- -::I::SI::I’“E Laper? Laypird m .
8 Network Authentication Method | cisco é"_-_ E:;ml:

* RRM Accounting Method eiser]

& Media Parameters Local EAP Authentication [_] §
& Roaming Parameters n

# Home |Mopflor ' ®  Configuation ¥ Adminisiration | *  Help

Wireless i _Aoply
WLAN =
* WLAN
- General Security Q05

FLEELIIE ABow AR Override ) ‘e__- DHCP

* B02.11a/n i age Hole D =

* 802.11ba/n sy [0 ] DHCP Server override O

* Media Stream R ) 5 DHCP Address Rssignment required [

= = DHCP Dption 82 O |

Diagnostic Channel (| DHCP Option 82 Format Mone =
P2P Blocking Action Disabled = DHCP Option 82 Ascl Mode (m
Chierit Exchusion = DHCP Option 82 Rid Mode L
Timeout &0 1 -
Vahue{secs) - fuat 2
Mase Allowed Client |0 | i o

Now Click Apply to enable the WLAN and its settings.
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A Home Monibor v Configuration | v Adminisiration | » Helgp

Wireless WLAN Apehy
SWLAN = Ed
* WLAN /
S EEl sewiy 005 advanced
b Access Points Prolile Name NGWC1-1x Click Appl&n&l_:l;cﬂn
= 502.11a/n T WLAR seltings
y . NGWC1-1x
* RRM =l i %
8 Media Paramitiors Aotz 2
® Roaming Parameters Security Policks L Wrwuthtoea. 1131
T 2 (Modifications done under security tab will appear after applying the changes.)
Radio Policy Al v
* 802.11b/g/n -
B Mebwork TrterfaceyInterface Group(G) VLANDOIO = g
» RRM Broadcast S50 & o
Once you click Apply, you will be prompted with the message below. Click OKk.
CnanglngWLN-: parameters while it is enabled will cause the WLAN to be momamanlg disabled and this may resultin loss of
connectiity for some cients. Press OK 1o continue.
oK | [ cancel

Confirmation message appears. Click Ok.

Configured the WLAN successfully

151404

Step22 Saving Config—Once client verification is done, please save the configuration by selecting Save
Configuration in the upper right hand side of the screen.

ailvailne —.’?mm | Refrésh
CIEC0 wireless Controlber
3
Controller General Aoy =
a
* System

351403
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Creating a Switch Peer Group (SPG) on Mobhility Controller 5760 Example

In this section, you will be able to configure Switch Peer Group(SPG) and add members (Mobility
Agent) to the Group on the Mobility Controller (MC).

Step23  On the 5760 controller GUI, navigate to Configuration > Controller > Mobility Management

atfuat]ne
€ISC0  Wireless Controller

Configuration ¥ Administration | v Help

Controller
* System
* Intemnal DHOP Server [ Contraier ]
* Management st Mode Unicast =
= Mability Management areg O
AP Falliack ]

& Mobility Global Canfig .
Default Mobility Domain default I

= Mobility Peer

W Selch Peor Graip RF group name [ defautt
User ide timeout [300 |
Temperature Value 9 Degree Celsius
Temperature Status GREEN

351406

Dot1x Systern Auth Control []

Step24 Under Mobility Management tab, select Switch Peer Group tab. Click New and create a new Switch
Peer Group (SPG1)

atlnan]us
CISC0  Wireless Controller

& Home Monitor |y  Configuration | v Administration | ¥ Help

Controller Mobility Switch Peer Groups

¥ Sysem *l\lﬂv Eernanm

§ Gener,
- Seitch Peer Group Name Switch Peer Group Member Count  Bridge Domain 1D Huincast [P Addness
8 Mukicast [ 1] 1]

* Interfaces Ho data avalable
VAN
® Irternal DHOP Serves
* Management
= Mobility Management
B Mobdity Global Config
B Mobiity Peer

ummmm‘h

351407

Step25 Create new Switch Peer Group SPG1 and Click Apply
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afietlie
CISCO  wireless Controller

* VLAN
* Internad DHCP Server
* Management
* Mobility Management
8 Mobiity Global Config

& Mobiity Peer §
& Switch Peer Group &
Step26 Click OK
Switch Peer Group Created Successtully
—_—
g
a
Step27 Go to Switch Peer Group tab and Verify that SPGI1 is created. Select SPG1
tllll.l'l
€ISCe  Wireless Controll o
e Mobility Switch Peer Groups
™ Sritem Hew  Remove
A Swetch Peer Group Name Switch Peer Group Member Count  Bridge Domain [D Multicast [P Addeess
® Multicest [ il || i1
* Intesfaces O a1 0 i 0000
T
* Internal DHCP Server
* Managemert
R Posble ik 3781 I
= Mobidlity Global Config (=}
& Mobiliy Peer =
& Switch Peer Group I

Step28 Add member in SPG1 by clicking new
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Contralier

R Switch Peer Group > SPG1
Solieh P G > SPGL

u General #""’ e d = x i
W Multicast 1P Address Public TP Address Controd Link Status Diata Lirk Status

" ionertaces [ JiL ]I 1\
N data available

* VLAN
* Intermal DHCP Server
* Maragement
* Hobility Management
B Mobdity Global Config
8 Moblity Peer
8 Sysitch Peer Group

Step29 Add public and private Mobility Agent (MA) IP address. Example = 10.10.10.2

35140

Save Configuration | Refresh

|I|I|I1I|
CISC0  Wireless Controller

A Home Monitor (¥ Confiquration iv  Administration v  Help

Controller Switch Peer Group Member —
Sitch Peer Group Memmber » New hoply ‘
¥ Sysem
¥ Intermal DHCP Server
Switch Peer Group Name SPG1
* Management

 Mobilty Management Switch Peer Group Member [P 10.10.10.2

U Moty Gotel Coni Sich Pee Group enberPulc P ¢ 7O 9% Menber P 10,1002
U Mobilty Peer Whre X 100 Nower

U Sich Pee Group h

Step30 Click OK

Suceesstully created Mability SPG configuration.

— [ 0K
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You can repeat this step to additional MA to the switch group or create a different SPG name.

Step31  Go to Switch Peer Group tab and verify that Switch peer group Member Count is 1.

atlnanfus
CISCO  Wireless Controller

#i Home Monitss | ¥ Configuration | Administration | T Help

Controlier Mobility Switch Peer Groups

™ ystem Kew  Remove

= o Switch Peer Group Name Switch Peer Group Member Count | Bridge Domain ID Multicast 1P Address

B Multicast | |
" Intertades O see1 1 h 1] 0.0.00
FOVLAN
* Internal DHOP Server
* Management
= Mobility Managemsent
® Mobdlity Global Canfig
o Mobility Peer

u Switch Peer Group s

Step32 Click SPG1 and verify your MA address and control and data link status as Down. That’s normal for
now since you will be configuring the 3850 (MA) in the upcoming steps.

351414

Save Configuration | Refresh
il

CISCO  Wireless Controller

# Home Monitor iv Configuretion | ¥ Adminisration iv  Help

Controller Switch Peer GI‘OI.IP > SPG1
Switch Peer Group » SPEL!
b System
¥ Intemal DHCP Server New  Remove Show ‘ 2
* Menagement 1P Address Public 1P Address Control Link Staus Data Link Sttus

™ Mobility Management ‘ | \ ‘ ‘ ‘ ‘ ‘

& Mability Global Config
« Mobily P 0 won 10.10.102 oo W

U Switch Peer Group

Configuring Mobility between Mobility Agent (3850) and Mobility Controller
(5760) Example

Step33 Follow the same steps outlined in the Basic Configuration for the CT5760/3850 Example to access and
configure the 3850 switch. In this example, we will start with the Initial Wizard Configuration. Please
note that there are differences between the 3850 and the 5760 Initial Wizard configuration.

Open a browser and type your 3850 IP address. For example:

https://10.10.10.2

Enter username: admin
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Password: Ciscol23

Authentication Required -; e —— u

I e —

Q A username and password are being requested by http://10.10.10.2. The site says:
d “level 15_or_view_access”

User Name:  admin Pass: Ciscol23

Password: o"lro"uul

o [ comce ] Jj

351416

Step34 Landing Page for MA UA-C3850-24P. Select Wireless Web GUI

@‘p_ @ 10.10.20.2 e |

Cisco Systems

Accessing Cisco UA-C3850-24P "POD2-3850-5W"

Telnet - to the router,

Show interfaces - display the status of the interfaces.
Show diagnestic log - display the diagnostic log.
Monitor the router - HTML access to the command line interface at level 00 23456789 10,01, 12.13,14.15

Show tech-supporn - display information commonly needed by tech support.
Extended Ping - Send extended ping commands,

\:!mumm = Configure basic connectivity on the Switch.
Vireless Web GUI « Configure wireless on the Switch through ihe Web GUI interface.

Help resources

- OO0 @ www cisco.com - Cisco Connection Online, including the Technical Assistance Center (TAC),
’ tac @ eisco.com - e-mail the TAC,
3. 1-B00-553-2447 or +1-408-526-720% - phone the TAC,
4. ca-himlé cisco.gom - e-mail the HTML interface development group.

BT

Step35 Login to the Home page of the 3850 and verify the software version, System model and system name.
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afrafn,
-

Wireless Controller

@ Home : Monitor iv Configuration | v Administration i v Help

Save Configuration | Refresh

System Summary

System Time
Software Version

System Name

System Model

Up Time

Management TP Address
802.11 a/n Network State
802.11 b/gfn Network State

Software Activation

Access Point Summary

802.11a/n Radios i
802.11b/g/n Radios 1

All APs 1

Client Summary
Current Clients 1
Excluded Clients 0

Disabled Clients 0

12:02:33.694 UTC Tue Apr 9
2013

03.09.50.RDP EARLY
DEPLOYMENT ENGINEERING P
NOVA_WEEKLY BUILD

PODL-3650
UA-C3850-46P <iipmmm
3 days, 19 hours, 27 minutes
10.10.10.2
Enabled
Enabled
Detail

up Dowin

1 0

1 o

1 o

Step36 Under Configuration Tab, choose Wizard

CISCO  Wireless Controller

#i Home  Monitor

Rogue APs
Active Rogue APs 200 Detail
Active Rogue Clients 1 Detail
Adhoc Rogues 3 Detail
Top WLANs
Profile Name Number of Clients
NGWC1-1x .
NGWC-WebGA 0

Al Configuration & EGRTaeE il

Wizard

= 1: Admin Users

2 2: SNMP System Summar

& 3: Port Management

B 4: Wireless Management

Wizard 4

Controller

Wireless

Security

Commands

& 5: RF Mobility and Country Code
& 5: Mobility Configuration

B 7: WLANs

u §: 802.11 Configuration

& 9: Set Time

2 Final : Save Wizard

Step37 Configure admin username and passwords

351419
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il Save Configuration | Refresh

CISCO  Wireless Controller

#i Home Monltor (v Configuration | v Administrabion (v Help

Wizard ADMIN User proe
© 1; Admin Users ﬂ
B 2: SHMP Systern Summe  Userilame POD1 |
® 3: Port Managemient Password LT
8 4: Wireless Manogemens 2™ Password [ seunssse

® 5: RF Mobility and Coun!
B &: Mobilty Configuration
u 7: WLANS

u §; 802,11 Configuration
B 9 Set T

351420

® Final @ Savie Wizard

Step38 You can configure SNMP trap in this section, give a Location and Contact to proceed to next step.

Save Configuration | Refresh
alisilie

CISCO  Wireless Controller

f Home Mondtor ¥ Configuration | ¥ Administration ¥ Help

Wizard SNMP System Summary = hat
B 1; Admin Users
o 2 SHMP Systemn Summd Location bidgS ’l
® 3: Pait Management Contact [tmal~ ]

© 4: Wireless Managemen!  SNMP global trap  Disabled +
® 5: RF Mobility and Coun!  SNMP logging  Disabled
¥ i Mobility Configuration
& 7: WLANs
o 8: B07.11 Configuration
¥ 9: Set Time
8 Final : Save Wizard
Step39 Management Interface Configuration—You can use the out of band Management Port to access the
switch. Please enter the IP address/Netmask shown in the screen below and proceed to next screen for

Wireless management configuration.

351421

Save Configuration | Refresh
sl

€ISCO  Wireless Controller

@ Home Monitor i v  Configuration | v  Administration i v Help

Wizard Management Port |M| |£\
© 1: Admin Users Interface: Gigabit Ethernet 0/0
& 2: SHMP System Summary 1P Address * /
4 3: Management Port MNetmask *
© 4: Wireless Management IPV6 Addrass l:l
& 5: RF Mobiity and Country Code  IPv4 DHCP Server
© 6: Mobility Configuration IP6 DHCP Server ./
o 7: WLANSs

* fields are Mandatory
o 8: 802.11 Configuration

o 9: Set Time
o Fifal : Apply Wizard
Step40 Wireless Management Configuration—This is where you can configure Wireless Management interface
on the 3850 and assign it for a specific VLAN. Please assign VLAN IP and default gateway.

~

Note AP is connected to Interface Gig1/0/3 marked as access port.
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€ISCO  wireless Controller

L Home Monttor {¥  Configuration | v  Administration i ¥ Help

| previous || Next \

Wizard Wireless Management
0 e select Interface LA -
fem s e E—
10.10.10.2
U 4: Wireless Management Netmask = 255.255.255.0
¥ 5: RF Mobiity and Country Code Pv6 Address l:l
1 6: Mobifty Configuration IPv4 DHCP Server 10.10.10.1
B 7: WLANS IPv6 DHCP Server /1
¥ 8: 802.11 Configuration
o 9: Set Time SwitchPort Configurations
& Final : Apply Wizard
Avaiable port Selected Trunk ports
Gig1/o/1 B o :
Gig1/0/2 | e |
GigL/0/4 |
6igt/0/5 1 —
Gig1/0/6 3 -
GigL/0/7
GigL/0/8
Gig1/0/9 =]
g:gﬂgﬁg Selected Access ports
Gigt/o/12 ‘%
Gigl/0/13 >
Gig1/0/14 [

Step41  Enter RF mobility domain name as rfdemo and Country code US

Wizard RF Mability and Country Code
& 1: Admin Lisers
© 2: SNMP Systom Summt oy /

® 3: Port Management

B 4: Wirebets Managenmn!
® 5: RF Mabilty and Counl Country Code

® 6: Mobility Configuration Country Code us -

72 WLANS Note: On applying Country Code the BO2.11a/n and BO2.11 b/ nwill be disabled.

RF Mobility [ rhserna

® 8: B02.11 Configuration
B 9 Set Time
® Final : Save Wizard

1424

35

Step42 Enter Mobility configuration. Define Mobility role as Mobility Agent and enter Mobility Controller

public and private IP Address as 10.10.10.5. This is where you point the MA to the MC.

Nmm
€ISCO  Wireless Controller

Home  Monitor i v figuration ; ¥~ Adminie

Save Configuration | Refresh

Wizard Mobility Configuration

[ previous || Mext |

& 1: Admin Users

© 2; SHMP System Summary Mobilty Role Mobilty Agent ~

& 3: Management Port Mobility Controller IP Address 4+— MCIP
& 4: Wireless Management Mobility Controller Public IP Address Address
© 5: RF Mobilty and Country Code Mability Protacal Port 16666

U 6: Mobilty Configuration Mobility Switch Peer Group Name 5PG1

& 7: WLANs DTLS Mode Enabled

i 8: 802.11 Configuration Mobility Domain 1D for 802.11r Oxac34

@ 9 St Time Mobility Keepalive Interval (1-30)sec 10

© Final : Apply Wizard Mobility Keepalive Count (3-20) 3

Mabilty Control Message DSCP Value (0-63) 0
Switch Peer Group Members Configured 1]

Step43 Enter WLAN ID as 1 and SSID/Profile information as ngwcl-1x

/‘
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@& Home  Monitor | ¥

Configuration ' v  Administration | v Help

Configuration Examples

‘Wizard WLANs

8 1: Admin Users

8 2: SNMP System Sumimd
o 3 Port Manbgement

B 4 Wirgless Managemen!
¥ 5: RF Mobility and Coun!
= 6: Mobility Configuation
o 7 WLANS

B 8: 802.11 Configuration
8 9; Set Time:

8 Final : Save Wizard

Step44 Enable Radios as shown below and click Next

arluarln
CISED  Wireless Controfier

winin 1| “E.—""

SSID [newe1-1x
Profile Hame | NGWCI-1x

Mate: WLAN created will hisve open authentication and will be in disabled mode,

351426

Sa Configurtn | Refrist

Step45 Set time as NTP

sifianllie
cisee

‘Wireless Controller

LI an
Lol BT fratied

802,11 Configuration {
B Erasies
2

or Manual

351427

Spwn Corfiquration | Refrest

Wizard
B L hdein Uiy
B 2: SKMP Systivn Summany
1 3: Pt Manaement
U 4 Wireless Maragemant
U 5 RF Mobdity and Country Cade
8 & Mobdiey Configuration
= T WlAks
B B: BI2.11 Configueation
& i St Tt
Pl ; S Wirad

Step46 Enter NTP server as 10.10.10.1 as an example and click Next

Set Time Priveinc | Bl
Current Time
Cusment Time: *12:25035.792 UTC Man Agr 1 2013
L
ode Manud|
Hanual
Date i d—
e Wy =
Hann ag v
Dy i
Thene
Heis LF
it n -
Somedy »m -
Time Zone

351428
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Step 47

€ISCO  wireless Controller

# Home Monitor i ¥
Wizard
& 1: Admin Users
o 2: SNMP System Summary
& 3: Port Management

o 4: Wireless Management

Configuration i ¥ Administration | v

Help

Save Configuration | Refresh

[ previous | Next |

W 5: RF Mobility and Country Code Mode

& 6: Mobility Configuration
& 7: WLANS

o 8: 802.11 Configuration
W 9: Set Time

& Final : Save Wizard

Set Time
Current Time
Current Time *12:29:35.792 UTC Mon Apr 1 2013
Mode
[ NTP [~
NTP Server
NTP Server 10.10.101 h
(Hostname/IPv4/IPv6) —

for your Network

Wizard

o 1: Admin Users

9 2: SNMP System Summary

& 3: Port Management

& 4: Wireless Management

1 5: RF Mobility and Country Code

& 6: Mobility Configuration

57: WLANs

& 8: 802,11 Configuration
U 9: Set Time

U Final

Step 48

~

: Save Wizard

Save Wizard

I

At Save Wizard page verify Mobility Configuration, WLAN and Wireless Management configuration

| Previous || Apply

Step 1: ADMIN User

User Name

Step 2: SNMP System Summary

Location

Contact

SNMP Logging
SNIMP Global Trap

Step 3: Port Management

TP Address
Netmask
TPv6 Address
DHCP

DHCP IPvé

Step 4: Wireless Management

Interface

TP Address
Netmask
TPv6 Address
DHCP

DHCP IPvé

Step 5: RF Mobility and Country

RF Mability
Caintry Cads

POD1

bldg5
tme
Disabled
Disabled

2222
255.255.255.0

2221

VLAN10
10.10.10.2
255.255.255.0

10.10.10.1

Code

Hdemo
s

Step 6: Mobility Configuration

Mability Mode
Mability Orade
Orade IP Address

Step 7: WLANs

WLANID
SSID
Profile Name

1

Mobility Agent
Disabled
undefined

1
NGWC1-1x
NGWC1-1x

MNote: WLAN created will have open authentication and will be in disabled mode.

Step 8: 802.11 Configuration

802.11afn
802.11bjg/n

Step 9: Set Time

Mode
Time:
NTP Server

Apply Changes and verify that all the configurations are successfully applied.

Enabled
Enabled

NTP

10.10.10.1

Note

It will take few seconds for the changes to be applied. Do not multiple click.
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Step 1- Success :User name configuration applied successfully

Step 2- Success :SNMP cenfiguration applied successfully

Step 3- Success Port lion applied

Step 4- Success :Wireless it applied

Step 5- Success :RF Mobility and Country Code configuration applied successfully.
Slep 6- Success :Mobility configurations submitted successfully

Step 7- Success ‘WLAN configuration applied successfully

Step B- Success :802.11 configuration applied successfully

Step 9- Success “Time Configuration set successfully

) i

Step49 The below screenshot displays the final success page where you can verify your configuration changes.
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Wizard

¥ 1; Admin Users

W 2: SNMP System Summary

9 3: Port Mznagement

H 4; Wireless Management

1 5: RF Mobility and Country Code
1 £ Mability Canfiguration

o 7: WLANs

1 8: 80211 Configuration

89: Get Time:

U Final ; Save Wizard

Save Wizard

Step 1: ADMIN User

User Name

Success:

Step 2: SNMP System Summary
Location

Contact

SHMP Logging

SHMP Global Trap

Success:

Step 3: Port Management

1P Address
Netmask
1PvE Address
DHCP

DHCP IPvE

Success:

Step 4: Wireless Management

Interface

1P Address
Netmask:
1Pyt Address
DHCR

DHCP IPve

Success:

Step 5: RF Mobility and Country Code

RF Mabilty
Cauntry Code

POD1
User name configuration applied successfully

bldgs
tme

Disabled
Disabled

SHMP configuration applied successfully

2222
255.255.255.0

2221

Port Management configuration applied
successfully

VLAN10
10.10.10.2
255.255.255.0

10.10.10.1

Wireless Management configuration applied
successfully

ridemo
us

Step 6: Mobility Configuration

Mobility Mode
Mobility Oracke
Oracle IP Address

Success:

Step 7: WLANs

WLAN ID
Ssib
Profle Name

Success:

Mability Agent

Disabled

undefined

Mability configurations submitted successfully

1

NGWC1-1x

HGWC1-1x

WLAN configuration applied successfully

Hota: WLAN created will have open authentication and will be in disabled mode.

Step 8: 802.11 Configuration

20241 3fn
802.11 bfg/n
Success:

Step 9: Set Time

Mode
Time
TP Server

Success:

Enabled
Enabled

802.11 configuration applied successfully

NTP

10.10.10.1
Time Configuration set successfully

Exercise — Verify New Mobility on MA 3850 and MC 5760

Step 50

Step 51

Now on Mobility Agent 3850, navigate to Configuration > Controller > Mobility Management

afifi

€500 Wirebess Controller

Wireless

* Acoess Points:

e
|
1

[

| Ratios

Base Rado MAC Adman Seate

Savr Configuration | Refrish

-

Show [Quick Fitir %

Operaton Rate  Chanred Power Lovel  Oean-Arr Admi. ClearcAr Oper..  OeanrAr Cpa

351433

Select Mobility Global Config and verify the Mobility role as Mobility Agent and Mobility Controller
IP address as your MC 10.10.10.5
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Save Corfiguration | Refresh
i

CISCO  Wireless Controller

@ Home Monitor i Configuration v Administration v Help

Controller Mobility Agent Configuration | Apply |
b System
+ Internal DHCP Server Mabilty Role  Mobility Agent ~ h
»
Rl Hobilty Contoler P ddress 0003
" Mobilty Maragement L
& Mobility Controller Public IP Address 10.10.10.5
Mobility Protocol Port 16666
& Srilch Peer Group Mabilty Swicch Per Group Name 5oL Sm—
DTLS Mede Enabled
Mobility Domain ID for 802.11¢ Oxac34
Mobility Keepalive Interval {1-30)sec 10
Mobility Keepalive Count (3-20) 3

Mobility Cantrol Message DSCP Value (0-63) 0
Switch Peer Group Members Configured 0

Step52 Now switch back to you Mobility Controller
https://10.10.10.5

Step53 Go to Configuration > Controller > Mobility Management > Switch Peer Group and then Click
SPG1

Save Configueans
sufuan]us
CISCO  Wirnloss Controdlar

A Home Mc

Controller Mobility Switch Peer Groups

* Syibem R m:q‘mrm
i m— Savteh Poar Geoup Name | Swach Peer Groug Hember Court | ridge Doman 0| Mttt 1P Acdvess
& Hutias r

L

= Mobdiy Management
= Mobaey Goted Confy
Moty Peer
@ Swvich o G i

Step54 Check you MA IP Address 10.10.10.2 and verify that control link status and data link status is UP. If
link is still showing down then refresh page. It usually takes around a minute for the link to show as Up.
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Save Configuration | Refresh
i

CISCO0  Wireless Controller

# Home Monitor v Configuration | Administation v Help

Cortroller Switch Peer Group > SPG1
Sitch Peer Group » SPGL
¥ System
Y e DHC S New Renoe Stow | Qe Fter 1%
* Menagement I Address Publc P Ades ContolLnk Stetus Data Link Sttus
¥ Mobilty Manageent ‘ ‘ ‘ ‘ | | | |
U Mobilty Global Config
X iy P 0 mmmzh 1010102 1P Sp— P —
U Switch Peer Group ﬁ
FOPMA I+ 10.10X0.2
Where X P07 Nmber
Step55 Now go to Monitor > Controller > Mobility > Mobility Statistics
Save Configuratin | Refrsh
alutfi
CISE0  Wirclessigntroller

¥ Pots Intifgrery Show [TE TS | (6

* dSoowRy. gt Swich lame  Fule Mo hddess  Priody  WWVesen  ComendStabe  Pooduct Descr  Serial Number | Total AP Coun
RS Chr Il l 1 | J, .l
e | L L L
g Rt 1706403 1 PR KRLTS?6 Rt
iy
nmmh
= Mobiity Oracle Summary
* Hanagement
* Snatigtics
» (P >
L
o
o]

Step56  Verify Mobility statistics
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S Confiraration | Bifreth
atfnalie

CISC0  Wirebess Controller

Admirstraton | v Help

* System
" Ports 4 g g
, R Totad 1 ' R Tokal [
= T Tal 1 Rx Ervors g *
= —— Rescurce Alociion 1 Pratexnd Ry Ervers g
Rescurne Free 2 Protoeni Tx Erory [
= Mobility Oraoie Somimary
. PRox: Errars. [ Messages Retrarmmimed [
* Management
Ta Emas [ St Tramstions Disalcesd -
= Shienes
Resource Unawalable 0 Toral chents. [
B A7 Jan
Lo ents [
& oP
Anchiored clients [
Fustigruinl clavits [
P Totad 1 .
Endiptas SLMRES
For s ‘ Hancio Rasyoests Sert 0
Protoel By Ermors o # Ruplies R 0
Prtoxal T Ervers o — 2
Messags Retrarmisng 0 Fandof? 25 Fureign Rnoeed M
ol Face Recalerd. 0 Inter-group Mandef eosved o
Hasngiol? Corrgiihiss Reqinid L] Tntri-gronss HansalT Receved 0
henk Didete Recehed o #0 & 9
Hanckilt Regpoists Formarded 0 o ot Seak o
Handolf Completes Forwarded 0 Anchar Deny Recond 0
(el Dbt Forwircen o Grort B d i
Responder Statistics,
il Reuets Bt ineed

Hanck Raguests lnored
Ping IFong Handoff Requets Dropped
e Rrenseets Diessmae
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Monitoring: Verify AP Registration Example

In this section, you monitor and verify AP and Client connectivity.

Step57 Go to Monitor > Wireless > Access Points

aafnelne
CISCO Wireles,

[
Controller Genaral Lo
v System '
—— Hame PO 850 -o
Fogues
Mgt R M U Mode Uniciit =
» Mackiiny Many Fast SSID Change m]
iF group name | et
Ut bl ot [302
Termpirature Vaha 28 D nr il
Terpirstue et GREEN

Doeix Systern duth Contrel 0]

351438

Step58 Verify at Access Point tab > All APs that you see your AP connected and it’s operationally UP.
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Jl Save Confguenen | Retesh
L L0 L)
CISE0  Wireless Conlroler

# Heme  Monte (v Configunitos v ASTREIOGS (Y Heb

Wirsless BO2.11a/ n Radios . .
Shae | Quack Fler || 8
= Arcess Pointy
sl e P

o UL T AP name B3¢ Rado MAL  AdmeiSate | OpeatonSt. | Chamnel | PowerLewl | CeanarAdmi CeanArOper . Geanhr Gpa
=
B SIL11bg/n samtes T || - JiL =
AP SR AR ) abiied ‘ =
- —F 5
L]

Click the AP and you can check the radio stats, Channel assignment and RF Parameters

Baley Bhabribas
= Aocem Poniy
R L
oot of 5w 1 koad Profis -
= BEL 15 sy
Ry rm Ruckivn Useuion (%) 3
AT Badren B0 5 RE 04 TY Tewrand Uletion (%) 2
St 1D B Charveal Utlizaber (W] M

Eadc: Typa Bliiby

Subband Type Al
Coviragefoctls  Pussad Chaeesl ChargaConnt §
Interternnce Profle  Faled wot Chacesl Chacgs T T Moo 0030 1503

Macommendied Bu Crareed 12
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Monitoring: Verify Client Connectivity Example

Step59 Connecting a Client to your 802.1x WLAN-Go to Monitor > Clients and check that the client is
connected.

ilisils 2% !
CISE0  Wireless Controller

#i Home ontor | v Configuration | T Adminstraton (¥ Hep

* Clent Detals Show | Quick Fiter || &

%

<

-
351442
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Client Details

Client
Clients
Gt > Dot T

* Client Details
o Clients ¥ Client Properties ¥ AP Properties

Mac Address 64:A3:CB:4C:D6:8C AP Address 54:78:1A:BF:B1:20

1Pv4 Address 10.10.10.153 AP Name AP2600

IPv6 Address None AP Type 802.11n

User Name None Wian Profile testheta

Port Number 1 Status Associated

Interface VLANDO10 Association ID 1

Vian ID 10 802.11 Authentication Open System

CCX Version No CCX support Reason Code 1

E2E Version No E2E support Status Code 0

Mobility Role Local CF Polable Not implemented

Policy Manager State RUN CF Poliable Request Not implemented

Management Frame Protection Disabled Short Prearrble Not implemented

Uptirme(sec) 50 PBCC Not implemented

Power Save Mode oN Channel Agiliy Not implemented

Current TxRateSet m7 Re-Authentication Timeout N/A
6.0,9.0,12.0,18.0,24.0,36.0,4 Remaining Re-Authentication Timeout 4289757475

Data RateSat S WEP state Enabled

Configure Mobility Oracle, Mobility Peer and Verify Statistics on MC 5760
Example

Step60 Now login back to Mobility Controller 5760 GUI using https://10.10.10.5 and navigate to
Configuration > Controller > Mobility Management and enable Mobility Oracle as shown below.
Click Apply.

Sve Configuration | Refesh

il
CISEO  Wireless Controller

Controler Mobility Controller Configuration s L
 System
U Generl Moty ke Moty Contmaler
o elicat Moty Profooal Port 16666
¥ Interacee Mty Geoup Harre fefadt
S ity Orack Eraied o A
b Joteral DHCP Serwr Moty Oracho [ Addres
it OTLS Meds Eratled
~ Moty Naragemert Hobilty Domnain [0 o BO.11r '-_am
& Moty Gkl Cary h Moty Kppabe Intervad (1-3008ec %
8 ity Fer Mobilty Keegabe Court (3:20) 13 |
8 Swich P G Wbty Conto Message DSCP Ve (143) |45 |
Moty Domain Mesber Count 1
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Step61 Click OK
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351445

Step62 Go to Mobility Peer tab and verify that only MC is showing and the link status is shown as UP

Save Coniguration | Refesh
|I|I|I|l|

CISCO  Wireless Controller

# Home Monor (v Configuration (v Adminisration v Help

Controler Mobilty Peer
¥ Sygem s
Vel DHCP Sve : _ Show . )
» Maagemest P Ao Pblc P Addess | Goup Nae Mz P ot Lk Seus D Lk St
" Wobilty anegement ‘ Il Il ] | | |

U Wity Glotel Con 0 w0105 ‘- fteno 0000 I ‘. 1

U My Per

8 Suich Peer Group

Moy P
TOPMER- 1010405
Whare < P07 M0,

Step63 Now navigate to Monitor > Mobility > Mobility Oracle Summary and verify client count is showing
as 1.
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Save Configuration | Refresh

A Home Monitor ‘v Configuration {v  Administration {v  Help

contller 4

b System Number of Mabilty Controllers 1
¥ Ports

v Security
U RADIUS Authentication 1P Address Control Link Status Client Count

Mability Oracle Summary

L

& RAOLLS Accouning | i Il

» M

T 1005 » 4 |

U Mobility Statistics

U Mobility Oracle Summary *
¥ Management
¥ Statstics
¥ (P

Step 64

alntfn
€ISCO  Wireless Controller

@ Home Monitor v Configuration v Adminiration i v Help

P

Click on IP address and verify your client details on MO as shown below:

Save Configuration | Refresh

Mability Oracle Clients
Mobilty Oracke Clents > Datalls h
» System
Y Pors Mobility Contraller [P Address 10.10.10.5

* Securty Number of Clients 1 ‘
& RADIUS Authentication
B RADIUS Accounting

Controller

Anchor MC

010105

MAC Address
O 00R4.B916.5968

Fareign MC

Associztion Time

1010105 ﬁ 0d,0h, 1m 455
* NP

" Mobiltty
B Moty Statistics
& Mobility Oracle Summary
¥ Management
¥ Statidtics
v OOP

Cisco Unified Access CT5760 Controllers, Catalyst 3850 Switches 10S XE Software Release 3.2.2 Web GUI Deployment Guide g



W Configuration Examples

Managing CT5760/Cat3850 with Cisco Prime Infrastructure 2.0 Example

In this section you will:
e Configure SNMP on CT5760
e Add CT5760/Cat3850 to Cisco Prime Infrastructure.
e Manage basic CT5760/Cat3850 functions on Prime Infrastructure.

Step65 SNMP strings Configurations— navigate to 5760 Web GUI: Configuration > Controller > Management
> Protocol Management > SNMP > Communities

@i Home Monitor | ¥  Configurstion | ¥  Administration | ¥ Help

Controller SNMP v1/vic Community
* System R Show | Quick Filter -3
* Internal DHCP Server Community Name
* Management ‘é"‘ [
~ Protocol Managemen No data available
= SHMP
o General
B Communitias
= SNMP V3 Uise g
B SNMP Host b 5
Configure SNMP strings for private and public
#i Home Monitor | ¥ Configuration | ¥  Administration ¥  Help
Controller SNMP v1/v2c Community .
SNMP vifw2e Communty > New _-'7
* System = i:‘
' I DHCP f Community Name | private
* Management Mode =
* Protoco] Managemen
- SNMP ‘ﬁ-.-""
(=
o General g
B Communities 5
Repeat the same step for a public Community
# Home Monitor T Configuration | ¥  Administration | ¥  Help
Controller SNMP v1/v2c Community ? .
SNMP v/ vic Communty > New
» sptem - 5
* Internal DHCP Server Cornmunicy Name _p\lﬂid . J
* Management
Aopess Mode Read Only ~ R
* Protocol Managemen
* SHMP
& Genaral E
& Communities 5

Step66 Loginto PI2.0
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Cisoo Prifmes

w Infrastructure
S Wersiom; 3.0
Lsarrame | ook ]
I Bageaird | sesasiad ]

. e, S S el G Sy arn evipeene] bl § Al S
HM‘HN““*““

&ML Sria
S i

A51462

Step67 Navigate to PI > Operate > Device Work Center.

i gt W o - | st s

Monitoring Dashboards i Maps
fashboarcs . Crverview-Generd Googis Earth Maps
Incidants Virtweal Appliance
Cadnie Context Awire Porformancs " Applance Catadogue
Detal Dashboands Applance [rstance
iR W Tl Applications and Services
DisCovery Apphcation Server Managemeant
AP fuvalabiity: O Totsl L Configuration Archives 8 Operational Tooks
Software Image Managemant Apphcation Troubkeshooting
Irmage Dashbosd Path Trace
Automatied Deployrment Status Device Resource Estimaton
Matwork At Packet Capbure »
£ plarnvs & Events Meda Streams
Chients and Users Wrelass w
B wan Optimization i Mobility Work Center E
Multi-Segment Analysts a

Step68 Click ‘Add Device’.

/) Home Design ¥ Deploy ¥ Operate v Report v Admi

Hmw@mwmm

Deervice Group > ALL
ALL

Edt W Delete ®F85ync Groups & Sites ¥ ©c AddDevice [iBulk Import | Export Dy
Step69 Enter CT5760 parameters:

a. IP address — CT5760 mgt IP

b. Read-Write SNMP string (private)

351454

c. Telnet credentials

e Username = admin
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e User password = admin
¢ iEnable password = cisco

e HTTP credentials can be IGNORED

Add Device x

* General Parameters

& *Ip Address | 10.10.10.5

© *ONS Mame

* SNMP Parameters

Varsion | vac M

* Retries | 2 |

* Timeout | 0 | (secs)

* Community |....... |

¥ Telnet/SSH Parameters

Pratocal | Telnet v |

Timeout | [lu] | =l T

lsermame | admin |

Password |.....

Canfirm Password

-
Erable Pazsword |.....
s

Confirm Enable Password

[

N | cancel |

Step70 Confirm Prime Infrastructure discovery of the CT5760 — if reachable and successful, the status will show
as complete with the correct device type.
Selected 0 | Total 1 % 4
Edit Delere %‘Sync Groups & Sites ¥ 0o Add Device B Bulk Tmpart IﬁExpnrt Device Q{?’Verlfy Credentisls Showe | Al 'H
[] Device Mame a | Reachability IP Address Device Type Collection Status Collection Time Software Wersion Credential
[ contraller Reachable 10,10,10.5 Cisco 5760 Wireless L. Managed October 4, 2012 1. 03.03.26,EMP3 SLICCESS
Step71 Repeat the same steps by creating SNMP community strings on the 3850 and adding it to Prime
Infrastructure.
Step72 Explore Cisco Prime Infrastructure GUI in management of CT5760, e.g. client statistics, details, reports

etc.
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« Cisco Prime
Infrastructure

/) Home  Design ¥ Deploy v

Virtual Domain ROOT-DOMAIN | ract w [p,

Operate ¥ Report v

Administration ¥ [

Clients and Users

Clients Search Results - Reset

E~‘@Tr|:|ubleshcn:|t & Test = ;&Dwsahle ':'ERemUve éMUre v G Track Clients  GgIdentify Unknown Users

Selected 1| Total 1 B &

MAC Adddress IP Address IP Type User Marme Type  Wendor Device Mame Location YLAN | Status Interface
® 74elboba0e4? 10.10.10.237 TPy A _& Apple Controller Root Area 10 Aszociated YLANDO10
2|

Client 74:el:b6:ba:0ei47 (Refreshed :2012-0ct-04, 13:42:01 UTC ) Mo
w Client Attributes
General Session Security
User Mame N/A & Contraller Mame Confroller Security Palicy Type WPAZ
1P Address 10.10.10.237 AP Marme AP44d3.cad2.321a E4P Type Not Available
MAC Address 74:elbbbai0ed7? AP IP Address 10.10.10.221 On Network Yes
_ Vendor Apple AR Tyno Cison AR B0Z.11 Authentication Open System
Endpoirt Type Unknown -1% AP Base Radio MAC 64:d9:89:42:40:90 Encryption Cpher WEP (128 bits)
Client Type Regular 802,11 State Associated SHMP NAC State Access
Seepeiatiogll) Rariius MAC State RUN

Media Type

Lightweight

e Dot
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