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Application Visibility and Control-Phase 1

Network Based Application Recognition (NBAR) provides application-aware control on a wireless
network and enhances manageability and productivity. It also extends Cisco’s Application Visibility and
Control (AVC) as an end-to-end solution, which gives a complete visibility of applications in the
network and allows the administrator to take some action on the same.

NBAR is a deep-packet inspection technology available on Cisco IOS based platforms, which supports
stateful L4 - L7 classification. NBAR2 is based on NBAR and has extra requirements such as having a
Common Flow Table for all IOS features which use NBAR. NBAR?2 recognizes application and passes
on this information to other features like QoS, NetFlow and Firewall, which can take action based on
this classification.

The key use cases for NBAR are capacity planning, network usage base lining and better understanding
of what applications are consuming bandwidth. Trending of application usage helps network admin to
plan for network infrastructure upgrade, improve quality of experience by protecting key applications

from bandwidth-hungry applications when there is congestion on the network, capability to prioritize or
de-prioritize, and drop certain application traffic.

NBAR is supported on 2500, 5500, 7500, 8500 and WiSM2 controllers on Local and Flex Mode APs
(For WLANS configured for central switching only)

NBAR Supported Feature

st ran
CISCO.

NBAR as a feature can perform the following tasks:

1. Classification—Identification of Application/Protocol.
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M Application Visibility and Control-Phase 2

2. AVC-Provides visibility of classified traffic and also gives an option to control the same using Drop
or Mark (DSCP) action.

3. NetFlow—Updating NBAR stats to NetFlow collector like Cisco Prime Assurance Manager (PAM).

Application Visibility and Control-Phase 2

Note

In phase two of the AVC support for Protocol Packs has been added. Protocol packs are software
packages that allow update of signature support without replacing the image on the Controller. You have
an option to load protocol packs dynamically when new protocol support is being added. There will be
two kinds of Protocol Packs—Major and Minor:

e Major protocol packs include support for new protocols, updates and bug fixes.
e Minor protocol packs typically do not include support for new protocols.

e Protocol packs are targeted to specific platform types, software versions and releases separately.
Protocol Packs can be downloaded from CCO using the software type “NBAR?2 Protocol Pack”.

Protocol packs are released with specific NBAR engine versions. For example, WLC 7.5 has NBAR
engine 13, so protocol packs for it are written for engine 13 (pp-unified-wng-152-4.S-13-4.1.1.pack).
Loading a protocol pack can be done if the engine version on the platform is same or higher than the
version required by the protocol pack (13 in the example above). Therefore for example — PP4.1 for 3.7
(version 13) can be loaded on top of 3.7 (ver 13) and 3.8, but PP4.1 for 3.8 cannot be loaded on top of
3.7. It is strongly recommended to use the protocol pack that is the exact match for the engine.

For AVC phase 2, protocol packs can be downloaded directly from CCO—-Protocol Pack 4.1.1 for engine
XE 3.7. The protocol pack file “pp-AIR-7.5-13-4.1.1.pack” (Format: pp-AIR-{release}-{engine
version }-M.m.r.pack) will be located in the same location with the controller code ver 7.5. This is the
only tested and supported protocol pack released with controller software version 7.5.

If you download the protocol pack from the below link where protocol packs for other Cisco devices is
posted for download, the protocol packs might work but will not be supported. See
http://software.cisco.com/download/release.html?mdfid=282993672&flowid=20841&softwareid=2845
09011&release=4.0.0&relind=AVAILABLE&rellifecycle=&reltype=latest

Download Software ¥ Download Catt (0 tue
s .-1;::\;’4:!'|:.\.|'...: c‘-:.F;:';\ k5411
Cisco 5508 Wireless Controller

%) Release 4.1.1

File Informaton Relesse Date » Size

ik 38
411 NBAR? Advanced Protocol Pack 4.1 for Alre05 T.5: NBAR2 Engine 13 [§ 31-JUL-2013 02218 Download
» All Releases PR T 5= 13-4 1.1 pack

¥4 Add to cart

Complete list of the protocols supported in the release posted at the link below

http://www.cisco.com/en/US/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/
nbar-prot-pack-library.html
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Note  For AVC phase 2 the downloadable NBAR Protocol Packs are supported on 5500, 7500, 8500 and
WiSM2 controllers on Local and Flex Mode APs (For WLANSs configured for central switching only).
The 2500 series controllers do not support Protocol Packs.

NBAR/AVC Facts

NBAR/AVC phase 2 on WLC can classify and take action on 1054 different applications.
Two actions, either DROP or MARK is possible on any classified application.

Maximum 16 AVC profiles can be created on a WLC.

Each AVC profile can be configured with a maximum 32 rules.

Same AVC profile can be mapped to multiple WLANs. But one WLAN can have only one AVC
profile.

Only 1 NetFlow exporter and monitor can be configured on WLC.

NBAR/AVC stats are displayed only for top 10 applications on GUI. CLI can be used to see all
applications.

NBAR/AVC is supported on WLANSs configured for central switching only.

If AVC profile mapped to WLAN has a rule for MARK action, that application will get precedence
as per QOS profile configured in AVC rule overriding the QOS profile configured on WLAN.

Any application, which is not supported/recognized by NBAR engine on WLC, is captured under
the bucket of UNCLASSIFIED traffic.

IPv6 traffic cannot be classified.

AAA override of AVC profiles is not supported.

AVC profile can be configured per WLAN and cannot be applied per user basis.
NBAR/AVC is not supported in vVWLC and SRE WLC.

AVC and QoS Interaction on the WLAN

The AVC/NBAR?2 engine on the controller interoperates with the QoS settings on the specific WLAN.
The NBAR?2 functionality is based on the DSCP setting. The following occurs to the packets in Upstream
and Downstream directions if AVC and QoS are configured on the same WLAN:

Upstream

1.

Packet comes with or without inner DSCP from wireless side (wireless client).

2. AP will add DSCP in the CAPWAP header that is configured on WLAN (QoS based config).

3. WLC will remove CAPWAP header.

4. AVC module on the controller will overwrite the DSCP to the configured marked value in the AVC
profile and send it out.

Downstream

1. Packet comes from switch with or without inner DSCP wired side value.

2. AVC module will overwrite the inner DSCP value.

Application Visibility and Control Feature Deployment Guide-Phase 2, Software Release 7.5 g
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3. Controller will compare WLAN QoS configuration (as per 802.1p value that is actually 802.11e)
with inner DSCP value that NBAR had overwritten. WLC will choose the lesser value and put it into
CAPWAP header for DSCP.

4. WLC will send out the packet to AP with QoS WLAN setting on the outer CAPWAP and AVC inner
DSCEP setting.

5. AP strips the CAPWAP header and sends the packet on air with AVC DSCP setting; if AVC was not
applied to an application then that application will adopt the QoS setting of the WLAN.

AVC Operation with Anchor/Foreign Controller's Setup

In the case of Anchor and Foreign controller’s configuration, the AVC has to be configured where the
application control essentially is required. In most cases in Anchor/Foreign setups the AVC should be
enabled on the Anchor controller. AVC profile enforcement will happen on the WLAN on the Anchor
controller. If Anchor controller is release 7.4 or higher the above mentioned setup will work.

Loading AVC Protocol Pack—Phase 2

Loading of Protocol Packs is supported only via the command line interface. The command to load a
protocol pack is shown in the example below:

(Cisco Controller) >transfer download datatype avc-protocol-pack

(Cisco Controller) >transfer download start

Mode. . i it e FTP

Data TYyPe. v vt ittt i i i i i AVC Protocol Pack

FTP Server IP..............un.. A.B.C.D

FTP Server Port................... 21

FTP Path........ . . . .. /

FTP Filename...... ..o eeennn. pp-unified-wng-152-4.S-13-4.1.1.pack
FTP USEIName. . .. oo vt v v ivveennennnn cisco

FTP Password. ........uouiueennennnn e

Starting transfer of AVC Protocol Pack
This may take some time.
Are you sure you want to start? (y/N)

Y

[(5508-60-Active) >transfer download datacype avoc-protocol-pack *—-‘-—_-
(5508=60=Active) >transfer download filename pp-adv-asrik-=152-4.8=13=4.1.1.pack H

(5508-60-Active] >transfer download start

HodE. .. o iiisnnnannannasnassasssssnsnnsnnsansnns TFTP

Data Type. ... o iveiunnsunnasnasnnasnanasannsnnsans AVC Protocol Pack

TEFTP Server IP..cccsicsiivssnascnssnsssassasnnans 10.70.0.59

TFTP PAcket Time®OoUL...cecsecscnsnssnsanasansnnnns ]

TFTP Max RetrieS.iseivonsnonacnsnonnsnnasnnsnaons 10

IETP Path.:cccccaccuissssaassanennsnasnanaassaaan

TFTP Fillename. .....coeeeeeseesassnssnasnannnansnns pp-adv-asrlk-152-4,5-13-4.1.1.
pack

Starting tranfer of AVC Protocol Pack

Thi= may take zoms time.
ire you sure you want to starc? (w/N) |J

R4 AMND

[
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Loading AVC Protocol Pack—Phase2 Il

The download process might take some time.

TFTF AVC Protocol Pack transfer stcarting.
TFTF receive complete,.. Loading Protocol Pack.
INFO, deactivation XDR was bypassed as batch config was idencified

% INFO NEAR : engine deactivation
AVC Protocol Pack installed.

2E1510

Use the show command to view the currently loaded protocol pack
(Cisco Controller) >show avc protocol-pack version
AVC Protocol Pack Name: Advanced Protocol Pack

AVC Protocol Pack Version: 1.0

Use the show command to view the current Nbar2 Engine Version
(Cisco Controller) >show avc engine version
AVC Engine Version: 13

Before installing the Protocol Pack the default pack will show as follow:

(5508-60-Active] >show ave engine version
AVC Engine Version: 13 *”'
(5508-60-Aerive) >shov ave protocol-pack version

AVC Protocol Fack Hame: Advanced Frotocol Pack
AVC Protocol Fack Version: 1.0

28151

(5508-60-hctive) >

After installing the Protocol Pack the AVC pack will show as ver 4.10001:

(5508=60=-Active) >»>show avc engine wversion
AVC Engine Version: 13 *—
(5508=60=-Active) >show avc protocol-pack version

AVC Protocol Pack Name: Advanced Protocol Pack
AVC Protocol Pack Wersion: Q.IDDDI“—

(5508-60-hetive) ]

251512

Debug Commands
(Cisco Controller) >debug avc events enable

(Cisco Controller) >debug avc error enable
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Configure Application Visibility

Complete these steps:
1. Open a web browser on the Wired Laptop. Enter your WLC IP Address.

2. Create an OPEN WLAN with naming convention as for example: “POD1-Client” and enable
Application Visibility on that WLAN under QOS TAB. Map this WLAN to management interface.

To enable Application visibility, click WLAN ID and then click the QOS tab and check the enable
option for Application Visibility and click Apply.

cisco MONITOR W OLLER S SECU MANAGEMENT
WLANs WLANSs > New
¥ WLANs ’ )
WLANS Trpe | WILAN v
b Advanced Profile Name .POD1.C||!|-|t
S5ID \POD1-Client o
1 w
D 1 ¥ L
)

Saye Configuration | Ping  Logout  Refresh

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANSs WLANs > Edit 'POD1-Client’ < Back | apply |
e | General | Security | QoS | Policy-Mapping | Advanced |

LANs =
b Advanced

Guality of Service (QoS) Silver (best effart) s

Application Visibility Enabled *————

AV Profile none hd

Netflow Monitor none v

251514

3. Once Application Visibility is enabled on the specific WLAN, from the associated wireless client
start different types of traffic using the applications (already installed) like Cisco Jabber/WebEx
Connect, Skype, Yahoo Messenger, HTTP, HTTPS/SSL, Microsoft Messenger, YouTube, Ping,
Trace route, etc. Once traffic is initiated from wireless client, visibility of different traffic can be
observed globally for all WLANS, Per Client Basis and Per WLAN Basis which provides a good
overview to the administrator of the network bandwidth utilization and type of traffic in the network
per client, per wlan, and globally.

As mentioned above Visibility of traffic can be monitored:
¢ Globally for all WLANs
e Individual WLAN
¢ Individual Client
4. To check the visibility globally for all WLANs on WLC, click and scroll down.
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Configure Application Visibility

Saye Configuration

MONITOR WLANs CONTROLLER WJRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AAA Authentication Failure for UserName:cB4c7579145d User Type: ‘Wil
Access Point Summary Vigw Al
Tatal up Down Top Applications “"'—”
R i @1 ® 0 Detall o olication Name Packet Count Byte Count
e @1 ® o0 Detall  hitp W 1216 0
all APs 1 ®1 ® 0 Derail ({3} 2210 3164720
youtube (1"} BaE 21806
Client Summary ()] 1455 1919261
ssl {u) 186 19344
Current Clients 4 Dtail ()] 214 154042
Excluded Clients 0 Detail  SKype (W 525 11189
Disabled Clients 0 Detail (=] 561 24614
ms-live-accounts ({0} EE 3364
[{3] 28 13588
ping [(1)} L0 5760
[{+)] |0 5760
dns ) 7 305
)] ? 25080
yahoo-voip-over-sip [17}] 1 a5
(=] 1 ]
webex-meeting [} | Er
()] 3 a7
poca (")} 3 40
(] 2 o =
w
This page refreshes every 30 seconds, ﬁ

~

Note  The monitor screen list the applications classified by NBAR engine running on WLC for all the WLANSs.
The top ten applications in the last 90 seconds in both Upstream (U) and Downstream (D) directions will
be listed on this page.

5. To have more granular visibility per WLAN, navigate to Monitor > Applications. This page will
list all the WLANSs on which AVC visibility is enabled.

CONTROLLER

Moniter WLANS

Summary WLAN ID Type Profile Mame WLAN 551D Admin Status  Awc Profile
hccess Polnts i WLAN PODL-Cliant POD1-Cliant Enabled Hure

Cisca CleanAir

Statistics
b CDP
Rogues

Clients

Multicas

Applic :lllkl’-/
Now click the individual WLAN ID and the below screen will be visible which will list aggregate
data for the top ten applications running on that particular WLAN.

AE1E1E
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WLANs > Application Statistics

Aggremate | Upstream | Downstream

Apphication Last 90 Secs Staty

Patket Byte Average
App Hame Count Cownk Facket Size
gRalk-chat 25 4010 160
rahoo-Meiiangar @ 31 agF
weebie-maekeg 7 3232 481
L] 19 M 143
BatRGITE L & ) M
W ] 43 a

Application Last 90 Seas Usage(%)

< Max]

application Cumalative Euts"'—-.-—-.-—

Usage

o) App Hame Packet Count Byle Count Wsage(%)

2885 wno S SZ0AT &T.7Z

2642 g 183 e 1692

23,26 gralk-chat 2z S5448 710

19.68 wabax-mesting 3 ELed .20
yahoo-rmessenger 41 1desd 1.88

147
o

bitterrent % L2 (- +

application Cumulative Usage(®s)

I ghali-chabl 20.86% )

I hitp( 19.68% }

B srorent 1a7% )

I el 0.01% )

I Fahioo-martanger] J6.41% )

H webexemagtngl 23.26% )

| ELEES

| TS

ﬁ gtalkchat] 7.10% )

I mebex:mestingl &.26% )
l yahoo-messenger] 1.88% )

I bitterrant{ 011% )

351617

Note  This page will provide more granular visibility per WLAN and will list the top ten applications in last
the 90 seconds, as well as cumulative stats for the top ten applications. The above screen lists the

aggregate traffic on a particular WLAN, which includes upstream as well as downstream data. You can
view UPSTREAM and DOWNSTREAM stats individually per WLAN from same page by clicking the

Upstream and Downstream tab.

To have further granular visibility of the top ten applications per client on a particular WLAN on
which AVC visibility is enabled, navigate to Monitor > Clients and click any individual client MAC
entry listed on that page.

1 II ll 1 -ation | Ping | Logeut  Redr
Ll L) L}
ClIsco
Monitar Clients Entries 1 - 1 of |
Summary Eurrent Filter Hane { 1 1
b Access Points
F Ci I L1l
eI 0L Client MAC Addg#“AP Name WLAM Profile WLAN 551D Status Auth Port
sl QD40:36:09:2060 PODL-AR PoDA-Clent T T T
¥ CDP o
=
¥ Rogues a— o
Y]
Clients ]

After clicking on an individual client MAC entry listed on the above page, the client details page
will open which will have two tabs; one for general information and another tab with the name AVC
Statistics. Click the AVC Statistics tab to see the NBAR statistics for the top ten applications for
that particular client.
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MOMITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMEMT COMMAMDS HELP FEEDBACK

Aqorepate NI

Clients > Detail

General | avc Statistics

Last 90 Secs Stats de—— Cumulative Stats "
Average Packet Packet

Application Name Packet Size Count Byte Count Application Name Count Byte Count

gtalk-chat 174 25 4010 whe 555 529060

yahoo-messenger 611 10 3671 http 154 136257

webex-meeting 646 7 a2 gtalk-chat 247 55458

hitp 245 F+1 2542 webex-meeting 100 SILET

bittarrent 68 1] 204 yahoo-messenger 51 18355 %

¥ne L] ] 43 ssl 27 B06E G
[l

Note  This page will provide further granular stats per client associated on WLAN on which Application
Visibility is enabled and will list the top ten applications in last 90 seconds as well as cumulative stats
for top ten applications. The above screen lists the aggregate traffic per client, which includes upstream
as well as downstream stats. You can view UPSTREAM and DOWNSTREAM stats individually per
client from same page by clicking the Upstream and Downstream tab.

Configure AVC Profile

Complete these steps:

1. The NBAR feature on a WLC not only gives a visibility of applications running in the network, but
also gives the administrator an option to control the applications running in the network by creating
an AVC profile. AVC profiles can be configured to take the following actions on the recognized
applications:

a. Action DROP (Traffic for that application will be dropped)

b. Action MARK (Particular applications can be marked with different QOS profiles available on
WLC, or the administrator can custom define the DSCP value for that application)

2. To see all the applications supported by NBAR engine for stats, visibility and control action
(DROP/MARK), navigate to Wireless > Application Visibility And Control > AVC Applications.
This page will list down all the applications in sorted order with the application group they belong.

Application Visibility and Control Feature Deployment Guide-Phase 2, Software Release 7.5 g



M Configure AVC Profile

figuration  Ping  Logowt Refres)

MOMITOR  WLANs CONTROLLER WIRELESS SECURITY  MANASEMEN al, %S HELP  FEEDS
Wireless AVC Applications Entries 1 - 50 of 51
] 12 L]
= Access Points Current Filter Nens [Change Filtar] [Claar Filter]
F -
= Badig
802 11a/nac
8 i Application EI’IglI’IP Selector
et B:":""‘:r  application Hame Application Group o 10 1D
Glabal Configurate
k. Advanced ACom-amed other 538 3 629
Mesh doom-tsmu obsalete 977 3 104
B5
e layerd-over-ip T80 1 L2
RF Profiles =
ajdcig net-admin 1108 3 211
FlexConnect Groups
FlasConnsd ACLS Spfs fiEt-adinn 479 3 T
k 80Z.11afnfac f1= -] At idhan 552 3 674
¥ 802.11bfa/n heas other L 3 &7
b Media Stream accasskuilder ather 662 3 15
. - accessnetwork other &OT7 3 G55
- Application Visibility
wnd Control ‘f acg other 513 3 59
:'UE :?‘h::hons r-nem ndustrial-protocols aTs 3 104
:
Country ve-firechory ather 11%4 13 473
Timers bugsheis-and-productivty ook 1419 13 @90
F Netflow other 1441 13 505
I
e ag=512 obsolets 963 3 149
afpoyvericn busness-and-product vty -tocls 1327 3 548 =1
ol
aggnts net-admin 605 3 705 a
[ro— alpes net-admin a7 3 443 Pt

Note  While creating the drop/mark action for any application under AVC profile, application group need to
be selected first. This page list down all the applications with application group they belong and with
simple lookup for application using browser “FIND” option, an administrator can find applications and
its group and use this group in AVC profile to configure drop/mark action which is discussed further in
this guide. NBAR on WLC supports visibility of 1054 different applications.

3. To configure any action (drop/mark), the AVC profile should be created first. To configure the AVC
profile, navigate to Wireless > Application Visibility And Control > AVC Profiles and then click
New to create the AVC profile.

Legout  Ee

Wireless AVC Profile Name

* Access Points
AR AP AV Prafile Kame

Advanced

Maosh
RF Profiles

FlexCannedl
Groups
FlexConnect ACLS

BOZ.11afn
a0z.11bfg/n

Maodia Stream

- -

351521

e ons
HVC Profiles fjsm—

4. Enter AVC profile name and click Apply.
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Logout  Refres|

MOMITOR WLANs CONTROLLER WIRELESS GSECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

AVC Profile > New Apply

AVC Profile Name [Black_rautube

351822

5. After Apply is clicked, the AVC profile will be created and you can see the above-created profile,
which can be clicked further to create rules to take drop/mark action. Maximum of 16 AVC profiles
can be created on a WLC.

(4 1] MOMITOR WL&Ms CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Wireless AVC Profile Name

* Access Points

All APs AVE Profile Name
= Radios
802.118/n Rlock Youtybe o=}
B02.11b/as

Dual-Band Radios
Global Configuration

351523

6. After creating the AVC profiles, you can click on any profile name and create rules for individual
profiles. Maximum of 32 rules can be configured in each profile. Rules can be configured to take
any of the two actions i.e. DROP or MARK. If no rule is configured for any application the default
action will be “Allow” with QOS policy configured on a WLAN. To create rules under profile,
navigate to Wireless > Application Visibility And Control > AVC Profiles and then click any of
the above created profile.

Bing | Logout | RefresH
|

MOMITOR  WiLaNs CONTROLLER. WIRELESS SECURITY  MAMAGEMENT COMMANDS  HELP |

AVC Profile > Edit 'Block_Youtube' Add New Rule

Application  Application
Name Group Namie Action DSCP

251524

7. Now click Add New Rule and the below page (2nd screenshot) is displayed where the administrator
can select the application group from the first drop-down which filters the applications that belong
to that group only. Then, from the second drop-down application can be selected. Once the
application is selected from second drop down, the administrator can select what action should be
taken on that application from third the drop-down. Once the action is selected click Apply.

Bing || Logout | Refresk
|

MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MAMAGEMEMNT COMMANDS HELP |

AVC Profile » Edit 'Block_Youtube® Add Hew Rule

/

Application  Application
Mame Group Name Action DSCP

3515245
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Logout | Refres

AWVC Profile > Rule > 'Block_Youtube'

Application Group | voice-and-video gl p—
Application Narme [youtube v —
Action [orop »! —

351526

Note In7.5release, WLC is capable of classifying 1054 applications and provide an option to take any action.
To take an action on any application, the administrator has to select application group first to which that
application belongs which will filter the list of applications for that application group only. The reason
for this implementation is all 1054 applications cannot be displayed in a single drop-down. Also in

release 7.5, the Application Names are now selectable and by hovering over and clicking the application

name in the list the above profile rule can be created.

Tave Coafiguraticn

Logout  Bafres

WLANS  CONTRY

Wirel A gl AyRr3aovareip 770 1
Ireless M el e 3 o
* Access Points ing-ch bugingss-and-productivity -toals FET] 3 54
All APs S5 COUrier email im0 3 165
w Radios .
B02.11a/n 8 Engeidp layer3-over-ip e ' 22
B02.11bApln 0ol email 937 3 58
Dual-Band Radws
Global Configuration EnE-fme rit-admmin 932 3 52
b Advanced e layeri-overip 750 1 3%
ey i other 422 3 508
RF Profiles apindaws ik Sdmin 45 3 000
FlexConnect LA N cther 1018 3 173
Groups rahpg-mai email 1462 13 526
FlexConnact ACLS - )
FAbD o -MESSEn0Er instant-massaging tr 13 7
b 802114 nfac ;
rahoo-voip-messenaer woice-and-video Lre) 13 a2z
LLESRLTL rahpo-voip-gyar-sip woice-gnd-video 1195 13 302
b Media Stream youtibe woice-and-vides a2 13 B2
Application PFERT] business-and-prod ity -
Lyt i3 productivity -toals 1108 a 210
= Visibility And <
Control zannst file-sharing 1157 3 ny =
:::Inlc: :'?UD#I_CE:'-W“‘ zattoo woice-and-video 115 13 428 %
zEsny ather 763 1 7T ¥
Country - oA

8. After Apply is clicked, the action rule will be created and displayed as captured in the below screen.
You can add more rules under the AVC profile on the same page. Maximum of 32 rules can be
configured in a single AVC profile.

Logout Refresh
MONITOR WLANs OONTROLLER 'WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AVC Profile > Edit "Block_Youtube' Add New Rula
Application Name Application Group MName Action DECP

youtube voice-and-video drop nwe B

351528
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9. Another rule can be configured under the same AVC profile to MARK traffic with a different QOS
profile or custom DSCP value. In this example, another AVC profile was created following step 3,
4 and 5 with the name “Mark_Http_Webex”. In this example this AVC profile is used to create a rule
to mark “Http” with low priority and give “Webex” more precedence.

MONITOR.,  WLANS L 4 SECURITY MAMNAGEMEMNT COMMANDS HELP FEEDBRE

AVC Profile Name

AYC Profile Name

Block voutube [~}
Mark Http Webe:x [~} "—_—____P

As discussed in previous steps 6, 7 and 8, click the AVC profile name to create rules for the profile.
Click Add New Rule.

Ping | Logout Refres

MONITOR WLANS CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS —HELP

AVC Profile > Edit 'Mark_Http_Webex' /. Add Mew Rule

Application  Application
Hame Group Name Action DSCP

3515320

Select Application group from the first drop-down and Application name as Webex from second
drop-down. Then, configure Action as MARK and select QOS profile as Platinum and the click

Apply.

MONITOR  WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

AVC Profile » Rule > "Mark_Http_Webex' ___...---"' Apply
Application Group vaica-and-vidas \': %

Application Name wabax-meating . .‘___ -
Action Mark w| = %
Dscp (0 to &3) | Platinun(vaice) W ﬁ

After Apply is clicked, the action rule will be created and displayed as captured in below screen.
Click Add New Rule on same page to create another rule to MARK another application “Http”.

Bing  Logout Refre

MONITOR  WLANS CONTROLLER E SECURITY MANAGEMENT COMMaNDS HELP
AVC Profile » Edit "Mark_Http_Webex' — Add Mew Rule [
Application Application
Name Group Name Action DSCP -
webex-meesting woice-and-video mark 46 [ =] %
[T}
ol

Create another rule in the same profile by just clicking Add New Rule on the same page. Select
Application group from the first drop-down and Application name as http from second drop-down.
Then, configure Action as Mark with QOS profile as Bronze. Then click Apply.
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Logout | Refre

MONITOR

WLANS

CONTROLLER  WIRELESS

AVC Profile > Rule > ‘Mark_Http_Webex'

SECURITY

MANAGEMENT

COMMANDS

HELP

— Apply

Application Group browsing v Gm—

Application Hams  http v —

Action Mark » Ap— E
Dscp (0 to 83) Bronze(background) ﬁ

After Apply is clicked, the action rule will be created and displayed as captured in below screen.

MONITOR

WLANS

CONTROLLER

WIRELESS

AVC Profile > Edit 'Mark_Http_Webex'

SECURITY

MANAGEMENT

COMMANDS

HELP

FEEDBACK

Application Application

Mame Group Mame Action DSCP

webex-meeting voice-and-video mark 46 [~} * I
. 0

hitp browsing mark 10 [~} — ﬁ

~

Note

For the same AVC profile two rules are created. The Administrator can configure up to 32 rules in the
same AVC profile. Individual rules can be configured for action MARK or DROP in the same profile. A
single rule can only be configured with a single action i.e. either MARK or DROP.

The administrator is also flexible while configuring Action as MARK to choose the Differentiated
Services Code Point (DSCP) value as Custom instead of selecting “Platinum/Gold/Silver/Bronze”.
Once Custom is selected as DSCP value, a text filed will be visible where admin can enter a custom
DSCP value in range of 0 - 63.

AVE Profile > Rule > "Mark_Http_Webex'

Application Group .hmwsing V:

Application Hame flash-video bt

Achon Mark v: /

Dscp (0 to 63) Custom v o =

| | &

(e
T

10. The Next step will be to apply these AVC profiles on the WLAN. Only one AVC profile can be

mapped to a single WLAN. A single AVC profile can be mapped to multiple WLANs. Once an AVC
profile is mapped to a WLAN and if it has a rule for MARK action, that application will get
precedence as per QoS profile configured in AVC rule interacting with the QOS profile configured
on the WLAN. All the AVC profiles created will be visible under AVC Profile drop-down in WLAN
under QOS TAB. To see the AVC profile in the drop-down on WLAN, navigate to WLANs > WLAN
ID and then click QOS tab. All the AVC profiles created are visible under the AVC Profile
drop-down. The administrator can select the AVC profile on the WLAN as per network requirement.
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Saye Configuration Fing  Logout Refresh

CONTROLLER SECURITY  MANAGEMENT  Cf NDS HELP EEEDBALCK
WLANs WLANs = Edit 'POD1-Client' < Back | apply |
= Mm‘_:"'—“‘ | General | Security | QoS | Policy-Mapping | Advanced | -
§ REVEACE S Quality of Service (055) [ Siver (best affort) ¥
Applicathon Visibility Enabled

ANC Profile

Netflow Monitor

rmaadler
Block_Woutube .
Override Per-User Bandwicllark HITE Webex |y 18
DownStream  UpStream

3E1532E

Average Data Rate '] o

11. For example, select the AVC profile Block_Youtube from the drop-down and click Apply.

Saye Configurston = Ping  Logout Refresh

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MAMAGEM COMMANDS HELP  EEEDBACK

WLANS WLANSs > Edit 'POD1-Client’ LT | LT
- WLAMNS /'

. General | Security | Qos | Palicy-Mapping | Advanced |

WLANS Al
b Advanced .
CQuality of Servics (QoS) Sibver (Bt effort) v
Application Visibility Enabled
AVC Profile Black_Toutube - r-—-
Hetflow Honitor nioee »

Override Per-User Bandwidth Contracts (kbps) £

351537

If Application visibility is not enabled on the WLAN, and users selects an AVC profile and Apply is
clicked, this automatically enables Application visibility. But to disable Application visibility from
WLAN, AVC profile, which is mapped to WLAN, should be removed first by selecting None from

drop-down.

12. Once AVC profiles are applied on WLAN it is also visible under Monitor > Applications. All the
WLANSs which has Application Visibility enabled will be displayed

[ *l n I I
CISCO MOMITOR WLANs CO ILLER S5 SECURITY MAMAGEMENT COMMANDS HELP [FEEDBACK
Maonitor WLANS
"\‘
Summary WLAN ID Type Profile Mame WLAN 551D admin Status Ave Profile
¥ Access Points 1 WLAN POD1-Chient PODL-Client Enabled Block _voutube
F Cisco Cleanfir
F Statistics
b CDP
¥ Rogues
Clients
Multicast ‘._,,..-"
Applications

351538

13. Now try to open www.youtube.com from wireless clients. Make sure that the client cannot play any
videos on YouTube. Also try to open your Facebook account (in case you have one ) and try to open
any YouTube video from your Facebook account. You will observe YouTube videos cannot be

played.
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Because YouTube is blocked in the AVC profile and AVC profile is been mapped to WLAN, clients
will not be able to access YouTube videos via browser or even via YouTube application or from any

other website.

~

Note
take effect.

If your browser was already open and running Youtube.com, refresh the browser for the AVC profile to

14. Now change the AVC profile on the WLAN to test the MARK operation of the NBAR feature. Select
AVC profile Mark_Http_Webex from the drop-down under QOS tab on the WLAN and click

Apply.

afa]n
CISCO

MONITOR

Bing  Logout

CONTROLLER  WIRELESS SECURITY MAMAGEMENT COMMANDS HELP

WLANE

Quality of Service (QoS)
application Visibility
ANC Profile

Ensbled /

Mark_HTTP_webex

Netflow Monitor nane -

Silver (best effort) & ‘

Saye Configurstion Refrach

EEEDBACK

Bl
WLANS WLANs > Edit "'POD1-Client’ -:nulc/l'_nwlr |
B e General | Security | Qo5 | Policy-Mapping | Advanced |
WLANS I
~
] Advanced

15. Once the AVC profiles are applied on the WLAN, it is also visible under Monitor > Applications.

All the WLANSs which has Application Visibility enabled will be displayed.

|I|I|II!0

CISCco MONITOR  WLANS CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDRACK

Monitor WLANs

Summary
¥ Acocess Paoints

WLAM IO Type Profile Mame

WLAN

WLAN S51D Adnin Status  Avc Profile

PODL Chent PODL-Clignt Enabled Mark_HED_Webex

¥ Citco Cleandir

b Statistics

k CDP

¥ Rogues
Clients
Multicast

Applications

16. Once the AVC profile Mark_Http_Webex is applied on the WLAN, initiate or login to your
individual WebEx account (if you have one) and also initiate some HTTP connections and observe
the marking for these two applications under client details. Once the AVC profile is mapped to a
WLAN and if it has a rule for the MARK action, that application will get precedence as per QoS

profile configured in AVC rule overriding the QoS profile configured on the WLAN.

Although the WLAN in this example is mapped to the default QOS profile SILVER, the AVC profile

251840

351539

has been created and mapped to this WLAN to MARK application WebEx and HTTP with a

different QOS profile. Traffic for application WebEx will be marked with PLATINUM profile and
traffic for all HTTP application will be marked with BRONZE profile. Rest of the applications that
do not match any rules in the AVC profile; will be marked with QOS profile configured on WLAN

i.e. SILVER in this example.

17.
individual client MAC entry listed on that page.

To see the markings stats for client traffic, navigate to Monitor > Clients and then click any
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afia]n “stion Bing  Logout Relr
CISCO MOMITOR  WiaNs CONTROLLER WIRELESS SECURITY MAMAGEMENT  COMMANDS
Meanitar Clients Entries 1 - 1 of I
Summary Current Filter il { I ]

b Acceis Points
b Cisco Cleanfir
b Statistics

b CDP

b Rogues *______,_...

Client MAC Add AF Hame WLAN Profile WLAN 551D Status Auth Fort
P40:Fs b zhied  PODR-AP PODA-Clignt FOD1-Clent Afgociated s 1

251541

After clicking on the individual client MAC entry listed on the above page, the client details page
will open which will have two tabs; one for general information and another tab with name AVC
Statistics. Click the AVC Statistics tab and further click the UPSTREAM tab to notice the
MARKING operation of the AVC profile.

Clients > Dotail e

General | AVC Statistics

| Aggregate | Upstream ﬁ‘:nlln |

Last 90 secs Stats Cumulative Stats

Average Packet Dscp Packet
Application Name Packet Size Count Byte Count  In/Out Application Name Count Byte Count
pralk-chat 162 5 4063 o0 wne 4495 473474
yahoo-Messenger 7 5 3671 ] / hittp 124 128090
webex-mecting 538 & nn 0/a5 webex-meeting 72 40756
Mg 245 12 042 0710 d— gralk-chat 91 12656 g
bithcrrent 68 3 04 o/10 yahoormessenger 19 11013 1"'2
Wi 6 7 43 o 0 bittorrent 12 812 o

Notice the above output and make sure the WebEx application is getting OUT DSCP value as 46
because the WebEx application is been configured with Platinum QOS profile and HTTP application

is getting OUT DSCP value as 10 because the HTTP application is been configured with Bronze
profile.

Configure NBAR NetFlow Monitor

A NetFlow monitor can also be configured on the WLC to collect all the stats generated on a WLC and
these can be exported to the NetFlow collector. In the following example, Cisco Performance
Application Manager (PAM) is shown as being used as a NetFlow collector. PAM is a licensed
application running on Cisco Prime Infrastructure.

1. Add NetFlow Exporter first on WLC by configuring Exporter (NetFlow collector). In this example
Cisco PAM is an exporter. It collects all the NetFlow stats generated by the WLC. To add an exporter
in the WLC, navigate to Wireless > NetFlow > Exporter, then click New.
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Logeut Eefre

MONITOR WLANs COMTROLLER WIRELESS S Y MAN . HELP

Wireless Exporter List __'__,_..--"* New...

= Accest Points
A APg Exporter Mame Exporter Ip Port Sumber

B0Z.11afm
B0z 11bf
Copsl-Band ®adios

Glakal Configuration

Adwanced
Mesh
RF Profiles

FlexConneck
Groups
FlexConnect ACLs

BOZ.11a n
|oz.iibfefn

Media Stream

v

Application
Wigibility And
Contral

-

Country
Timers

* MNetflow
Exgorter dm—
2. Enter the details of PAM, Exporter IP, as an example below 10.10.105.3 and Port Number as 9991
which will collect all the NetFlow stats generated by the WLC and then click Apply.

351543

Logout  Refre

N [HIIB

CISCO WiANe CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
Wireless Exporter Create ...-"'". Apply
] 15:::: Points Expaorter Hame Cisco PAM *——-——.‘
v Radios Exporter [p 10.10.105.3 —

B02.11a'n
802.1 fn
Dual-Band Radigs

351544

Port Bumnber 591 e

Exporter List New...

Exporter Mame ExporterIp Port Mumber

Cisco PAM 10.10.105.3 9951 [~ ] -~

351545

~

Note  Only one exporter can be added in the WLC.

3. After adding Exporter details on the WLC i.e. PAM server, a monitor needs to be created which will
store the NetFlow stats and export the same to the PAM server. To create a Monitor, navigate to
Wireless > NetFlow > Monitor, then click New.
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Logout RBe

Wireless Monitor List page

* Access Paints
All APs
= Radios
BOZ.11an
BO2.11bygun
Dual-Band Radios
Global Configuration

-

Advanced
Mesh
RF Profiles

FlexConnect
Groups
FlexConnect ACLs

B02.11afn
a02.11bfa/n

Media Stream

v w w

Application
Wisibility And
Control

-

Country

Timers

- M-tllnw/
Moniitor

Exporer

Monitor Mame Record Name Exporter Name Exporterlp Port

351546

4. Enter any name to create the Monitor entry on WLC and click Apply.

MONITOR  WLANs CONTROLLER WIRELESS

SECURITY

MANAGEMENT

Logout | Refre

COMMANDS  HELP

Metflow Monitor > New

Monitor Name |NetFlow Monitor

——— 1"

351547

5. Once applied, the Monitor entry will be created which will need to be further mapped to the Exporter

created in step 2.

Monitor List page Hew...
=]
HMonitar Mame ‘.-l"-"— Record Name Exporter Name Exporterip Port E
HetFlow Monitor none Hone 0.0,0.0 L - | o
[]

~

Note  Only one Monitor entry can be added in the WLC.

6. Click the Monitor entry and map it to the Exporter entry, which is Cisco PAM. The exporter name

drop-down list the “Exporter” entry that is created above. Record name
“ipv4_client_app_flow_record” is auto generated by WLC, which records all the NBAR statistics
and exports to the Cisco PAM. Select this record entry in the record name drop-down and click

Apply.

Application Visibility and Control Feature Deployment Guide-Phase 2, Software Release 7.5 g



M Configure NBAR NetFlow Monitor

Logout Refre

MONITOR W TROLLER  W[RELESS
Metflow Monitor > Edit 'NetFlow Monitor' e Rpply |
Exporter narme  Cisco PAM ‘_'-’-_. o
*_ ']
Record Hame ipvd_client_app_flow_record v o
: ©
| Logout Ee
MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK
Moniter List page / New...
Maonitor Namie Record Name Exporter Mame Emporterlp Port E
KutFlpw Monitor ipva_client_app_flow_record Cisco PAM 10.10.105.3 g1 © E
o

7. Once the Monitor entry is created and the Exporter entry is mapped to the same, it should be mapped
to the WLAN. To map the exporter entry to WLAN, click WLANSs and then click the specific
WLAN ID. Click the QOS tab and choose the Monitor entry created above from the NetFlow
Monitor drop-down and then click Apply on the WLAN Edit page.

CONTROLLER  W]RELESS
WLANS WLANs > Edit "POD1-Client’ ﬁ __hpply |
Lk | General | Security | Gos ||' Policy-Mapping | Advanced |
A Al
e Advanced Quatty of Service (QoS) Silver (bost effort) 1%
Appheatien Visibility Enabled
AVC Profils Black autubig b
Metflow Monitor Netflom_Meniter
owerride Per-User Bandwidth Contracts (kbps) [ %
DownStream  UpStream o
]

8. Now open a new tab on the browser and login to the Cisco Prime Infrastructure Server to add
individual WLCs to PAM.

Username: XXXXXX

Password: XXXXXXX
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Cisco Prime
@ Infrastructure
S Version: 1.4
\ #
Password t ]
' l I Lngn

§ 2003 Osco Systerms. Inc. Cheoo, Clsto Systems and Choo Sywiems logo are registered trademarks of Chico willnanls
Systems, Inc.and/or ity affilates in the ULS and certain other countries Cisco
Al

ZE1EER

9. Add the WLC in Cisco PAM. To add WLC into Cisco PAM, login to Cisco PAM and navigate to
Operate > Device Work Center, then click Add Device in the Lifecycle Theme.

A Home Deson Y Duloy* Opete ™ ot T Mninietin T 50.%

Device Work Center g 8 Discovery $7 Conguration hetives (] Sofvuted Dehoyment Stis £ Metmokucit]
Devcs Groep Deice Group > ALL
ALL
| A _
e @ ./ souso s § .
Bu Yo Yo ks ¢ i Ca— ]

10. Enter the details of individual WLC i.e. WLC Management IP Address (Example WLC-POD4 =
10.10.40.2) and Community String as public and then click Add.

Application Visibility and Control Feature Deployment Guide-Phase 2, Software Release 7.5 g



| Configure NBAR NetFlow Monitor

Add Device

« General Parameters

= [P Address | xooex

+ SNMP Parameters
veson [vae ]
* futries | 2
* Timeout | 10
* Community [ssesssd

+ Telnet/S55H Parameters
Protucel
Timeout | 60
Username |
Password |
Confirm Pateword |
Enable Password |
Confirn Enable Password |

~ Hitp Parameters:

2L1554

11. Once the WLC is added, start some traffic from wireless clients. You can view the number of clients
per WLAN and usage per client. To see the usage by clients, navigate to Home > Detail Dashboards
> Application. Now filter the Application Box as All, Site as Unassigned, and Network Aware as
Wireless > PODX-Client and then click Go.

= = T

Cwerview Incidents h’m—m#-

St Deme  letwian m Ere Ler Exgerence

Fies Ty “hopicmon O @O TeeFome [Pastivos o | @ lamges QM MewckAee PODILHewt O (G
Top N Ghenta (In ssd Out] g gy " @ 20 Applcation Configurstion g % (@)
e abon Profoood Port By
L B
e — e 23
Sy s
[ o] 1
& . [T s
T 19

-] L4

N Regerit 08, 1726016 5T

351555

e

Note  You can see the number of clients on WLAN “POD1-Client” which is filtered under Network Aware.
Also, in same screen, you can see the applications used by both the clients.

12. To see the application usage by a particular client, navigate to Home > Detail Dashboards > End
User Experience > Under Filter and then select the client IP.
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B - . .

Overview Incidents Performance T T— —

-
Site Device Interface Application LA Il End User Experience |
Filters B “Qient | 10.10.1055  Unassigned O | () *Time Frame TH Application
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351557

13. To see application usage per WLAN, navigate to Home > Detail Dashboards > End User
Experience > Under Filter and then select the Network Aware as WLAN i.e. POD1-Client in this
example. Click GO.

f_ Dusgn * Deploy * Cperate ™  Repot v Adeisisaton ¥

owien  poses  resewree (DI
e ewe  weme  dookanon  veovoo (I

Pitters [l *0heet | Lnasaigred G| T Fame [Pasigbown o | T Aepleaton 1 B 8 Mewerk e FODIClent O [ Ga

Top NAcokations & (o [

« I
et [
=
——
—
R ] I
; o
’i Sy Soire Addrem | T | Oestination hadr_ | 1. | Sowce s | e

<

Pp——
——
—

£,
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e Wiorst N Chanks by Transsction Time

Web Links and Terminology

Cisco WLAN Controller Information:
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http://www.cisco.com/en/US/products/hw/wireless/products.html
http://www.cisco.com/cisco/web/support/index.html

Cisco Prime Management Software Information:
http://www.cisco.com/en/US/products/ps11686/index.html

Cisco MSE Information:
http://www.cisco.com/en/US/products/ps9742/index.html

Cisco LAP Documentation:

http://www.cisco.com/en/US/products/ps10981/index.html
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