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Cisco Wireless LAN Controller Commands

The Cisco Wireless LAN Solution command line interface (CLI) enables operators to connect an ASCII
console to the Cisco Wireless LAN Controller and configure the controller and its associated access
points.

This document covers the commands available in the Cisco CLI release 5.0. The controllers currently
covered include:

e Cisco 2100 and 4400 Series Wireless LAN Controllers

e Cisco Wireless Services Modules (WiSM)

e Cisco Wireless LAN Controller Network Modules

e (Catalyst 3750G Integrated Wireless LAN Controller Switches
This chapter contains the following sections:

e Using the ? command

e Using the Help Command

e Show Commands for Viewing Configuration

e Configuring Controller Settings

e Saving Configurations

¢ C(Clearing Configurations, Logfiles, and Other Actions

e Uploading and Downloading Files and Configurations

¢ Troubleshooting Commands

Cisco Wireless LAN Controller Command Reference, Release 5.1
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MW Using the ? command

Using the ? command

Examples

To display all of the commands in your current level of the command tree, or to display more information
about a particular command, use the ? command.

92

command name ?

When you enter a command information request, put a space between command name and ?.

The following command shows you all the commands and levels available from the root level.

> ?

clear Clear selected configuration elements.

config Configure switch options and settings.

debug Manages system debug options.

help Help

linktest Perform a link test to a specified MAC address.
logout Exit this session. Any unsaved changes are lost.
ping Send ICMP echo packets to a specified IP address.
reset Reset options.

save Save switch configurations.

show Display switch options and settings.

transfer Transfer a file to or from the switch.

The following command shows you that datatype is the only entry at the transfer download level:

> transfer download d4?
datatype

The following command shows you the permissible entries for the transfer download datatype command:

> transfer download datatype ?

config Download Configuration File.

code Download an executable image to the system.
image Download a web page logo to the system.
signature Download a signature file to the system.

webadmincert Download a certificate for web administration to the system.
webauthcert Download a web certificate for web portal to the system.
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Using the Help Command

Using the Help Command

To look up keyboard commands, use the help command at the root level.

help
Examples > help
HELP:
Special keys:
DEL, BS... delete previous character
Ctrl-A .... go to beginning of line
Ctrl-E .... go to end of line
Ctrl-F .... go forward one character
Ctrl-B .... go backward one character
Ctrl-D .... delete current character
Ctrl-U, X. delete to beginning of line
Ctrl-K .... delete to end of line
Ctrl-w .... delete previous word
Ctrl-T .... transpose previous character
Ctrl-P .... go to previous line in history buffer
Ctrl-N .... go to next line in history buffer
Ctrl-Z .... return to root command prompt
Tab, <SPACE> command-line completion
Exit .... go to next lower command prompt
? .... list choices

Cisco Wireless LAN Controller Command Reference, Release 5.1
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Bl Show Commands for Viewing Configuration

Show Commands for Viewing Configuration

To view Cisco Wireless LAN controller options and settings, use the show commands.

Show 802.11x Commands

To view show commands for the 802.11a, 802.11b, or other supported 802.11 network, use the
show 802.11x commands.

show 802.11a

To display basic 802.11a options and settings, use the show 802.11a command.

show 802.11a

Syntax Description  show

Displays configurations.

802.11a 802.11a configurations.
Defaults None.
Examples > 802.118 NELWOTK. ¢ et tutene e et tee e e iiaae e Enabled
B IS a1 o) o T O Enabled
802.11a Low Band. .......c.uiiiiiiiieennnn. Enabled
802.11la Mid Band. ......uiuiuieeuenennnnnn Enabled
802.11a High Band. ........iiiiiiinnennnnn Enabled
802.1la Operational Rates
802.11a 6M Rate. .. v ittt ittt eeeeeeeen Mandatory
802.11a 9M Rate. ...ttt e i iieeeeen Supported
802.11a 12M Rate. . i ittt ittt eieeeeeenn Mandatory
802.11a 18M RaAte. . vttt it ittt e e e eeeeeen Supported
802.11a 24M Rate. ..ttt ittt e e ieeeeeen Mandatory
802.11a 36M Rate. ..ttt ittt iiieeeeenn Supported
802.11a 48M Rate. .. v vttt ittt et e e e Supported
802.11a 54M Rate. ..ttt eieeeeeen Supported
802.11n MCS Settings:
MCS 0ttt et e e e e e e e e e e e e e e e e e Supported
B Supported
B T Supported
L Supported
MCS Attt e et e e e e e e e e e e e e e e Supported
MC S 5ttt ittt e e e e e e e e e e e e e e e e e Supported
Y Supported
MO S T e it e e e e e e e e e e e e e e e e e e e e e e e Supported
B Supported
S Supported
MCS 10 . ittt e e e e e e e e e e e e e e e e e e Supported
B T Supported
(S Supported
MCS L3 . ittt e e e e e e e e e e e e e e e Supported
MCS L . e e e e e e e e e e e e e e Supported
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Related Commands

show 802.11a

MCS L5 ittt e e e e e e e e e e e e e e e Supported

802.11n Status:

A-MPDU TX ¢ttt vttt ettt ettt et et oo Enabled
Priority 0. ..ttt e e e e e Enabled
Priority L.ttt e e e Enabled
Priority 2. i ittt i e e e Enabled
Priority 3.t e e e Enabled
Priority 4. e e Enabled
Priority 5. v ittt it e e e Disabled
Priority 6. v i ittt it e e e e e Disabled
Priority 7t e e e e Enabled

A-MSDU TX ¢ttt te ettt ettt ettt et e e Enabled

RIFS TR ittt e e e e e e e e e e Enabled

Guard Interval ........ ... Short

Beacon Interval....... ..o, 100
CF Pollable mandatory . . ..ot iiieeeeieeeeennnn Disabled
CF Poll Request mandatory.........ouuiiimueeennnn. Disabled
CEFP Period. ..ttt ittt ittt et e e e e 4
CFP Maximum Duration........c...eueiuenennennnnn. 60
Default Channel..... ... ... .. 36
Default Tx Power Level..........uiiuiinininnnnenn. 1
DTPC  StatuS. ...ttt it e e et e een Enabled
Fragmentation Threshold............ciuiiuinnenn.. 2346
Long Retry Lamit. . ...ttt 4
Maximum Rx Life Time....... ... ... 512
Max Tx MSDU Life Time...... ...t 512
Medium Occupancy Limit............iiiinnenn.n. 100
Pico-Cell StatUS. ..ttt ettt ittt e e e Disabled
Pico-Cell-V2 StatUS. ...ttt ittt Disabled
RTS Threshold. .. ... ...ttt 2347
Short Retry Lamit...... ..ottt ittt 7
TI Threshold. ... ... ...ttt -50
Traffic Stream Metrics Status.................... Disabled
Expedited BW Request Status.............uiuuninn.. Disabled
EDCA profile tyDe. .ttt ittt et et eeeeean default-wmm
Voice MAC optimization status.................... Disabled
Call Admission Control (CAC) configuration
Voice AC - Admission control (ACM)............ Disabled
Voice max RF bandwidth........................ 75
Voice reserved roaming bandwidth.............. 6
Voice load-based CAC mode.........ooiuiiuenn... Disabled
Voice tspec inactivity timeout................ Disabled
Video AC - Admission control (ACM)............ Disabled
Voice Stream-Size....... ... 84000
Voice MaX-SEreamsS. « v v vt ittt et et e eeeeeeeeenn 2
Video max RF bandwidth........................ Infinite
Video reserved roaming bandwidth.............. 0
show 802.11b

show advanced 802.11a summary
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W show 802.11a I2roam

show 802.11a I2roam

To display 802.11a Layer 2 client roaming information, use the show 802.11a 12roam command.

show 802.11a 12roam {rf-param | statistics mac_address}

Syntax Description show Displays configurations.
802.11a 802.11a configurations.
12roam Layer 2 client roaming configurations.
rf-param Radio frequency parameters.
statistics Layer 2 client roaming statistics.
mac_address The MAC address of the client.
Defaults None.
Exanuﬂes > show 802.1lla l2roam rf-param

L2Roam 802.1la RF Parameters..........ouoeeeeunnne..

Config Mode. ...ttt i e e e e e e e Default
Minimum RSST. ...ttt ittt ittt it et -85
Roam HyStereSiS. . vttt et ettt eeeennnn 2

Scan Threshold............ . ... =72
Transition time...... ..., 5

Related Commands  show 802.11b 12roam
config {802.11a | 802.11b} 12roam rf-params
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show 802.11b

To display basic 802.11b/g options and settings, use the show 802.11b command.

show 80211 H

show 802.11b
Syntax Description show Displays configurations.
802.11b 802.11b/g configurations.
Defaults None.
Examples > show 802.11b

> 802.11b NetworKk. ...ttt Enabled
0I5 01§ o) o T O Enabled
802.11b Low Band. ......c.uiiiiiinnennnn. Enabled
802.11b Mid Band. .. ...t iiteeenenennnn Enabled
802.11b High Band. ........uiuiiiineennnnn Enabled
802.1la Operational Rates

802.11b 6M Rate. .ttt ittt e e e eeeeeen Mandatory

802.11b 9M Rate. .. ittt ittt e i eeeeeenn Supported

802.11b 12M RaALE. .t ittt ittt et e e e e eee e Mandatory

802.11b 18M RaAte. . i vttt ittt ittt e e e eeeeeen Supported

802.11b 24M Rate. . i i ittt ittt e eeeeeeen Mandatory

802.11b 36M RaALE. .t i vttt ittt ittt e eee e e Supported

802.11b 48M RaAte. . i ittt it ittt e e e e eeeeeen Supported

802.11b 54M Rate. . i ittt ittt e iieeeeen Supported
802.11n MCS Settings:

MCS 0ttt ittt e e e e e e e e e e e e e e e e Supported

B Supported

(S Supported

S Supported

B Supported

MCS Bttt ittt e e e e e e e e e e e e e Supported

(Y Supported

MO S T e e e e e e e e e e e e e e e e e e e e e e e e e e Supported

(S Supported

L Supported

MCS 10 . ittt e e e e e e e e e e e e e e e e e Supported

(S Supported

O Supported

Bt Supported

MCS L . it e e e e e e e e e e e e e e e Supported

(S 5 Supported

802.11n Status:

A-MPDU TX ¢ ittt ettt ettt e et e ettt e e e e Enabled
Priority 0. .ttt e e Enabled
Priority L. ..ttt e e e e Enabled
Priority 2. i ittt it i e e e Enabled
Priority 3. .. e Enabled
Priority 4. .t e e e Enabled
Priority B vttt ittt e e e Disabled
Priority 6.t e e e Disabled
Priordity 7ttt i e e e e e Enabled

A-MSDU TX ¢t ettt ettt e e et e ettt e et Enabled

RIS T ittt ittt e e e e e e e e e e e Enabled

| oL-15971-01
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W show802.11b

Guard Interval ..........c.iiiiiiiiiaa..
Beacon Interval..........c..oiiiiiiiiiennon.
CF Pollable mandatory.........c.uuiuuuunnn.
CF Poll Request mandatory...........c.c.o.o...
CEFP Period. ...ttt i
CFP Maximum Duration.................o..o...
Default Channel........ .. ...t iiiieennn..
Default Tx Power Level....................
DTPC Status......... i
Fragmentation Threshold...................
Long Retry Limit........ouuiinennennnn.
Maximum Rx Life Time......................
Max Tx MSDU Life Time..........ocuueinenn..
Medium Occupancy Limit...............o.....
Pico-Cell StatusS......iuiuiiinnenenen.
Pico-Cell-V2 StatuUS. . ... iiuenennennennnn
RTS Threshold......... ...
Short Retry Limit........ ... 0.,
TI Threshold......... .. ...
Traffic Stream Metrics Status.............
Expedited BW Request Status...............
EDCA profile tyDPe. .. ittt it eiinnns
Voice MAC optimization status.............
Call Admission Control (CAC) configuration
Voice AC - Admission control (ACM)........

Voice max RF bandwidth.................
Voice reserved roaming bandwidth.......
Voice load-based CAC mode..............
Voice tspec inactivity timeout.........

Video AC - Admission control (ACM)

Voice Stream-Size........... ... ...
Voice Max-StreamsS. .. ... ennennnn
Video max RF bandwidth.................
Video reserved roaming bandwidth.......

Related Commands  show 802.11a

show advanced 802.11b summary

....... 100
....... Disabled
....... Disabled

....... 100
....... Disabled
....... Disabled
....... 2347

....... -50

....... Disabled
....... Disabled
....... default-wmm
....... Disabled

....... 75

....... Disabled
....... Disabled
....... Disabled

....... 84000

....... Infinite
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show 802.11b 12roam W

show 802.11b I12roam

To display 802.11b/g Layer 2 client roaming information, use the show 802.11b 12roam command.

show 802.11b 12roam {rf-param | statistics mac_address}

Syntax Description show Displays configurations.
802.11b 802.11b/g configurations.
12roam Layer 2 client roaming configurations.
rf-param Radio frequency parameters.
statistics Layer 2 client roaming statistics.
mac_address The MAC address of the client.
Defaults None.
Exanuﬂes > show 802.11b l2roam rf-param

L2Roam 802.11bg RF Parameters.........c.uuuuuenenenn.

Config Mode. ...ttt i e e e e e e e e e Default
Minimum RSST. ...ttt ittt ittt -85
Roam HyStereSiS. . v ittt ettt e e 2

Scan Threshold........... .. ... =72
Transition time...... ..., 5

Related Commands  show 802.11a 12roam
config {802.11a | 802.11b} 12roam rf-params

Cisco Wireless LAN Controller Command Reference, Release 5.1
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W show802.11h

show 802.11h

To display basic 802.11h options and settings, use the show 802.11h command.

show 802.11h

Syntax Description show Displays configurations.
802.11h 802.11h configurations.

Defaults None.

Examples > show 802.11h

B02. 1 o e e e e e e e e powerconstraint : 0
B02 . LN ittt e e e e e e e e e channelswitch : Disable
L= 10 2 I channelswitch mode : 0

Related Commands show 802.11a
show 802.11b
config 802.11h
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show aaaauth W

show aaa auth

To display the configuration settings for the AAA authentication server database, use the show aaa auth
command.

show aaa auth

Syntax Description  This command has no arguments or keywords.

Defaults This command has no defaults.

Exanuﬂes > show aaa auth

Management authentication server order:
I local
2 e e e e e e e e e e e e e e e e e e e e e e tacacs

Related Commands  config aaa auth

Cisco Wireless LAN Controller Command Reference, Release 5.1
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W showacl

show acl

To display the access control lists (ACLs) that are configured on the controller, use the show acl

command.

show acl {summary | detailed acl_name}

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

acl ACL configurations.

summary Displays a summary of all ACLs configured on the controller.
detailed Displays detailed information about a specific ACL.
acl_name The ACL name up to 32 alphanumeric characters.

None.

> show acl summary

ACL Counter Status

Enabled

Yes
Yes
Yes

> show acl detailed acl_name

Source

I Dir IP Address/Netmask IP Address/Netmask Prot

Source Port Dest Port
Range Range DSCP Action Counter

Destination

1 Any 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0 Any 0-65535 0-65535 0 Deny 0

2 In 0.0.0.0/0.0.0.0 200.200.200.0/ 6 80-80 0-65535 Any Permit 0
255.255.255.0

DenyCounter

~

Note  The Counter field increments each time a packet matches an ACL rule, and the DenyCounter

field increments each time a packet does not match any of the rules.

clear acl counters
config acl counter

config interface acl
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showaclcpu H

show acl cpu

To display the access control lists (ACLs) configured on the central processing unit (CPU), use the show
acl cpu command.

show acl cpu

Syntax Description

Command Default

Examples

Related Commands

show Displays configurations.

acl ACL configurations.

cpu Displays a summary of all the ACLs configured on the CPU.
None

> show acl cpu
CPU ACL NaGME. . ¢ttt ittt ittt ettt ettt et e e

Wireless Traffic...... . .. Disabled
Wired Traffic.... ... .. Disabled
Applied €O NPU. ..ttt ittt ittt et eeeeeeenn No

config acl cpu

Show Advanced 802.11a Commands

Use the show advanced 802.11a commands to show advanced 802.11a parameters.

| oL-15971-01
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I show advanced 802.11a channel

show advanced 802.11a channel

To display the automatic channel assignment configuration and statistics, use the show advanced

802.11a channel command.

show advanced 802.11a channel

Syntax Description show Displays configurations.
advanced Advanced parameters.
802.11a 802.11a network.
channel Channel status.

Defaults None.

Examples > show advanced 802.1la channel

Automatic Channel Assignment
Channel Assignment Mode..........oiuieuennennnn
Channel Update Interval............uuiienenenn.
Anchor time (Hour of the day).........ooiiiin...
Channel Update Count.........c.uiiueiimmnneennn
Channel Update Contribution....................
Channel Assignment Leader............ouuuueeen.

DCA Sensitivity Level........i i innnennnn
DCA 802.11n Channel Width............ ... .......
Channel Energy Levels
MINIMUIM . o ot e et e e e e e e e e e e e e e e e e e e e e e eeeen
2N et =
MaxiMUI. ¢ oottt et e e e e et et et e e e eeeeeeen
Channel Dwell Times

AV E AT e« v v et et et et e e e e e e e
MaXIMUIN. o ot e e e e e e e e e e e e e e e e e e e e et e e eeeenen
Auto-RF Allowed Channel List...................
Auto-RF Allowed Channel List............ocoeun..

Related Commands  config 802.11a channel

ONCE
600 seconds
15

00:0b:85:40:90:c0
501 seconds ago
MEDIUM (20 dB)

40 MHz

0 days, 00 h 58 m 45 s

0 days, 00 h 58 m 45 s

0 days, 00 h 58 m 45 s

36,40
36,40,44,48,52,56,60,64,100,
104,108,112,116,132,136, 140,
149,153,157,161,165,190,196
Disabled
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show advanced 802.11a coverage Il

show advanced 802.11a coverage

To display the configuration and statistics for coverage hole detection, use the show advanced 802.11a
coverage command.

show advanced 802.11a coverage

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.
advanced Advanced parameters.
802.11a 802.11a network.
coverage Coverage hole detection.
None.

> show advanced 802.l1la coverage

Coverage Hole Detection

802
802
802
802
802
802
802
802
802

.1la
.1lla
.1lla
.1lla
.1lla
.1lla
.1la
.1lla
.1lla

Coverage Hole Detection Mode........... Enabled
Coverage Voice Packet Count............ 100 packets
Coverage Voice Packet Percentage....... 50%
Coverage Voice RSSI Threshold.......... -80 dBm
Coverage Data Packet Count............. 50 packets
Coverage Data Packet Percentage........ 50%
Coverage Data RSSI Threshold........... -80 dBm
Global coverage exception level........ 25 %

Global client minimum exception lev.... 3 clients

config advanced 802.11a coverage

config advanced 802.11a coverage exception global
config advanced 802.11a coverage fail-rate

config advanced 802.11a coverage level global
config advanced 802.11a coverage packet-count
config advanced 802.11a coverage rssi-threshold
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M show advanced 802.11a group

show advanced 802.11a group

To display the advanced 802.11a Cisco radio RF grouping, use the show advanced 802.11a group
command.

show advanced 802.11a group

Syntax Description show Displays configurations.
advanced Advanced parameters.
802.11a 802.11a network.
group RF grouping values.

Defaults None.

Exanuﬂes > show advanced 802.1la group

Radio RF Grouping

802.11a Group MOAe. . v v it ittt ettt e et e e e e e e AUTO

802.11a Group Update Interval..........ouiiieeennnnnn 600 seconds

802.11a Group Leader. ...ttt ittt et eeee ettt XX XX XX XX XX XX
802.11a Group Member. . ... ..ottt ittt ettt XX XX XX XX XX XX

802.11a Last RUN. .. .i ittt ittt it et e e e 133 seconds ago

Related Commands  config advanced 802.11a group-mode
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show advanced 802.11a logging

show advanced 802.11a logging

To display advanced 802.11a RF event and performance logging, use the show advanced 802.11a

logging command.

show advanced 802.11a logging

Syntax Description show Displays configurations.

advanced Advanced parameters.

802.11a 802.11a network.

logging RF event and performance logging.
Defaults None.
Exanuﬂes > show advanced 802.l1la logging

RF Event and Performance Logging

Channel Update Logging.........
Coverage Profile Logging.......
Foreign Profile Logging........
Load Profile Logging...........
Noise Profile Logging..........
Performance Profile Logging....
TxPower Update Logging.........

Related Commands  config advanced 802.11a logging channel, config advanced 802.11a logging coverage, config
advanced 802.11a logging foreign, config advanced 802.11a logging load, config advanced 802.11a
logging noise, config advanced 802.11a logging performance, config advanced 802.11a logging

power
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I show advanced 802.11a monitor

show advanced 802.11a monitor

To display the advanced 802.11a default Cisco radio monitoring, use the show advanced 802.11a
monitor command.

show advanced 802.11a monitor

Syntax Description show Displays configurations.
advanced Advanced parameters.
802.11a 802.11a network.
monitor Cisco radio monitoring values.

Defaults None.

Exanuﬂes > show advanced 802.l1la monitor

Default 802.l1la AP monitoring

802.11la Monitor Mode. .......iuiieeueuennnnnn enable

802.11la Monitor Channels. ....... .o eeeennnn. Country channels
802.11a AP Coverage Interval................... 180 seconds
802.11a AP Load Interval.............ciiion.. 60 seconds
802.11la AP Noise Interval...........cuoiuiuniunnn 180 seconds
802.11a AP Signal Strength Interval............ 60 seconds

Related Commands  config advanced 802.11a monitor coverage
config advanced 802.11a monitor load
config advanced 802.11a monitor noise

config advanced 802.11a monitor signal
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show advanced 802.11a profile

show advanced 802.11a profile

To display the advanced 802.11a lightweight access point performance profiles, use the show advanced

802.11a profile command.

show advanced 802.11a profile {global | Cisco_AP}

Syntax Description show Displays configurations.

advanced Advanced parameters.

802.11a 802.11a network.

profile Cisco radio performance profile.

global All Cisco lightweight access points.

Cisco_AP The name of a specific Cisco lightweight access point.
Defaults None.
Exanuﬂes > show advanced 802.l1lla profile global

Default 802.l1la AP performance profiles

802.11a Global Interference threshold.............. 10%

802.11la Global noise threshold..................... -70 dBm
802.11a Global RF utilization threshold............ 80

802.11a Global throughput threshold................ 1000000 bps
802.11la Global clients threshold................... 12 clients
802.11la Global coverage threshold.................. 12 dB
802.11la Global coverage exception level............ 80%

802.11la Global client minimum exception lev........ 3 clients

> show advanced 802.1lla profile APl

Cisco AP performance profile not customized

This response indicates that the performance profile for this lightweight access point is using the global

defaults and has not been individually configured.

Related Commands  config advanced 802.11b profile clients
config advanced 802.11b profile customize
config advanced 802.11b profile foreign
config advanced 802.11b profile noise,
config advanced 802.11b profile throughput
config advanced 802.11b profile utilization
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show advanced 802.11a receiver

To display the configuration and statistics of the 802.11a receiver, use the show advanced 802.11a

receiver command.

show advanced 802.11a receiver

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.
advanced Advanced parameters.
802.11a 802.11a network.
receiver Receiver.

None.

> show advanced 802.l1la receiver

802.11la Advanced Receiver Settings

RxStart : Signal Threshold...................
RxStart : Signal Lamp Threshold..............
RxStart : Preamble Power Threshold...........

RxReStart : Signal Jump StatuS.................
RxReStart : Signal Jump Threshold..............
TxStomp : Low RSST Status...........cciiiiioon.
TxStomp : Low RSSI Threshold...................
TxStomp : Wrong BSSID Status...................

TxStomp : Wrong BSSID Data Only Status

RxAbort : Raw Power Drop Status................
RxAbort : Raw Power Drop Threshold.............
RxAbort : Low RSSI Status.................o.....
RxAbort : Low RSSI Threshold...................
RxAbort : Wrong BSSID StatuS............ove....

RxAbort : Wrong BSSID Data Only Status

config advanced 802.11a monitor coverage
config advanced 802.11a monitor load
config advanced 802.11a monitor noise

config advanced 802.11a monitor signal

Enabled
10
Enabled
30
Enabled
Enabled
Disabled
10
Disabled

Disabled
Disabled
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show advanced 802.11a summary W

show advanced 802.11a summary

To display the advanced 802.11a Cisco lightweight access point name, channel, and transmit level
summary, use the show advanced 802.11a summary command.

show advanced 802.11a summary

Syntax Description

Defaults

Examples

Note

Related Commands

show Displays configurations.

advanced Advanced parameters.

802.11a 802.11a network.

summary Cisco lightweight access point name, channel, and transmit level summary.
None.

> show advanced 802.l1la summary

AP Name Channel TxPower Level
APO3 36% 1*

APO2 52 5%

APO1 64 5

An asterisk (*) next to a channel number or power level indicates that it is being controlled by the global
algorithm settings.

show advanced 802.11b summary
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M show advanced 802.11a txpower

show advanced 802.11a txpower

To view the advanced 802.11a automatic transmit power assignment, use the show advanced 802.11a

txpower command.

show advanced 802.11a txpower

Syntax Description show Displays configurations.
advanced Advanced parameters.
802.11a 802.11a network.
txpower Transmit power.

Defaults None.

Exanuﬂes > show advanced 802.l1lla txpower

Automatic Transmit Power Assignment

Transmit Power Assignment Mode.................. AUTO

Transmit Power Update Interval.................. 600 seconds
Transmit Power Threshold........................ -65 dBm

Transmit Power Neighbor Count................... 3 APs

Transmit Power Update Contribution.............. SN.

Transmit Power Assignment Leader................ XX XX :1XX:XX1XX: XX
Last RUN . ittt ittt ettt e e e e e e e e e e et e e e e 384 seconds ago

Related Commands  config advanced 802.11a txpower-update, config 802.11a txPower

Show Advanced 802.11b Commands

Use the show advanced 802.11b commands to show advanced 802.11b parameters.
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show advanced 802.11b channel

show advanced 802.11b channel

To display the automatic channel assignment status and statistics, use the show advanced 802.11b

channel command.

show advanced 802.11b channel

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.
advanced Advanced parameters.
802.11b 802.11b/g network.
channel Channel status.

None.

> show advanced 802.11b channel

Automatic Channel Assignment

Channel Assignment Mode........
Channel Update Interval........
Anchor time (Hour of the day)
Channel Update Count...........
Channel Update Contribution....
Channel Assignment Leader.....

DCA Sensitivity Level: .......

Channel Energy Levels

Mindmum. . ..o eeennennennnn.
AVEYaATE . ¢ vt vt ettt
Maximum. .......ouuemenenen..

Channel Dwell Times

AVEY AT . ¢ vt vttt ettt
MaXIMU. o oo v v e e e eeeeee e

Auto-RF Allowed Channel List

Auto-RF Unused Channel List...

config 802.11b channel

................ ONCE
................ 600 seconds
.................. 14

................. 00:0b:85:40:90:c0
................. 10 seconds ago

............... MEDIUM (15 dB)

................. 0 days, 01 h 44 m 25 s
................. 0 days, 01 h 45 m 00 s
................. 0 days, 01 h 45 m 35 s
................. 1,6,11
................. 2,3,4,5,7,8,9,10
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Il show advanced 802.11b coverage

show advanced 802.11b coverage

To display the configuration and statistics for coverage hole detection, use the show advanced 802.11b
coverage command.

show advanced 802.11b coverage

Syntax Description show Displays configurations.
advanced Advanced parameters.
802.11b 802.11a network.
coverage Coverage hole detection.

Defaults None.

Exanuﬂes > show advanced 802.11b coverage

Coverage Hole Detection

802.11b Coverage Hole Detection Mode........... Enabled
802.11b Coverage Voice Packet Count............ 100 packets
802.11b Coverage Voice Packet Percentage....... 50%

802.11b Coverage Voice RSSI Threshold.......... -80 dBm
802.11b Coverage Data Packet Count............. 50 packets
802.11b Coverage Data Packet Percentage........ 50%

802.11b Coverage Data RSSI Threshold........... -80 dBm
802.11b Global coverage exception level........ 25 %
802.11b Global client minimum exception lev.... 3 clients

Related Commands  config advanced 802.11b coverage
config advanced 802.11b coverage exception global
config advanced 802.11b coverage fail-rate
config advanced 802.11b coverage level global
config advanced 802.11b coverage packet-count
config advanced 802.11b coverage rssi-threshold
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show advanced 802.11b group

To display the advanced 802.11b/g Cisco radio RF grouping, use the show advanced 802.11b group
command.

show advanced 802.11b group

Syntax Description show Displays configurations.
advanced Advanced parameters.
802.11b 802.11b/g network.
group RF grouping values.

Defaults None.

Exanuﬂes > show advanced 802.11b group

Radio RF Grouping

802.11b Group Mode. . . oot ittt ettt et e AUTO

802.11b Group Update Interval............cco.... 600 seconds

802.11b Group Leader. .. ...ttt ittt XX XX XX XX XX XX
802.11b Group Member. ...... ..o tiimueeennnnnns XX : XX XX XX XX 1 XX

802.11b Last RUN. ...ttt ittt iieeiaenn 511 seconds ago

Related Commands  config advanced 802.11b group-mode
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show advanced 802.11b logging

To display advanced 802.11b/g RF event and performance logging, use the show advanced 802.11b
logging command.

show advanced 802.11b logging

Syntax Description show Displays configurations.

advanced Advanced parameters.

802.11b 802.11b network.

logging RF event and performance logging.
Defaults None.
Exanuﬂes > show advanced 802.11b logging

RF Event and Performance Logging

Channel Update LOgging. .. ...t ennenneeneennnns Off
Coverage Profile LOgging. .. ..uveu e ennennenn. Off
Foreign Profile LOgging......uoui it eennnnnn Off
Load Profile LOgging. « v e e e ee e eeeeennnn Off
Noise Profile LOggoing. . ee oo eneeenennennnnn Off
Performance Profile LOGging...... .o emennennn Off
Transmit Power Update LOgging. ... ..u.eeeeuenenenn. Off

Related Commands  config advanced 802.11b logging channel
config advanced 802.11b logging coverage
config advanced 802.11b logging foreign
config advanced 802.11b logging load
config advanced 802.11b logging noise
config advanced 802.11b logging performance
config advanced 802.11b logging power
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show advanced 802.11b monitor

To display the advanced 802.11b/g default Cisco radio monitoring, use the show advanced 802.11b
monitor command.

show advanced 802.11b monitor

Syntax Description show Displays configurations.
advanced Advanced parameters.
802.11b 802.11b/g network.
monitor Cisco radio monitoring values.

Defaults None.

Exanuﬂes > show advanced 802.11b monitor

Default 802.11b AP monitoring

802.11b Monitor Mode. .......oiuiiieueuennnnnn enable

802.11b Monitor Channels..........iiuiuueenn.. Country channels
802.11b AP Coverage Interval................. 180 seconds
802.11b AP Load Interval..........iuuiueenunnn. 60 seconds
802.11b AP Noise Interval.............oouvun.. 180 seconds
802.11b AP Signal Strength Interval.......... 60 seconds

Related Commands  config advanced 802.11b monitor coverage
config advanced 802.11b monitor load
config advanced 802.11b monitor noise

config advanced 802.11b monitor signal
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M show advanced 802.11b profile

show advanced 802.11b profile

To display the advanced 802.11b/g Cisco radio performance profiles, use the show advanced 802.11b
profile command.

show advanced 802.11b profile {global | Cisco_AP}

Syntax Description show Displays configurations.
advanced Advanced parameters.
802.11b 802.11b/g network.
profile Cisco lightweight access point performance profile.
global All Cisco lightweight access points.
Cisco_AP The name of Cisco lightweight access point.
Defaults None.
Exanuﬂes > show advanced 802.11b profile global

Default 802.11b AP performance profiles

802.11b Global Interference threshold..............
802.11b Global noise threshold.....................
802.11b Global RF utilization threshold............
802.11b Global throughput threshold................
802.11b Global clients threshold...................
802.11b Global coverage threshold..................
802.11b Global coverage exception level............
802.11b Global client minimum exception lev........

> show advanced 802.11b profile APl

Cisco AP performance profile not customized

This response indicates that the performance profile for this Cisco lightweight access point is using the

global defaults and has not been individually configured.

Related Commands  config advanced 802.11b profile clients
config advanced 802.11b profile customize
config advanced 802.11b profile foreign
config advanced 802.11b profile noise
config advanced 802.11b profile throughput
config advanced 802.11b profile utilization

1000000 bps
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show advanced 802.11b receiver

show advanced 802.11b receiver

To display the advanced 802.11b/g default Cisco radio receiver parameters, use the show advanced
802.11b receiver command.

show advanced 802.11b receiver

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.
advanced Advanced parameters.
802.11b 802.11b/g network.
receiver Cisco radio receiver values.
None.

> show advanced 802.11b receiver

Default 802.11b Receiver Settings

RxStart : Signal Threshold............... 15
RxStart :  Signal Jump Threshold.......... 5
RxStart : Preamble Power Threshold....... 2
RxRestart : Signal Jump Status............. Enabled
RxRestart : Signal Jump Threshold.......... 10
TxStomp : Low RSS Status. .............. Disabled
TxStomp : Low RSSI Threshold............. 37
TxStomp : Wrong BSSID Status............. Disabled
TxStomp : Wrong BSSID Data Only Status... Disabled
RxAbort : Raw Power Drop Status.......... Disabled
RxAbort : Raw Power Drop Threshold....... 0
RxAbort : Low RSSI Status................ Enabled
RxAbort : Low RSSI Threshold............. 0
RxAbort : Wrong BSSID Status............. Disabled
RxAbort : Wrong BSSID Data Only Status... Disabled

config advanced 802.11b monitor coverage
config advanced 802.11b monitor load
config advanced 802.11b monitor noise

config advanced 802.11b monitor signal
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B show advanced 802.11b summary

show advanced 802.11b summary

To display the advanced 802.11b/g Cisco lightweight access point name, channel, and transmit level
summary, use the show advanced 802.11b summary command.

show advanced 802.11b summary

Syntax Description

Defaults

Examples

Note

Related Commands

show Displays configurations.

advanced Advanced parameters.

802.11b 802.11b/g network.

summary Cisco lightweight access point name, channel, and transmit level summary.
None.

> show advanced 802.11b summary

AP name Channel Txpower Level
AP1 11~* 1%

AP2 10%* 4

AP3 6%* 2

Asterisks next to channel numbers or power levels indicate that they are being controlled by the global
algorithm settings.

show advanced 802.11a summary
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show advanced 802.11b txpower

To view the advanced 802.11b/g automatic transmit power assignment, use the show advanced 802.11b
txpower command.

show advanced 802.11b txpower

Syntax Description show Displays configurations.
advanced Advanced parameters.
802.11b 802.11b/g network.
txpower Transmit power.

Defaults None.

Exanuﬂes > show advanced 802.11b txpower

Automatic Transmit Power Assignment

Transmit Power Assignment Mode................. AUTO

Transmit Power Update Interval................. 600 seconds
Transmit Power Threshold....................... -65 dBm

Transmit Power Neighbor Count.................. 3 APs

Transmit Power Update Contribution............. SNI.

Transmit Power Assignment Leader............... XX XX XX 1 XX XX XX
Last RUN . ottt ittt ettt e e e e e e e e e et ettt e 427 seconds ago

Related Commands  config 802.11b txPower

Cisco Wireless LAN Controller Command Reference, Release 5.1
[ oL-15971-01 .“



M show advanced backup-controller

show advanced backup-controller

To display a list of primary and secondary backup controllers, use the show advanced
backup-controller command.

show advanced backup-controller

Syntax Description show Displays configurations.
advanced Advanced parameters.
backup-controller Advanced backup controller list.
Defaults None.
Exanqﬂes > show advanced backup-controller
AP primary Backup Controller .................... controller 10.10.10.10
AP secondary Backup Controller ..............c.... 0.0.0.0

Related Commands  config advanced backup-controller primary, config advanced backup-controller secondary

Other Show Advanced Commands

Use these show advanced commands to show other advanced parameters.
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show advanced client-handoff

show advanced client-handoff

To display the number of automatic client handoffs after retries, use the show advanced client-handoff
command.

show advanced client-handoff

Syntax Description show Displays configurations.
advanced Advanced parameters.
client-handoff Advanced client handoff count.
Defaults None.
Examples > show advanced client-handoff
Client auto handoff after retries................ 130

Related Commands  config advanced timers auth-timeout

config advanced timers rogue-ap

Cisco Wireless LAN Controller Command Reference, Release 5.1
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M show advanced eap

show advanced eap

To display advanced Extensible Authentication Protocol (EAP) settings, use the show advanced eap

command.

show advanced eap

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.
advanced Advanced parameters.

eap Advanced client handoff count.
None.

> show advanced eap

EAP-Identity-Request Timeout (seconds)........... 1
EAP-Identity-Request Max Retries................. 20

EAP Key-Index for Dynamic WEP........oueeienennnn. 0

EAP Max-Login Ignore Identity Response........... enable
EAP-Request Timeout (seconds) .........ouueeeunenn.. 1
EAP-Request Max Retries..........uiiiiiiennnnnn. 20
EAPOL-Key Timeout (SecondS) ......eueuwuenuennennnn 1
EAPOL-Key MaxX RetLriesS. ... ..t eenneeeennnns 2
None.
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show advanced max-1x-sessions

show advanced max-1x-sessions

To display the maximum number of simultaneous 802.1x sessions allowed per access point, use the show
advanced max-1x-sessions command.

show advanced max-1x-sessions

Syntax Description show Displays configurations.
advanced Advanced parameters.
max-1x-sessions Maximum number of simultaneous 802.1x sessions allowed per access
point.
Defaults None.
Examples > show advanced max-lx-sessions
Max 802.1x session per AP at a given time........ 0

Related Commands  None.

Cisco Wireless LAN Controller Command Reference, Release 5.1
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M show advanced probe-limit

show advanced probe-limit

To display the number of probes sent to the WLAN controller per access point per client and the probe
interval in milliseconds, use the show advanced probe-limit command.

show advanced probe-limit

Syntax Description show Displays configurations.
advanced Advanced parameters.
probe-limit Number of probes sent to the WLAN controller per access point per client

and the probe interval in milliseconds.

Defaults None.

Exanqﬂes > show advanced probe-limit
Probes sent to switch per AP slot per client.... 2
Probe interval In MSEC. .. ...ttt teennennnn. 500

Related Commands  None.
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show advanced rate

To display whether control path rate limiting is enabled or disabled, use the show advanced rate
command.

show advanced rate

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

advanced Advanced parameters.

rate Control path rate limiting enabled or disabled.
None.

> show advanced rate

Control Path Rate Limiting..........oeueueiuenenenn. Disabled

None.
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show advanced send-disassoc-on-handoff

To display whether the WLAN controller disassociates clients after a handoff, use the show advanced
send-disassoc-on-handoff command.

show advanced send-disassoc-on-handoff

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

advanced Advanced parameters.

send-disassoc-on-hand WLAN controller disassociates clients after a handoff enabled or disabled.
off

None.

> show advanced Send-disassoc-on-handoff

Send Disassociate on Handoff..................... Disabled

None.
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show advanced statistics

To display whether or not the Cisco Wireless LAN controller port statistics are enabled or disabled, use
the show advanced statistics command.

show advanced statistics

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

advanced Advanced parameters.

statistics Show Cisco Wireless LAN controller port statistics state.
None.

> show advanced statistics

Switch port statisticsS........iiiiinnnnn. Enabled

config advanced timers auth-timeout

config advanced timers rogue-ap
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show advanced timers

To display the advanced mobility anchor, authentication response, and rogue access point entry timers,
use the show advanced timers command.

show advanced timers

Syntax Description show Displays configurations.
advanced Advanced parameters.
timers Advanced system timers.

Defaults Shown below in examples.

Exanuﬂes > show advanced timers
Authentication Response Timeout (seconds)........ 10
Rogue Entry Timeout (secondsS) ..........oeueeeeenenn. 1200
AP Heart Beat Timeout (seconds).................. 30
AP Discovery Timeout (secondsS) ..........ooeueueu.n.. 10
AP Local mode Fast Heartbeat (seconds)........... disable
AP Hreap mode Fast Heartbeat (seconds)........... disable
AP Primary Discovery Timeout (seconds)........... 120

Related Commands  config advanced timers auth-timeout

config advanced timers rogue-ap

Show AP Commands

Use the show ap commands to show access point parameters.
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show ap auto-rf

To display the auto-RF settings for a Cisco lightweight access point, use the show ap auto-rf command.

show ap auto-rf {802.11a | 802.11b} Cisco_AP

Syntax Description show Displays configurations.
ap auto-rf Cisco radio.
{802.11a 1 802.11b} 802.11a or 802.11b/g setting.
Cisco_AP Cisco lightweight access point name.
Defaults None.
Exanuﬂes > show ap auto-rf 802.1la APl
Number Of SlotS. ...ttt et i iiiee e 2
N =11 APO3
7N 2V e oy Y = = I 00:0b:85:01:18:b7
3T B 1Y o Y= RADIO_TYPE_80211la
Noise Information
Noise Profile.......iiiiiniiininnnnnnn PASSED
Channel 36. ... ..ttt et e e -88 dBm
Channel 40. ... ... .ttt ii e -86 dBm
Channel 44. ... .. . . ittt -87 dBm
Channel 48. .. ...ttt e e e -85 dBm
Channel 52. .. ... ..t i i -84 dBm
Channel 56. ... .. ittt -83 dBm
Channel 60. ... ... ittt e e e -84 dBm
Channel 64. ... .. ..ttt -85 dBm
Interference Information
Interference Profile...... ... ... ... ... PASSED
Channel 36. ... .ttt ittt ettt e e -66 dBm @ 1% busy
Channel 40. ... ..ttt e e e -128 dBm @ 0% busy
Channel 44 . . . ... ettt et e e et e e -128 dBm @ 0% busy
Channel 48. .. ...ttt e ettt e e -128 dBm @ 0% busy
Channel 52. . ...ttt et e e -128 dBm @ 0% busy
Channel 56. .. ...ttt ettt ettt ieeeeen -73 dBm @ 1% busy
Channel 60. ... ..ttt ittt -55 dBm @ 1% busy
Channel 64. .. ...t e et et e -69 dBm @ 1% busy
Rogue Histogram (20/40_ABOVE/40_BELOW)
Channel 36. ... ...ttt ittt 16/ 0/ 0
Channel 40. ... ..ttt et e e 28/ 0/ 0
Channel 44 . . .. .. e e e e 9/ 0/ 0
Channel 48. .. ...ttt ittt i i 9/ 0/ 0
Channel 52. . ...ttt e et e e 3/ 0/ 0
Channel 56. .. ..ttt e e e e e 4/ 0/ 0
Channel 60. ... .. ..ttt 7/ 1/ 0
Channel 64. ... ..t ettt e e 2/ 0/ 0
Load Information
Load Profile. ... ...ttt ittt PASSED
Receive Utilization...........oiiuiiinenn... 0%
Transmit Utilization............... oo, 0%
Channel Utilization................ i, 1%
Attached ClientsS. .. ...ttt i 1 clients
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M show ap auto-rf

Coverage Information
Coverage Profile........iiiiiiiinnnennnn.
Failed Clients.......uuiiiiiiiiiinininnenen.
Signal Strengths

Client
RSSI
RSSI
RSSIT
RSSI
RSSI
RSSIT
RSSI

Client
SNR
SNR
SNR
SNR
SNR
SNR
SNR
SNR
SNR
SNR

-100
-92
-84
-76
-68
-60

0

5
10
15
20
25
30
35
40
45

Nearby RADs
RAD 00:0b:85:01:05:08 slot O0.....cvvvvvvnnn..
RAD 00:0b:85:01:12:65 slot O........coou...

Channel Assignment Information
Current Channel Average Energy...............
Previous Channel Average Energy..............
Channel Change Count...........cuuuiuenenenn..
Last Channel Change Time............ooiuenn...
Recommended Best Channel.....................

RF Parameter Recommendations
Power Level.
RTS/CTS Threshold......... ...,
Fragmentation Threshold......................
Antenna Pattern........... ... . i i i,

Related Commands  config 802.11a antenna

config 802.11b antenna

config cell

PASSED
0 clients

0 clients
0 clients
0 clients
0 clients
0 clients
0 clients
0 clients

0 clients
0 clients
0 clients
0 clients
0 clients
0 clients
0 clients
0 clients
0 clients
0 clients

-46 dBm
-24 dBm

-86 dBm
-75 dBm
109

44

on 10.1.30.170
on 10.1.30.170

Wed Sep 29 12:53e:34 2004
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show ap ccx rm

To display an access point’s ccx radio management status information, use the show ap cex rm

command.

show ap cexrm ap_name status

showapcexrm W

Syntax Description

Defaults

ap_name

Specified the access point name.

This command has no defaults.

Command History

Examples

Related Commands

Release

Modification

4.1

This command was introduced.

> show ap ccx rm AP1240-2lac status

A Radio

Channel Load Request
Noise Histogram Request
Beacon Request
Frame Request
Interval ...........

Iteration

G Radio

Channel Load Request
Noise Histogram Request
Beacon Request
Frame Request
Interval ...........

Iteration

show client ccx

..................... Disabled
.................. Disabled
........................... Disabled
............................ Disabled
...................... 60

..................... Disabled
.................. Disabled
........................... Disabled
............................ Disabled
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show ap cdp neighbors detail

This command is used to display information regarding the access point’s CDP neighbors.

show ap cdp neighbors detail [all | ap_name]

Syntax Description all Displays the CDP neighbors for all the access points.
ap_name Displays the CDP neighbors for the specified access point.
Defaults This command has no defaults.
Command History Release Modification
4.1 This command was introduced.
Examples > show ap cdp neighbors all

AP Name:A10-1130

AP IP address:10.00.231.100

Device ID: Switch

Entry address(es): 10.00.231.2

Platform: cisco WS-C3750-24P, Capabilities: Router Switch IGMP

Interface: enet, Port ID (outgoing port): FastEthernetl/0/23 Holdtime: 180 sec

Version:

Cisco Internetwork Operating System Software IOS (tm) C3750 Software (C3750-I9- M),
Version 12.2(20)SE4, RELEASE SOFTWARE (fcl) Copyright (c¢) 1986-2005 by Cisco Systems,
Inc. Compiled Sun 09-Jan-05 00:09 by antonino

advertisement version: 2

Related Commands  None.
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show ap config

show ap config

To display the detailed configuration for a lightweight access point, use the show ap config command.

show ap config {802.11a | 802.11b | general} Cisco_AP

Syntax Description 802.11a Displays the 802.11a radio settings.
802.11b Displays the 802.11b/g radio settings.
general Displays general access point settings.
Cisco_AP Specifies the lightweight access point name.
Defaults None.
Exanuﬂes > show ap config 802.l1la AP02
Cisco AP Identifier...... ... .. ... 0
CiSCO AP NaME. t ottt ettt it ettt ettt te e e e e eeeeennn AP02
AP Regulatory DOmMaimn. ... ...t eeeennneenn Unconfigured
Switch Port Number . ............iiuiiiiennennnn. 1
MAC AdAr eSS . ot ittt ittt ettt et e e e e e e e 00:0b:85:18:b6:50
IP Address Configuration............ouuieiiennennn DHCP
B = Ve ol == = e 1.100.49.240
TP NetMasK. i v vttt ittt et e e e e e et e et 255.255.255.0
Gateway IP AdAr . . v i i ittt ittt ettt e 1.100.49.1
Cisco AP LoCation. v ittt ittt et et e e e default-location
Cisco AP Group Name. . . v vt i ittt ettt eeeeeeeenn default-group
Primary Cisco SwitcCh..... ...t Cisco_32:ab:63
Secondary Cisco SwitcCh...... ...t ininnnnnn
Tertiary Cisco Switch........ ..
Administrative State ........ .. ...l iy ADMIN_ENABLED
Operation State ..... .ttt e REGISTERED
Mirroring Mode . ... ..ottt e e Disabled
AP MOAE .ttt ittt e e e e e e e e e e Sniffer
Public Safety ...ttt e e e e e e e e Global: Disabled, Local: Disabled
1530 1 T T o o N No
Remote AP DEbUG . . i v ittt ittt ittt e e e Disabled
S/W  VerSIon ittt ittt e e e e e e e e e 3.1.61.0
BOOL VErSIOm vttt ittt ittt e e e e 1.2.59.6
Stats Re--More-- or (g)uit
porting Period ... ...t e e e 180
LED State. ottt i e e e e e e Enabled
ILP Pre Standard Switch........... ... Disabled
TILP Power INnJeCtOr . i i ittt it ittt et ittt e e eeeeean Disabled
Number Of SlotS. .. ...ttt ittt 2
AP Model . .ottt e e e e e e e AS-1200
AP Serial NUmMbeTr. ... ... ..ttt et e 044110223A
AP Certificate YD .« vttt e e et e e e e eee e Manufacture Installed

Attributes for Slot 0

RAALIO TYD . ittt it et et ettt e e et e e e et e RADIO_TYPE_80211la
Administrative State ......... .. ... ADMIN_ENABLED
Operation State ....... .t UP

WLAN Override. . ... ...ttt Disabled

[0 0 0
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M show ap config

Station Configuration

Configuration ............iuiiiiiiinnennnn. AUTOMATIC

Number Of WLANS ...ttt ettt teeeeeeeenn 1

Medium Occupancy Limit .................... 100

CEFP Period .. ...ttt ittt 4

CFP MaxDuration ..........oueiuiiuennennnnn. 60

BSOS I ottt e e e e e e e e e e 00:0b:85:18:b6:50

Operation Rate Set

6000 Kilo BitS. i vi ittt ittt ei i eeeeann MANDATORY
9000 KilOo BitS. v ivi ittt ittt i eeeeann SUPPORTED
12000 Kilo BitS .t v i im i ie e it et eeeeaeenn MANDATORY
18000 Kilo BiES. i ii ittt ittt e iiiee e SUPPORTED
24000 Ki1l0o BitS. v i v it ittt it iieeeaenn MANDATORY
36000 Kilo BitS . e v v im i im et eeeeeeenennn SUPPORTED
48000 Kilo BiES. ittt ittt et iiieeeean SUPPORTED
54000 Kilo BitS .t v i it ittt et ieeeenenn SUPPORTED

Beacon Period ..........iiiiiiiiiiiinnin.. 100

DTIM Period ...ttt ettt ettt e e 1

Fragmentation Threshold ................... 2346

Multi Domain Capability Implemented ....... TRUE

Multi Domain Capability Enabled ........... TRUE

COUNEYY SEXINg t v vt v ittt ettt ettt eeeeenn us

Multi Domain Capability

Configuration ............i i, AUTOMATIC
First Chan NUM . ... ..iuiuiinenenenenenan. 36
Number Of Channels ............cciiiiieenn.. 4

MAC Operation Parameters

Configuration ........... ... AUTOMATIC
RTS Threshold ........... . ... 2347
Short Retry Limit ...........0iiinenn.. 7
Long Retry Limit ........iiitiiiinieennnn. 4
Fragmentation Threshold ................... 2346
Maximum Tx MSDU Life Time ................. 512
Maximum Rx Life Time ...................... 512

Tx Power
Num Of Supported Power Levels ............. 5
Tx Power Level 1 . ... ... iiiiiiiinnnn. 18 dBm
Tx Power Level 2 ... .. iiiiiiiiinnennnn. 15 dBm
Tx Power Level 3. ... ... iiiiinnnnnn. 12 dBm
Tx Power Level 4 ... ... ... 9 dBm
Tx Power Level 5 ... ... iiininnnn. 6 dBm
Tx Power Configuration .................... CUSTOMIZED
Current Tx Power Level..................... 5

Phy OFDM parameters

Configuration ............ i, AUTOMATIC
Current Channel .......... ... iiiiieennnn. 36

TI Threshold ........... ... -50

Antenna Ty . . v v it ittt ittt et INTERNAL_ANTENNA
Internal Antenna Gain (in .5 dBm units).... 11

ANtenNnNaMoOde. & o v vttt e e e e e e e e e ANTENNA_OMNI

Performance Profile Parameters

Configuration ........... ... AUTOMATIC
Interference threshold..................... 10%

Noise threshold.......... ... -70 dBm
RF utilization threshold................... 80%
Data-rate threshold............. ... ... ..... 1000000 bps
Client threshold.......... ... 12 clients
Coverage SNR threshold..................... 16 dB
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show ap config

Coverage exception level................... 25%
Client minimum exception level............. 3 clients
Rogue Containment Information
Containment CoUNL. ...« ittt enennennnn. 0

> show ap config 802.11b AP02

Cisco AP Identifier........ ... ..o iiiininininenen.. 0

C1SCO AP NaIME . « v ottt it ittt et ettt et e et e AP02

AP Regulatory DOmMain. .......oouteiemeeeeennnnnnn Unconfigured
Switch Port Number .............i.ieniinenenenenen. 1

MAC AT eSS e v v vttt et et e ettt et et et e ettt 00:0b:85:18:b6:50
IP Address Configuration............ouuiiiiinnennn DHCP

B N e ot = 1.100.49.240

IP NetMasK. ..ot e e e i e i e 255.255.255.0
Gateway IP AdAr . . v i ittt ittt ettt e e 1.100.49.1

CisCco AP LOCAtiom. v vt ittt ittt i et et e e e default-location
Cisco AP Group Name. . ... v vii ittt e eeeeeeeennn default-group
Primary Cisco SwitcCh...... ... Cisco_32:ab:63
Secondary Cisco Switch....... ...

Tertiary Cisco Switch....... ... . . ...

Administrative State ... ... e ADMIN_ENABLED
Operation State . ...ttt it REGISTERED
Mirroring MoOAe . ... ii ittt e e e e Disabled

AP MOAE .ttt ittt et e e e e e e e e e e e e e e e Local

Remote AP DEDUG « vt vttt ittt ettt ettt e et e e Disabled

S/W  VerSIOon .ttt ettt e 3.1.61.0

BOOt VerSion . ...ttt e e 1.2.59.6

Stats Reporting Period ..........eiiiiueeennnnnnn 180

LED State. ..o e Enabled

ILP Pre Standard Switch........... ..., Disabled

TILP Power INJeCEOT . v v ittt it ettt et ettt et eeeenn Disabled

Number Of SlotS. ...ttt ittt e iee e 2

AP MOl . ittt it e e e e e e e AS-1200

AP Serial Number........ ...t iiienienennennnn. 044110223A

AP Certificate TypPe. . vttt it et et eea e Manufacture Installed

Attributes for Slot 1

J3E=Te B R e T 1Y o 1= RADIO_TYPE_80211g
Administrative State ...... ..., ADMIN_ENABLED
Operation State ........iiiiiiiit ittt UP

WLAN OVerTide .. ii ittt ittt ettt e Disabled

[ 0 0

Station Configuration

Configuration ........... ... iiiiiinnnn. AUTOMATIC

Number Of WLANS . ...ttt ittt e 1

Medium Occupancy Limit .................... 100

CFP Period ...ttt i iie e 4

CFP MaxDuration ...........couiiuiiuennonn. 60

37 1 Y 00:0b:85:18:b6:50

Operation Rate Set
1000 Kilo BitS . ii i ittt et ieiieeeenn MANDATORY
2000 Kilo BitS.iii it ittt et e eeeennns MANDATORY
5500 Kilo BitS .t iiiii ittt eiiieeean MANDATORY
11000 Kilo BiES. i ii i it i i it et i e iiee e MANDATORY
6000 Kilo BitS. i v ittt ittt e i e eeeenn SUPPORTED
9000 Kilo BitS. ittt it ittt eeiieeeean SUPPORTED
12000 Kilo BiES. v ii ittt ittt i i i e e SUPPORTED
18000 Kilo BitS. i ii ittt ittt et i i iee e SUPPORTED
24000 Kilo BitS. ittt ittt ieeiieinnn SUPPORTED
36000 Kilo BiES. i i ittt ittt iiiiee e SUPPORTED
48000 Kilo BitS. it i ittt e e iiiie e SUPPORTED
54000 Kilo BitS. i ii ittt ittt e i iiee e SUPPORTED
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M show ap config

Beacon Period .........i.iiiiii i 100
DTIM Period . ...ttt it ieieaenennn 1
Fragmentation Threshold ................... 2346
Multi Domain Capability Implemented ....... TRUE
Multi Domain Capability Enabled ........... TRUE
Country SEring .. ...ttt it e us

Multi Domain Capability

Configuration ............iuiiiiiiinnennnn. AUTOMATIC
First Chan NUM .. ...ttt ittt eeeeenn 1
Number Of Channels ............. ... ... 11

MAC Operation Parameters

Configuration ..........uuuiiiiinennennnnns AUTOMATIC
RTS Threshold ........ ... . ... 2347
Short Retry Limit .........iuiiiiineennnn. 7
Long Retry Limit ......uiiinnnnennnnns 4
Fragmentation Threshold ................... 2346
Maximum Tx MSDU Life Time ................. 512
Maximum Rx Life Time..........ouuiuennennnn.. 512

Tx Power
Num Of Supported Power Levels.............. 5
Tx Power Level 1 ...... .. ... 17 dBm
Tx Power Level 2. ... ... iiiiiiiinneeennnn. 14 dBm
Tx Power Level 3. ... ... iiiiiiiinnnn. 11 dBm
Tx Power Level 4.... ... ... 8 dBm
Tx Power Level 5.... ... ... 5 dBm
Tx Power Configuration..................... CUSTOMIZED
Current Tx Power Level...............o.... 5

Phy OFDM parameters

Configuration............uiiiiiiinnennnn. CUSTOMIZED
Current Channel........... ..., 1

TI Threshold......... .. ... -50

Antenna TyPe. . v vttt ittt ittt ittt INTERNAL_ANTENNA
Internal Antenna Gain (in5 dBm units)...... 11

DivVerSIty e it ittt i e e e e e e e e DIVERSITY_ ENABLED

Performance Profile Parameters

Configuration......... ... AUTOMATIC
Interference threshold..................... 10%

Noise threshold........ ... ... -70 dBm
RF utilization threshold................... 80%
Data-rate threshold........... ... 1000000 bps
Client threshold......... ..., 12 clients
Coverage SNR threshold..................... 12 dB
Coverage exception level................... 25%

Client minimum exception level............. 3 clients

Rogue Containment Information
Containment COUNL. .. ..ttt ennennennnn. 0

> show ap config general cisco-ap

Cisco AP Identifier...... ... .. ... 1

CiSCO AP NaAM . & vttt ittt et e ettt et ettt eee e cisco-ap

CoUNELY COAE. .t ittt ittt e e e e e e e e e e e e e Multiple Countries:US,CA
Regulatory Domain allowed by Country............. 802.11bg:-AB

AP CoUntry COAE. i i i ittt ittt et e et e e e ettt eennnn US - United States

AP Regulatory DOMAIM. . v v vt i tn s it et teeeeeeeenenn 802.11bg:-A

Switch Port Number . ............i.ieiiuiinennennnn. 1

MAC AdAr eSS . it ittt ittt e e e et e e e e e e e e e e e 12:12:12:12:12:12

IP Address Configuration..............ouiiuenen.n. Static IP assigned

X T oy Y == 10.10.10.21

802.11a:-AB
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Related Commands

show ap config

IP NetMaskK. .o et e e e e e e e e e 255.255.255.0
BT 11V 1 o
NAME SEEVEL . ¢ vt ittt e e e ettt et ettt e
Telnet State. ..ttt e e e e et e e e Disabled
SSh State. ... e e e e Disabled
Cisco AP Location. ...t ininenenen.. default location
Cisco AP Group Name. . .. v v vttt i ittt et e eeeeeeennn default-group
Primary Cisco Switch Name..........ouiiuenuenn.n. 4404
Primary Cisco Switch IP AddresS........uovvuuun.n. 10.10.10.32
Secondary Cisco Switch Name..........uueiieneenn.
Secondary Cisco Switch IP AddresSsS.........oueun.. Not Configured
Tertiary Cisco Switch Name..........oiuiiuennen.. 4404
Tertiary Cisco Switch IP Address........uoueeennn. 3.3.3.3
Administrative State ........ ... e ADMIN_ENABLED
Operation State .. ...ttt REGISTERED
Mirroring MOAe . ... i ittt et e e e e Disabled
AP MOAE o ittt e e e e Local
Public Safety ...ttt e e e e Global: Disabled, Local: Disabled
Remote AP DEDUG « vttt ittt ittt et et e e e e e Disabled
S/W  VerSIOM .« vt it ittt et ettt e et et e e 5.1.0.0
BOOL VerSion ...ttt ittt 12.4.10.0
Mini TOS VerSion . ...ttt ittt i 0.0.0.0
Stats Reporting Period .........iuuienennennennnn 180
LED State. ... e e Enabled
POoE Pre-Standard Switch......... ... ... Enabled
PoE Power Injector MAC AdAr.........oueiiiemnnennn Disabled
PoWer TyPe/MOAE. . v i vt ettt et e ettt e e ettt e e PoE/Low Power (degraded mode)
Number Of SlotS. ... ..ttt i 2
AP MOodel. . ittt e e e e e e e e e e e e e e e e e e e ATIR-LAP1252AG-A-K9
TOS Ve SI0mM e v v ettt et e e et e e e e et e e e e e 12.4(10:0)
Reset BULLOM. ... ... ittt i Enabled
AP Serial NUMDET . ...ttt ittt et et e e e et e eeeeenn serial_number
AP Certificate TyDPe. . vttt it et e e Manufacture Installed
Management Frame Protection Validation........... Enabled (Global MFP Disabled)
AP User Mode. . . oottt ittt ittt et et e e e CUSTOMIZED
AP USETY Nae. i v ittt ittt ettt et et et e e ettt eeeeeen maria
AP DOtlx User Mode. ...ttt ittt eeeeeeeeeennnnn Not Configured
AP DOtlxX User Name. ..t vttt i itteeeeeeeeeeeeeennnns Not Configured
Cisco AP system logging host..................... 255.255.255.255
AP UD TamMe. ¢ ittt ittt et e e e et et e e e e et e e e e e e 4 days, 06 h 17 m 22 s
AP LWAPP UD TamME. .t ittt ittt ettt et e ettt e eeeeeenn 4 days, 06 h 15 m 00 s
Join Date and Time. ... ..o iiitni e e, Mon Mar 3 06:19:47 2008
Ethernet Port DupleX. ...... ittt nnnneenns Auto
Ethernet Port Speed........ ... iiiiiiiiinnnnnn. Auto
AP Link LatenCy ..o vui ittt et ettt e eeeeeann Enabled
Current Delay . v i ittt ettt et et e 0 ms
MaXIimuUm DeLlay .« v v v v it i ettt et ettt et e 240 ms
MIinimum Delay .« v v vttt et et ettt e et ettt e 0 ms
Last updated (based on AP Up Time) .............. 4 days, 06 h 17 m 20 s

config 802.11a antenna

config 802.11b antenna
config 802.11a enable
config 802.11b enable
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show ap config global

To display the global syslog server settings for all access points that join the controller, use the show ap
config global command.

show ap config global

Syntax Description

Defaults

Examples

Related Commands

show ap config Displays Cisco radio configurations.
global Targeted towards all access points joined to the controller.
None.

> show ap config global

AP global system logging host.........iiiiiiiiiinnneennnnn 255.255.255.255

show ap config general
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show ap core-dump

To display the memory core dump setting for a lightweight access point, use the show ap core-dump
command.

show ap core-dump Cisco_AP

Syntax Description Cisco_AP Cisco lightweight access point name.
Defaults None.
Examples > show ap core-dump AP02

Related Commands  config ap core-dump

Cisco Wireless LAN Controller Command Reference, Release 5.1
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M show ap crash-file

show ap crash-file

To display the list of both crash and radio core dump files generated by lightweight access points, use
the show ap crash-file command.

show ap crash-file

Syntax Description  This command has no arguments or keywords.

Defaults This command has no defaults.

Examples > show ap crash-file

Related Commands  config ap crash-file

Cisco Wireless LAN Controller Command Reference, Release 5.1



show ap eventiog M

show ap eventlog

To view the contents of the event log file for an access point that is joined to the controller, use the show
ap eventlog ap_name command.

show ap eventlog ap_name

Syntax Description ap_name Displays the event log for the specified access point.
Defaults None
Command History Release Modification

5.1 This command was introduced.

Examples

Related Commands

show ap eventlog CiscoAP
AP event log download has been initiated
Waiting for download to complete

AP event log download completed.

======================= AP Event log Contents =====================

*Feb 13 11:54:17.146: SLWAPP-3-CLIENTEVENTLOG: AP event log has been cleared from the
contoller 'admin'

*Feb 13 11:54:32.874: *** Access point reloading. Reason: Reload Command ***

*Mar 1 00:00:39.134: %CDP_PD-4-POWER_OK: Full power - NEGOTIATED inline power source
*Mar 1 00:00:39.174: $LINK-3-UPDOWN: Interface DotllRadiol, changed state to up

*Mar 1 00:00:39.211: $LINK-3-UPDOWN: Interface DotllRadioO, changed state to up

*Mar 1 00:00:49.947: $LWAPP-3-CLIENTEVENTLOG: Did not get vendor specific options from
DHCP.

clear ap-eventlog
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show ap inventory

This command is used to display inventory information for an access point.

show ap inventory ap_name

Syntax Description ap_name

Displays the inventory for the specified access point.

Defaults This command has no defaults.
Command History Release Modification

4.1 This command was introduced.
Examples > show ap inventory testl1l01l

NAME: ""testl01" , DESCR: "Cisco Wireless Access Point"

PID: AIR-LAP1131AG-A-K9 , VID: V01, SN: FTX1123T2XX

Related Commands  None.
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show ap join stats detailed

To display all join-related statistics collected for a specific access point, use the show ap join stats
detailed command.

show ap join stats detailed ap_mac

show ap join stats detailed

Syntax Description

show Displays configurations.

ap All Cisco lightweight access points.

join stats detailed

Join-related statistics collected for a specific access point.

ap_mac Access point Ethernet MAC address or the MAC address of the 802.11 radio
interface.
Defaults None.
Exanuﬂes > show ap join stats detail 00:0b:85:02:04:20
Discovery phase statistics
- Discovery requests received........ii i, 2
- Successful discovery responses Sent.................. 2
- Unsuccessful discovery request processing............ 0
- Reason for last unsuccessful discovery attempt....... Not applicable
- Time at last successful discovery attempt............ Aug 21 12:50:23:335
- Time at last unsuccessful discovery attempt.......... Not applicable
Join phase statistics
- Join requests received. .. ...ttt e e 1
- Successful join responses Sent............eueenennnn. 1
- Unsuccessful join request procCesSing................. 1
- Reason for last unsuccessful join attempt............ RADIUS authorization is pending
for the AP
- Time at last successful join attempt................. Aug 21 12:50:34:481
- Time at last unsuccessful join attempt............... Aug 21 12:50:34:374
Configuration phase statistics
- Configuration requests received......... ... 1
- Successful configuration responses sent.............. 1
- Unsuccessful configuration request processing........ 0
- Reason for last unsuccessful configuration attempt... Not applicable
- Time at last successful configuration attempt........ Aug 21 12:50:34:374
- Time at last unsuccessful configuration attempt...... Not applicable
Last AP message decryption failure details
- Reason for last message decryption failure........... Not applicable
Last AP disconnect details
- Reason for last AP connection failure................ Not applicable
Last join error summary
- Type of error that occurred last........... ... Lwapp join request rejected
- Reason for error that occurred last.................. RADIUS authorization is pending
for the AP
- Time at which the last join error occurred........... Aug 21 12:50:34:374
Cisco Wireless LAN Controller Command Reference, Release 5.1
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B show ap join stats detailed

Related Commands  show ap join stats summary all

show ap join stats summary
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show ap join stats summary ||

show ap join stats summary

To display the last join error detail for a specific access point, use the show ap join stats summary
command.

show ap join stats summary ap_mac
A

Note  To obtain the MAC address of the 802.11 radio interface, enter the show interfaces Dot11Radio
0 command on the access point.

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

ap All Cisco lightweight access points.

join stats summary Summary of all access points that joined or attempted to join to the
controller.

ap_mac Access point Ethernet MAC address or the MAC address of the 802.11 radio
interface.

None.

> show ap join stats summary 00:0b:85:02:0d4:20

Is the AP currently connected to controller............c.ciiiiiieeennnn. No

Time at which the AP joined this controller last time................ Aug 21 12:50:36:061
Type of error that occurred last......... ittt eeeeeaneeenn Lwapp join request
rejected

Reason for error that occurred last......... ..., RADIUS authorization
is pending for the AP

Time at which the last join error occurred...........ouueieemneeennnnn Aug 21 12:50:34:374

show ap join stats summary all

| oL-15971-01

Cisco Wireless LAN Controller Command Reference, Release 5.1 ]



W show ap join stats summary all

show ap join stats summary all

To display the MAC addresses of all the access points that are joined to the controller or that have tried
to join, use the show ap join stats summary all command.

show ap join stats summary all

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

ap All Cisco lightweight access points.

join stats summary Summary of all access points that joined or attempted to join to the
controller.

None.

> show ap join stats summary all

Number Of APS. ...ttt ittt 3
00:00:85:1b:7C:Db0. ..ttt e Joined
00:12:44:bb:25:A0. ¢t i vt ittt e Joined
00:13:19:31:9C:€0. .0t ittt ettt e Not joined

show ap join stats summary
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show ap stats Il

To display the statistics for a Cisco lightweight access point, use the show ap stats command.

show ap stats {802.11a | 802.11b | wlan} Cisco_AP

Syntax Description  show

Displays configurations.

ap stats

Cisco radio.

802.11a

802.11a statistics.

802.11b

802.11b/g statistics.

wlan

WLAN statistics.

Cisco_AP

Cisco lightweight access point name.

Defaults None.

Examples

MAC Address.........
Radio Type........
Stats Information

> show ap stats 802.11b APO02

............................. AP02
............................. 00:0b:85:18:b6:50
............................. RADIO_TYPE_80211la

Number of Users........c..iiiiiininnnennn. 0
TxFragmentCount. .. ...ttt ttnnnnnnnn 1679
MulticastTxFrameCnt.......c..oouuiienennennnn 1260
FailedCount. .. ...ttt it i i, 15892
RetryCoUnt . . ittt it e e e e e e e e e e e e 331
MultipleRetryCount. .. ...ouuiiietenenneennnnn 0
FrameDuplicateCount. ... ....c.uuieeeennnnnnnn 0
RtsSuccessCount. . ...ttt 0
RtsFailureCount. ... ...ttt ninnennnn. 0
AcCkFailureCount ... uu ittt n ittt et et e 80212
RxFragmentCount. . ...ttt innnnnnnnn 248671
MulticastRxXFrameCnt.........cuuiiuennennenn.n 0
FCSErrorCount . . v vttt ittt e et ettt e 105968
TXFrameCount. ... ..ottt ittt e 1679
WepUndecryptableCount...... ..., 0

Related Commands  config ap enable

show ap summary
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M show ap summary

show ap summary

To display a summary of all lightweight access points attached to the controller, use the show ap
summary command. A list containing each lightweight access point name, number of slots,
manufacturer, MAC address, location and the controller port number is displayed.

show ap summary

Syntax Description show Displays configurations.
ap All Cisco lightweight access points.
summary Summary of all Cisco lightweight access points.
Defaults None.
Exanuﬂes > show ap summary
Number Of APS. .. ...ttt ittt i 2
Global AP User Name. .. ..t vi ittt user
Global AP Dotlx User Name. .. ...t tunneeeneeeenn Not Configured
Number Of APS. ... ..ttt it i 2
Global AP User NaM . . . ittt vttt it ettt eeeeeeeeennn user
Global AP Dotlx User Name. .. ... tmmneeennnennn Not Configured
AP Name Slots AP Model Ethernet MAC Location Port Country Priority
wolverine 2 AIR-LAP1252AG-A-K9 00:1b:d5:13:39:74 Reception 1 us 3
ap:1120 1 AIR-LAP1121G-A-K9 00:1b:d5:a9:ad:08 Hall 235 1 us 1

Related Commands  config ap enable
config ap priority
config network ap-priority
show advanced 802.11a summary

show advanced 802.11b summary
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show ap wlan

To display whether or not a Cisco Wireless LAN controller radio is in wireless LAN override mode (as
described in the related product guide), use the show ap wlan command.

show ap wlan {802.11a | 802.11b} Cisco_AP

Syntax Description show Displays configurations.
ap All Cisco lightweight access points.
wlan Wireless LAN parameter.
802.11a Displays the access point’s 802.11a radio statistics.
802.11b Displays the access point’s 802.11b radio statistics.
ap_name Specifies the lightweight access point name.
Defaults None.
Examples > show ap wlan 802.1la APO1

AP has following wlan Id's configured as override wlanId

> show ap wlan 802.l1la AP15

Cisco AP is not in override mode.

Related Commands  show ap summary

config ap wlan enable
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M show arp switch

show arp switch

To display the Cisco Wireless LAN controller MAC addresses, IP Addresses, and port types, use the
show arp switch command.

show arp switch

Syntax Description show Displays configurations.
arp arp MAC addresses, IP Addresses, and port types.
switch Cisco Wireless LAN controller parameters.
Defaults None.
Examples > show arp switch
MAC Address IP Address Port VLAN Type
XX XX XX 1 XX 1 XX XX XXX . XXX . XXX . XXX service port 1
XX I XX I XX XX 1 XX 1 XX XXX . XXX . XXX . XXX service port
KX XX I XX 1 XX 1 XX 1 XX KXX XXX . XXX . XXX service port

Related Commands  debug arp
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show auth-list

To display the access point authorization list, use the show auth-list command.

show auth-list

show auth-list

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.
auth-list Displays access point authorization list.
None.

> show auth-list

Authorize APs against AAA. .. ...ttt ennnnnnn disabled
Allow APs with Self-signed Certificate (SSC)... disabled
Mac Addr Cert Type Key Hash

XX XX XX XX XX:1XX MIC

config auth-list

| oL-15971-01
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W show hoot

show hoot

Each Cisco Wireless LAN controller retains one primary and one backup operating system software load
in non-volatile RAM. This allows operators to have the Cisco Wireless LAN controllers boot off the
primary load (default), or revert to the backup load when desired. To display the primary and backup
software build numbers with an indication of which is active, use the show boot command.

show boot
Syntax Description show Displays configurations.
boot Software bootable versions.
Defaults None.
Examples > show boot
Primary BOOL IMAgE. . i v vttt e ittt it ettt e e 3.2.13.0 (active)
Backup BOOL IMaAge. . v v vttt ittt it ettt eeeeeeeeennn 3.2.15.0

Related Commands  config exclusionlist add
config exclusionlist delete
config exclusionlist description

show client

Show Certificate Commands

Use the show certificate commands to display certificate settings.
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show certificate compatibility 1l

show certificate compatibility

To display whether or not certificates are verified as compatible in the Cisco Wireless LAN controller,
use the show certificate compatibility command.

show certificate compatibility

Syntax Description show Displays configurations.
certificate All certificates.
compatibility Compatibility of certificates.
Defaults None.
Examples > show certificate compatibility
Certificate compatibility mode:................ off

Related Commands  show certificate summary
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W show certificate summary

show certificate summary

To verify that the controller has generated a certificate, use the show certificate summary command.

show certificate summary

Syntax Description show Displays configurations.
certificate All certificates.
summary Synopsis of all certificates.
Defaults None.
Exanqﬂes > show certificate summary

Web Administration Certificate.................
Web Authentication Certificate.................

Related Commands  show certificate compatibility

Show Client Commands

Use the show client commands to display client settings.

Locally Generated
Locally Generated
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show client ap

~

Note

show clientap

To display the clients on a Cisco lightweight access point, use the show client ap command.

The show client ap command may list the status of automatically disabled clients. Use the show
exclusionlist command to view clients on the exclusion list (blacklisted).

show client ap {802.11a | 802.11b} Cisco_AP

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

client ap Cisco radio.

802.11a 802.11a clients.

802.11b 802.11b/g clients.

Cisco_AP Cisco lightweight access point name.
None.

> show client ap 802.11b AP1

MAC Address AP Id Status WLAN Id

XX XX XX XX XX XX 1 Associated 1

show client detail
show client summary
show client username

show exclusionlist

Authenticated

| oL-15971-01
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M show client ccx client-capability

show client ccx client-capability

To view the client’s capability information, use the show client ccx client-capability command.

A

Note  This command displays the client’s available capabilities, not current settings for the
capabilities.

show client ccx client-capability client_mac_address

Syntax Description client_mac_address  Specifies the MAC address of the client.

Defaults This command has no defaults.
Command History Release Modification
4.2 This command was introduced.
Exanuﬂes > show client ccx client-capability 00:40:96:a8:£7:98
Service Capability . vttt i e e e e e Voice, Streaming(uni-directional)
Video, Interactive(bi-directional) Video
28T B T Yo T DSSS OFDM(802.11la) HRDSSS(802.11b)

ERP(802.119g)

28T B T Yo T DSSS
Radio ChannelsS. ... ...ttt eneenenennnn 1234567891011
TX POWer MOAe. .t i ittt ettt e e e e et e e e Automatic
Rate List(MB) @ittt ittt e e e e e e e e e e e 1.0 2.0

[T B T 1Y o Y= HRDSSS(802.11b)
Radio Channels. ... ...ttt i, 12345678910 11
TX POWEL MOAE. . .t i ittt ittt ittt et it et e e Automatic
Rate List(MB) vt ittt ittt et et e e e e et e e e e e e 5.5 11.0

J3E=Te B o T 1Y o Y= ERP(802.11qg)
Radio Channels. .. ...ttt ittt eeaenn 12345678910 11
TX Power MOde. . ...ttt ittt ettt et e e e e Automatic
RAte LisSt(MB) vttt it ittt et ettt et e et e e eeeenn 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0

Related Commands  config client ccx get-profiles
config client ccx get-operating-parameters
config client ccx get-client-capability
show client ccx profiles
show client ccx operating-parameters
config client ccx stats-request

show client ccx stats-report
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show client ccx frame-data

To view the data frames sent from the client for the last test, use the show client ccx frame-data

command.

show client ccx frame-data client_mac_address

show client ccx frame-data

Syntax Description

Defaults

client_mac_address  Specifies the MAC address of the client.

This command has no defaults.

Command History

Examples

Release Modification

4.2 This command was introduced.

> LOG Frames:

Frame Number .............couoeiuen.. 1

Last Frame Number .................. 1120

Direction .........c.i.iiiiiiiiiiiiaan. 1

TimeStamD v v vttt ettt e et e e e e 0d 00h 50m 39s 863954us
Frame Length ......... ... . .. ... . ... 197

Frame Data:

00000000: 80 00 00 00 ff ff f£f f£f £f £f 00 12 44 bd bd b0 ..
00000010: 00 12 44 bd bd b0 f0 af 43 70 00 f£2 82 01 00 00 ..
00000020:64 00 11 08 00 01 00 01 08 8c 12 98 24 b0 48 60 d.
00000030: 6c 05 04 01 02 00 00 85 1le 00 00 89 00 Of 00 f£f 1.
00000040: 03 19 00 41 50 32 33 2d 31 30 00 00 00 00 00 00 ..
00000050: 00 00 00 00 00 00 26 96 06 00 40 96 00 ff ff 4d ..
00000060:18 00 50 £2 01 01 00 00 50 £2 05 01 00 00 50 f2
00000070:05 01 00 00 40 96 00 28 00 dd 06 00 40 96 01 01
00000080: 00 dd 05 00 40 96 03 04 dd 16 00 40 96 04 00 02
00000090: 07 a4 00 00 23 a4 00 00 42 43 00 00 62 32 00 00
000000a0:dd 05 00 40 96 0b 01 dd 18 00 50 f2 02 01 01 82 ..
000000b0:00 03 a4 00 00 27 a4 00 00 42 43 5e 00 62 32 2f ..
> LOG Frames:

Frame Number .............cciuinenn.. 2

Last Frame Number .................. 1120

Direction .........c.i.iiiiiiiiiiiaan. 1

TimesStamp . .v vttt it ettt ettt 0d 00h 50m 39s 878289us
Frame Length ......... ... .. . ... ... 147

Frame Data:

00000000: 80 00 00 00 f£f ff f£f ff f£ff f£f 00 0d ed c3 a0 22 ..
00000010: 00 0d ed c3 a0 22 00 bd 4d 50 a5 £7 78 08 00 00 ..
00000020:64 00 01 00 00 01 00 01 08 8c 12 98 24 bO 48 60 d.
00000030: 6c 05 04 01 02 00 00 85 1e 00 00 84 00 Of 00 ££f 1.
00000040: 03 19 00 72 6f 67 75 65 2d 74 65 73 74 31 00 00 .
00000050: 00 00 00 00 00 00 23 96 06 00 40 96 00 10 00 dd ..

00000060:06 00 40 96 01 01 00 dd 05 00 40 96 03 04 dd 05
00000070:00 40 96 0b 01 dd 18 00 50 £2 02 01 01 81 00 03
00000080: a4 00 00 27 a4 00 00 42 43 5e 00 62 32 2f 00 42
00000090: b4 ab 84

.......... D.
D..... Cp......
.......... S.H'
.AP23-10......
e & L@
P..... P..... P
e..(. @
@...... @
R BC. .b2
JRC I P.....
Lo . BCh b2/
Lo O MPL XL
.......... S.H'

R
@....... @
L@l @...
... BCh b2/ ..

| oL-15971-01

Cisco Wireless LAN Controller Command Reference, Release 5.1 ]



B show client ccx frame-data

> LOG Frames:

Frame Number
Last Frame Number
Direction
Timestamp
Frame Length

Frame Data:

00000000:
00000010
00000020
00000030
00000040
00000050
:50 £2 05 01 00 00 50 f2
:00 dd 06 00 40 96 01 01

00000060
00000070

00000080
00000090
:18 00 50 £2 02 01 01 85
:00 42 43 5e 00 62 32 2f

000000a0
000000b0O

Related Commands

80 00 00 00 ff ff ff ff
00 12 44 bd 80 30 60 £f7
64 00 11 08 00 01 00 01

6c 05 04 00 02 00 00 85
03 19 00 41 50 34 30 24
00 00 00 00 00 00 26 dd

dd 16 00 40 96 04 00 05
42 43 00 00 62 32 00 00

show client ccx last-response-status

07
dd
00
00

0d 00h 50m 39s

189

ff
c0
8c
00
37
00
01
dd

a4
05
03
0b

00
8b
12
00
00
50
00
05

00
00
a4l
9a

12
4b
98
89
00
f£2
00
00

00
40
00
1d

44
dl
24
00
00
01
40
40

23
96
00
6f

bd
05
b0
0f
00
01
96
96

a4
0b
27

881513us

80
00
48
00
00
00
00
03

00
01
a4d

00
60
ff
00
00
28
04

00
dd
00

] Cisco Wireless LAN Controller Command Reference, Release 5.1

0L-15971-01



show client ccx last-response-status

show client ccx last-response-status

To view the status of the last test response, use the show client ccx last-response-status command.

show client ccx last-response-status client_mac_address

Syntax Description client_mac_address  Specifies the MAC address of the client.

Defaults This command has no defaults.
Command History Release Modification
4.2 This command was introduced.
Exanuﬂes > show client ccx last-response-status
Test Status ......... .. i i Success
Response Dialog Token.............. 87
Response Status.................... Successful
Response Test TYPC. .o iieeennn. 802.1x Authentication Test
Response Time. .......uiiiiieeennn. 3476 seconds since system boot

Related Commands  config client ccx default-gw-ping
config client ccx dhep
config client ccx dns-ping
config client ccx dns-resolve
config client ccx test-association
config client ccx test-dotlx
config client ccx test-profile
config client ccx test-abort
config client ccx clear-results
config client ccx send-message
show client ccx last-response-status
show client ccx results

show client ccx frame-data
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I show client ccx last-test-status

show client ccx last-test-status

To view the status of the last test, use the show client ccx last-test-status command.

show client ccx last-test-status client_mac_address

Syntax Description

Defaults

client_mac_address  Specifies the MAC address of the client.

This command has no defaults.

Command History

Examples

Related Commands

Release Modification

4.2 This command was introduced.

> show client ccx last-test-status

Test Type i e e Gateway Ping Test

Test Status .. ..o muoiimiiaaaaann Pending/Success/Timeout

Dialog Token . ... ... ... .. ... ... 15

Timeout ... ... ... iiiiia--- 15000 ms

Request Time . ... ... cooooaauaaaan 1329 seconds since system boot

config client ccx default-gw-ping
config client ccx dhep

config client ccx dns-ping

config client ccx dns-resolve
config client ccx test-association
config client ccx test-dotlx
config client ccx test-profile
config client ccx test-abort
config client ccx clear-results
config client ccx send-message
show client ccx last-response-status
show client ccx results

show client ccx frame-data
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show client ccx log-response W

show client ccx log-response

To display a log response, use the show client ccx log-response command.

show client ccx log-response [ roam | rsna | syslog] client_mac_address

Syntax Description roam Displays CCX client roaming log response.
rsna Displays CCX client RSNA log response.
syslog Displays CCX client system log response.
client_mac_address Displays the inventory for the specified access point.
Defaults This command has no defaults.
Command History Release Modification
4.1 This command was introduced.
Exanuﬂes > config client ccx log-request syslog 00:40:96:a8:£7:98

> show client ccx log-response syslog 00:40:96:a8:£7:98
Tue Jun 26 18:07:48 2007 Syslog Response LogID=131: Status=Successful

Event Timestamp=0d 00h 19m 42s 278987us

Client SysLog = ‘<11> Jun 19 11:49:47 unravall3777 Mandatory
elements missing in the OID response’

Event Timestamp=0d 00h 19m 42s 278990us

Client SysLog = ‘<11> Jun 19 11:49:47 unravall3777 Mandatory
elements missing in the OID response’
Tue Jun 26 18:07:48 2007 Syslog Response LogID=131: Status=Successful

Event Timestamp=0d 00h 19m 42s 278987us

Client SysLog = ‘<11> Jun 19 11:49:47 unravall3777 Mandatory
elements missing in the OID response’

Event Timestamp=0d 00h 19m 42s 278990us

Client SysLog = ‘<11> Jun 19 11:49:47 unravall3777 Mandatory
elements missing in the OID response’

> config client ccx log-request roam 00:40:96:a8:£7:98
> show client ccx log-response roam 00:40:96:a8:£7:98

Thu Jun 22 11:55:14 2007 Roaming Response LogID=20: Status=Successful
Event Timestamp=0d 00h 00m 13s 322396us
Source BSSID=00:40:96:28:£7:98, Target BSSID=00:0b:85:23:26:70,
Transition Time=100 (ms)
Transition Reason: Normal roam, poor link
Transition Result: Success
Thu Jun 22 11:55:14 2007 Roaming Response LogID=133: Status=Successful
Event Timestamp=0d 00h 00m 16s 599006us
Source BSSID=00:0b:85:81:06:c2, Target BSSID=00:0b:85:81:06:c2,
Transition Time=3235 (ms)
Transition Reason: Normal roam, poor link
Transition Result: Success
Thu Jun 22 18:28:48 2007 Roaming Response LogID=133: Status=Successful
Event Timestamp=0d 00h 00m 08s 815477us
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M show client ccx log-response

Source BSSID=00:0b:85:81:06:c2, Target BSSID=00:0b:85:81:06:d2,
Transition Time=3281 (ms)

Transition Reason: First association to WLAN

Transition Result: Success

> config client ccx log-request rsna 00:40:96:a8:£7:98
> show client ccx log-response rsna 00:40:96:a8:£7:98

Tue Oct 05 11:06:48 2006
RSNA Response LogID=2: Status=Successful
Event Timestamp=242424242424
Target BSSID=00:0b:85:23:26:70
RSNA Version=1
Group Cipher Suite=00-0f-ac-01
Pairwise Cipher Suite Count = 2
Pairwise Cipher Suite 0 = 00-0f-ac-02
Pairwise Cipher Suite 1 = 00-0f-ac-04
AKM Suite Count = 2
KM Suite 0 = 00-0f-ac-01
KM Suite 1 = 00-0f-ac-02
SN Capability = 0x1
PMKID Count = 2
PMKID 0 = 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16
PMKID 1 = Oa Ob Oc 0d 0e 0f 17 18 19 20 la 1b 1lc 1d le 1f
802.111i Auth Type: EAP_FAST
RSNA Result: Success
Tue Oct 05 11:05:48 2006
RSNA Request LogID=2

Related Commands  config client ccx log-request
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show client ccx manufacturer-info 1l

show client ccx manufacturer-info

To view the client manufacturing information, use the show client ccx manufacturer-info command.

show client ccx manufacturer-info client_mac_address

Syntax Description client_mac_address  Specifies the MAC address of the client.

Defaults This command has no defaults.
Command History Release Modification
4.2 This command was introduced.
Exanuﬂes > show client ccx manufacturer-info 00:40:96:a8:£7:98
Manufacturer OUIL ....... ...ttt 00:40:96
Manufacturer ID .. ...ttt ettt e Cisco
Manufacturer Model .........c.iiiiiiieennnnnns Cisco Aironet 802.1la/b/g Wireless Adapter
Manufacturer Serial ............iuiiuiiiiinnaan FOC1046N3SX
MaC AdALESS t i ittt et ettt et e e e e e 00:40:96:b2:8d:5e
36T B e R 1Yo T DSSS OFDM(802.11la) HRDSSS(802.11b)
ERP(802.11g)
ANEENNA TYDE v ittt i et ettt e et ettt e et e Omni-directional diversity
Antenna Gain ... ...t e e e 2 dBi

Rx Sensitivity:

38T e T 1Yo T DSSS

RX SenSitivity ..ttt et e e e Rate:1.0 Mbps, MinRssi:-95, MaxRssl:-30
RX Sensitivity ...ttt e e e e e e Rate:2.0 Mbps, MinRssi:-95, MaxRssl:-30
38T e T Yo T HRDSSS (802.11b)

RX SeNnSitivIity vttt ittt et et e e Rate:5.5 Mbps, MinRssi:-95, MaxRssl:-30
RX Sensitivity ...ttt e e e e e e Rate:11.0 Mbps, MinRssi:-95, MaxRssl:-30
35T e T Yo T ERP(802.119)

RX SeNnSitivity v ittt ittt et e e Rate:6.0 Mbps, MinRssi:-95, MaxRssl:-30
RX Sensitivity ...ttt e e e e e e Rate:9.0 Mbps, MinRssi:-95, MaxRssl:-30
RX Sensitivity ..ottt e e e e e Rate:12.0 Mbps, MinRssi:-95, MaxRssl:-30
RX SenSitivity ..ttt i e e e e e e Rate:18.0 Mbps, MinRssl:-95, MaxRssl:-30

Related Commands  config client ccx get-profiles
config client ccx get-operating-parameters
config client ccx get-manufacturer-info
config client ccx get-client-capability
show client ccx profiles
show client ccx operating-parameters
show client ccx client-capability
config client ccx stats-request

show client ccx stats-report
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M show client ccx operating-parameters

show client ccx operating-parameters

To view the client operating-parameters, use the show client ccx operating-parameters command.

show client ccx operating-parameters client_mac_address

Syntax Description

Defaults

client_mac_address  Specifies the MAC address of the client.

This command has no defaults.

Command History

Examples

Related Commands

Release Modification

4.2 This command was introduced.

> show client ccx operating-parameters 00:40:96:a8:£7:98

Client MaC ittt ettt et e e e e e e e e e e e e e 00:40:96:b2:8d:5e
RAAIO TYDE i ittt it e et e e e e e e e e e e e e e OFDM (802.11a)
RAAIO Ty i ittt it e ettt e e e e e e e e e e e OFDM (802.11a)
Radio Channels ... ...ttt ittt eeeeaenn 36 40 44 48 52 56 60 64 100 104 108
112 116 120 124 128 132 136 140 149 153 157 161 165
Tx Power MOAE .. iiiii ittt ittt it Automatic
Rate List(MB) vt ittt ittt et e e e e e e e e e e e e e 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0
Power Save MOde .. ...ttt e Normal Power Save
SO I it it e e e e e e e e e e e e e e e wifi
Security Parameters[EAP Method, Credential]l......... None
Auth Method ...... .. e e None
Key Management. ... ... ..ttt ittt None
5'a L iian ' X w1 ) o None
DeviCe NaME . .ttt ittt ittt ettt e e et et et Wireless Network Connection 15
DEVICE TV ittt ittt it e e et ettt e e e e e e e e e e e 0
O8 Td t i ettt e e e e e e e e e e e Windows XP
OS VT SI0m ottt it i it e e e e e e e e e e 5.1.6.2600 Service Pack 2
2 7 o 1 O DHCP address
IPVA AQQreSS « i ittt ittt e e e e e e e e e e Available
TP AL eSS vttt ittt ettt et e e e e e e e e e e e e 70.0.4.66
Subnet Mask ... ... e e e 255.0.0.0
Default Gateway .. i ittt ittt ettt ettt e e e 70.1.0.1
TPVE AdAreSS v i ittt ettt ettt e e et e e e e Not Available
TPVE AL eSS vt i ittt ettt ettt e e e e e e e e e 0:0:0:0:0:0:0:0:0:0:0:0:0:0:0:0:
IPv6 Subnet MasKk .. ... ..ttt e ettt et 0:0:0:0:0:0:0:0:0:0:0:0:0:0:0:0:
DNS SOEVEES &ttt ettt ittt ettt ettt eetteeeeeeeeeeeen 103.0.48.0
WINS SEEVEES ottt ittt ettt ettt it ettt et eennnnn
SYStEemM NamMe ..ttt ittt ittt ettt et e e et URAVAL3777
Flrmware VerSIom ...ttt it ettt ettt e eeeeean 4.0.0.187
Driver VerSion ...ttt ettt et e e e e 4.0.0.187

config client ccx get-profiles

config client ccx get-operating-parameters
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show client ccx operating-parameters

config client ccx get-manufacturer-info
config client ccx get-client-capability
show client ccx profiles

show client ccx manufacturer-info
show client ccx client-capability

config client ccx stats-request

show client ccx stats-report
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M show client ccx profiles

show client ccx profiles

To view the client profiles, use the show client ccx profiles command.

show client ccx profiles client_mac_address

Syntax Description client_mac_address

Specifies the MAC address of the client.

Defaults This command has no defaults.

Command History Release Modification

4.2 This command was introduced.

> show client ccx profiles 00:40:96:a8:£7:98
Number of Profiles
Current Profile

Examples

Profile ID

Profile Name

SSID

Security Parameters

Auth Method

Key Management

Encryption

Power Save Mode

Radio Configuration:

RAAIO Ty i ittt et ettt e e e e et e e e e e e e e e e
Preamble YD . v vt ittt ettt ettt ettt
CCA Method. ..... ... i it

Detect/Correlation
Data Retries. ...ttt et e e i e i
Fragment Threshold.......... ...t iinnnnenn.
Radio Channels . ...ttt ettt et ettt e ee e e
TX POWEY MOAE. . i vt ittt ittt et et et e ettt e e eeeenn
Rate List (MB) i vttt it ittt et e e et et et e e e

T B R I 1Yo Y=
Preamble YD . v it i ettt et ettt ettt et
CCA Method. .. ... . e it i e

Detect/Correlation
Data Retries. ... ..ttt i i
Fragment Threshold......... ... ...
Radio Channels. ...ttt ittt et et e e e
TX POWEY MOAE. . ¢ v vttt ittt e ettt et ettt e eeeeeenn
Rate LISt (MB) vt ittt ittt et et et e e et e e e

2T e T 1Yo T
Preamble Ty . v ittt ittt e e e e e e e e e e
CCA Method. ..... .. i it iiea

Detect/Correlation
Data RebLrieS. ..ttt e et e e e e e e
Fragment Threshold.......... ... iiinnnnennn

wifiEAP

EAP-TLS, Host OS Login Credentials

EAP

WPA2+CCKM
AES-CCMP
Constantly Awake

DSSS
Long preamble
Energy Detect + Carrier

2342

123456789 10 11
Automatic

1.0 2.0

HRDSSS (802.11b)
Long preamble
Energy Detect + Carrier

2342
1234567891011
Automatic

5.5 11.0

ERP(802.119g)
Long preamble
Energy Detect + Carrier
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Related Commands

Radio Channels.................

Tx Power Mode..................

Rate List (MB).......cvvuvennen..
54.0

Radio TYPe. v ittt ittt e e e eeee e
Preamble TypPe€. .ot
CCA Method.......... ... ... .. ...

Detect/Correlation
Data Retries...................
Fragment Threshold.............
Radio Channels.............o...

161 165
Tx Power Mode..................
Rate List (MB) .. ...,

54.0

config client ccx get-operating-param

show client ccx profiles

.................. 123456789 10 11
.................. Automatic
.................. 6.0 9.0 12.0 18.0 24.0 36.0 48.0

.................. OFDM(802.11a)
.................. Long preamble
.................. Energy Detect + Carrier

.................. 2342
.................. 36 40 44 48 52 56 60 64 149 153 157

.................. Automatic
.................. 6.0 9.0 12.0 18.0 24.0 36.0 48.0

eters

config client ccx get-manufacturer-info

config client ccx get-client-capability
show client ccx operating-parameters
show client ccx manufacturer-info
show client ccx client-capability
config client ccx stats-request

show client ccx stats-report
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Bl show client ccx results

show client ccx results

To view the results from the last successful diagnostic test, use the show client ccx results command.

show client ccx results client_mac_address

Syntax Description

Defaults

client_mac_address  Specifies the MAC address of the client.

This command has no defaults.

Command History

Examples

Related Commands

Release Modification

4.2 This command was introduced.

Information similar to the following appears for the 802.1x authentication test:

dotlx Complete. .. ittt et e e e e e sSuccess
EAP Method. . ittt ittt et e et et e e e e e e et e e *1,Host OS Login Credentials
AoLlxX StatUS . vttt ittt e e e e e e e 255

config client ccx default-gw-ping
config client ccx dhep

config client ccx dns-ping

config client ccx dns-resolve
config client ccx test-association
config client ccx test-dotlx
config client ccx test-profile
config client ccx test-abort
config client ccx clear-results
config client ccx send-message
show client ccx last-test-status
show client ccx last-response-status

show client ccx frame-data
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show client ccx rm

show client ccx rm

This command is used to display CCX client information.

show client cex rm client_ MAC [ status |
report ( chan-load | noise-hist | frame request | beacon | frame )]

Syntax Description

Defaults

client_MAC Specifies the client MAC address.

status Displays client ccx radio management status information.
report Displays client ccx radio management report.

chan-load Displays radio management channel load reports.
noise-hist Displays radio management noise histogram reports.
beacon Displays radio managemant beacon load reports.

frame Displays radio management frame reports.

This command has no defaults.

Command History

Examples

Release Modification

4.1 This command was introduced.

> show client ccx rm 00:40:96:15:21:ac status

Client Mac AdAresSS. ...ttt enenenenenenn. 00:40:96:15:21:ac
Channel Load Request.......iiiiiiiiiieeeeeneeennn Enabled

Noise Histogram Request..........uiiuimnennennnn. Enabled

BEaCOn ReQUESE . v ittt ittt ettt et ettt e et e Enabled

Frame ReqUesSt . ...ttt ittt ettt ettt Enabled

Interval. . ... e e e 30

Tteration. « vt i i e e e e 10

> show client ccx rm 00:40:96:15:21:ac report chan-load
Channel Load Report

Client Mac AdAreSS. ...ttt it et eenenenenn. 00:40:96:ae:53:bc
BN T=Y=] oY 11 SN RA 788751121
Incapable Flag. .o u ettt ettt et On

Refused Flag. ...ttt ettt e e ettt et On

Chan CCA Busy Fraction

0 g WD e
o

| oL-15971-01
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Bl show clientccx rm

Related Commands

9 13
10 222
11 75

> show client ccx rm 00:40:96:15:21:ac report noise-hist
Noise Histogram Report

Client Mac AdAreSS. ... ittt e ettt 00:40:96:15:21:ac
BN T=Y= ] oY 11 SN 4294967295
Incapable Flag. .o ettt et sttt Off

Refused Flag. ...ttt ettt e e ettt e e Off

Chan RPIO RPI1 RPI2 RPI3 RPI4 RPI5 RPI6 RPI7

> show client ccx rm 00:40:96:ae:53:bc report beacon
Beacon Report

Client Mac AdAreSS. ...ttt tn et eeieeeenenn. 00:40:96:ae:53:bc
BN (1 T=Y= ] oY 11« SRR 788853242
Incapable Flag. .ottt ettt Oon

Refused Flag. ...ttt e ettt et e e eeeeeean On

Channel NO. ...ttt ittt et e et et et e eeeeenn 3

L2 0 V5 oY ERP

Received signal POWET . ... ...ttt eeennneeenenn -80dbm

BSOS T ittt it e e e e e e e e e e e e e e e e e 00:12:7£:50:93:10
Parent TES. ...ttt i e e e e e e bc729d5e

Parent TFS. ...ttt e e e e e e 42£637ec02000000
Beacon Interval....... ..ottt innneennnn. 100

Capability Information.........c..ouuiiiiiieennnnnns 0401

Channel NO. ...ttt ittt e e e e e e e e eeeeeenn 7

2 0 ¥ o 1 ERP

Received signal POWET . ... ... iweneenennennnn. -62dbm

BSOS T D . vttt et e e e e e e e e e e e e e e e e e e 00:12:44:03:b9:e0
Parent TES. ...ttt i e e e e e e e 4fd6aabe

Parent TF S . ittt ittt et e et e e e e e e e e bd1ba60£00000000
Beacon Interval........ .ot iiiiieinneeennn. 100

Capability Information...........uuiiiiiieennnnnn. 0421

> show client ccx rm 00:40:96:ae:53:bc report frame
Frame Report

Client Mac AdAreSS. ..t ittt ittt et eeeeaenn 00:40:96:ae:53:bc
B (1Y w1« J 789140437
Incapable Flag. . ...ttt ittt ettt Oon

Refused Flag. ..ttt ittt ettt ettt et e e eeeeeen Oon

Chan Tx Address Bssid RcxSigPwr Frame Count

None.
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show client ccx stats-report

show client ccx stats-report

To display the CCX statistics report from a specified client device, use the show slient ccx stats-report
command.

show client ccx stats-report client_mac_address

Syntax Description client_mac_address Displays the MAC address for the specified client device.
Defaults This command has no defaults.
Command History Release Modification
4.1 This command was introduced.
Examples > config client ccx stats-request 1 dotll 00:40:96:a8:£7:98

> show client ccx stats-report 00:40:96:a8:£7:98

Measurement duration = 1

dotllTransmittedFragmentCount =1
dotllMulticastTransmittedFrameCount = 2
dotllFailedCount =3
dotllRetryCount =4
dotllMultipleRetryCount =5
dotllFrameDuplicateCount =6
dotllRTSSuccessCount =7
dotllRTSFailureCount =8
dotllACKFailureCount =9
dotllReceivedFragmentCount = 10
dotllMulticastReceivedFrameCount = 11
dotllFCSErrorCount = 12
dotllTransmittedFrameCount = 13

Related Commands  config client ccx stats-request

Cisco Wireless LAN Controller Command Reference, Release 5.1
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Il show client detail

show client detail

A

Note

To display detailed information for a client on a Cisco lightweight access point, use the show client
detail command.

The show client ap command may list the status of automatically disabled clients. Use the show
exclusionlist command to view clients on the exclusion list (blacklisted).

show client detail mac_address

Syntax Description

Defaults

Examples

show Displays configurations.

client 802.11a or 802.11b/g client.

detail Connectivity information.
mac_address MAC address of the specific client.
None.

> show client detail 00:0c:41:07:33:a6

Client MAC AdAreSS . ittt ittt ettt eeeeenn 00:16:36:40:ac:58
Client USername. . . ... ti ittt et eeeeeeaenn N/A
Client State. . ...ttt ittt Associated
Client NAC OOB State. ...ttt tieiinennnnn QUARANTINE
Guest LAN Td. ... vttt ittt eeee et 1
B N e ot T = Unknown
Session TIMeOoUL . ..ttt ittt et et et e eee e 0
QOS Level . . ittt e e e e e e e e e e e e e e e e Gold
Diff Serv Code Point (DSPC) ... itvimimenenenennnn. disabled
Mobility State. ..ttt e et e e e e e Local
Internal Mobility State..........iiiiiininnnennn apfMsMmInitial
Security Policy Completed..........ouiuiiuennennnn No
Policy Manager State........ ...t ennnnnnnnn WEBAUTH_REQD
Policy Manager Rule Created............cuiuuuenn. Yes
NPU Fast Fast Notified............ ... Yes
Last Policy Manager State...........oiiuueeeennnn. WEBAUTH_REQD
Client Entry Create Time. ..... .t emmneennnnn 460 seconds
Interface. . oo e e e e e e e e e e e wired-guest
T N N 236
Quarantine VLAN. . .ttt ittt ettt ettt et e 0
Client Statistics:

Number of Bytes Received..................... 0

Number of Bytes Sent...........iiiiiiieeeoo.. 0

Number of Packets Received................... 0

Number of Packets Sent....................... 0

Number of EAP Id Request Msg Timeouts........ 0

Number of EAP Id Request Msg Failures........ 0

Number of EAP Request Msg Timeouts........... 2

Number of EAP Request Msg Failures........... 1

Number of EAP Key Msg TimeoutsS............... 0

Number of EAP Key Msg Failures............... 0

Number of PoOliCcy ErrorS......ouueieenneeennennn 0
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show client detail

Radio Signal Strength Indicator.............. Unavailable
Signal to Noise Ratio.....uiiiiinenuennnnn. Unavailable

Related Commands  show client ap
show client summary
show client username

show exclusionlist

Cisco Wireless LAN Controller Command Reference, Release 5.1
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I show client location-calibration summary

show client location-calibration summary

To display client location calibration summary information, use the show client lcoation-calibration
summary command.

show client location-calibration summary

Syntax Description  This command has no arguments or keywords.

Defaults This command has no defaults.
Command History Release Modification

4.1 This command was introduced.
Examples > show client location-calibration summary

MAC Address Inerval

10:10:10:10:10:10 60
21:21:21:21:21:21 45

Related Commands  None.
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show client report

Syntax Description

Defaults

To display detail client nformation, use the show client detail command.

show client detail

This command has no arguments or keywords.

This command has no defaults.

show client report

Command History

Examples

Related Commands

Release Modification

4.1 This command was introduced.

> show client detail 00:14:6c:0a:57:77

Client MAC AdAreSS. ..ttt nte e neenenenennn 00:14:6c:0a:57:77
Client USEIName . ... eviiiititntntnenenenenenennn N/A

AP MAC AdQr eSS . i ittt ittt ittt et et et e e ettt 00:0b:85:0e:19:a0
Client State. ..ttt e e e e et e e e e Diagnostics
Wireless LAN Td. .. iv it m i tn ettt et e eeeeeeeeeenenn 1

BO ST D . v i ittt e e e e e e e e e e e e e e e e e 00:0b:85:0e:19:a0
Channel. . ... e e e e e e e 40

Ve e By Y == I 1.100.150.53
Association Td. ... ...ttt e 1

Authentication Algorithm......................... Open System
REasON COQB. o ittt ittt ettt et e e e e e e e 0

Status Code. ... e e e e 0

Session TimMeOUL . ... v ittt ittt ittt e e 1800

Client CCX VEerSIOM. v v v ittt ettt ettt CCXv5
Re-Authentication Timeout..............cooiuon.. 1800

Q0SS eVl . i ittt it e e e e e e e Silver

None.
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Il show client summary

show client summary

A

Note

To display a summary of clients associated with a Cisco lightweight access point, use the show client

sunnnaryconnnand.

The show client ap command may list the status of automatically disabled clients. Use the show

exclusionlist command to view clients on the exclusion list (blacklisted).

show client summary

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.
client 802.11a or 802.11b/g client.
summary All attached clients.

None.

> show client summary

Number of ClientS.......iuinin e enenenenennnn 24

MAC Address AP Name Status WLAN Auth
XX :1XX:XX:1XX:XX:XX AP02 Probing N/A No
XX XX XX XX :XX:XX AP02 Probing N/A No
XX XX :XX:XX:XX:XX AP02 Probing N/A No
XX :1XX:XX:1XX:XX:XX AP02 Probing N/A No
XX XX XX XX :XX:XX AP02 Probing N/A No
XX XX :XX:XX:XX:XX AP02 Probing N/A No
XX :1XX:XX:1XX:XX:XX AP02 Probing N/A No
XX XX XX XX :XX:XX AP02 Probing N/A No
XX XX XX :XX:XX:XX AP02 Probing N/A No
XX :1XX:XX:1XX:XX:XX AP02 Probing N/A No
XX XX XX XX :XX:XX AP02 Probing N/A No
XX XX :XX:XX:XX:XX AP02 Probing N/A No
XX :XX:XX:1XX:XX:XX AP02 Probing N/A No
XX XX XX XX :XX:XX AP02 Probing N/A No
Number of Clients...... ..ot innnnennnn. 2

None.

Protocol

802
802
802
802
802
802
802
802
802

802
802

802

.1la
.1lla
.11b
.1la
.11b
.11b
.11b
.11b
.11b
802.
.1la
.11b
802.
.1la

lla

lla

Port

PR RPRPRRRRERRRPRRPRPER
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show client summary guest-lan

show client summary guest-lan

To display the active wired guest LAN clients, use the show client summary guest-lan command.

show client summary guest-lan

Syntax Description show Displays configurations.
client 802.11a or 802.11b/g client.
summary All attached clients.
guest-LAN Indicates the active wired guest LAN.
Defaults None.
Examples > show client summary
Number of ClientsS.........oiuiuiniiiinnnnnnnn 1
MAC Address AP Name Status WLAN Auth Protocol Port Wired
00:16:36:40:ac:58 N/A Associated 1 No 802.3 1 Yes

Cisco Wireless LAN Controller Command Reference, Release 5.1
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I show client username

show client username

show client username username

To display client data by username, use the show client username command.

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.
client Displays client data.
username Cisco radio.

username Client’s username.
None.

> show client username IT_007

MAC Address AP ID Status WLAN Id

XX XX XX :1XX:1XX:1XX 1 Associated 1

show client ap
show client detail

show client summary
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show country W

show country

To display the configured country and the radio types supported, use the show country channels
command.

show country

This command has no arguments or keywords.

Defaults This command has no defaults.
Command History Release Modification
4.1 This command was introduced.
Exanuﬂes > show country
Configured COUNEEY . . v v ittt ittt et eeeeenn United States
Configured Country Codes
US - United StateS.....uuiiuriineene i 802.11a / 802.11b / 802.11lg

Related Commands  config country
display country supported

show country channels

Cisco Wireless LAN Controller Command Reference, Release 5.1
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Il show country channels

show country channels

To display the radio channels supported in the configured country, use the show country channels
command.

show country channels

Syntax Description  This command has no arguments or keywords.

Defaults This command has no defaults.
Command History Release Modification
4.1 This command was introduced.
Exanuﬂes > show country channels
Configured COUNEEY . . v v ittt ittt et eeeeenn United States

KEY: * = Channel is legal in this country and may be configured manually.
A = Channel is the Auto-RF default in this country.
. = Channel is not legal in this country.
C = Channel has been configured for use by Auto-RF.
x = Channel is available to be configured for use by Auto-RF.
————————— +—-+-+-+-+-+-+-+-+-+-+-+-+-+-
802.11BG :
Channels : 111 1
123456789012 4
————————— E e e S Aok st sl (LR SR S
US . A * *x * % A * *x * % A .
————————— +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+—-+-

1
3

802.11A : l1111111111111111
Channels : 3 3 3 4444455660001 1222334455856F¢6
4680246826040482604826009371°5

————————— R e S T B e e et TR LT e
Uus : .A . A .A.AAAAA*XF*Fx* _ _FF*AANAAT*
————————— B e e e e e e e e e S st st S

Related Commands  config country
display country supported

show country
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show country supported

show country supported

To display a list of the supported country options, use the show country supported command.

Syntax Description

Defaults

show country supported

This command has no arguments or keywords.

This command has no defaults.

Command History

Examples

Release

Modification

4.1

This command was introduced.

> show country supported
CConfigured COUNEYY . .t vttt ittt ettt et et eeeeenn United States
Supported Country Codes

AR - Argentina.........ouiuiiiiiniiinininnen. 802.11a / 802.11b / 802.1l1lg
AT = AUSETI@. e ittt e et et et et et e e e 802.11la / 802.11b / 802.11lg
AU = AUSEraAlid. . v iii ittt ettt et e e 802.11a / 802.11b / 802.1l1lg
BR - Brazil..... ... inienenenennnn 802.11a / 802.11b / 802.1l1lg
BE - BelgiUm. ....viiiiin ettt it i eeeeeeeennnn 802.11la / 802.11b / 802.11lg
BG — BUlQATia. .t ittt ittt ettt ettt e e 802.11a / 802.11b / 802.1l1lg
CA = Canada. v vttt ittt et ettt e e e e e 802.11a / 802.11b / 802.1l1lg
CH - Switzerland..........ouueoeemeeenenenennnn 802.11la / 802.11b / 802.11lg
CL = Chile. ..ttt ittt e e e e e e e 802.11b / 802.11lg
[ O @ s 15 o = 802.11la / 802.11b / 802.11lg
CO - Colombia. cvvii ittt ettt e et et e e e e eeeeeeenn 802.11b / 802.11lg
CY = CYPTUS e« e ettt ettt e e e e e e e e e e 802.11a / 802.11b / 802.1l1lg
CZ - Czech RepublicC......iiiiiiinininnennnn. 802.11a / 802.11b

DE = GEIIMAILY « « « v v et et et et et et e e e eeeeeeeenan 802.11la / 802.11b / 802.11lg
DK - Denmark. .. ..ottt 802.11a / 802.11b / 802.1l1g
EE - EStonia. ..ttt ittt iieeieeannn 802.11la / 802.11b / 802.11lg
ES = SPAIM . ittt ittt e e e e e 802.11la / 802.11b / 802.11lg
FI - Finland........uuiiii it et inenenenenn. 802.11a / 802.11b / 802.1l1lg
FR = FranCe . i i ittt ettt ettt ettt e e et e e 802.11a / 802.11b / 802.1l1lg
GB - United Kingdom. . .......uuueueuenennnnnnnn 802.11la / 802.11b / 802.11lg
GI - Gilbraltar........oouoi e n i nenenenennnn 802.11a / 802.11b / 802.1l1g
GR = GrBECE . ittt i ittt et e e e e e e e et 802.11a / 802.11b / 802.1l1lg
HK - HONG KONQ . st it ittt e ettt et ettt et eeeeeenn 802.11a / 802.11b / 802.1l1lg
HU = HUNGAT Y« e v vt ettt et ettt e et ettt eeeeeeennn 802.11a / 802.11b / 802.11lg
ID - INdOnESia .« vt v ittt it ettt et e e 802.11b / 802.11lg
IE - Ireland. . ...ttt 802.11la / 802.11b / 802.11lg
IN - InAia. . oot i ettt et et et e e e e 802.11a / 802.11b / 802.1l1lg
I 0 = =8 802.11la / 802.11b / 802.11lg
TILO - Israel (oUtdoOor) ...ttt iie i iiiieeeeenn 802.11b / 802.11lg
IS - TIceland. .. ...ttt e e e e e 802.11a / 802.11b / 802.1l1lg
Il = TEALY e ettt e et et et et e e e 802.11la / 802.11b / 802.11lg
TP = JAPAN (J) t v ittt ittt ettt e et e e et 802.11la / 802.11b / 802.11lg
J2 = Japan 2 (P) ..ttt ittt e e e e 802.11a / 802.11b / 802.1l1lg
T3 = Japan 3 (U) v ettt ittt e e e e e e e e e e 802.11la / 802.11b / 802.11lg
KR - Korea Republic (C) ..ttt 802.11a / 802.11b / 802.1l1lg
KE - Korea Extended (K) .....u'iiunonnnnnenn 802.11a / 802.11b / 802.11lg
LI - Liechtenstein...........oiuiiiiiiieeenannn. 802.11a / 802.11b / 802.1l1lg

| oL-15971-01
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show country supported

Related Commands

LT
LU
LV
MC
MT
MX
MY
NL
NZ
NO
PA
PE
PH
PL
PT
RU
RO
SA
SE
SG
ST
SK
TH
TR
TW
UA
us
USL
UsxX
VE
ZA

Lithuania. ... ..ttt i e 802.11a
ITED:<S) 111 oo ] b el U 802.11a
Latvia. vttt i e e 802.11la
MONACO . « i et e e e e e et e e e e e e e e e e 802.11a
Malta. o vt e 802.11a
MEeXICO . vttt i e e e e 802.11la
MAlaySaia .« ittt et e e e e e e e 802.11a
Netherlands........ ... 802.11a
New Zealand...........iiiiiiinnnennnn 802.11a
B e a7 = Y 802.11a
PanamMa . e e e e e e

PeruU. . . e

PhilippinesS . o v ittt it e e e e e e e e 802.11a
Poland. ...t e e 802.11a
=kl T £ 802.11a
Russian Federation..............ociuein... 802.11a
ROMANIA .+ o v et ettt et e et et et e et e e 802.11la
Saudl Arabia.......ovuiiiiiiiii i 802.11la
E T Lo I 802.11a
SR oY T o o ot I 802.11a
SloVenila. « v ittt e e e 802.11la
Slovak RepublicC. ...ttt iiiineenn 802.11a
Thailand. .. ...ttt it et et eeeeen

UL Y v v i ittt it e et e e e e e e e e e e ettt

TaIWAN . ¢ ot e e e e e e e e e e e e 802.11a
Ukraine. . ..ottt e e e e e e 802.11a
United States.......uiiiiniin e, 802.11a
United States (LegacCy) « v v evveinennnennn 802.11a
United States (US + chanl65).............. 802.11a
Venezuela . . v vttt et e e e e e

South Africa....... ... 802.11a

config country

display country channels

show country

N N N

NN N N N N N N N .

~N N N N .

802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802

802
802
802
802

.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
.11b
802.
.11b
.11b
.11b
.11b

11b

N N N N N N N Y

802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802
802

.11lg
.1lg
.1lg
.11lg
.11lg
.1llg
.11lg
.1lg
.1lg
.11lg
.1lg
.1lg
.11lg
.1lg
.1lg
.11lg
.1lg
.1lg
.11lg
.1lg
.1lg
.1lg
.1lg
.1lg
.11lg
.11lg
.11lg
.11lg
.11lg
.1lg
.11lg
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show cpu

Syntax Description

Defaults

Examples

Related Commands

showcpu W

To display current WLAN Controller CPU usage information, use the show cpu command.

show cpu

This command has no arguments or keywords.

None.

> show cpu

Current CPU load: 2.50%

show sysinfo

| oL-15971-01
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W show custom-web

show custom-web

Syntax Description

Defaults

Examples

Related Commands

To display web authentication customization information, use the show custom-web command.

show custom-web

This command has no arguments or keywords.

None.

> show custom-web

Radius Authentication Method..................... PAP
CiSCO LiOGO0 . vttt e et e et e e e e e e e e e e e e e Enabled
CUSEOMLIOTO . « v v et et e e e et et et et ettt e e e None
Custom Title. ...ttt e e e e e e None
CUSEOM MeSSaATe . v vt ittt ettt ettt ettt ettt et None
Custom Redirect URLi.......iuitititnenenenenenenn. None
External web authentication Mode................. Disabled
External web authentication URL.................. None

config custom-web
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show database summary

To display the maximum number of entries in the database, use the show database summary command.

Syntax Description

Defaults

show database summary

show database summary

This command has no arguments or keywords.

This command has no defaults.

Command History

Examples

Related Commands

Release Modification

4.1 This command was introduced.

> show database summary

Current Max database entries
Max database entries on next

config database size

reboot.............. 512

| oL-15971-01
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W show debug

show debug

Use the show debug command to determine if MAC address and other flag debugging is enabled or

disabled.
show debug
Syntax Description show Displays configurations.
debug MAC address debugging.
Defaults None.
Exanuﬂes > show debug

Related Commands

JUP:NGIGTCY o161 T 575 's o disabled
Debug Flags Enabled:

arp error enabled.
bcast error enabled.

debug mac
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show dhcp

showdhcp M

Use the show dhep command to display the internal DHCP server configuration.

show dhcp {leases | summary | scope}

Syntax Description

Defaults

Examples

Related Commands

show dhcp Displays internal DHCP server configuration information.

leases Enter leases to display allocated DHCP leases.

summary Enter summary to display DHCP summary information.

scope Enter the name of a scope to display the DHCP information for that scope.
None.

> show dhcp leases
No leases allocated.
> show dhcp summary

Scope Name Enabled
003 No

> show dhcp 003

Enabled......... ...
Lease TiMe. .. .ot vt iiininnennn.
Pool Start.......... ... ..
Pool End......ovuiiiiiiinnnn.
Network....... ... ...
Netmask........ .. .o .
Default Routers................
DNS DOMaiN. ...ovveeenenenenen..

config dhcp

Address Range
0.0.0.0 -> 0.0.0.0

............... No

............... 0

............... 0.0.0.0

............... 0.0.0.0

............... 0.0.0.0

............... 0.0.0.0

............... 0.0.0.0 0.0.0.0 0.0.0.0
............... 0.0.0.0 0.0.0.0 0.0.0.0
............... 0.0.0.0 0.0.0.0 0.0.0.0

| oL-15971-01
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M show dhcp proxy

show dhcp proxy

Use the show dhep proxy command to display the status of DHCP proxy handling.

show dhcp proxy

Syntax Description show dhcp proxy Displays the status of DHCP proxy handling.
Defaults None.
Examples > show dhcp proxy

DHCP Proxy Behaviour: enabled

Related Commands  config dhcp proxy
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show eventlog

Use the show eventlog command to display the event log.

show eventlog

Syntax Description show Displays configurations.
eventlog System events.

Defaults None.

Exanuﬂes > show eventlog

Time
File Line TaskID Code d h m s

EVENT> bootos.c 788 125CEBCC AAAAAAAA 0 0 0 6
EVENT> bootos.c 788 125CEBCC AAAAAAAA 0 0 0 6
EVENT> bootos.c 788 125C597C AAAAAAAA 0 0 0 6
EVENT> bootos.c 788 125C597C AAAAAAAA 0 0 0 6
EVENT> bootos.c 788 125C597C AAAAAAAA 0 0 0 6
EVENT> bootos.c 788 125C597C AAAAAAAA 0 0 0 6
EVENT> bootos.c 788 125C597C AAAAAAAA 0 0 0 6
EVENT> bootos.c 788 125C597C AAAAAAAA 0 0 0 6
EVENT> bootos.c 788 1216C36C AAAAAAAA 0 0 0 6
EVENT> bootos.c 788 1216C36C AAAAAAAA 0 0 0 6
EVENT> bootos.c 788 1216C36C AAAAAAAA 0 0 0 6
EVENT> bootos.c 788 1216C36C AAAAAAAA 0 0 0 11

Related Commands  show msglog

Cisco Wireless LAN Controller Command Reference, Release 5.1
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show exclusionlist

To display a summary of all clients on the manual exclusion list (blacklisted) from associating with this
Cisco Wireless LAN controller, use the show exclusionlist command. A list containing each manually

Excluded MAC address is displayed.

show exclusionlist

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.
exclusionist Manual exclusion list.
None.

> show exclusionlist

MAC Address Description

XX XX XX XX XX XX Disallowed Client

config exclusionlist add
config exclusionlist delete
config exclusionlist description

show client
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show guest-lan

To display the configuration of a specific wired guest LAN, use the show guest-lan command.

show guest-lan guest_lan_id

)

Note  Enter show guest-lan summary to view all wired guest LANs configured on the controller.

Syntax Description show Displays configurations.
guest-lan Indicates the active wired guest LAN.
Defaults None.
Examples > show guest-lan 2
Guest LAN Identifier......... ... ... ... ... 1
Profile NamMe. ..ottt ittt ettt e e ettt e e guestlan
Network Name (SSID) v v v vttt i ittt et eeeeeeeeeenn guestlan
SEatUS . ottt e e e e Enabled
AAA Policy Override. . .... it iieeeeennns Disabled
Number of Active Clients.............ciuiinon.. 1
Exclusionlist Timeout.......... ..., 60 seconds
Session TimEeOUL . v v vt it ittt e et ettt e et e e eeeenn Infinity
Interface. ... e e wired
Ingress Interface......... .. wired-guest
WLAN ACLi. & vttt ettt et e ettt e et ettt e e e e e e unconfigured
DHCP SEEVOL . o vttt e e ettt et e e ettt e e et e eeeeeen 10.20.236.90
DHCP Address Assignment Required............... Disabled
Quality of Service....... ... Silver (best effort)
Security
Web Based Authentication................... Enabled
72 Unconfigured
Web-Passthrough. ... ..... ... Disabled
Conditional Web Redirect................... Disabled
AUtO ANChor. ... i e e Disabled

Mobility Anchor List
GLAN ID IP Address Status

Related Commands  show guest-lan summary

show client summary guest-lan
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show hreap group detail

To display the details for a specific hybrid-REAP group, use the show hreap group detail command.

show hreap group detail group_name

Syntax Description

Defaults

Examples

Related Commands

show hreap Displays configurations.
group detail Displays details of the hybrid-REAP group details.
None.

> show hreap group detail 192.12.1.2

Number of Ap’s in Group: 1
00:0a:b8:3b:0b:c2 AP1200 Joined

Group Radius Auth Servers:

Primary Server IndexX ...........o.eeeeeneen. Disabled
Secondary Server INdeX .........eeeueuuenenn Disabled

show hreap group summary
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show hreap group summary

To display the current list of hybrid-REAP groups, use the show hreap group summary command.

show hreap group summary

Syntax Description show hreap Displays configurations

group summary Displays a summary of the hybrid-REAP group.
Defaults None.
Examples > show hreap group summary

HREAP Group Summary: Count 1

Group Name # APs
Group 1 1

Related Commands  show hreap group detail
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show ike

Use the show ike command to display active IKE SAs.

show ike {brief | IP_or_MAC_address}

Syntax Description

Defaults

Examples

Related Commands

show Command action.
ike Displays active IKE SAs.
brief List of all active IKE SAs.

IP_or_MAC _address IP or MAC address of active IKE SA.

None.

> show ike

None.
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show interface

Use the show interface command to display details of the system interfaces.

show interface {summary | detailed interface_name}

Syntax Description

Defaults

Examples

Note

Related Commands

show interface Command action

summary Displays a summary of the local interfaces.
detailed Displays detailed interface information.
interface_name Identifies interface name for detailed display
None.

> show interface summary

Interface Name Port Vlan Id IP Address Type Ap Mgr Guest
ap-manager 1 untagged XXX . XXX .XXX.XxXX Static Yes No
management 1 untagged XXX .XXX.XXX.XxX Static No No
service-port N/A N/A XXX .XXX.XXX.XXX Static No No
virtual N/A N/A XXX . XXX .XXX.XXx Static No No

N

Note  The interface name of the wired guest LAN in this example is wired-guest and its VLAN ID is
236.

> show interface detailed management

Interface Name. ... ...ttt ittt ittt et management
MAC AL eSS i i it e ettt ettt et et e e e e e e 00:0b:85:32:ab:60
X T oy = == 1.100.49.30
IP NetmasK. ..ottt e e e e e e 255.255.255.0
TP GaAlaWaAY + v vttt e e e e e et e e e e e e e 1.100.49.1
T N 149

Active Physical POrt........uuuiiiinnnennennnn. 1

Primary Physical POrt..........iiiiiiennnnnnnnn 1

Backup Physical Port.........iiiiitennnneennnnn Unconfigured
Primary DHCP SErVeT .. ...ttt enenenenenenennnn 1.100.2.15
Secondary DHCP SerVeT . .. u ittt uunneeeeeeeeeeeenn Unconfigured
72N T Unconfigured
AP MaANAGET t v v v vt ettt ettt ettt e e e No

Some WLAN controllers may have only one physical port listed because they have only one physical
port.

config interface
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show inventory

To display a physical inventory of the Cisco Wireless LAN controller, use the show inventory command.

show inventory

Syntax Description

Defaults

Examples

Note

Related Commands

show Displays configurations.
inventory Physical Cisco Wireless LAN controller configuration.
None.

> show inventory

Switch Description.........iiiiiin it ennneennn Cisco Controller
Machine Model. ... ...ttt ittt et et eeeeeeeen WLC4404-100
Serial NUMDEI . .. ..ttt ittt it ettt e et FLS0923003B
Burned-in MAC AdAresSS. . ...ttt nnnennenn. 00:0B:85:32:AB:60
Crypto Accelerator L..... ...ttt ennnneennnnn Absent

Crypto Accelerator 2. ... ...ttt Absent

Power SUPPLY L.ttt ittt e e e e e e e Absent

POWEY SUPPLY 2. ittt ettt e e e e e e e e e Present, OK

Some wireless LAN controllers may have no crypto accelerator (VPN termination module) or power
supplies listed because they have no provisions for VPN termination modules or power supplies.

show sysinfo
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show Ipsec

Use the show ipsec command to display active IPSec SAs.

show ipsec {brief | IP_or_MAC_address}

Syntax Description  show Command action.
ipsec Displays active IPSec SAs
{brief | Enter brief to display active IPSec SAs.

IP_or_MAC_address} Enter the IP address of MAC address of an IPSec SA.

Defaults None.

Examples > show ipsec brief

Related Commands  None.

Cisco Wireless LAN Controller Command Reference, Release 5.1
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show known ap

To display known Cisco lightweight access point information, use the show known ap command.

show known ap {summary | detailed MAC}

Syntax Description show Displays configurations.
known ap Known Cisco lightweight access point information.
summary Displays a list of all known access points.
detailed Provides detailed information for all known access points.
MAC MAC address of the known AP

Defaults None.

Examples > show known ap summary
MAC Address State # APs # Clients Last Heard

Related Commands  config ap
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show [2tp

To display L2TP sessions, use the show 12tp command.

show 12tp {summary | ip_address}

Syntax Description show 12tp Displays configurations.
summary Displays all L2TP sessions.
ip_address Displays an L2TP session.

Defaults None.

Examples > show 1l2tp summary

LAC_IPaddr LTid LSid RTid RSid ATid ASid State

Related Commands  None.

Cisco Wireless LAN Controller Command Reference, Release 5.1
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show lag summary

To display the current LAG status, use the show lag summary command.

show lag summary

Syntax Description  This command has no arguments or keywords.

Defaults This command has no defaults.
Command History Release Modification

4.1 This command was introduced.
Examples > show lag summary

LAG Enabled

Related Commands  config lag
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showidap W

To display the detailed LDAP server information, use the show ldap command.

show ldap index

Syntax Description

Defaults

Examples

Related Commands

index

LDAP server index. Valid values are from 1 to 17.

None.

> show ldap 1

Server Index.........
Address......iiin..

config ldap
show ldap statistics

show ldap summary
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show ldap statistics

To display the detailed LDAP server information, use the show ldap statistics command.

show ldap statistics

Syntax Description  This command has no arguments or keywords.

Defaults None.
Exanuﬂes > show ldap statistics

Server INAeX. ...ttt ittt ittt e 1

Server statistics:
Initialized OK. ...ttt ittt ittt i 0
Initialization failed........ ... ... ... ... 0
Initialization retries.........c.uuiuiuiinnnnnn 0
Closed OK. v oii ittt ittt e et et et et e e 0

Request statistics:
ReCEIVEA. ottt ittt e 0
Y o ) o 0
OK e e e e e e e e e e e e e e e e e e e e e 0
2L =Y = 0
Authentication failed........... ..., 0
Server not found......... ... ... il 0
No received attributes............ ..o 0
NO passed USEeTYNaMe. . . o oo vttt v vt oo eeennnnns 0
Not connected tO Server............ououeeeiininnn.. 0
Internal ErrOT. ... ...ttt 0
B2 ol LY = P 0

Server INAeX. ...ttt ittt ettt e 2

Related Commands  config ldap
show ldap

show ldap summary
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show ldap summary

Syntax Description

Defaults

Examples

Related Commands

To display the current LDAP status, use the show ldap summary command.

show ldap summary

This command has no arguments or keywords.

This command has no defaults.

> show ldap summary
Idx Server Address Port Enabled

1 2.3.1.4 389 Yes
2 10.10.20.22 389 Yes

config ldap
show ldap

show ldap statistics

show Idap summary W
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show load-balancing

To display the status of the load-balancing feature, use the show load-balancing command.

show load-balancing

Syntax Description show Displays configurations.
load-balancing Displays the load-balancing status.

Defaults None.

Exanuﬂes > show load-balancing

Aggressive Load BalanCing. .. .....eeueueeeennennn.
Aggressive Load Balancing Window...............

Related Commands  config load-balancing
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show local-auth certificates

Syntax Description

Defaults

This command is used to display local authentication certificate information:

show local-auth certificates

This command has no arguments or keywords.

This command has no defaults.

Command History

Modification

This command was introduced.

Examples

> show local-auth certificates

Certificates available for Local EAP authentication:

Certificate 1sSSUET .. ...ttt ittt vendor
CA certificate:

Subject: C=AU, ST=NSW, L=Sydney, O=Cisco Systems

OU=WNBU Sydney, CN=wnbu-syd-acs-a.cisco.com

Issuer: C=AU, ST=NSW, L=Sydney, O=Cisco Systems

OU=WNBU Sydney, CN=wnbu-syd-acs-a.cisco.com

Valid: 2005 Jun 15th, 04:53:49 GMT to 2008 Jun 15th, 05:03:34 GMT
Device certificate:

Subject: MAILTO=test@test.net, C=AU, ST=NSW, L=Sydney

O=Cisco Systems, OU=WNBU Sydney, CN=concannon

Issuer: C=AU, ST=NSW, L=Sydney, O=Cisco Systems

OU=WNBU Sydney, CN=wnbu-syd-acs-a.cisco.com

Valid: 2006 Aug 9th, 05:14:16 GMT to 2007 Aug 9th, 05:24:16 GMT

Certificate issuer .......... ... cisco
CA certificate:

Subject: C=US, ST=California, L=San Jose, O=airespace Inc
OU=none, CN=ca, MAILTO=support@airespace.com

Issuer: C=US, ST=California, L=San Jose, O=airespace Inc

OU=none, CN=ca, MAILTO=support@airespace.com

Valid: 2003 Feb 12th, 23:38:55 GMT to 2012 Nov 1lth, 23:38:55 GMT
Device certificate:

Subject: C=US, ST=California, L=San Jose, O=airespace Inc
CN=000b85335340, MAILTO=support@airespace.com

Issuer: C=US, ST=California, L=San Jose, O=airespace Inc

OU=none, CN=ca, MAILTO=support@airespace.com

Valid: 2005 Feb 22nd, 10:52:58 GMT to 2014 Nov 22nd, 10:52:58 GMT

Certificate 1SSUer ... ..ttt i eeeenn legacy
CA certificate:

Subject: C=US, ST=California, L=San Jose, O=airespace Inc
OU=none, CN=ca, MAILTO=support@airespace.com

Issuer: C=US, ST=California, L=San Jose, O=airespace Inc

OU=none, CN=ca, MAILTO=support@airespace.com

Valid: 2003 Feb 12th, 23:38:55 GMT to 2012 Nov 1lth, 23:38:55 GMT
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W show local-auth certificates

Device certificate:

Subject: C=US, ST=California, L=San Jose, O=airespace Inc
CN=000b85335340, MAILTO=support@airespace.com

Issuer: C=US, ST=California, L=San Jose, O=airespace Inc

OU=none, CN=ca, MAILTO=support@airespace.com

Valid: 2005 Feb 22nd, 10:52:58 GMT to 2014 Nov 22nd, 10:52:58 GMT

Related Commands  config local-auth eap-profile
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show local-auth config

This command is used to display local authentication configuration information:

show local-auth config

Syntax Description  This command has no arguments or keywords.

Defaults This command has no defaults.
Command History Release Modification
4.1 This command was introduced.
Exanuﬂes > show local-auth config
User credentials database search order:
= 1 1T Local DB

Configured EAP profiles:

= 01 fast-test
Certificate issuer .................... default
Enabled methods ........... ... ... ..... fast
Configured on WLANS .. ..ivieuennennnn. 2

EAP Method configuration:

EAP-TLS:
Certificate issuer .................... default
Peer verification options:
Check against CA certificates ..... Enabled
Verify certificate CN identity .... Disabled
Check certificate date validity ... Enabled
EAP-FAST:
TTL for the PAC ....... ... .. 3 600
Initial client message .........euueuu.. <none>
Local certificate required ............ No
Client certificate required ........... No
Vendor certificate required ........... No
Anonymous provision allowed ........... Yes
Authenticator ID ......iiiiiinenenennnn To7£££££££0000000000000000000000
Authority Information ................. Test
EAP Profile. ..ttt ittt et e e e tls-prof
Enabled methods for this profile .......... tls
Active on WLANS ..ttt n e e eeeeeennnn 13
EAP Method configuration:
EAP-TLS:
Certificate issuer used ............... cisco
Peer verification options:
Check against CA certificates ..... disabled
Verify certificate CN identity .... disabled
Check certificate date validity ... disabled

Cisco Wireless LAN Controller Command Reference, Release 5.1
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Bl show local-auth config

Related Commands  config local-auth eap-profile

config local-auth method fast
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show local-auth statistics

This command is used to display local EAP authentication statistics:

show local-auth statistics

Syntax Description  This command has no arguments or keywords.

Defaults This command has no defaults.
Command History Release Modification

4.1 This command was introduced.
Examples > show local-auth statistics

Local EAP authentication DB statistics:

Requests received .. ...ttt e 14
Responses returned . .........iiiteeeeeneeeenn 14
Requests dropped (no EAP AVP) ...t iiiinennnnn 0
Requests dropped (other reasons) ................ 0
Authentication timeouts ............. .. ... 0

Authentication statistics:

Method Success Fail
Unknown 0 0
LEAP 0 0
EAP-FAST 2 0

EAP-TLS 0 0
PEAP 0 0

Local EAP credential request statistics:

Requests sent to LDAP DB ...ttt ittt imeeeeeneeennn 0
Requests sent to File DB ... iii i innennennnnns 2
Requests failed (unable to send) ................ 0
Authentication results received:
SUCCESS vttt ittt ettt ettt et ettt e 2
Y 0
Certificate operations:
Local device certificate load failures .......... 0
Total peer certificates checked ................. 0
Failures:
CA dissuer check .......iiiiiiiiiinin e, 0
CN name not equal to identity ................. 0
Dates not valid or expired ...........iiiueean. 0

Related Commands clear stats local-auth
config local-auth eap-profile

config local-auth method fast
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show location

To display location system information, use the show location command.

show location [detail mac_address | summary]

Syntax Description

Defaults

detail Displays detailed location information

mac_address

Specifies the MAC address of a client.

summary Displays summary location information.

This command has no defaults.

Command History

Examples

Related Commands

Release Modification

4.1 This command was introduced.

> show location summary
Location Summary

Algorithm used:
Client

RSSI expiry timeout:

Half life:
Notify Threshold:
Calibrating Client

RSSI expiry timeout:

Half life:
Rogue AP

RSSI expiry timeout:

Half life:
Notify Threshold:
RFID Tag

RSSI expiry timeout:

Half life:
Notify Threshold:

clear location rfid

config location

Average

o

sec
sec
db

sec
sec

sec
sec
db

sec
sec
db
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show location statistics rfid

To see any RFID-related errors, use the show location statistics rfid command.

show location statistics rfid

Syntax Description  This command has no arguments or keywords.

Defaults This command has no defaults.

Examples > show location statistics rfid

RFID Statistics

Database Full 0 Failed Delete: 0
Null Bufhandle: 0 Bad Packet: 0
Bad LWAPP Data: 0 Bad LWAPP Encap: 0
Off Channel: 0 Bad CCX Version: 0
Bad AP Info 0

Above Max RSSI: 0 Below Max RSSI: 0
Invalid RSSI: 0 Add RSSI Failed: 0
Oldest Expired RSSI: 0 Smallest Overwrite: 0

Related Commands  clear location statistics rfid

Cisco Wireless LAN Controller Command Reference, Release 5.1
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show logging

To display the syslog facility logging parameters and buffer contents, use the show logging command.

show logging
Syntax Description show Displays configurations.
logging Current parameters and buffer content details.
Defaults None.
Examples > show logging

Logging to buffer
- Logging of system messages to buffer
- Logging filter level..........iiiiueennnnnnn
- Number of system messages logged..............
of system messages dropped.............
of debug messages to buffer
of debug messages logged...............
- Number of debug messages dropped..............
Logging to console
- Logging of system messages to console
- Logging filter level.........iiiinennnnnnn
- Number of system messages logged..............
- Number of system messages dropped.............
- Logging of debug messages to console
- Number of debug messages logged...............
- Number of debug messages dropped..............
Logging to syslog
- Syslog facility. .uu i e e e e
- Logging of system messages to syslog
- Logging filter level.........iiuiinennnnnnn
- Number of system messages logged..............
--More-- or (g)uit
of system messages dropped.............
of debug messages to syslog
of debug messages logged...............
- Number of debug messages dropped..............
- Number of remote syslog hosts..................
= HOSE 0.ttt e e e e
— HOSE L. e e
— HOSE 2.t e e e e
Logging of traceback...........iiiiiiiiiiinnnn.
Logging of process information...................
Logging of source file informational.............
Timestamping of messages.......c.oiiiiiiennnn.
- Timestamping of system messages................
- Timestamp format.............iiiinnnennnn
- Timestamping of debug messages.................
- Timestamp fOrmat..........ouuu i eeeennnennn

- Number
- Logging
- Number

- Number
- Logging
- Number

Logging buffer (67227 logged, 21136 dropped)

*Apr 03 09:48:01.728: $MM-3-INVALID_ PKT_RECVD:

errors
67227
21136
Disabled

errors

88363
Enabled

errors
67227

21136
Disabled

Not Configured
Not Configured
Not Configured
Disabled
Disabled
Enabled

Enabled
Date and Time
Enabled
Date and Time

mm_listen.c:5508 Received an invalid
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packet from 1.100.163.51. Source member:0.0.0.0. source member unknown.

*Apr 03 09:47:34.194: $LWAPP-3-DECODE_ERR: spam_lrad.c:1271 Error decoding discovery
request from AP 00:13:5f:0e:d4:20

*Apr 03 09:47:34.194: $LWAPP-3-DISC_OTAP_ERR: spam_lrad.c:5554 Ignoring OTAP discovery
request from AP 00:13:5f:0e:d4:20, OTAP is disabled

Previous message occurred 2 times.

Related Commands  config logging syslog host
config logging syslog facility
config logging syslog level
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show loginsession

To display the existing sessions, use the show loginsession command.

show loginsession

Syntax Description show Displays configurations.
loginsession Current session details.

Defaults None.

Examples > show loginsession
ID User Name Connection From Idle Time Session Time
00 admin EIA-232 00:00:00 00:19:04

Related Commands  config loginsession close
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show lwapp reap association

To view the list of clients associated to an access point and their SSIDs, use the show lwapp reap
association command.

show lwapp reap assocation

Syntax Description  This command has no arguments or keywords.

Defaults This command has no defaults.

Examples > show lwapp reap association

Related Commands  show Iwap reap status
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show lwapp reap status

To view the status of the hybrid-REAP access point (connected or standalone), use the show Ilwapp reap
status command.

show lwapp reap status

Syntax Description  This command has no arguments or keywords.

Defaults This command has no defaults.

Examples > show lwapp reap status

Related Commands  show lwap reap association
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show macfilter

To display the MAC filter parameters, use the show macfilter command. The MAC delimiter (none,
colon, or hyphen) for MAC addresses sent to RADIUS servers is displayed. The MAC filter table lists
the clients that are always allowed to associate with a wireless LAN.

show macfilter {summary | detail MAC}

Syntax Description show Displays configurations.
macfilter Filter details.
summary Displays a summary of all MAC filter entries.
detail MAC Detailed display of a MAC filter entry.

Defaults None.

Exanuﬂes > show macfilter detail XX:XX:XX:XX:XX:XX
MAC AdAreSS. ot ittt ittt ettt ettt e e e XX XX XX XX XX XX
WLAN Tdentifder. ..ottt ittt et e eeeenn Any
Interface Name. . ... v ittt ittt ettt e e eeee e management
DEeSCriPEION . « it it e e e e e e e e RAP

> show macfilter summary

MAC Filter RADIUS Compatibility mode............. Cisco ACS
MAC Filter Delimiter............iuiuiiennnnnnn None

Local Mac Filter Table

MAC Address WLAN Id Description
XX XX XX XX XX:1XX Any RAP

XX XX XX 1 XX 1 XX 1 XX Any PAP2 (2nd hop)
XX XX XX XX XX XX Any PAP1 (1st hop)

Related Commands  config macfilter mac-delimiter
config macfilter add
config macfilter delete
config macfilter description

config macfilter wlan-id
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show mgmtuser

To display the local management user accounts on the Cisco Wireless LAN controller, use the show

mgmtuser command.

show mgmtuser

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.
mgmtuser List of management users.
None.

> show mgmtuser

User Name Permissions Description

admin read-write

config mgmtuser add, config mgmtuser delete, config mgmtuser password

Show Mobility Commands

Use the show mobility commands to display mobility settings.
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show mobility anchor

To display the wireless LAN anchor list for the Cisco Wireless LAN controller mobility groups, use the
show mobility anchor command.

show mobility anchor

Syntax Description show Displays configurations.

mobility Mobility group.

anchor Displays the mobility wireless LAN anchor list.
Defaults None.
Exanqﬂes > show mobility anchor

Mobility Anchor Export List
WLAN ID IP Address

Related Commands  config mobility group discovery

config mobility group member
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show mobility anchor {wlan | guest-lan}

To display a list and status of controllers configured as mobility anchors for a specific WLAN or wired
guest LAN, use the show mobility anchor {wlan | guest-lan} command.

show mobility anchor {wlan | guest-lan} {wlan_id | guest_lan_id}

Syntax Description show Displays configurations.
mobility Mobility group.
anchor Displays the mobility wireless LAN anchor list.
wlan Wireless LAN parameters.
guest-lan Indicates the active wired guest LAN.
wlan_id Enter a wireless LAN identifier between 1 and 16.
guest_lan_id Guest LAN indentifier between 1 and 5 (inclusive).
Defaults None.
Exanuﬂes > show mobility anchor {wlan | guest-lan} 5

Mobility Anchor Export List

WLAN ID IP Address Status

1 10.50.234.2 UP

1 10.50.234.6 UP

2 10.50.234.2 UP

2 10.50.234.3 CNTRL_DATA_PATH_DOWN
GLAN ID IP Address Status

1 10.20.100.2 TUP

2 10.20.100.3 TUP

The status field shows one of the following values:
e UP—The controller is reachable and able to pass data.

e CNTRL_PATH_DOWN-—The mpings failed. The controller cannot be reached through the control
path and is considered failed.

e DATA_PATH_DOWN—The epings failed. The controller cannot be reached and is considered
failed.

e CNTRL_DATA_PATH_DOWN—Both the mpings and epings failed. The controller cannot be
reached and is considered failed.

Related Commands  show mobility summary
config mobility group keepalive count
config mobility group keepalive interval

config mobility group anchor add {wlan | guest-lan}
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show mobility anchor {wlan | guest-lan} [ |

config {wlan | guest-lan} mobility anchor add
config {wlan | guest-lan} mobility anchor delete

config mobility group anchor delete {wlan | guest-lan}
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I show mobility statistics

show mobility statistics

To display the statistics information for the Cisco Wireless LAN controller mobility groups, use the
show mobility statistics command.

show mobility statistics

Syntax Description show Displays configurations.

mobility Mobility group.

statistics Displays statistics for the mobility manager.
Defaults None.
Exanuﬂes > show mobility statistics

Global Mobility Statistics

2 sl = 0
B sl = 0
Responses Retransmitted....................... 0
Handoff Requests Received...........uuuuuenn. 0
Handoff End Requests Received................. 0
State Transitions Disallowed.................. 0
Resource Unavailable.......... ..., 0
Mobility Initiator Statistics
Handoff Requests Sent............uiiiuunnnn. 0
Handoff Replies Received.........ouuiiiiunnennn 0
Handoff as Local Received..................... 2
Handoff as Foreign Received.............ouon.. 0
Handoff Denys Received..........oiuiiiiiinnnnnn 0
Anchor Request Sent........ ... 0
Anchor Deny Received.........uuiinennennnn. 0
Anchor Grant Received................cooio... 0
Anchor Transfer Received...................... 0
Mobility Responder Statistics
Handoff Requests Ignored..........c.uuuuueuenenn. 0
Ping Pong Handoff Requests Dropped............ 0
Handoff Requests Dropped.........ueiiiiuneennn. 0
Handoff Requests Denied............iiiiinnenn. 0
Client Handoff as Local.......... ..., 0
Client Handoff as Foreign ...........ooueueueo.. 0
Client Handoff Inter Group ........eeuwuwuwunennn 0
Anchor Requests Received...........oiiiinnn.. 0
Anchor Requests Denied..........uuiiuennennnn. 0
Anchor Requests Granted...........iiiiieeoo.. 0
Anchor Transferred............. ... 0

Related Commands  config mobility group discovery, config mobility group member
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show mobility summary

To display the summary information for the Cisco Wireless LAN controller mobility groups, use the

show mobility summary command.

show mobility summary

show mobility summary

Syntax Description

Defaults

Examples

Note

Related Commands

show Displays configurations.

mobility Mobility group.

summary Displays a summary of the mobility manager.
None.

> show mobility summary

Symmetric Mobility Tunneling (current) .........
Symmetric Mobility Tunneling (after reboot) ....
Mobility Protocol POrt........iiiiiueeeennnnennn
Mobility Security Mode. ... ...ouu it eeennnennn
Default Mobility Domaim. .......uuiueeenenneeennnn
Multicast Mode ... ...ttt e e
Mobility Domain ID for 802.11r..................
Mobility Keepalive Interval.............cooueuunn.
Mobility Keepalive Count...........ouuiiinmnnnnnn
Mobility Group Members Configured...............
Mobility Control Message DSCP Value.............

Controllers configured in the Mobility Group
MAC Address IP Address Group Name
00:1b:d4:6b:87:20 1.100.163.70 snmp_gui

Disabled
Disabled
16666
Disabled
snmp_gui
Disabled
0x66bd

Multicast IP Status
0.0.0.0 Up

Some WLAN controllers may list no mobility security mode.

config mobility group discovery

config mobility group member
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Il show msglog

show msglog

To display the message logs written to the Cisco Wireless LAN controller database, use the show msglog
command. If there are more that 15 entries you are prompted to display the messages shown in the
example.

show msglog

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.
msglog Shows message logs.
None.

> show msglog

Message Log Severity Level..........uouiiiinenn.. ERROR

Thu Aug 4 14:30:08 2005 [ERROR] spam_lrad.c 1540: AP 00:0b:85:18:b6:50 associated. Last
AP failure was due to Link Failure

Thu Aug 4 14:30:08 2005 [ERROR] spam_lrad.c 13840: Updating IP info for AP 00:
0b:85:18:b6:50 -- static 0, 1.100.49.240/255.255.255.0, gtw 1.100.49.1

Thu Aug 4 14:29:32 2005 [ERROR] dhcpd.c 78: dhcp server: binding to 0.0.0.0

Thu Aug 4 14:29:32 2005 [ERROR] rrmgroup.c 733: Airewave Director: 802.l1la switch group
reset

Thu Aug 4 14:29:32 2005 [ERROR] rrmgroup.c 733: Airewave Director: 802.11lbg sw

itch group reset

Thu Aug 4 14:29:22 2005 [ERROR] sim.c 2841: Unable to get link state for primary port 0
of interface ap-manager

Thu Aug 4 14:29:22 2005 [ERROR] dtl_12_dotlg.c 767: Unable to get USP

Thu Aug 4 14:29:22 2005 Previous message occurred 2 times

Thu Aug 4 14:29:14 2005 [CRITICAL] osapi_sem.c 794: Error! osapiMutexTake called with
NULL pointer: osapi_bsntime.c:927

Thu Aug 4 14:29:14 2005 [CRITICAL] osapi_sem.c 794: Error! osapiMutexTake called with
NULL pointer: osapi_bsntime.c:919

Thu Aug 4 14:29:14 2005 [CRITICAL] hwutils.c 1861: Security Module not found

Thu Aug 4 14:29:13 2005 [CRITICAL] bootos.c 791: Starting code...

show eventlog
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show nac statistics

To display detailed Network Access Control (NAC) information about a Cisco Wireless LAN controller,
use the show nac statistics command.

show nac statistics

show nac statistics 1l

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

nac Network access control.

statistics Detailed statistics.

None.

> show nac statistics

SEIrVETr TNAEX . vttt ittt it e et e et e et e e e e e e e e e e 1
L Y @ T il Y XXX . XXX . XXX . XXX
Number of requests sent. ... .ttt ittt ettt e et et ettt 0
Number of retransmisSSIonS............iiiiiiiiiin it einenenennnnn 0
Number of requests received. .. ... ...ttt ettt et e e eeeean 0
Number of malformed requests received......... ..o iiiiiiinnnnnnn 0
Number of bad auth requests received........... ..., 0
Number of pPending reQUESE S . . o it ittt ittt et e e et e et e e e ettt e e 0
Number of timed OUL regUESELS. ...ttt ettt ettt et ettt e 0
Number of misc dropped request received. ........oou et eennnnnn 0
Number of requests sent. . ...ttt ittt ettt e ettt ettt 0

show nac acl

sho“fnacsununary
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. show nac summary

show nac summary

To display NAC summary information for a Cisco Wireless LAN controller, use the show nac summary

command.

show nac summary

Syntax Description  show

Displays configurations.

nac Network Access Control.
summary Summary information.
Defaults None.
Exanuﬂes > show nac summary

NAC ACL NaINE . ittt ettt ittt ettt ettt e e ett et iaeeeeanns

Index Server Address

1 XXX . XXX . XXX . XXX

Related Commands show nac acl

show nac statistics
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show netuser W

show netuser

This command is used display detailed login information about a specified netuser or displays a
summary information on all network users.

To show the configuration of a particular user in the local user database—show netuser detail
username.

To list all users in the local user database—show netuser summary.

Syntax Description  detail Displays detailed information on the specified network user.
username Specifies a network username (up to 24 alphanumeric characters).
summary Displays summary information on all network users.

Command Default This command has no defaults.

Command History Release Modification
4.1 This command was revised to include detail and summary options.

Exanuﬂes > show netuser summary
Maximum logins allowed for a given user name ........ Unlimited

> show netuser detail johnlO

USEY NaAM . t ot vttt ettt et e et e e e e e e e et e e e et e abc
WLAN TA. o et e et e e e e e e e e e e e e e e e Any
Lifetime. o . e e e e Permanent
A ICYCT @ ale o ) i I oo SN test user

Related Commands  config netuser maxeapuserlogin

show netuser summary
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I show netuser guest-roles

show netuser guest-roles

To display a list of the current QoS roles and their bandwidth parameters, use the show netuser

guest-roles command.

show netuser guest-roles

Syntax Description show Displays parameters.
netuser Local network user.
guest-role QoS role for the guest user.
Command Default This command has no defaults.
Exanuﬂes > show netuser guest-roles
Role Name. ... vttt it iiiiie e Contractor
Average Data Rate.................. 10
Burst Data Rate.................... 10
Average Realtime Rate.............. 100
Burst Realtime Rate................ 100
ROle Name. . i v ittt it ettt et et e eeeeeen Vendor
Average Data Rate.................. unconfigured
Burst Data Rate.................... unconfigured
Average Realtime Rate.............. unconfigured
Burst Realtime Rate................ unconfigured

Related Commands  config netuser maxeapuserlogin

show netuser summary
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show network summary

show network summary

To display the network configuration of the Cisco Wireless LAN controller, use the show network

sunnnaryconnnand

show network summary

Syntax Description show Displays configurations.

network Network configuration.

summary Summary of network configuration.
Defaults None.
Exanuﬂes > show network summary

RF-Network Name
Web Mode
Secure Web Mode

Secure Web Mode Cipher-Option High

Secure Shell (ssh)

IGMP snooping
IGMP timeout
User Idle Timeout
ARP Idle Timeout
Cisco AP Default Master
AP Join Priority
Mgmt Via Wireless Interface
Mgmt Via Dynamic Interface
Bridge MAC filter Config
Bridge Security Mode
Over The Air Provisioning of AP's
Apple Talk
AP Fallback
Web Auth Redirect Ports
Fast SSID Change
802.3 Bridging

Related Commands  config ap priority

config network ap-priority
config network arptimeout
config network bcast-ssid
config network broadcast
config network dsport

config network master-base

mrf
Enable
Enable
Disable
Enable

Disable
Disable
Disabled
60 seconds
300 seconds

300 seconds
Disable
Enabled
Disable
Disable
Enable
EAP
Disable
Disable
Enable
80
Disabled
Disable
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W show network summary

config network mgmt-via-wireless
config network multicast global
config network params

config network rf-mobility-domain
config network secureweb

config network secweb-passwd
config network ssh

config network telnet

config network usertimeout

config network vlan

config network webmode
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show network multicast mgid detail

show network multicast mgid detail

To display all the clients joined to the multicast group in a specific MGID, use the show network
multicast mgid detail command.

show network multicast mgid detail mgid_value

Syntax Description show Displays configurations.
network Network configuration.
mgid_value Number between 550 and 4095.
Defaults None.
Exanqﬂes > show network multicast mgid detail
Mgid v e e 550
Multicast Group Address ............ 239.255.255.250
Vian ... e e e 0
Rx Packet Count .................... 807399588
No of clients ...... ... 1
Client List ...,
Client MAC Expire TIme (mm:ss)

00:13:02:23:82:ad 0:20

Related Commands  show network multicast mgid summary
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Bl show network multicast mgid summary

show network multicast mgid summary

To display all the multicast groups and their corresponding MGIDs, use the show network multicast
mgid summary command.

show network multicast mgid summary

Syntax Description show Displays configurations.
network Network configuration.

Defaults None.

Exanuﬂes > show network multicast mgid summary

Layer2 MGID Mapping:

InterfaceName vlanId MGID
management 0 0
test 0 9
wired 20 8

Layer3 MGID Mapping:

Number of Layer3 MGIDS ........couoeuu.. 1
Group address Vlan MGID
239.255.255.250 0 550

Related Commands  show network multicast mgid detail
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show nmsp notify-interval summary ||

show nmsp notify-interval summary

To display the NMSP configuration settings, use the show nmsp notify-interval summary command.

Syntax Description

Defaults

Examples

Related Commands

This command has no arguments or keywords.

None

>show nmsp notify-interval summary

NMSP Notification Interval Summary

Client
Measurement
RFID
Measurement
Rogue AP
Measurement
Rogue Client
Measurement

interval:

interval:

interval:

interval:

sec

sec

sec

sec

config nmsp notify-interval measurement
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M show nmsp statistics

show nmsp statistics

To display NMSP coutners., use the show nmsp statistics command.

show nmsp statistics {summary | connection all}

Syntax Description show Displays configurations.
nmsp statistics Displays NMSP coutners.
summary Displays common NMSP counters.
connection all Displays all connection-specific counters.
Defaults This command has no defaults.
Examples > show nmsp statistics summary

Related Commands  clear locp statistics
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show nmsp status 1l

show nmsp status

To display the status of active NMSP connections, use the show nmsp status command.

show nmsp status

Syntax Description  This command has no arguments or keywords.

Defaults This command has no defaults.

Examples >show nmsp status
LocServer IP TxEchoResp RxEchoReq TxData RxData
10.19.35.51 34100 34100 6 6

Related Commands clear locp statistics

Cisco Wireless LAN Controller Command Reference, Release 5.1
[ oL-15971-01 .m



M show pmk-cache

show pmk-cache

To display information about the PMK cache, use the show port command.

show pmk-cache {all | MAC}

Syntax Description show Displays configurations.
pmk-cache PMK cache.
all Displays information about all entries in the PMK cache.
MAC Displays information about a single entry in the PMK cache.
Defaults None.
Exanuﬂes > show pmk-cache XX:XX:XX:XX:XX:XX

> show pmk-cache all

PMK Cache
Entry
Station Lifetime VLAN Override IP Override

Related Commands  config pmk-cache delete
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show port W

show port

To display the Cisco Wireless LAN controller port settings on an individual or global basis, use the show
port command.

show port {port | summary}

Syntax Description show Displays configurations.
port Cisco Wireless LAN controller port.
{port | summary } Individual port or all ports.
Defaults None.
Exanuﬂes > show port 1
STP Admin Physical Physical Link Link Mcast
Pr Type Stat Mode Mode Status Status Trap Appliance POE
1 Normal Disa Enable Auto 1000 Full Down Enable Enable N/A

Note  Some WLAN controllers may not have multicast or Power over Ethernet (PoE) listed because they do
not support those features.

> show port summary

STP Admin Physical Physical Link Link Mcast

Pr Type Stat Mode Mode Status Status Trap Appliance POE
1 Normal Forw Enable Auto 1000 Full ©Up Enable Enable N/A
2 Normal Disa Enable Auto 1000 Full Down Enable Enable N/A
3 Normal Disa Enable Auto 1000 Full Down Enable Enable N/A
4 Normal Disa Enable Auto 1000 Full Down Enable Enable N/A

Note Some WLAN controllers may have only one port listed because they have only one physical port.

Related Commands  config ap port
config network dsport
config mirror port
config port adminmode
config port linktrap

config port power
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M show qos queue_length all

show qos queue_length all

To display quality of service (QoS) information (queue length), use the show qos command.

show qos queue_length all

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

qos Quality of Service information.
queue_length all Displays queue lengths.

None.

> show gos queue_length all

Platinum queue length.......... ..., 255
Gold queue length........ ... ... 255
Silver queue length......... .. iiiiiennnnnn. 150
Bronze queue length............ .. .. .. 100
config qos

Show Radius Commands

Use the show radius commands to display RADIUS settings.
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show radius acct statistics

show radius acct statistics

To display the RADIUS accounting server statistics for the Cisco Wireless LAN controller, use the show
radius acct statistics command.

show radius acct statistics

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

radius acct RADIUS accounting server.

statistics Displays RADIUS accounting server statistics.
None.

> show radius acct statistics

Accounting Servers:

SEerVer INAeX. ..ttt ittt ittt ettt ettt e 1

Server AddreSS. ...ttt et e e e 10.1.17.10
Msg ROUNA Trip TiMe. o o vt vttt it et e e et e e eeeeeen 0 (1/100 second)
First ReQUESES. . i ittt ittt e e it e e e et e e eeeeeas 0

Retry ReQUESES. i i ittt e ittt et et et e e e eeeeeeen 0
AcCCoUNting RESPOMSES . « v v vttt ittt et ettt et eee e 0
Malformed Mg S . v v v i ittt ittt ettt e et e ettt 0

Bad Authenticator MSOS. ...ttt eeenneennnnn 0

Pending REQUESETS . v vttt ittt ettt ettt e et e e 0

Timeout ReqUESES. ...ttt ittt ittt e et e eeeenn 0
UnKNOoOWNEYPEe MSOS . v vttt ettt e ettt ettt eeeeeeeeeeeenn 0

[@ 35 o X )« 1= 1 0

show radius auth statistics

show radius summary
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Bl show radius auth statistics

show radius auth statistics

To display the RADIUS authentication server statistics for the Cisco Wireless LAN controller, use the

show radius auth statistics command.

show radius auth statistics

Syntax Description show Displays configurations.

radius auth RADIUS authentication server.

statistics Displays RADIUS authentication server statistics.
Defaults None.
Exanuﬂes > show radius auth statistics

Authentication Servers:
SErVEr INAeX. .ottt i ittt ettt et ettt e
Server AddreSS. ..ttt e e e
Msg Round Trip Time. ... uvitm et ittt e
First ReQUEeSES. . ittt ittt it e e e e et e e e eeeaas
Retry Requests. .. ... .ttt it i
ACCePt RESPONSES . vttt it ittt ittt ettt ittt
ReJECE RESDONSES . v i ittt e e ettt et ettt e e eeeeeeeenn
Challenge ReSPOMSES . v v ittt ittt et ttteeeeeeeeeeenn
Malformed MSgS . @t v v i ittt et ettt e ettt
Bad Authenticator MSOS. ...ttt ittt eineennnnn
Pending ReQUESE S . .t ittt ittt ittt et ittt et e e
Timeout ReQUESES . ot v ittt it ittt et et e eeeeenn
UnKNOWNEYPE MSOS . v vttt ettt ettt ettt teeeeeeeeeeenn
(@] o8 o Ll 5 el o 1=

Related Commands  show radius acct statistics

show radius summary

1.1.1.1

0

(1/100 second)
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show radius rfc3576 statistics W

show radius rfc3576 statistics

To display the RADIUS rfc3576 server statistics for the Cisco Wireless LAN controller, use the show
radius rfc3576 statistics command.

RFC 3576, an extension to the RADIUS protocol, allows dynamic changes to a user session. This
includes support for disconnecting users and changing authorizations applicable to a user session; that
is, it provides support for Disconnect and Change-of-Authorization (CoA) messages. Disconnect
messages cause a user session to be terminated immediately, whereas CoA messages modify session
authorization attributes such as data filters.

show radius rfc3576 statistics

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

radius rfc3576 RADIUS RFC3576 server.

statistics Displays RADIUS RFC-3576 server statistics.
None.

> show radius rfc3576 statistics

RFC-3576 Servers:

SEerver INAeX. ...ttt ittt ittt e 1

Server AddreSS. ..ttt e e e 10.1.17.10
Msg ROUNA Trip TiMe. . v vt vttt it et e et e e e eeeeeen 0 (1/100 second)
First ReQUESES. . i ittt it e it e e e et e e e eeeaas 0

Retry ReQUESES. i i i ittt ittt et et e e e e eeeeeeen 0
AcCCoUNting RESPOMSES . « v vttt ittt et ettt et eee e 0
Malformed MSgS . v v v ittt ittt ettt e et ettt et 0

Bad Authenticator MSgS. . ... tneeenneenennnnns 0

Pending REQUESE S . v vt vttt ittt it ettt et e e e e 0

Timeout ReqUESES. ...ttt it ittt e e e e eeeenn 0

Unknown tyPe MSOS . v v oottt v vttt ettt eeeeneeenennn 0

[@ )5 o T i @) o = 0

show radius auth statistics
show radius summary
show radius rfc3576
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M show radius summary

show radius summary

To display the RADIUS authentication and accounting server summary, use the show radius summary
command.

show radius summary

Syntax Description show Displays configurations.
radius RADIUS authentication server.
summary Server summary.

Defaults None.

Exanuﬂes > show radius summary
Vendor Id Backward Compatibility................. Disabled
Credentials Caching...... .ottt eennnn. Disabled
Call Station Id TyDE. .t i v i ittt it ittt et eeeeeenn IP Address
Administrative Authentication via RADIUS......... Enabled

Authentication Servers

Index Type Server Address Port State Tout RFC-3576 IPSec - AuthMod
e/Phasel/Group/Lifetime/Auth/Encr

Accounting Servers

Index Type Server Address Port State Tout RFC-3576 IPSec - AuthMod
e/Phasel/Group/Lifetime/Auth/Encr

Related Commands  show radius auth statistics

show radius acct statistics

Show RFID Commands

Use the show rfid commands to display rfid settings.
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show rfid client W

show rfid client

Syntax Description

Command Default

To list the RFID tags that are associated to the controller as clients, use the show rfid client command.

show rfid client

This command has no arguments or keywords.

This command has no defaults.

Command History

Examples

Note

Related Commands

Release Modification

4.2 This command was introduced.

When the RFID tag is in client mode, information similar to the following appears:

> show rfid client

Heard
RFID Mac VENDOR Sec Ago Associated AP Chnl Client State
00:14:7e:00:0b:bl Pango 35 AP0019.e75c.fef4d 1 Probing

When the RFID tag is not in client mode, the above fields are blank.

config rfid
show rfid config
show rfid detail

show rfid summary

| oL-15971-01

Cisco Wireless LAN Controller Command Reference, Release 5.1 ]



M show rfid config

show rfid config

Syntax Description

Defaults

This command is used to display the current RFID configuration settings.

show rfid config

This command has no arguments or keywords.

This command has no defaults.

Command History

Examples

Related Commands

Release Modification

4.1 This command was introduced.

> show rfid config

RFID Tag Data COlleCtion ...ttt eeneeenenenennnn Enabled
RFID Tag AULO-TIMEOUL . .t v ittt ittt ettt et ettt e e e e e Enabled
RFID Client Data Collection ..........iuiiuiiennennennnn Disabled
RFID Data TIMEOUL . . v it vttt ittt ittt et et et e e eeeeen 200 seconds
config rfid

show rfid detail

show rfid summary
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show rfid detail

show rfid detail

This command is used to display detailed RFID information for a specified tag.

show rfid detail mac_address

Syntax Description

mac_address Specifies the MAC address of an RFID tag.

Command Default

Examples

Related Commands

This command has no defaults.

> show rfid detail 32:21:3a:51:01:02

REID AddresS S . o v ittt ittt ittt ettt ettt e et eeeeaennn 00:12:08:00:20:52
VENAOT . ittt e e e e e e e e e e e e e e G2

Last Heard. .. v vttt ittt et e e e e e e e e e et 51 seconds ago
Packets Received. .. ...ttt ittt 2

Bytes Received. . ...ttt ittt e e e e eee 324

[ TR =T o N 1V o Y

Content Header

V2 ar = 3 o 0
TR POWEE « i i i ettt e e e e e e e e e e e e e e e e e e 12 dBm
Channel. . ... e e e e e e 1
RET ClasS S . v ittt ittt et e e e e e e e e e e e e 12
Burst Length. ... .ttt e e 1

CCX Payload

Last Sequence Control....... ...t iinnnnnnns 0
Payload length. ... ... .ttt 127
Payload Data Hex Dump

01 09 00 00 00 00 Ob 85 52 52 52 02 07 4b ff ff
7f £f ££f ££f 03 14 00 12 7b 10 48 53 cl £7 51 4b
50 ba 5b 97 27 80 00 67 00 01 03 05 01 42 34 00
00 03 05 02 42 5c 00 00 03 05 03 42 82 00 00 03
05 04 42 96 00 00 03 05 05 00 00 00 55 03 05 06
42 be 00 00 03 02 07 05 03 12 08 10 00 01 02 03
04 05 06 07 08 09 Oa Ob Oc 0d Oe 0Of 03 0d 09 03
08 05 07 a8 02 00 10 00 23 b2 4e 03 02 0Oa 03

Nearby AP Statistics:
lapl242-2(slot 0, chan 1) 50 seconds ag.... -76 dBm
lapl242(slot 0, chan 1) 50 seconds ago..... -65 dBm

config rfid

show rfid config
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W show rfid summary

show rfid summary

This command is used to display detailed RFID information for a specified tag.

Syntax Description

Command Default

show rfid summary

This command has no arguments or keywords.

This command has no defaults.

Command History

Examples

Related Commands

Release Modification

4.1 This command was introduced.

> show rfid summary

Total Number of RFID : 5

RFID ID VENDOR Closest AP RSSI
00:04:£f1:00:00:04 Wherenet ap:1120 -51
00:0c:cc:5c:06:d3 Aerosct ap:1120 -51
00:0c:cc:5c:08:45 Aerosct AP_1130 -54
00:0c:cc:5c:08:4b Aerosct wolverine -54
00:0c:cc:5c:08:52 Aerosct ap:1120 -51
config rfid

show rfid config

show rfid detail

Show Rogue Adhoc Commands

Use the rogue adhoc commands rogue adhoc settings.

858

68
4717
332
699

seconds
seconds
seconds
seconds
seconds

ago
ago
ago
ago
ago
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show rogue adhoc detailed

show rogue adhoc detailed

To show details of an ad-hoc rogue access point detected by the Cisco Wireless LAN controller, use the
show rogue adhoc client detailed command.

show rogue adhoc detailed MAC

Syntax Description show Displays configurations.
rogue adhoc Ad-hoc rogue.
detailed Displays detailed information.
MAC Ad-hoc rogue MAC address.
Defaults None.
Exanuﬂes > show rogue adhoc detailed 02:6l:ce:8e:a8:8c
Adhoc Rogue MAC addresSS . . v v v v e e e et eeeeeeeennnnnn 02:61:ce:8e:a8:8c
AdhoC ROGUE BSSTID. t vttt ittt ettt ettt ettt 02:61:ce:8e:a8:8c
State. v e e Alert
First Time Adhoc Rogue was Reported.............. Tue Dec 11 20:45:45 2007
Last Time Adhoc Rogue was Reported............... Tue Dec 11 20:45:45 2007
Reported By
AP 1
MAC AdAreSS. .t vttt ittt eaeiaeenn 00:14:1b:58:4a:e0
NN e v v v ettt e et e e e e e et et AP0014.1ced.2a60
RAadio TYDC . i ittt ittt e e e e e e e e e 802.11b
SO T D . vttt e e e e e e e e e e e e e rfdk3ap
Channel. ... ...ttt et eeenn 3
RO S T . ittt et e e e e e e e e e e e -56 dBm
SN R . it e e e e e e e e e e e e e 15 dB
ENCrypPLion. « vttt it i e e e e e e e Disabled
ShortPreamble. .. ... ...t Disabled
WPA SUDPDOTE e vttt ettt e et e et e et e eeeeens Disabled
Last reported by this AP............... Tue Dec 11 20:45:45 2007

Related Commands  show rogue adhoc summary
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Bl show rogue adhoc summary

show rogue adhoc summary

To display a summary of the ad-hoc rogue access points detected by the Cisco Wireless LAN controller,
use the show rogue adhoc summary command.

show rogue adhoc summary

Syntax Description ~ show

Displays configurations.

rogue adhoc

Ad-hoc rogue access point.

summary Displays a list of all Adhoc Rogues.
Defaults None.
Exanuﬂes > show rogue adhoc summary
Detect and report Ad-Hoc Networks................ Enabled
Client MAC Address Adhoc BSSID State # APs Last Heard
XX XX XX XX XX XX super Alert 1 Sat Aug 9 21:12:50 2004
XX XX XX 1 XX 1 XX 1 XX Alert 1 Aug 9 21:12:50 2003
XX XX XX 1 XX 1 XX 1 XX Alert 1 Sat Aug 9 21:10:50 2003

Related Commands  show rogue adhoc detailed

Show Rogue AP Commands

Use the rogue ap commands to display rogue access point settings.
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show rogue ap clients

To show details of a rogue access point clients detected by the Cisco Wireless LAN controller, use the
show rogue ap clients command.

show rogue ap clients ap_mac_address

Syntax Description show Displays configurations.
rogue ap Rogue access point.
clients Summary information.
ap_mac_address Rogue access point MAC address.
Defaults None.
Exanuﬂes > show rogue ap clients XX :XX:XX:XX:IXX:XX

MAC Address State # APs Last Heard

00:bb:cd:12:ab:ff Alert 1 Fri Nov 30 11:26:23 2007

Related Commands  show rogue ap summary
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show rogue ap detailed

To show details of a rogue access point detected by the Cisco Wireless LAN controller, use the show

rogue-ap detailed command.

show rogue ap detailed ap_mac_address

Syntax Description show Displays configurations.
rogue ap Rogue access point.
detailed Displays detailed information.
ap_mac_address Rogue access point MAC address.
Defaults None.
Exanuﬂes > show rogue ap detailed XX :XX:XX:XX:XX:XX
ROGUE BSSID . ittt ittt ettt et ettt ettt et eeeeeeeen 00:0b:85:63:d1:94
Is Rogue on Wired NetworK.........ooiuiiuennennnn. No
Classification....... .o inininnnnn.. Unclassified
State . ot e e e e e Alert
First Time Rogue was Reported.................... Fri Nov 30 11:24:56 2007
Last Time Rogue was Reported...............couu... Fri Nov 30 11:24:56 2007
Reported By
AP 1
MAC AdAr eSS . v v v it ittt ettt et e ee et eeaeeenn 00:12:44:bb:25:d0
Name. . .o e e e e e HReap
L2 Lo T N ¥ oY 802.11g
S 1 20 0 edu-eap
Channel. ... ...ttt it eean 6
3 -61 dBm
SN R . o e e e e e e e e e e e e e e e e e e e -1 dB
EnCcryption. .. ...ttt i e e Enabled
ShortPreamble. . ... ... ... Enabled
WPA SUPPOTE e v vt ittt e e et e et e e e et eee e Disabled
Last reported by this AP.............. Fri Nov 30 11:24:56 2007

Related Commands  show rogue ap summary

show rogue ap clients
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show rogue ap summary

To display a summary of the rogue access points detected by the Cisco Wireless LAN controller, use the
show rogue-ap summary command.

show rogue ap summary

show rogue ap summary W

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

rogue ap Rogue access point.

summary Displays a list of all rogue access points.
None.

> show rogue ap summary

Rogue Location Discovery Protocol

Rogue ap timeout

MAC Address

XX
XX
XX:
XX

XX
XX
XX:
XX

XX:
XX
XX:
XX

XX
XX
XX
XX

XX
XX
XX
XX

XX
XX
XX
XX

............... Disabled
................................. 1200

# APs # Clients Last Heard

friendly

malicious
malicious
malicious

show rogue ap detailed

show rogue ap clients

show rogue ap friendly summary

show rogue ap malicious summary

show rogue ap unclassified summary

:57:11 2005
:00:11 2005
:57:11 2005
:57:11 2005
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W show rogue ap friendly summary

show rogue ap friendly summary

To view a list of the friendly rogue access points detected by the controller, use the show rogue-ap

friendly summary command.

show rogue ap friendly summary

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

rogue ap Rogue access point.

friendly Friendly rogue access points

summary Displays a list of all rogue access points.
None.

> show rogue ap friendly summary

Number Of APS. . ...ttt et i ettt 1
MAC Address State # APs # Clients Last Heard
00:0a:b8:7£:08:c0 Internal 1 0 Tue Nov 27 13:52:04 2007

show rogue ap detailed

show rogue ap clients

show rogue ap malicious summary
show rogue ap summary

show rogue ap unclassified summary
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show rogue ap malicious summary

To view a list of the malicious rogue access points detected by the controller, use the show rogue-ap
malicious summary command.

show rogue ap malicious summary

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

rogue ap Rogue access point.

malicious Malicious rogue access points
summary Displays a list of all rogue access points.
None.

> show rogue ap malicious summary

Number of APs
MAC Address

XX:XX:XX:XX:XX:XX Alert
XX:XX:XX:XX:XX:XX Alert

show rogue ap detailed

show rogue ap clients

.................................... 2
State # APs # Clients Last Heard
1 0 Tue Nov 27 13:52:04 2007
1 0 Tue Nov 27 13:52:04 2007

show rogue ap friendly summary

show rogue ap summary

show rogue ap unclassified summary

| oL-15971-01
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show rogue ap unclassified summary

To view a list of the unclassified rogue access points detected by the controller, use the show rogue-ap
unclassified summary command.

show rogue ap unclassified summary

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

rogue ap Rogue access point.

unclassified Unclassified rogue access points
summary Displays a list of all rogue access points.
None.

> show rogue ap unclassified summary

Number Of APS. . ...ttt et i ettt 164
MAC Address State # APs # Clients Last Heard

show rogue ap detailed

show rogue ap clients

show rogue ap friendly summary
show rogue ap malicious summary
show rogue ap summary

show rogue ap unclassified summary

Show Rogue Client Commands

Use the following rogue client commands to display the rogue client settings.
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show rogue client detailed

show rogue client detailed

To show details of a rogue client detected by a Cisco Wireless LAN controller, use the show rogue client
detailed command.

show rogue client detailed MAC

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

rogue client Rogue client.

detailed Provide detailed information for a rogue client.
MAC Rogue client MAC address.

None.

> show rogue client detailed xx:XX:XX:XX:XX:XX

ROGUE BSSTID . ittt ittt e et ettt ettt ettt e eeeeeeeean 00:0b:85:23:ea:dl

State . vt e Alert

First Time Rogue was Reported.................... Mon Dec 3 21:50:36 2007
Last Time Rogue was Reported..............c.ouu... Mon Dec 3 21:50:36 2007
Rogue Client TP addresSsS. . v.uv it e eneenennnnnn Not known

Reported By

AP 1

MAC AdAreSS. .t vttt ittt eaeiaeenn 00:15:¢c7:82:b6:0b0

1) £ 11 AP0016.47b2.31lea

RAadio TYDC . i ittt ittt e e e e e e e e e 802.11a

3 -71 dBm

SN R . i e e e e e e e e e e e e e e e e e e 23 dB

Channel. ... ...ttt i eeenn 149

Last reported by this AP.............. Mon Dec 3 21:50:36 2007

show rogue client summary
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Cisco Wireless LAN Controller Command Reference, Release 5.1 ]
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show rogue client summary

To display a summary of the rogue clients detected by the Cisco Wireless LAN controller, use the show

rogue client summary command.

show rogue client summary

Syntax Description  show

Displays configurations.

rogue client

Rogue client.

summary Displays a list of all rogue clients.

Defaults None.

Exanuﬂes > show rogue client summary
MAC Address State # APs Last Heard
XX XX XX :1XX:XX:XxXx Alert 1 Thu Aug 4 19:00:08 2005
XX XX :1XX:1XX:1XX:XX Alert 1 Thu Aug 4 19:00:08 2005
XX XX :1XX:1XX:XX: XX Alert 1 Thu Aug 4 19:00:08 2005
XX XX XX :1XX:XX:XX Alert 1 Thu Aug 4 19:00:08 2005
XX XX :XX:XX:xXX:XX Alert 1 Thu Aug 4 19:00:08 2005
XX XX :1XX:1XX:XX:XXx Alert 1 Thu Aug 4 19:00:08 2005
XX XX XX :1XX:XX:XxXx Alert 1 Thu Aug 4 19:09:11 2005
XX XX :XX:XX:xXX:XX Alert 1 Thu Aug 4 19:03:11 2005
XX XX :1XX:1XX:XX: XX Alert 1 Thu Aug 4 19:03:11 2005
XX XX XX :1XX:XX:Xx Alert 1 Thu Aug 4 19:09:11 2005
XX XX :XX:1XX:XX:XX Alert 1 Thu Aug 4 18:57:08 2005
XX XX :1XX:1XX:XX:XXx Alert 1 Thu Aug 4 19:12:08 2005

Related Commands  show rogue client detailed
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show rogue ignore-list 1l

show rogue ignore-list

To view a list of rogue access points that are configured to be ignored, use the show rogue ignore-list
command.

show rogue ignore-list

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

rogue ignore-list Rogue access points that are configured to be ignored.
summary Displays a list of all rogue clients.

None.

> show rogue client summary
MAC Address

XX IXX XX 1 XX 1 XX 1 XX

show rogue client detailed

Show Rogue Rule Commands

Use the following rogue rule commands to display the rogue rule settings.
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show rogue rule detailed

To view detailed information for a specific rogue classification rule, use the show rogue rule detailed
command.

show rogue rule detailed rule_name

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

rogue rule Rogue rules.

detailed Shows detailed information on a specific rogue classification rule.
rule_name Rogue rule name.

None.

> show rogue rule detailed Rule2

=l @ s T i 2

Rule Name. . ..ttt it i e e e e e e e et e i e e Rule2
State. o e e Enabled
7o T Malicious
Match Operation. ... .. et in ettt et e Any

3 5 T A @ 6 o A 352
Total Conditions. ......u.iiiiiiiii it eninnnnnnn. 2
Condition 1

L5875 <1t Client-count
Value. oo e e e e 10

Condition 2

L5541 Duration
value (SeCondsS) ... vi ittt et 2000

show rogue rule detailed
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show rogue rule summary

To view the rogue classification rules that are configured on the controller, use the show rogue rule

sunnnaryconnnand.

show rogue rule summary

show rogue rule summary

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.

rogue rule Rogue rules.

summary Displays a list of all rogue rules that are configured on the controller
None.

> show rogue rule summary

Priority Rule Name

1 mtest
2 asdfasdf

Enabled Malicious
Enabled Malicious

show rogue rule detailed

Match Hit Count

| oL-15971-01
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show route summary

To show the routes assigned to the Cisco Wireless LAN controller service port, use the show route
summary command.

show route summary

Syntax Description  show route Command action.
summary Displays all the configured routes.
Defaults None.
Examples > show route summary
Number of Routes.......... ..., 1
Destination Network Genmask Gateway
XXX . XXX . XXX . XXX 255.255.255.0 XXX . XXX . XXX . XXX

Related Commands  config route
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show rules

To show the active internal firewall rules, use the show rules command.

show rules

Syntax Description show rules Displays active internal firewall rules.
Defaults None.
Exanuﬂes > show rules

Rule ID.............: 3

Ref count...........: 0

Precedence..........: 99999999

FlagS...............: 00000001 ( PASS )

Source IP range:
(Local stack)

Destination IP range:
(Local stack)

Rule ID.............: 25

Ref count...........: 0

Precedence..........: 99999999

FlagsS..ooeweennnas 00000001 ( PASS )

Service Info
Service name........: GDB
Protocol............: 6
Source port low.....: O
Source port high....: 0
Dest port low.......: 1000
Dest port high......: 1000

Source IP range:

IP High............: 0.0.0.0
Interface..........: ANY

Destination IP range:
(Local stack)

Related Commands  None.
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Bl show run-config

show run-config

To show a comprehensive view of the current Cisco Wireless LAN controller configuration, use the show
run-config command.

show run-config

Syntax Description show run-config Command action.
Defaults None.
Exanuﬂes > show run-config

Press Enter to continue...

System Inventory

Switch DesCription. ... .ttt ittt e eeeeeen Cisco Controller
Machine Model. ... ...ttt ittt et e i e

Serial NUMDEeT . ...ttt ettt et et ettt e e e FLS0923003B
Burned-in MAC AddresSS. .. v v v tn e XX XX :XX:XX:XX XX
Crypto Accelerator L. .... ..t iiiiitneeiineeennn Absent

Crypto Accelerator 2. . ... ...ttt tenenneennnnn Absent

Power SUPPLY L.ttt e e e e e e Absent

POWeY SUPDPLY 2. ittt ittt et e e e e e e e Present, OK

Press Enter to continue Or <Ctl Z> to abort...

Note  Some WLAN controllers may have no Crypto Accelerator (VPN Termination Module) or Power
Supplies listed because they have no provisions for VPN Termination Modules or Power Supplies.

Related Commands  config route
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show sernial

To show the serial (console) port configuration, use the show serial command.

show serial

Syntax Description show Displays configurations.

serial Displays EIA-232 parameters and serial port inactivity timeout.
Defaults 9600, 8, off, 1, none.
Exanuﬂes > show serial

Serial Port Login Timeout (minutes)......... 45

Baud Rate..... ... 9600

Character Size.........iiiiiinininnnnenenann 8

Flow Control: ... ...ttt Disable

1 oo o 0 = T T o = 1

LT i o VA Vg o Y= A none

Related Commands  config serial baudrate

config serial timeout
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show sessions

To show the console port login timeout and maximum number of simultaneous Command Line Interface
(CLI) sessions, use the show sessions command.

show sessions

Syntax Description show Displays configurations.

sessions Displays CLI session configuration information.
Defaults 5 minutes, 5 sessions.
Examples > show sessions

CLI Login Timeout (minutes)............ 0

Maximum Number of CLI Sessions......... 5

The response indicates that the CLI sessions never time out and that the Cisco Wireless LAN controller
can host up to five simultaneous CLI sessions.

Related Commands  config sessions maxsessions

config sessions timeout
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show services mobility

To view all mobility services active on the controller, use the show services mobility command.

show services mobility {summary | detail {all | ipaddr}}

Syntax Description show Displays configurations.

services mobility Displays mobilty services.

summary Displays summary of mobility services.

detail Displays mobility services in detail.

all Displays details for all connections.

ipaddr Displays details for the specified IP connection.
Defaults None.
Exanuﬂes show services mobility summary

Mobility Services Subscribed:

Server IP Services
10.19.35.218 Client Tracking, Tag Tracking

Cisco Wireless LAN Controller Command Reference, Release 5.1
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show snmpcommunity

To display SNMP community entries, use the show snmpcommunity command.

show snmpcommunity

Syntax Description show Displays configurations.
snmpcommunity Displays SNMP community entries.

Defaults None.

Exanuﬂes > show snmpcommunity
SNMP Community Name Client IP Address Client IP Mask Access Mode Status
public 0.0.0.0 0.0.0.0 Read Only Enable
KKK KKk k% 0.0.0.0 0.0.0.0 Read/Write Enable

Related Commands  config snmp version
config snmp community mode
config snmp community accessmode
config snmp community create
config snmp community delete

config snmp community ipaddr
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show snmptrap

To show the Cisco Wireless LAN controller SNMP trap receivers and their status, use the show
snmptrap command.

show snmptrap

Syntax Description show Displays configurations.
snmptrap SNMP trap receivers.

Defaults None.

Examples > show snmptrap
SNMP Trap Receiver Name IP Address Status
XXX . XXX . XXX . XXX XXX . XXX . XXX . XXX Enable

Related Commands  config snmp version

config snmp trapreceiver
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show snmpv3user

To show the SNMP version 3 configuration, use the show snmpv3user command.

show snmpv3user

Syntax Description show Displays configurations.
snmpv3user SNMP version 3 configuration information.
Defaults None.
Examples > show snmpv3user
SNMP v3 User Name AccessMode Authentication Encryption
default Read/Write HMAC-SHA CFB-AES

Related Commands  config snmp version

config snmp v3user
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show snmpversion

To display which versions of Simple Network Management Protocol (SNMP) are enabled or disabled on
your controller, use the show snmpversion command.

show snmpversion

Syntax Description  show Display settings.

snmpyversion Displays SNMP v1/v2/v3c status (enabled or disabled).
Defaults Enable.
Examples > show snmpversion

SNMP V1 MOA€. .t ittt ittt ettt ettt e ettt e Disable

SNMP V2C MOA . ¢ttt ittt ettt e et ettt e e e e e Enable

SNMP V3 MOAC. .« i ittt ettt et e ettt e ettt e Enable

Related Commands  config snmp version
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M show spanningtree port

show spanningtree port

To show the Cisco Wireless LAN controller spanning tree port configuration, use the show spanningtree
port command.

When the a Cisco 4400 Series wireless LAN controller is configured for port redundancy, spanning tree
protocol must be disabled for all ports on the Cisco 4400 series wireless LAN controller. Spanning tree
protocol can remain enabled on the switch connected to the Cisco 4400 series wireless LAN controller.

show spanningtree port port

Syntax Description show Displays configurations.
spanningtree Spanning tree.
port Displays spanning tree values on a per port basis.
port Physical port number:

e 1 through 4 on Cisco 2100 series wireless LAN controller.
e 1 or 2 on Cisco 4402 series wireless LAN controller.

e 1 through 4 on Cisco 4404 series wireless LAN controller.

Note  Some WLAN controllers do not support the spanning tree function.

Defaults 800C, Disabled, 802.1D, 128, 100, Auto.

Exanuﬂes > show spanningtree port 3
STP POXt ID. ...ttt ittt ittt ittt 800C
STP Port State. .. ...ttt Disabled
STP Port Administrative Mode................ 802.1D
STP POrt Priority......uiiiiiieennneennn. 128
STP Port Path Cost.......... ... ... 100
STP Port Path Cost Mode..................... Auto

Related Commands  config spanningtree port
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show spanningtree switch

To show the Cisco Wireless LAN controller network (DS port) spanning tree configuration, use the show
spanningtree switch command.

show spanningtree switch

Syntax Description show Displays configurations.
spanningtree Spanning tree.
switch Displays spanning tree values on a per switch basis.

Note  Some WLAN controllers do not support the spanning tree function.

Defaults None.
Exanuﬂes > show spanningtree switch
STP Specification........... ... IEEE 802.1D
STP Base MAC AddresSS......uueuweeeenwnnnn. 00:0B:85:02:0D:20
Spanning Tree Algorithm................ Disable
STP Bridge Priority........ueeeuieenenn.. 32768
STP Bridge Max. Age (seconds).......... 20
STP Bridge Hello Time (seconds)........ 2
STP Bridge Forward Delay (seconds)..... 15

Related Commands  config spanningtree switch bridgepriority
config spanningtree switch forwarddelay
config spanningtree switch hellotime
config spanningtree switch maxage

config spanningtree switch mode

Show Statistics Commands

Use the show stats commands to display controller statistics.
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show stats port

To show physical port receive and transmit statistics, use the show stats port command.

show stats port {detailed port | summary port}

Syntax Description

Defaults

Examples

show Displays configurations.

stats Statistics.

port Port.

detailed Displays detailed port statistics.
summary Displays port summary statistics.
port Physical port number:

e 1 through 4 on Cisco 2100 Series wireless LAN controllers.

e 1 or 2 on Cisco 4402 Series wireless LAN controllers.

e 1 through 4 on Cisco 4404 Series wireless LAN controllers.

e 1 on Cisco WLCM Series wireless LAN controllers.

None.

> show stats port summary 1

Packets Received Without Error................. 399958

Packets Received With Error.................... 0

Broadcast Packets Received..................... 8350

Packets Transmitted Without Error.............. 106060

Transmit Packets ErrorsS. .. ... eeuennenn.n 0

Collisions FramesS. ...t e e eeeeeaeannn 0

Time Since Counters Last Cleared............... 2 day 11 hr 16 min 23 sec

> show stats port detailed 1

PACKETS RECEIVED (OCTETS)

Total ByLesS. . ittt et e e et e e et 267799881

64 byte pkts :918281

65-127 byte pkts :354016 128-255 byte pkts :1283092
256-511 byte pkts : 8406 512-1023 byte pkts :3006
1024-1518 byte pkts :1184 1519-1530 byte pkts :0

> 1530 byte pkts :2

PACKETS RECEIVED SUCCESSFULLY
L1 ) = 2567987
Unicast Pkts :2547844 Multicast Pkts:0 Broadcast Pkts:20143

PACKETS RECEIVED WITH MAC ERRORS

Total. ot e e e e e 0
Jabbers :0 Undersize :0 Alignment :0
FCS Errors:0 Overruns :0

RECEIVED PACKETS NOT FORWARDED
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show stats port

RX Pause Frames :0
Unacceptable Frames VLAN Membership

Local Traffic Frames:O0
0

VLAN Viable Discards:0 MulticastTree Viable:O0
0
0

o

ReserveAddr Discards:
CFI Discards Upstream Threshold :0
PACKETS TRANSMITTED (OCTETS)

Total BytesS. ..ttt ittt ittt e e e e e 353831

64 byte pkts :0 65-127 byte pkts :0

128-255 byte pkts :0 256-511 byte pkts :0

512-1023 byte pkts :0 1024-1518 byte pkts :2

1519-1530 byte pkts :0 Max Info :1522

PACKETS TRANSMITTED SUCCESSFULLY

Total. vt e e e 5875

Unicast Pkts :5868 Multicast Pkts:0 Broadcast Pkts:7
TRANSMIT ERRORS

B = R s o o 3 = 0

FCS Error :0 TX Oversized :0 Underrun Error:0
TRANSMIT DISCARDS

Total DisSCardS. ...t nte e inenenenenenn. 0

Single Coll Frames :0 Multiple Coll Frames:O0

Excessive Coll Frame:0 Port Membership :0

VLAN Viable Discards:0

PROTOCOL STATISTICS

BPDUs Received :6 BPDUs Transmitted :0
802.3x RX PauseFrame:0

Time Since Counters Last Cleared............... 2 day 0 hr 39 min 59 sec

Related Commands  config port adminmode
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show stats switch

To show the network (DS port) receive and transmit statistics, use the show stats switch command.

show stats switch {detailed | summary}

Syntax Description show Displays configurations.
stats Statistics.
switch Cisco Wireless LAN controller.
detailed Displays detailed switch statistics.
summary Displays switch summary statistics.

Defaults None.

Exanuﬂes > show stats switch summary
Packets Received Without Error................. 136410
Broadcast Packets Received..................... 18805
Packets Received With Error.................... 0
Packets Transmitted Without Error.............. 78002
Broadcast Packets Transmitted.................. 3340
Transmit Packet EXrorsS.........c.o.euiuiiuennenn.n 2
Address Entries Currently In Use............... 26
VLAN Entries Currently In Us€.........uuueuun.. 1
Time Since Counters Last Cleared............... 2 day 11 hr 22 min 17 sec

> show stats switch detailed

RECEIVE

Ot S .. vt e e 19351718
Total PRES. .ttt i ittt et it et et et et e e e e e e 183468
Unicast PRES. ..ttt ittt ettt e e e 180230
Multicast PRES. ...ttt it e e 3219
Broadcast PKRKES. . ...t i e 19
Pkts Discarded. ... ...ttt 0
TRANSMIT

O S . v it e e 354251
Total PRES. ..ot e e 5882
Unicast PRES. ..ttt e e et e e 5875
Multicast PRES. ...ttt ittt i i ettt 0
Broadcast PKRES. ... e e 7

Pkts Discarded. . ... ..ttt 0

ADDRESS ENTRIES
MoSt EVer UsSed. ...t iiiiitii ittt itieeeeeeneeenn 1
Currently TN USe . ..ttt ittt tie ittt teeeeeeeennn 1

VLAN ENTRIES

MaxiMUIN. . ottt ettt e e e e e e e e e e e e e e e 128
Most Ever Used. . ...ttt ettt eeeeeeeeaneeenn 1
Static In UsSe. ittt ittt e e e e e e e e e e e 1
Dynamic I USE. . v ii ittt ittt et ettt eeeeeeenn 0
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show stats switch

VLANS Deleted. ... .ttt et eiiiieeenn 0
Time Since Ctrs Last Cleared...........cuuuuuen.. 2 day 0 hr 43 min 22 sec

Related Commands  config network dsport
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Bl show switchconfig

show switchconfig

To display parameters that apply to the Cisco Wireless LAN controller, use the show switchconfig
command.

show switchconfig

Syntax Description show Displays configurations.

switchconfig Displays parameters that apply to the Cisco Wireless LAN controller.
Defaults None.
Exanuﬂes > show switchconfig

802.3x Flow Control Mode.........oiuiiuiuninnnnnn Disable

Current LWAPP Transport Mode...........ououeeeeennn. Layer 3

LWAPP Transport Mode after next switch reboot.... Layer 3

Related Commands  config switchconfig flowcontrol

config switchconfig mode
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show sysinfo 1l

show sysinfo

To show high-level Cisco Wireless LAN controller information, use the show sysinfo command.

show sysinfo

Syntax Description show Displays configurations.
sysinfo Cisco Wireless LAN controller information.
Defaults None.
Exanuﬂes > show sysinfo
Manufacturer's Name. ...... .ot mieeeeeneeennn <company name>
Product NamMe. . ... v ittt ittt ittt ee e
ProducCt VersSion.......cuiuiut e eneueuenennnn 1.2.48.0
RTOS VerSion. ...ttt ittt eie e 1.2.48.0
Bootloader Version..........eeueeeenenenennnn. 1.1.11.0
System Name. .« oo vttt ettt ettt ettt e eeeeeen IT2003
System LoCcation. ... .ottt Andrew 1
System Contact......uii ittt Wireless_administrator
System ObJeCtID. v v it ittt e et ettt e 1.3.6.1.4.1.14179
B N e ot T = 172.168.2.36
System Up Time. ..ot v v ittt et ettt e e eeeeeeeenn 2 days 11 hrs 30 mins 1 secs
Configured COUNEEY . ..o v v ittt ittt eeeeeenn United States
Operating Environment. ... ........o.oeeeeenennnn. Commercial (0 to 40 C)
Internal Temp Alarm Limits.............c.o.... 0 to 65 C
Internal TemperatuUre...........ooeeeeueeeennnn +38 C
State of 802.11b Network..................... Enabled
State of 802.1la Network..................... Enabled
Number of WLANS. . ...ttt ittt e 2
3rd Party Access Point Support............... Disabled
Number of Active Clients..............ovuvon.. 1

Related Commands  config ap, config country
config sysname

config wlan
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B show tacacs acct statistics

show tacacs acct statistics

This command is used to display detailed RFID information for a specified tag.

show tacacs acct statistics

Syntax Description  This command has no arguments or keywords.

Command Default This command has no defaults.
Command History Release Modification

4.1 This command was introduced.
Examples > show tacacs acct statistics

Accounting Servers:

SEervVer INAeX. ..t ii ittt ettt ettt e e 1

Server AddreSS. ...ttt e 10.0.0.0
Msg Round Trip Time. .. .. ...ttt enenenennnnnn 0 (1/100 second)
First ReqUEeSES. . i ittt ettt e e et e e e eeeeas 1

Retry ReQUESES. i i i ittt ittt et et e e e e e eeeeeeen 0
AccoUnting RESPOMSE . v vt vttt ittt et ettt et eee e 0
Accounting Request SUCCESS. .t iiiieeeeennnnnnn 0
Accounting Request Failure............oueuuenennon. 0
Malformed MSgS . . v v v ittt e ettt et ettt eeeeeeenn 0

Bad Authenticator MSOS. ...ttt it ieiineennnn 0
Pending REQUESE S . v vttt ittt ettt ettt et e e -1
Timeout ReQUESES. .t vttt ittt et et e e 1
UnKNOWNEYDE MSOS . v vttt et ettt et ettt te e eeeeeeeen 0

[@ 35 o X )« 1= 1R 0

Related Commands  config tacacs

show tacacs summary
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show tacacs athr statistics W

show tacacs athr statistics

This command is used to display TACACS+ server authorization statistics.

show tacacs athr statistics

Syntax Description  This command has no arguments or keywords.

Command Default This command has no defaults.
Command History Release Modification

4.1 This command was introduced.
Examples > show tacacs athr statistics

Authorization Servers:

SEerVer INAeX. .ottt i ittt ettt ettt et 3

Server AddreSS. ..ttt ittt e e 10.0.0.3
Msg Round Trip Time. .. .. ...ttt euenenenennnn 0 (1/100 second)
First ReQUEeSES. . ittt e et e e e et e e e eieaa 0

Retry ReQUESES. i i ittt it ittt et et e e e e e ee e 0
Received RESDONSES . v vt v ittt ittt ettt et e e e 0
Authorization SUCCESS. ...ttt ittt it i 0
Authorization Failure........ ...t enennnnnn 0
Challenge RESPONSES .« vt vttt ittt ettt teeeeeeeenennn 0
Malformed MSgS . v v v i ittt ittt et ettt et et e e 0

Bad Athrenticator MSgS. . ...t teeneeneenenns 0
Pending REQUESETS . v vttt ittt ettt ettt et et e eeee 0
Timeout ReqUESES. ..ttt ittt i ittt e et e eeeenn 0
UnKnowntype MSOS . v v v it ittt ittt et ettt et eeeeeeennn 0

[@ )5 o T i ) o 1= 0

Related Commands  config tacacs

show tacacs summary
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B show tacacs auth statistics

show tacacs auth statistics

This command is used to display TACACS+ server authentication statistics.

show tacacs auth statistics

Syntax Description  This command has no arguments or keywords.

Command Default This command has no defaults.
Command History Release Modification

4.1 This command was introduced.
Examples > show tacacs auth statistics

Authentication Servers:

SEervVer INAeX. ..t ii ittt ettt ettt e e 2
Server AddreSS. ...ttt e 10.0.0.2
Msg RoOUNA Trip TiMe. . oottt ittt e et e e e eeeeeen 0 (msec)
First ReqUEeSES. . i ittt ettt e e et e e e eeeeas 0
Retry ReQUESES. i i i ittt ittt et et e e e e e eeeeeeen 0
ACCEPt RESPDONSES .. & i v ittt ettt ettt et e ettt 0
ReJeCt RESPDONSES . v i ittt it e ettt et ettt et eeeeeeeenn 0
BT Or RSP0 S S e v vttt ittt et ettt ettt ettt aeeeeeeens 0
Restart ReSPONSES. i v it ittt ettt ittt et eeeeeeeenn 0
FOLLOW RESPONS S .ttt ittt et ettt e ettt et tteeeeeeann 0
GetData ReSPONMSES . v v i ittt ittt ettt et e eeeeeeeenn 0
Encrypt no secret ReSPONSES. ... ittt eneennn. 0
Challenge ReSDOMSE S . v v ittt ittt ettt teeeeeeeeeeenn 0
Malformed MSOS . v v vttt ettt ettt e e ettt 0
Bad Authenticator MSgsS. . ...t ennennennenns 0
Pending ReQUESES . .t ittt ittt ittt et ettt e e e 0
Timeout ReQUESES. .t v ittt ittt et et ettt eeeeenn 0
Unknowntype MSOS . v v v ittt ittt it ettt eeeeeeeeennn 0
[@ ] ol o= a5 5 el ) o 1= 0

Related Commands  config tacacs

show tacacs summary
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show tacacs summary

This command is used to display TACACS+ server summary information.

show tacacs summary

Syntax Description  This command has no arguments or keywords.

Command Default This command has no defaults.
Command History Release Modification

4.1 This command was introduced.
Exanuﬂes > show tacacs summary

Authentication Servers

Idx Server Address Port State Tout
> 10002 s Bnabled 30
Accounting Servers

Idx Server Address Port State Tout
Authorization Servers

Idx Server Address Port State Tout

3 10.0.0.3 4 Enabled 2

Related Commands  config tacacs

show tacacs summary
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Bl show tech-support

show tech-support

To show Cisco Wireless LAN controller variables frequently requested by Cisco Technical Assistance
Center (TAC), use the show tech-support command.

show tech-support

Syntax Description

Defaults

Examples

Related Commands

show Displays configurations.
tech-support Displays system resource information.
None.

> show tech-support

Current CPU Load. ... .v ittt ittt eenneeennnnn 0%

System Buffers

Max Free Buffers......... ... .. .. 4608
Free Buffers...... ... .. i, 4604
Buffers In Use.. ...ttt 4

Web Server Resources

Descriptors Allocated. . ......ouiieinnnnnnn 152
Descriptors Used. . ...ttt ittt e 3
Segments Allocated. ...... ... 152
Segments Used. . v vttt ettt eeeeeeean 3

System Resources

Uptdme. . ottt e e e e e 747040 Secs

Total RaAM. ..ttt ittt et ettt ettt ettt eeeeeeeenn 127552 Kbytes

Free RaM. ...ttt ittt ettt et e eeeeeeenn 19540 Kbytes

Shared Ram. . ...ttt ettt 0 Kbytes

Buffer Ram........iiii ittt ettt teeeeeeens 460 Kbytes
None.
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show time

To show the Cisco Wireless LAN controller time and date, use the show time command.

show time

show time
Syntax Description show Displays configurations.
time Cisco Wireless LAN controller time and date.
Defaults None.
Examples > show time

Related Commands

BT 11 Thu Aug 4 19:51:49 2005
Timezone delta. . ...ttt enenenenn. 0:0
Daylight SavingsS. .. ...ttt ittt disabled

NTP Servers
NTP Polling Interval..........ouuiiimuneennnnn 86400

Index NTP Server

config time
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show trapflags

To show the Cisco Wireless LAN controller SNMP trap flags, use the show trapflags command.

show trapflags
Syntax Description show Displays configurations.
trapflags Displays the Cisco Wireless LAN controller SNMP trap flags.
Defaults None.
Examples > show trapflags

Authentication Flag......uui e neneeennnnnns Enable
Link Up/Down Flag. ..ot tn ittt eeeeeeeennnn Enable
Multiple Users Flag. ...t iieieeeeseeeeannns Enable
Spanning Tree Flag. .ottt e ettt eeeeneeeeeennns Enable

Client Related Traps

802.11 Disassociation............... .. Disable
802.11 Deauthenticate...........oiiiinenon. Disable
802.11 Authenticate Failure................... Disable
802.11 Association Failure.................... Disable
Excluded. . . oottt e e e e e Disable

802.11 Security related traps

WEP DeCrypPt ErrOr. ... .. iiiii ittt eieeeennnns Enable
Cisco AP

REGISEE . ittt e i et e e e e e e Enable

InterfacelUp. v v vttt ettt e e e e e e e e Enable

Auto-RF Profiles

T = Enable
NOLSE . ittt e e e e Enable
Interference. ... ...t Enable
[T o= £ Enable

Auto-RF Thresholds

Lo @) 77 T Enable
channel. .. ... ...t i e Enable
[ 5 Y oo = P Enable
AAA
AUth. e e Enable
LSSV = Enable
TOGUEAD « « « e e e et e ettt et e e ettt e Enable
L7291 Enable
foTe) o il e £ =F= 1V =Y Enable

IP Security
esp-auth. ... e e e e e Enable
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Related Commands

esp-replay.....oeiiiea..
invalidSPI..............

suite-neg...............
invalid-cookie..........

config trapflags authentication
config trapflags linkmode
config trapflags multiusers
config trapflags stpmode
config trapflags client
config trapflags ap

config trapflags rrm-profile
config trapflags rrm-params
config trapflags aaa

config trapflags rogueap
config trapflags configsave
config trapflags ipsec

show traplog

show trapflags W

...................... Enable
...................... Enable
...................... Enable

| oL-15971-01
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show traplog

show traplog

To show the Cisco Wireless LAN controller SNMP trap log, use the show traplog command.

show traplog

Displays configurations.

Cisco Wireless LAN controller SNMP trap log.

Syntax Description  show

traplog
Defaults None.
Exanuﬂes > show traplog

Number of Traps Since Last Reset...........
Number of Traps Since Log Last Displayed...

Log System Time

0 Thu Aug 4 19
1 Thu Aug 4 19:
2 Thu Aug 4 19:
3 Thu Aug 4 19:
Would you like to

Related Commands  show trapflags

display more entries?

:14 2005

:14 2005

:14 2005

:14 2005

2447

2447
Trap
Rogue AP 00:0b:85:52:62:fe detected
io MAC 00:0b:85:18:b6:50 Interface
b/g) with RSSI: -78 and SNR: 10
Rogue AP 00:0b:85:52:19:d8 detected
io MAC 00:0b:85:18:b6:50 Interface
b/g) with RSSI: -72 and SNR: 16
Rogue AP 00:0b:85:26:al1:8d detected
io MAC 00:0b:85:18:b6:50 Interface
b/g) with RSSI: -82 and SNR: 6
Rogue AP 00:0b:85:14:b3:4f detected
io MAC 00:0b:85:18:b6:50 Interface
b/g) with RSSI: -56 and SNR: 30

(y/n)

on

no:

on
no

on

no:

on
no

Base Rad
1(802.11

Base Rad

:1(802.11

Base Rad
1(802.11

Base Rad

:1(802.11
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show version

This command is used to display access point’s software information .

show version

Syntax Description  This command has no arguments or keywords.

Defaults This command has no defaults.
Command History Release Modification
4.1 This command was introduced.
Usage Guidelines You can only use this command from the access point console port when not connected to a controller.
Exanuﬂes AP# show version

Cisco IOS Software, C1240 Software (C1240-K9W8-M), Experimental Version

12.3(20060829:081904) [BLD-wnbu_allO_temp_060823.daily 163]
Copyright (c) 1986-2006 by Cisco Systems, Inc.

Compiled Wed 30-Aug-06 03:03 by

ROM: Bootstrap program is C1240 boot loader

BOOTLDR: C1240 Boot Loader (C1240-BOOT-M) Version 12.3(7)JAl, RELEASE SOFTWARE (fcl)

Apl242-2 uptime is 4 minutes
System returned to ROM by power-on

System image file is "flash:/c1240-k9w8-mx.wnbu_alO_temp_060823.20060830d4d/c1240-k9w8-"
cisco AIR-LAP1242AG-A-K9 processor (revision B0) with 24566K/8192K bytes of memory.

Processor board ID FTX0944B00B

PowerPCElvis CPU at 266Mhz, revision number 0x0950
Last reset from power-on

LWAPP image version 4.1.69.0

1 FastEthernet interface

2 802.11 Radio(s)

32K bytes of flash-simulated non-volatile configuration memory.
Base ethernet MAC Address: 00:14:1C:ED:47:14

Part Number : 73-9925-03

PCA Assembly Number : 800-26579-03

PCA Revision Number : A0

PCB Serial Number : FOC09351E0U

Top Assembly Part Number : 800-26804-01

Top Assembly Serial Number : FTX0944B00OB

Top Revision Number : A0

Product/Model Number : AIR-LAP1242AG-A-K9
Configuration register is OxF

Related Commands  None.
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W show watchlist

show watchlist

To display the client watchlist, use the show watchlist command.

show watchlist

Syntax Description  show Command action.

watchlist Displays client watchlist entry.
Defaults None.
Examples > show watchlist

client watchlist state is disabled

Related Commands  config watchlist delete
config watchlist enable
config watchlist disable

config watchlist add
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show wlan

show wlan

To display configuration information for a specified wireless LAN or a foreign access point, or to display

wireless LAN summary information, use the show wlan command.

show wlan [apgroups | summary | wlan_id | foreignAp]

Syntax Description

Defaults

Examples

show Displays configurations.

wlan Wireless LAN.

apgroups Displays access point group information.

summary Displays a summary of all wireless LANs.

wlan_id Wireless LAN identifier from 1 to 16.

foreignAp Displays the configuration for support of foreign access points.
None.

> show wlan 1

WLAN Identifier...... ... ..t iiiiiiiieinnnnnnn 1
Profile NamMe. ...ttt ettt ettt et e e e e e e e e wlan
Network Name (SSID) .. vt i i ittt eeeeeeeeeeeenn wlan
SEaLUS . o it e e Enabled
MAC FilEering. @ oo e ittt ittt e e et e e e e eeeeean Disabled
Broadcast SSID. ..ttt ittt Enabled
AAA Policy OVerride. ... ii ittt ittt et Disabled

Network Admission Control

NAC-State. . oot e e e Enabled

Quarantine VLAN. . . vttt ittt et e et ettt 110
Number of Active Clients..............iiionn... 0
Exclusionlist Timeout............ioiiiiniinnenan. 60 seconds
Session TiIMeOoUL . ...ttt ittt et et et e e e 1800 seconds
Webauth DHCP excluSion..........c.ouiuiuiiuennennon. Disabled
Interface. .o e e management
WLAN ACLi. & vttt ettt e e e ettt e et et e e e e ettt e e unconfigured
DHCP SOIVeL . ottt ittt ettt e e ettt et e ettt eeee e Default
DHCP Address Assignment Required................. Disabled
Quality of Service...... ..ttt Silver (best effort)
N Allowed
CCX - AilronetIe SUPPOTL . . tv it n et Enabled
CCX - Gratuitous ProbeResponse (GPR) ............. Disabled
CCX - Diagnostics Channel Capability............. Disabled
Dotll-Phone Mode (7920) . v v vttt ittt eeeeeeeeennn Disabled
Wired ProtoCol. ... .ttt ittt e e None
TPVE SUDPDOT e v ittt it e et e e et e ettt et ettt e Disabled
Peer-to-Peer Blocking Action...............ocuu... Disabled
Radio POliCY .t ittt it e e e et e e e e e e All
DTIM period for 802.l1la radio.........uvuuuenunnn. 1
DTIM period for 802.11b radio........uuvvuununun.. 1
Local EAP Authentication................... ... Disabled
Security

802.11 Authentication:..........c.iiuiiiinnn.. Open System

SLALIC WEP KeY S . it ittt ettt ettt ettt eeeeeeeeennn Disabled

| oL-15971-01
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W showwlan

Related Commands

<10 2 -G Disabled
Wi-Fi Protected Access (WPA/WPA2) ............. Enabled
WPA (SSN TIE) ¢ttt ittt e ee ettt e e et eeeeaeeenn Disabled
WPA2 (RSN IE) ittt ittt ittt ettt et eeeeeeeenn Enabled
TKIP Cipher. ..ttt ettt et et eeeeenn Disabled
AES Cipher. ...ttt e et et e e e e i Enabled
Auth Key Managent
B02 . 1. it e e e Enabled
POt ittt e e e e e Disabled
{034 Disabled
FT(802.101T) o vttt e it et et et et et et eeee e Disabled
FT-PSK(802.11r) v ittt ittt ieeeennn Disabled
FT Reassociation Timeout...........iiuiiuennenn.. 20
FT Over-The-Air mode. ... ...ttt nnnenenennn. Enabled
FT Over-The-DS MOde. ...t i ittt ittt iiiiia e Enabled
CRI P ittt e e e e e e e e e e e e e e e Disabled
TP SECUTIEY e i ittt e e et e e e e e et e e e Disabled
IP Security Passthru.............c.ciiuiieienn.. Disabled
Web Based Authentication...................... Disabled
Web-Passthrough. .. ....... i, Disabled
Conditional Web Redirect................ooo... Disabled
Splash-Page Web Redirect.......... ... Disabled
AULO ANChOT . . it e e e Disabled
Cranite Passthru...........c.iiiiinennnnn. Disabled
Fortress Passthru............ ... .. ... Disabled
H-REAP Local Switching...........uiuiiiiiieenn. Disabled
Infrastructure MFP protection................. Enabled (Global Infrastructu
MFP Disabled)
Client MEP. ittt it ettt e et e et e e ettt e e Optional
Tkip MIC Countermeasure Hold-down Timer....... 60

Mobility Anchor List
WLAN ID IP Address Status

> show wlan summary

Number Of WLANS. . .ttt ittt e et e e et e et et eeeeen 2
WLAN ID WLAN Profile Name / SSID Status Interface Name
1 test / test Disabled management

> show wlan foreignap

Foreign AP support is not enabled.

config wlan create

Show WPS Commands

Use the show wps commands to display Wireless Protection System (WPS) settings.
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showwps W

show wps

To display the Wireless Protection System configuration on the controller, use the show wps command.

show wps {ap-authentication summary | signature summary | summary}

Syntax Description  show Command action.
wps Display WPS configuration.
ap-authentication summary  Display AP neighbor WPS authentication.
signature summary Display the WPS signature summary.
summary Display the WPS summary.

Defaults None.

Exanuﬂes > show wps ap-authentication summary

AP neighbor authentication is <disabled>.

Authentication alarm threshold is 1.
RF-Network Name: <B1>

> show wps signature summary

SI1gNALUTE =T . v ittt et et e e e e e e e e 1

PrecCedenCe. v v vttt it e e e e e e 1

Signature Name. . ..o v i ittt ettt et ettt e e eeeeeen Bcast deauth

Y5 0T Standard

FramelyDe . ¢ ittt e e e e e e e e e management

State. o e e enabled

2N o s report

oY o e o Y per Signature and Mac
SigNature FreQUENCY .« v v v ittt ettt et ettt e e eeeeean 50 pkts/interval
Signature MaC FreQUENCY . .« v v vttt e enneeeeenneeenn 30 pkts/interval
Interval. . ... e e e 1 sec

QUIEE oM. v ittt ettt e e e e et e e e e et e e e 300 sec

B ISTST o ke I o} ol s Broadcast Deauthentication Frame
Patterns:

0:0x00c0:0x03£ff
4:0x01:0x01

SIgNALUTE =TI . i ittt et e et e e e e e e e e e 1

PreCedenCe. v o v vttt it e e e e e e e 2

Signature Name. . . v v v ittt it ettt et e et et e eeeeeenn NULL probe resp 1
155 o7 Standard

FramelyDe . ¢ ittt e e e e e e e e e e e e management

S = enabled

2N o s report

L= Y e e 1 o T S per Signature and Mac
Signature FreQUENCY « v v v v vt e ittt et e e e et eeeeenenn 50 pkts/interval
Signature MaC FreQUeNCY .« .« v v v vttt nmmteeeeenneeenn 30
pkts/intervallInterval. ... ...ttt et e e e e 1 sec
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M showwps

QUi TimMe. . ittt et e e e e e e e e e e e 300 sec

A ICYCT o ale o ) i I oo PSS NULL Probe Response - Zero length SSID
element

Patterns:

0:0x0050:0x03ff
36:0x0000:0xffff

> show wps summary

Client Exclusion Policy

Excessive 802.ll-association failures.......... Enabled
Excessive 802.l1l-authentication failures....... Enabled
Excessive 802.1lx-authentication................ Enabled
Network access control failure................. Enabled
IP-theft. .. . e Enabled
Excessive Web authentication failure........... Enabled

Trusted AP Policy

Mis-configured AP ACLiON. ... ..ttt enennnn. Alarm Only
Enforced encryption poliCy.......oueiuenenenn. none
Enforced preamble poliCy...... oo iiiinnnnnn none
Enforced radio type policCy. ... none
Validate SSID. ..t it tm ettt ittt Disabled

Alert if Trusted AP is missing................. Disabled

Trusted AP timeout..........ciiiiiinnnennnn 120

Untrusted AP Policy

Rogue Location Discovery Protocol.............. Disabled
RLDP ACEIOM . vttt it e ettt et e e e e e et et e e e Alarm Only
Rogue APs
Automatically contain rogues advertising .... Alarm Only
Detect Ad-Hoc Networks...........c.uiiiienn.. Alarm Only
Rogue Clients
Validate rogue clients against AAA........... Disabled
Detect trusted clients on rogue APS.......... Alarm Only
Rogue AP timeout...... .ottt ittt et 1200

Signature Policy
Signature ProCeSSINng. ...t etieeeeennneeenenn Enabled

Related Commands  show wps ap-authentication
show wps cids-sensor detail
show wps cids-sensor summary
show wps mfp
show wps shun-list
show wps signature events {standard | custom}
show wps signature events summary
show wps signature summary
show wps summary
config wps ap-authentication
config wps cids-sensor
config wps mfp
config wps rogue-ap
config wps shun-list
config wps signature
config wps signature frequency
config wps signature interval
config wps signature mac-frequency

w
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showwps W

config wps signature quiet-time
config wps signature reset
debug wps
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M show wps ap-authentication

show wps ap-authentication

To display the access point neighbor authentication configuration on the controller, use the show wps
ap-authentication command.

show wps ap-authentication summary

Syntax Description ~ show Command action.
wps Displays WPS configuration.
ap-authentication AP neighbor authentication config
summary Displays the WPS summary.

Defaults None.

Exanuﬂes > show wps ap-authentication summary

AP neighbor authentication is <disabled>.

Authentication alarm threshold is 1.
RF-Network Name: <Bl>

Related Commands  show wps
show wps cids-sensor detail
show wps cids-sensor summary
show wps summary
config wps ap-authentication
config wps cids-sensor
config wps rogue-ap
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show wps cids-sensor detail

show wps cids-sensor detail

To display detailed information on a specified WPS IDS sensor, use the show wps cids-sensor detail
command.

show wps cids-sensor detail index

Syntax Description index Specifies the IDS sensor index value.
Command History Release Modification
4.1 This command was introduced.

Examples

Related Commands

> show wps cids-sensor detail 1

B N e ot T = 10.0.0.51

0 443

Query Interval. ... ...ttt e e 60

L == 0 =T L Sensor_userl

Cert FINgerpPrint. ...ttt ittt et eeeeeeenn SHAl: 00:00:00:00:00:00:00:00:
00:00:00:00:00:00:00:00:00:00:00:00

QUETY SEALE. it ittt it i e e e e e Disabled

Last Query Result...... ...t iiiniiennnnn. Unknown

Number of Queries Sent.........iiiiieeeeennnnnnn 0

show wps

show wps ap-authentication
show wps cids-sensor summary
show wps summary

config wps ap-authentication
config wps cids-sensor

| oL-15971-01
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M show wps cids-sensor summary

show wps cids-sensor summary

To display IDS sensor summary information, use the show wps cids-sensor summary command.

Syntax Description

show wps cids-sensor summary

This command has no arguments or keywords.

Command History

Examples

Related Commands

Release Modification

4.1 This command was introduced.

> show wps summary

Configured IDS Sensors

Index Server Address Port State
1 10.0.0.51 443 Disabled
show wps

show wps ap-authentication
show wps cids-sensor detail
show wps summary

config wps ap-authentication
config wps cids-sensor

Intvl

Last Query

Unknown
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show wps mfp

To display Management Frame Protection (MFP) information, use the show wps mfp command.

show wps mfp {summary | statistics}

Syntax Description ~ show Command action.
wps Displays WPS configuration.
mfp Displays Management Frame Protection information.
summary Displays MFP configuration and status.
statistics Displays MFP statistics.
Exanuﬂes > show wps mfp summary
Global Infrastructure MFP state.................. DISABLED (*all infrastructure
settings are overridden)
Controller Time Source Valid..................... False
WLAN Infra. Client
WLAN ID WLAN Name Status Protection Protection
1 homeap Disabled *Enabled Optional but inactive (WPA2 not configured)
2 7921 Enabled *Enabled Optional but inactive (WPA2 not configured)
3 openl Enabled *Enabled Optional but inactive (WPA2 not configured)
4 7920 Enabled *Enabled Optional but inactive (WPA2 not configured)
Infra. Operational --Infra. Capability--
AP Name Validation Radio State Protection Validation
AP1252AG-EW *Enabled b/g Down Full Full
a Down Full Full

>show wps mfp statistics

BSSID Radio Validator AP Last Source Addr Found Error Type Count Frame Types

no errors

Related Commands  show wps ap-authentication
show wps cids-sensor detail
show wps cids-sensor summary
show wps summary
config wps ap-authentication
config wps cids-sensor
config wps rogue-ap
config wps mfp
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M show wps shun-list

show wps shun-list

To display IDS sensor shun list, use the show wps shun-list command.

show wps shun-list

Syntax Description  This command has no arguments or keywords

Defaults None

Examples > show wps shun-list

Related Commands  config wps shun-list
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show wps signature events {standard | custom} [ |

show wps signature events {standard | custom}

To display more information on the attacks detected by a particular standard or custom signature, use the
show wps signature events summary command.

show wps signature events {standard | custom} precedence# summary

show wps signature events {standard | custom} precedence# detailed per-signature source_mac

show wps signature events {standard | custom} precedence# detailed per-mac source_mac

Syntax Description

Examples

Related Commands

standard | custom Specifies the type of IDS signature to display.

precedence# Specifies the signature precedence identification.

summary Displays tracking signature summary information.

detailed Displays tracking source MAC address detail information.
per-signature Displays MAC address tracking information per signature source.
source_mac Specifies the MAC address of the source.

per-mac Displays MAC address tracking information per MAC address source.

To display information on the attacks detected by standard signature 1, use this command:

> show wps signature events standard 1 summary

Source MAC Addr Track Method

00:a0:£8:58:60:dd Per Signature

00:a0:£8:58:60:dd Per Mac

config wps signature

config wps signature frequency
config wps signature interval

config wps signature mac-frequency
config wps signature quiet-time
config wps signature reset

show wps signature events summary
show wps signature summary

show wps summary

................ Bcast deauth
................ Standard

Frequency # APs Last Heard

50 1 Wed Oct 25 15:03:05 2006
30 1 Wed Oct 25 15:02:53 2006

| oL-15971-01
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show wps signature events summary

To see the number of attacks detected by the enabled signatures, use the show wps signature events
summary command.

show wps signature events summary

Syntax Description  This command has no arguments or keywords.

Exanuﬂes > show wps signature events summary
Precedence Signature Name Type # Events
1 Bcast deauth Standard 2
2 NULL probe resp 1 Standard 1

Related Commands  config wps signature
config wps signature frequency
config wps signature interval
config wps signature mac-frequency
config wps signature quiet-time
config wps signature reset
show wps signature events {standard | custom}
show wps signature summary
show wps summary
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show wps signature summary

show wps signature summary ||

To see individual summaries of all of the standard and custom signatures installed on the controller, use
the show wps signature summary command.

show wps signature summary

Syntax Description

Exanuﬂes > show wps signature summary

Signature-ID.......uiiieennnnnnn
Precedence. . ......c.uiiiueeunnnnn.

TracKing. v oottt et ee e
Signature Frequency..............
Signature Mac Frequency..........
Interval...... ...,
Quiet Time. ... ..ttt
Description. ... ..o

Patterns:

This command has no arguments or keywords.

Bcast deauth

standard

management

enabled

report

per Signature and Mac
50 pkts/interval

30 pkts/interval

1 sec

300 sec

Broadcast Deauthentication Frame

0 (Header) : 0x00c0:0x00£f£
4 (Header) : 0x01:0x01

Related Commands  config wps signature

config wps signature frequency
config wps signature interval

config wps signature mac-frequency
config wps signature quiet-time
config wps signature reset

show wps signature events {standard | custom}

show wps signature events summary
show wps summary

| oL-15971-01
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show wps summary

To display WPS summary information, use the show wps summary command.

show wps summary

Syntax Description  This command has no arguments or keywords.

Exanuﬂes > show wps summary

Client Exclusion Policy

Excessive 802.l1l-association failures.......... Enabled
Excessive 802.l1l-authentication failures....... Enabled
Excessive 802.1lx-authentication................ Enabled
IP-theft. .. e e e Enabled
Excessive Web authentication failure........... Enabled

Trusted AP Policy

Management Frame Protection.................... Disabled
Mis-configured AP ACEIiON. .. u ittt eeennnn. Alarm Only
Enforced encryption policy.......ouiiiieo.n. none
Enforced preamble policCy......ouiiiinennnnn. none
Enforced radio type policy. ... none
Validate SSID. . ..ttt ittt et e e e e Disabled
Alert i1f Trusted AP iS MISSINg. .t v ennennnnn. Disabled
Trusted AP timeout......... ..., 120

Untrusted AP Policy

Rogue Location Discovery Protocol.............. Disabled
RLDP ACEIOM . vttt it e et e e et e e et e et et e et Alarm Only
Rogue APs
Rogues AP advertising my SSID.........ooueu.o.. Alarm Only
Detect and report Ad-Hoc Networks............ Enabled
Rogue Clients
Validate rogue clients against AAA........... Enabled
Detect trusted clients on rogue APS.......... Alarm Only
Rogue AP timeout....... .ttt 1300

Signature Policy
Signature ProCesSSing. ... ...t eeennneennenn Enabled

Related Commands  config wps signature
config wps signature frequency
config wps signature interval
config wps signature mac-frequency
config wps signature quiet-time
config wps signature reset
show wps signature events {standard | custom}
show wps signature events summary
show wps signature summary
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Configuring Controller Settings

Use the config commands to configure Cisco Wireless LAN controller options and settings.

Config 802.11x Commands

Use the config 802.11x commands to configure settings for an 802.11a, 802.11b, or other supported
802.11 network.

config {802.11a | 802.11b} 11nsupport

To enable 802.11n support on the network, use the config {802.11a | 802.11b} 11nsupport command.

config {802.11a | 802.11b} 11nsupport {enable | disable}

Syntax Description config Configure parameters.
802.11a 802.11a Cisco radio.
802.11b 802.11b Cisco radio.
11nsupport Support for 802.11n devices.
enable Enable support.
disable Disable support.

Defaults None.

Examples > config 802.1la llnsupport enable

Related Commands  config {802.11a | 802.11b} 11nsupport mcs tx
config {802.11a | 802.11b} 11nsupport a-mpdu tx priority
config 802.11a disable network
config 802.11a disable
config 802.11a channel ap
config 802.11a txpower ap
config 802.11a chan_width
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B config{802.11a | 802.11b} 11nsupport a-mpdu tx priority

config {802.11a | 802.11b} 11nsupport a-mpdu tx priority

To specify the aggregation method used for 802.11n packets, use the config {802.11a | 8§02.11b}
11nsupport a-mpdu tx priority command.

config {8§02.11a | 802.11b} 11nsupport a-mpdu tx priority {0-7 | all} {enable | disable}

~

Note  Aggregation is the process of grouping packet data frames together rather than transmitting them
separately. Two aggregation methods are available: Aggregated MAC Protocol Data Unit
(A-MPDU) and Aggregated MAC Service Data Unit (A-MSDU). A-MPDU is performed in the

software whereas A-MSDU is performed in the hardware.

Syntax Description

Defaults

Examples

Related Commands

config Configure parameters.
802.11a 802.11a Cisco radio.
802.11b 802.11b Cisco radio.
11nsupport Support for 802.11n devices.

a-mpdu tx priority

Aggregated MAC Protocol Data Unit priority levels assigned per traffic
type:

Note

1—Background
2—Spare

0—Best effort
3—Excellent effort
4—Controlled load

5—Video, less than 100-ms latency and jitter
6—Voice, less than 10-ms latency and jitter
7—Network control

all—Configure all of the priority levels at once.

Configure the priority levels to match the aggregation method used

by the clients.

enable

The traffic associated with the priority level uses A-MPDU transmission.

disable

The traffic associated with the priority level uses A-MSDU transmission.

All priorities, except 5 and 6, are enabled by default. Priorities 5 and 6 are disabled by default.

> config 802.1la llnsupport a-mpdu tx priority all enable

config {802.11a | 802.11b} 11nsupport mcs tx
config 802.11a disable network
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config {802.11a | 802.11b} 11nsupport a-mpdu tx priority

config 802.11a disable
config 802.11a channel ap
config 802.11a txpower ap
config 802.11a chan_width
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[ | config {802.11a | 802.11b} 11nsupport antenna

config {802.11a | 802.11b} 11nsupport antenna

To use of specific antennas for a particular access point, enter this command:

config {802.11a | 802.11b} 11nsupport antenna {tx | rx} Cisco_AP {A | B | C} {enable | disable}

Syntax Description config Configure parameters.
802.11a 802.11a Cisco radio.
802.11b 802.11b Cisco radio.
11nsupport antenna Support for 802.11n devices.
tx Enable the antenna to transmit.
rx Enable the antenna to receive.
Cisco_AP Specify the access point.
AIBIC The antenna ports. A is the right antenna port, B is the left antenna port, and

C is the center antenna port.

enable Enable support.
disable Disable support.

Defaults None.

Examples config 802.l1la llnsupport antenna tx APl C enable

Related Commands  config {802.11a | 802.11b} 11nsupport mcs tx
config 802.11a disable network
config 802.11a disable
config 802.11a channel ap
config 802.11a txpower ap
config 802.11a chan_width
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config {802.11a | 802.11b} 11nsupport mcs tx

config {802.11a | 802.11b} 11nsupport mes tx [ |

To specify the modulation and coding scheme (MCS) rates at which data can be transmitted between the
access point and the client, use the config {802.11a | 802.11b} 11nsupport mcs tx command.

config {802.11a | 802.11b} 11nsupport mcs tx {0-15} {enable | disable}

Syntax Description

Defaults

Examples

Related Commands

config Configure parameters.

802.11a 802.11a Cisco radio.

802.11b 802.11b Cisco radio.

11nsupport Support for 802.11n devices.

mcs tx Modulation and coding scheme data rates:

0 (7 Mbps)

1 (14 Mbps)

2 (21 Mbps)

3 (29 Mbps)

4 (43 Mbps)

5 (58 Mbps)

6 (65 Mbps)

7 (72 Mbps)

8 (14 Mbps)

9 (29 Mbps)
10 (43 Mbps)
11 (58 Mbps)
12 (87 Mbps)
13 (116 Mbps)
14 (130 Mbps)
15 (144 Mbps)

enable Enable support.
disable Disable support.
None.

> config 802.1la llnsupport mcs tx 5 enable

config {802.11a |1 802.11b} 11nsupport

config wlan wmm required

| oL-15971-01
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[ | config {802.11a | 802.11b} 11nsupport mes tx

config {802.11a | 802.11b} 11nsupport a-mpdu tx priority
config 802.11a disable network

config 802.11a disable

config 802.11a channel ap

config 802.11a txpower ap

config 802.11a chan_width
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config {802.11a | 802.11b} cac video acm

To enable or disable video Call Admission Control (CAC) for the 802.11a or 802.11b/g network, use the
config {802.11a | 802.11b} cac video acm command.

config {802.11a | 802.11b} cac video acm {enable | disable}

Syntax Description config Configure parameters.
802.11a | 802.11b 802.11a or 802.11b Cisco radio.
cac Call Admission Control parameters.
video Video traffic parameters.
acm Admission control.
enable | disable Enable or disable video CAC.
Defaults Disabled.

Usage Guidelines Call Admission Control (CAC) commands require that the WLAN you are planning to modify is
configured for Wi-Fi Multimedia (WMM) protocol and the quality of service (QoS) level be set to
Platinum.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:
e Disable all WLANs with WMM enabled: config wlan disable wian_id
¢ Disable the radio network you wish to configure: config {802.11a | 802.11b} disable network
e Save the new configuration: save config

¢ Enable voice or video CAC for the network you wish to configure:
config {802.11a | 802.11b} cac voice acm enable, or
config {802.11a | 802.11b} cac video acm enable

For complete instructions, refer to the “Configuring Voice and Video Parameters” section in the
“Configuring Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide
for your release.

Examples > config 802.1la cac video acm enable
> config 802.11b cac video acm disable

Related Commands config {802.11a | 802.11b} cac video max-bandwidth
config {802.11a | 802.11b} cac video roam-bandwidth
config {802.11a | 802.11b} cac video tspec-inactivity-timeout
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[ | config {802.11a | 802.11b} cac video max-bandwidth

config {802.11a | 802.11b} cac video max-bandwidth

To set the percentage of the maximum bandwidth allocated to clients for video applications on the
802.11a or 802.11b/g network, use the config {802.11a | 802.11b} cac video max-bandwidth
command.

config {802.11a | 802.11b} cac video max-bandwidth bandwidth

Syntax Description

Defaults

Usage Guidelines

Examples

config Configure parameters.

802.11a | 802.11b 802.11a or 802.11b Cisco radio.

cac Call Admission Control parameters.

video Video traffic parameters.

max-bandwidth Specify the percentage of the maximum allocated bandwidth for video
applications on the selected radio band.

bandwidth A bandwidth percentage value from 0-100%.

0%

The maximum radio frequency (RF) bandwidth cannot exceed 100% for voice + video. Once the client
reaches the value specified, the access point rejects new calls on this network.

S

Note  If this parameter is set to zero (0), the controller assumes that the operator does not want to
allocate any bandwidth and therefore allows all bandwidth requests.

Call Admission Control (CAC) commands require that the WLAN you are planning to modify is
configured for Wi-Fi Multimedia (WMM) protocol and the quality of service (QoS) level be set to
Platinum.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

e Disable all WLANs with WMM enabled: config wlan disable wian_id
¢ Disable the radio network you wish to configure: config {802.11a | 802.11b} disable network
¢ Save the new configuration: save config

e Enable voice or video CAC for the network you wish to configure:
config {802.11a | 802.11b} cac voice acm enable, or
config {802.11a [ 802.11b} cac video acm enable

For complete instructions, refer to the “Configuring Voice and Video Parameters” section in the
“Configuring Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide
for your release.

> config 802.1la cac video max-bandwidth 50
> config 802.11b cac video max-bandwidth 75
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config {802.11a | 802.11b} cac video max-bandwidth [ |

Related Commands  config {802.11a | 802.11b} cac video acm
config {802.11a | 802.11b} cac video roam-bandwidth
config {802.11a | 802.11b} cac video tspec-inactivity-timeout
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[ | config {802.11a | 802.11b} cac video roam-bandwidth

config {802.11a | 802.11b} cac video roam-bandwidth

To configure the percentage of the maximum allocated bandwidth reserved for roaming video clients on
the 802.11a or 802.11b/g network, use the config {802.11a | 802.11b} cac video roam-bandwidth
command.

config {802.11a | 802.11b} cac video roam-bandwidth bandwidth

Syntax Description config Configure parameters.
802.11a | 802.11b 802.11a or 802.11b Cisco radio.
cac Call Admission Control parameters.
video Video traffic parameters.
roam-bandwidth Specify the percentage of the maximum allocated bandwidth reserved for
roaming video clients on the selected radio band.
bandwidth A bandwidth percentage value from 0 to 25%.
Defaults 0%
Usage Guidelines The controller reserves the specified bandwidth from the maximum allocated bandwidth for roaming

video clients.

S

Note  If this parameter is set to zero (0), the controller assumes that the operator does not want to do
any bandwidth allocation and, therefore, allows all bandwidth requests.

Call Admission Control (CAC) commands require that the WLAN you are planning to modify is
configured for Wi-Fi Multimedia (WMM) protocol and the quality of service (QoS) level be set to
Platinum.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

e Disable all WLANs with WMM enabled: config wlan disable wian_id
¢ Disable the radio network you wish to configure: config {802.11a | 802.11b} disable network
¢ Save the new configuration: save config

e Enable voice or video CAC for the network you wish to configure:
config {802.11a | 802.11b} cac voice acm enable, or
config {802.11a [ 802.11b} cac video acm enable

For complete instructions, refer to the “Configuring Voice and Video Parameters” section in the
“Configuring Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide
for your release.

Examples > config 802.l1la cac video roam-bandwidth 10
> config 802.11b cac video roam-bandwidth 0
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config {802.11a | 802.11b} cac video roam-bandwidth [ |

Related Commands  config {802.11a | 802.11b} cac video acm
config {802.11a | 802.11b} cac video max-bandwidth
config {802.11a | 802.11b} cac video tspec-inactivity-timeout
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config {802.11a | 802.11b} cac video tspec-inactivity-timeout

To process or ignore the WMM traffic specifications (TSPEC) inactivity timeout received from an access
point, use the config {802.11a | 802.11b} cac video tspec-inactivity-timeout command.

config {802.11a | 802.11b} cac video tspec-inactivity-timeout {enable | ignore}

Syntax Description

Defaults

Usage Guidelines

Examples

Related Commands

config Configure parameters.

802.11a 1 802.11b 802.11a or 802.11b Cisco radio.
cac Call Admission Control parameters.
video Video traffic parameters.

tspec-inactivity-timeout  Specify the response to TSPEC inactivity timeout messages received
from an access point.

enable | ignore Process or ignore the TSPEC inactivity timeout messages.

Disabled (ignore).

Call Admission Control (CAC) commands require that the WLAN you are planning to modify is
configured for Wi-Fi Multimedia (WMM) protocol and the quality of service (QoS) level be set to
Platinum.

Before you can configure CAC parameters on a network, you must complete the following prerequisites:

e Disable all WLANs with WMM enabled: config wlan disable wlan_id
¢ Disable the radio network you wish to configure: config {802.11a | 802.11b} disable network
e Save the new configuration: save config

¢ Enable voice or video CAC for the network you wish to configure:
config {802.11a | 802.11b} cac voice acm enable, or
config {802.11a | 802.11b} cac video acm enable

For complete instructions, refer to the “Configuring Voice and Video Parameters” section in the
“Configuring Controller Settings” chapter of the Cisco Wireless LAN Controller Configuration Guide
for your release.

> config 802.1la cac video tspec-inactivity-timeout enable
> config 802.11b cac video tspec-inactivity-timeout ignore

config {802.11a | 802.11b} cac video acm
config {802.11a | 802.11b} cac video max-bandwidth
config {802.11a | 802.11b} cac video roam-bandwidth
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config {802.11a | 802.11b} cac voice acm

To enable or disable bandwidth-based voice Call Admissi