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About this Guide 

 

 
This document pertains to features and functionality that run on and/or that are related to the Cisco® ASR 5000 Chassis, 

formerly the Starent Networks ST40. 
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Conventions Used 
The following tables describe the conventions used throughout this documentation. 

 

Icon Notice Type Description 

 

Information Note Provides information about important features or instructions. 

 

Caution Alerts you of potential damage to a program, device, or system. 

 

Warning Alerts you of potential personal injury or fatality. May also alert you of potential 
electrical hazards. 

 

Electro-Static Discharge 
(ESD) 

Alerts you to take proper grounding precautions before handling a product. 

 
 

Typeface Conventions Description 

Text represented as a 
 

This typeface represents displays that appear on your terminal screen, for example: 
 

Text represented as  This typeface represents commands that you enter, for example:  
 

 This document always gives the full form of a command in lowercase letters. Commands 
are not case sensitive. 

Text represented as a  
 

This typeface represents a variable that is part of a command, for example: 
  

slot_number is a variable representing the desired chassis slot number. 

Text represented as menu or sub-
menu names 

This typeface represents menus and sub-menus that you access within a software 
application, for example: 
Click the  File menu, then click New 

 
 

Command Syntax 
Conventions 

Description 

{  or 

 } 

Required keywords and variables are surrounded by grouped brackets.  
Required keywords and variables are those components that are required to be entered as part of the 
command syntax.  
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Command Syntax 
Conventions 

Description 

[  or 

 ] 

Optional keywords or variables, or those that a user may or may not choose to use, are surrounded by square 
brackets. 

| With some commands there may be a group of variables from which the user chooses one. These are called 
alternative variables and are documented by separating each variable with a vertical bar (also known as a 
pipe filter).  
Pipe filters can be used in conjunction with required or optional keywords or variables. For example: 

 

OR 
 [   |   ] 
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Contacting Customer Support 
Use the information in this section to contact customer support. 

For New Customers: Refer to the support area of http://www.cisco.com for up-to-date product documentation or to 

submit a service request. A valid username and password is required to this site. Please contact your local sales or 

service representative for additional information. 

For Existing Customers with support contracts through Starent Networks: Refer to the support area of 

https://support.starentnetworks.com/ for up-to-date product documentation or to submit a service request. A valid 

username and password is required to this site. Please contact your local sales or service representative for additional 

information. 

IMPORTANT:  For warranty and repair information, please be sure to include the Return Material Authorization 

(RMA) tracking number on the outside of the package. 
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Chapter 1    
inPilot Overview 

 

This chapter provides an overview of the inPilot application. 

This chapter describes the following topics: 

 Introduction  

 inPilot Architecture  

 inPilot Deployment  

 System Requirements  
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Introduction 
The inPilot is a Web-based application providing a unified reporting interface for diverse data from Cisco Systems In-

line service and storage applications. 

 
The inPilot application enables: 

 Generating customized reports and comparison charts. 

This release of inPilot only supports generating HTML-based historical canned reports displaying data in 

graphical—graphs/charts—and tabular formats. Reports for ad-hoc periods are not supported. For information 

on the report types supported, see the Report Types  section. 

 Analyzing the reporting data and enabling the operator to get a full understanding of the performance of the 

network, enabling operators to optimally configure and plan their network. 

 Supporting distributed installation which allows to view reports from multiple sites. 

 Rich visualization (Graphs/tabular form). 

 Exporting reports in Microsoft Excel and Adobe PDF formats. 

The inPilot application provides comprehensive and consistent set of statistics and customized reports, and report 

scheduling and distribution from chassis / in-line service product. For example, a subscriber's Quality of Experience, top 

10 users, and so on. 

The inPilot application provides reporting capability for Content Filtering Reporting Engine (CF-RE) data, bulk 

statistics, EDRs data from in-line service and storage applications. The inPilot application facilitates and enhances the 

operators‟ ability to simply and easily determine the health and usage of the network. 

IMPORTANT:  The inPilot receives the data in terms of EDRs which are generated based on the flow. As the EDRs 

are flow-based and the bulkstats is a real-time data, the volumes reported in the EDR are different from the volumes 
reported by bulkstats. 

For more information on using the inPilot application to generate reports, see the inPilot Online Help documentation. 

 

Report Types 

The inPilot application supports generation of canned statistical reports that can be used to analyze network 

performance, and decide the policies for users, and identify the customer trends, network usage patterns, network 

categorization, etc. The reports can be per gateway, or multiple gateways (region), or for the overall network. The 

reports can be generated for the usage of different entities such as gateway, content type, etc on an hourly, daily, 

weekly, or monthly basis. 

 
The typical canned reports that are supported for the inPilot application include: 

 Historical summary reports (Daily/Weekly/Monthly) 

 Half-hourly Reports: Usage reporting for the specified time period 

 Daily Reports: Usage reporting for the past 24-hour period (midnight through midnight) 
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 Weekly Reports: Usage reporting for the past seven day period (Monday through Sunday) 

 Monthly Reports: Usage reporting for the past 30-day period (1st day of the month through the last day 

of the month) 

 Average Reports 

 Top “N” Reports 

 Statistical and analytical reports 

 Bulkstats and KPI reports 

The inPilot application provides the following reports: 

 Traffic Analysis Report: The Traffic Analysis report provides the total usage traffic (including uplink and 

downlink traffic) details for the following application categories: 

 Filesharing 

 Web 

 IM 

 VOIP 

 Standard 

 Streaming 

 Tunnel 

 Gaming 

 Unclassified 

The usage traffic is expressed in terms of megabytes (MB) or Megabits per second (Mbps) and percentage (%). 

The traffic can also be in gigabytes (GB) / kilobytes (KB) / bytes depending on the magnitude. 

 Traffic Distribution Report: The Traffic Distribution report provides the summary of total traffic distribution for 

all the protocols application categories over a specified time period. The usage traffic is represented in 

GB/MB/KB/Bytes and percentage. 

 Active Flow Count Report: The Active Flow Count report provides the details of traffic distribution flow count 

against the different application categories. This report also provides the summary of total number of flows in 

the EDR records. 

 Unique Subscriber Hits Report: The Unique Subscriber Hits report provides an overview of the usage patterns of 

the entire subscriber population per protocol, for example, how many people are actually using VoIP. 

 TopN versus Total Traffic Report: This report provides the summary of total usage traffic and Top N subscriber 

traffic for all the protocols over a specified time period. The usage traffic is represented in GB/MB/KB/Bytes 

and packets. 

 TopN Subscribers Report: The TopN Subscribers report simply counts the number of bytes per subscriber for 

different time intervals. It displays the top 10/100/1000 subscribers for each hour (or just for the busy hour) and 

for each day/week/month/year. This report is displayed for all configured gateways. 

After identifying the total amount of transferred data per subscriber, and identifying the top users, to 

understand the protocol and services breakdown for each subscriber, this report allows listing the different 

applications used by the top 10/100/1000 subscribers. 

 TopN VCD Subscribers Report: The TopN VCD Subscribers report displays the top N subscribers based on their 

voice usage (voice duration) for Yahoo, MSN and Skype voice protocols. The summary report displays the 

voice summary (voice duration) for VoIP category. 
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 HTTP EDR based Reports: The inPilot application parses HTTP EDRs and generates the following reports based 

on the EDRs: 

 Uplink traffic per HTTP group / host name and HTTP content type 

 Downlink traffic per HTTP group / host name and HTTP content type 

 URL hits per HTTP group / host name and HTTP content type 

 Unique subscriber count per HTTP group / host name and HTTP content type 

 Weekly Report: The weekly report provides details of the following: 

 Total traffic 

 Total traffic by category 

 VOIP Call Duration 

 Total unclassified traffic (TCP and UDP) 

 Top N subscribers 

 Monthly Report: The monthly report provides the details of total traffic across the top N protocols / application 

categories in a month. 

 DPI Report: The Deep Packet Inspection (DPI) reports are the canned statistical reports at the gateway level. 

You can configure the inPilot application to generate the reports for any of the available gateways. 

 CF-RE Report: Content Filtering (CF) solution enables operators to filter HTTP and WAP requests from mobile 

subscribers based on the URLs in the requests, so that subscribers are inadvertently not exposed to universally 

unacceptable content and/or content inappropriate as per the subscribers preferences. 

The CF-RE report provides the summary of traffic over CF categories, CF actions, and CF ratings. The CF 

actions that can be taken on the URL are as follows: 

 allow 

 discard 

 redirect-url 

 content-insert 

 terminate-flow 

 reply-code-terminate-flow 

The CF ratings can be one of the following: 

 dynamic 

 static 

 blacklisted 

The CF-RE report also provides the list of top N subscribers and URLs based on their unique subscriber‟s hit 

count and total usage. 

 Bulkstat Report: The Bulkstat report provides details of the processed bulk statistics from any application 

(PDSN, GGSN, SGSN, and so only) on the managed nodes in a timely manner. You can configure the inPilot 

application to generate the reports for any of the available gateways. 

 KPI Report: The KPI report provides details of the KPIs for each selected schema. You can configure the inPilot 

application to generate the reports for any of the available gateways. 
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IMPORTANT:  Please note that the subscriber‟s private data like Mobile Station Integrated Services Digital 

Network (MSISDN) will appear encrypted in all the subscribers reporting. Users with administrative privilege can only 
decrypt the MSISDNs using a shell script utility. For information on how to use this script, refer to the inPilot 
Administration and Management chapter in this guide.  

 

Exporting Reports to Other File Formats 

 
The inPilot application supports exporting reports to the following file formats: 

 Microsoft Excel format: To export a report to Microsoft Excel format, use the get_excel_report script. For more 

information about this script, refer to the Generating Reports in Excel Format section in the inPilot 

Administration and Management chapter of this guide. 

 PDF format: To export a report to PDF format, in the HOME and DPI REPORTS tabs of the inPilot GUI, click 

the Export to PDF button. The PDF file is displayed in a new window and can be saved for future reference. 

If there is no data available for a report, the Export to PDF button is disabled. 
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inPilot Architecture 
 

The inPilot solution consists of two components — a server and a GUI client. The following figure shows a typical 

organization of the inPilot solution. 

 



  inPilot Overview 

inPilot Architecture  ▀   

Cisco ASR 5000 Series inPilot Installation and Administration Guide  ▄   
  OL-22993-01 

Figure 1. Internal Architecture of inPilot 

 

The server components include: 

 DB Server: This is the standard PostGreSQL 8.3 database server. This is started at the time of application 

startup. 

 Quartz Scheduling Engine: This is the core of the inPilot reporting solution. It is used to schedule different tasks 

such as parsing of incoming data files (bulkstat, EDR,  etc.), trigger various canned reports on a periodic basis, 

cleaning up of stored outdated data and files, and so on. 
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 Generators: These are python based scripts that are used for parsing various CSV files. The files are parsed to an 

extent where generated files (or data in database) themselves represent meaningful data. This is a very 

powerful concept introduced for faster processing of information. 

The generators archive the files once they are parsed. In archival, the files are zipped and placed in the 

configured location. 

 

 Loggers: The inPilot application uses various loggers so that application logs with various severities are made 

available for debugging purpose. 

Some of the components at the client side include Django and Mod_python. 
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Distributed Architecture of inPilot 
inPilot supports the distributed model to allow the deployment which enables network wide view or work load 

balancing. Newly introduced component, Remote Data Processor (RDP), plays the role of pre-processing the input files 

from gateways. One or more RDPs, installed separately on remote machines can be registered to a master inPilot and 

one RDP can process files from one or more gateways. 

 
RDP periodically sends the intermediate data to registered master inPilot. The role of inPilot in such deployments is 

mostly for report generation, report viewing, RDP management and optionally data processing. 

IMPORTANT:  RDP installation and registration is required only for network wide deployments. For standalone 

installation no RDP is required. For information on how to install the RDP, refer to the Managing inPilot Installation 
chapter of this guide. 

IMPORTANT:  RDP and inPilot must be installed, upgraded, and uninstalled separately. 

IMPORTANT:  Before registering RDP with the master inPilot, ensure that the RDP is installed and running. 

IMPORTANT:  The RDP management like configuration and removal is possible from inPilot GUI only. For 

information on managing the RDPs, refer to the inPilot Online Help. 

IMPORTANT:  For Bulkstat, there is no support for distributed model and all the bulkstat input files will be parsed 

by master inPilot only. 

The following figure illustrates the distributed architecture of inPilot. 

 



inPilot Overview   

▀  Distributed Architecture of inPilot 

 ▄  Cisco ASR 5000 Series inPilot Installation and Administration Guide 

OL-22993-01   

Figure 2. Distributed Architecture of inPilot 

 

 

How RDP works with inPilot 

This section describes how the RDP works with the inPilot application. 

The RDP parses the raw data or EDR files from one or more GGSNs and populates the database for required reports. 

The RDP pre-processes the data and then periodically forwards them to the master inPilot through SFTP for report 

generation. 

IMPORTANT: If the distributed model of inPilot is used, then the SFTP user name and password should be the same 

as the inPilot Administrator user‟s login name and password provided during installation. For information on 
configuring SFTP details, see the inPilot Online Help documentation. 

Each of the RDP and inPilot will be assigned a unique ID during installation and will be used for identification of each 

RDP along with its gateway and data. 
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Figure 3. inPilot with RDPs in Distributed Model 

M aster inP ilot

RDP 1 RDP 3RDP 2

JSON RPC SFTP
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Each of the registered RDPs will form a new region. RDP region can be a child of the root of the inPilot (NOC) or can 

be the child of another region. However, all the gateways associated with a RDP will always be the children of RDP 

region. 

IMPORTANT:  Only single inPilot can communicate with an RDP simultaneously. 
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inPilot Deployment 
The following figure illustrates how the inPilot reporting server interacts with the gateways and generates the reports. 

 
 

Figure 4. End-to-end Component Mapping 

REPORTING SERVER
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The inPilot reporting server collects the EDRs, and bulkstats from the gateways and processes the incoming data files 

and presents reports on Web-based GUI. The inPilot application can generate reports in Excel and PDF formats, and 

present them to users on a request basis. 
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System Requirements 
This section identifies the minimum system requirements for inPilot. 

 

IMPORTANT:  The hardware required for inPilot may vary depending on incoming EDR generation, subscriber 

count, and number of gateways. 

 

 Sun Microsystems Netra™ X4450 server 

 Quad-Core Intel Xeon E7340 (2 * 4MB L2, 2.40 GHz, 1066 MHz FSB) 

 32GB RAM 

 8 * 300GB 10K RPM SAS disks 

 Four 10/100/1000 Ethernet ports, 2 PCI-X, 8 PCIe 

 4 redundant AC power supplies 

 Intelx64 core 4 socket 

 Operating Environment: 

 Sun Solaris 10 

 ZFS is the recommended file system with two ZFS pools. 

One pool with minimal capacity, two disks mirrored for OS only. The remaining disks are to be configured in 

one single zpool. 

IMPORTANT:  The current inPilot release 10.0.x works with StarOS version 9.0. 
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Chapter 2    
Configuring Chassis for inPilot 

 

This chapter describes the configurations required to source data for the inPilot application. 

IMPORTANT:  These configurations are on the chassis. 

For more information on ECS configurations, see the Enhanced Charging Services Administration Guide. 

This chapter describes the following topics: 

 Initial Configuration  

 Configuration  
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Initial Configuration 
 

If the configurations described in this section are not already available on the system, these must be configured. 

Initial configuration steps: 

Step 1 Ensure that ECS license is installed on the system. 

Step 2 Create the ECS administrative user account as described in the Creating the ECS Administrative User Account  section. 

Step 3 Enable Active Charging as described in the Enabling Active Charging  section. 

Step 4 Create Active Charging Service as described in the Creating the Active Charging Service  section. 

Step 5 Save your configuration as described in the Verifying and Saving Your Configuration chapter. 

IMPORTANT:  Commands used in the configuration examples in this section provide base functionality to the 

extent that the most common or likely commands and/or keyword options are presented. In many cases, other optional 
commands and/or keyword options are available. Refer to the Command Line Interface Reference for complete 
information regarding all commands. 

Installing the ECS License 

To enable and configure ECS functionality on the system you must obtain and install one of the following licenses: 

 
 

 [600-00-7526] Enhanced Charging Bundle 1 1k Sessions license 

 [600-00-7574] Enhanced Charging Bundle 2 1k Sessions license—to enable and configure Diameter and DCCA 

functionality with ECS 

For information on how to install licenses, see the Managing License Keys section of the Software Management 

Operations chapter in the Administration and Configuration Guide. 

 

Creating the ECS Administrative User Account 

At least one administrative user account that has ECS functionality privileges must be configured on the system. This is 

the account that is used to log on and execute ECS-related commands. For security purposes, it is recommended that 

these user accounts be created along with general system functionality administration. 

 
Use the following configuration example to create the ECS Administrative user account: 
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Notes: 

 Aside from having ECS capabilities, an ECS Administrator account also has the same capabilities and privileges 

as any other system-level administrator account. 

 You can also create system ECS user account for a config-administrator, operator, or inspector. ECS accounts 

have all the same system-level privileges of normal system accounts except that they have full ECS command 

execution capability. For example, an ECS has rights to execute every command that a regular administrator 

can in addition to all of the ECS commands. 

 Note that only Administrator and Config-administrator-level users can provision ECS functionality. Refer to the 

Configuring System Settings chapter of the System Administration and Configuration Guide for additional 

information on administrative user privileges. 

 

Enabling Active Charging 

Active Charging must be enabled before configuring charging services.  

 
Use the following configuration example to enable Active Charging: 

Notes: 

 ACS must be enabled in Optimized mode, wherein ACS functionality is managed by SessMgrs. The require 

active-charging optimized-mode command enables ACS in Optimized mode. 

 The require active-charging optimized-mode command must be a part of the boot configuration. If configured 

after booting, the configuration must be saved and the system rebooted for the change to take effect. 

 

Creating the Active Charging Service 

Use the following configuration example to create an Active Charging Service: 
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Configuration 
The following is the sequence of configurations necessary to source data to the inPilot application: 

Step 1 Activate P2P analyzer as described in the Activating P2P Analyzer  section. 

Step 2 Configure EDR flow format as described in the Configuring the EDR Flow Format  section. 

Step 3 Configure routing ruledefs and rulebase for deep-packet inspection as described in the Configuring Deep Packet 

Inspection  section. 

Step 4 Configure EDR module as described in the EDR Module Configuration  section. 

Step 5 Configure user as described in the Configuring EDR Download Permission  section. 

Step 6 Configure bulkstat schemas as described in the Configuring Bulkstat Schemas  section. 

Step 7 Load the bulkstats configuration file to the gateway as described in the Loading Bulkstats Configuration File  section. 

Step 8 Save your configuration as described in the Verifying and Saving Your Configuration chapter. 

Activating P2P Analyzer 

Use the following configuration example to activate P2P protocol detection: 

Notes: 

 P2P protocol detection must be activated only within rulebases used by the APNs for which P2P detection is 

applicable. P2P detection must not be applied to the rulebases used for APNs where such reporting is either not 

useful or is not possible. 

 

Configuring the EDR Flow Format 

Use the following configuration example to configure the EDR format generated for flows: 
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Notes: 

 For information on EDR format configuration and rule variables, refer to the EDR Format Configuration Mode 

Commands chapter of the Command Line Interface Reference. 

The following is a sample EDR configuration. 
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The following is a sample HTTP EDR configuration. 

 

Verifying your Configuration 

To verify your configuration, in the Exec Mode, enter the following command: 
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Configuring Deep Packet Inspection 

Configuring Routing Rule Definition 

Use the following configuration example to create and configure a routing ruledef: 

 

Notes: 

 The  command specifies the ruledef type. If not specified, by default, the 

system configures the ruledef as a charging ruledef. 

 For information on all the protocol types, expressions, operators, and conditions supported, refer to the Ruledef 

Configuration Mode Commands chapter of the Command Line Interface Reference. 

 Up to 10 rule matches can be configured in one ruledef. 

 

Verifying your Configuration 
To verify your configuration, in the Exec Mode, enter the following command: 

 

 

Configuring Rulebase 

Use the following configuration example to route traffic to the appropriate analyzer within each rulebase where the 

reporting is applicable. 
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The following is a sample rulebase configuration. 
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Verifying your Configuration 
To verify your configuration, in the Exec Mode, enter the following command: 

 

 

Configuring Charging Action 

Use the following configuration example to configure a charging action: 

 

Verifying your Configuration 
To verify your configuration, in the Exec Mode, enter the following command: 

 

 

EDR Module Configuration 

Use the following configuration example to configure the EDR module: 
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Notes: 

 The  must be the context specified for accounting. 

 The  command is only available on the ASR 5000 platform. 

 The  command specifies storing files on the hard disk. The reporting server will 

download these files through the SPIO interface on the SMC and will delete the files after successful retrieval. 

 The  keyword must be configured to distinguish between different EDRs. 

 The files will be compressed to save storage and transmission bandwidth. 

 

Verifying your Configuration 

To verify your configuration, in the Exec Mode, enter the following command: 

 

 

Pushing EDR/UDR Files Manually 

To manually push EDR/UDR files to the configured L-ESS, in the Exec mode, enter the following command: 

Notes: 

 Before you can use this command, in the EDR/UDR Configuration Mode, the CDR transfer mode and file 

locations must be set to push. 

  must be absolute path of the local file to push. 

 

Configuring EDR Download Permission 

Use the following configuration example to configure EDR download permission: 

Notes: 
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 The user must be configured in the local context with administrative privileges to download and delete EDRs 

from the hard disk. The  options restrict access to FTP only. 

 

Configuring Bulkstat Schemas 

Ensure that the following checks are made prior to configuring bulkstat schemas. 

 

 FTP must be enabled on the inPilot server. 

To enable the FTP daemon, use the following command: 

 

To disable the FTP daemon, use the following command: 

 

 Bulkstat files FTPed from gateways must have the following file naming convention: 

 

Where, date format = yyyymmdd and Time format = hhmmss 

Example: bulkstat20100206150002.txt 

 Bulkstats files must be FTPed at the following location from the gateway: 

 

Where $STARBI_HOME = inPilot installation directory 

$gwname = Gateway name 

Use the following configuration example to configure bulkstat schemas: 
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Notes: 

 specifies the IP address of the inPilot server. 

 The default file transfer mechanism is ftp. 

 For more information on commands for bulkstats configuration on the chassis, refer to the Bulk Statistics 

Configuration Mode Commands chapter in the Command Line Interface Reference Guide. 

 For more information on variable descriptions for bulkstats schema configuration, refer to the Statistics and 

Counters Reference Guide or WEM Online Help. 

For viewing the sample bulkstats configuration file, refer to Sample Bulkstats Schema Configuration appendix. 

 

Loading Bulkstats Configuration File 

To load the bulkstats configuration file to the gateway, use the following command: 

 

Where,  is the path of bulkstats configuration file. 
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Chapter 3    
Managing inPilot Installation 

 

This chapter describes how to install, upgrade, and uninstall the inPilot application. 

The following topics are explained in this chapter: 

 Installing inPilot  

 Upgrading inPilot  

 Uninstalling inPilot  

IMPORTANT:  The procedures for installation, upgrade, and uninstallation of inPilot and RDP remain the same. 
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Installing inPilot 
This section provides instructions on how to install the inPilot application. 

IMPORTANT:  Make sure that your system meets the minimum requirements as indicated in the System 

Requirements section in the inPilot Overview chapter of this guide. 

The following inPilot components are installed by inPilot installer. 

 Apache v2.2.11 with mod_python v3.3.1 

 Python v2.6.4 

 Postgres v 8.2.0 

 Django v1.0.2 

 JRE v1.6.0_12 

 Quartz Scheduler v1.6.4 

inPilot uses the following python/django packages: 

 django_pagination-1.0.5 

 django_sorting-0.1 

 django_timezones-0.1 

 psycopg2-2.0.8 

 pytz-2009f 

 

Setting the Database Environment Strings 

Prior to installing the inPilot components onto the server hardware, there are numerous system environment 

configuration settings that should be configured. While PostgreSQL will be installed during the installation procedure, 

these settings must be configured manually. 

 

WARNING: Failure to configure these settings may cause data loss and will minimally cause errors in the 

operation. 

Add the following values to system file in the /etc/system directory if they are not present and restart the system before 

continuing with the installation of the inPilot components. 
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Pre-installation Checks 

Ensure the following checks are made before installing the inPilot application. 

Step 1 The recommended filesystem for installation is ZFS. If installation is performed on any other filesystem, a warning 

message appears indicating the recommended filesystem. 

Step 2 inPilot must be installed as a root user on the system. Installation with other user privileges is not recommended. 

Step 3 Make sure no other Apache web server is running on the port being used for installation (default port is 8080). If it is, 

stop it before proceeding with the installation or provide a different port for Apache server. Check if an application is 

running on a given port by entering the following command: 

  

Step 4 Make sure no other Postgres server is running on the port being used for installation (default port is 5432). If it is, stop it 

before proceeding with the installation or provide a different port for Postgres server. Check if an application is running 

on a given port by entering the following command:  

  

Step 5 Make sure no other server is running on the port being used for installation for XML-RPC (default port is 9999). If it is, 

stop it before proceeding with the installation or provide a different port for XML-RPC server. Check if an application 

is running on a given port by entering the following command: 

  

Step 6 inPilot installation will ask for the Administrator login and Administrator Primary Group. Administrator login is the OS 

level administrator of inPilot who will own the inPilot installation. Administrator Primary Group is the user group of 

inPilot to allow the interaction with external entities like L-ESS. 

Step 7 L-ESS must be stopped before starting inPilot installation / upgrade. 

Step 8 If the L-ESS is installed as a root user, the ownership of L-ESS installation should be changed from root to non-root 

user. This new user must be added to inPilot Group. For example, if L-ESS is initially running as root and new user 

created is essadmin, then perform the following sequence of operations. 

Step a Stop L-ESS. 
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Step b Add the user essadmin to inPilot group by entering the following command as root user - 

 

Step c Verify whether the user is added correctly to inPilot group using the command 

 

Step d Change the ownership of L-ESS installation to this new user using the following command - 

 

Step e Login as essadmin with the command  

Step f Start L-ESS again. 

Step 9 If the L-ESS is installed as a non-root user say essadmin, this user should be added to inPilot Group. 

Step a Stop L-ESS 

Step b Add the user essadmin to inPilot group by running the following command as root- 

 

Step c Log off and relogin again as essadmin for the group addition to come into effect. 

Step d Start the L-ESS application to continue pulling the EDR files from chassis and forwarding it to 

inPilot. 

Step 10 Similarly for the Bulkstats (BS), before pushing BS files from chassis to inPilot, the corresponding user should be added 

to inPilot group. 

Step 11 The recommended user/group settings for inPilot are: 

 

 NIS-USER<->NIS-GROUP 

 NON-NIS-USER<->NON-NIS-GROUP 

The NIS users should always be associated with NIS Groups. The non NIS users should be associated with Non NIS 

groups. Also, it is recommended to have separate non NIS users for inPilot installation.  

inPilot Installation 

The inPilot installation files are distributed as a single compressed file with a .tar.gz extension. 

IMPORTANT:  The inPilot application supports both Solaris-Sparc and Solaris-x86 platforms. The installable tar 

file names help in identifying the platform. For example, starbi_x.x.x_sparc.tar.gz indicates that this file is for Solaris-
Sparc platform. Similarly, starbi_x.x.x_x86.tar.gz indicates that this file is for Solaris-x86 platform. 

For information on downloading the appropriate inPilot package for your requirements, contact your sales 

representative. 

The inPilot application and its components can be installed using one of the following two methods. 

 Installing inPilot Using Scriptbased Installer  

 Installing inPilot Using GUIConsole based Installer  
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Installing inPilot Using Script-based Installer 

 

IMPORTANT:  To perform the installation procedure explained in this section, you must be logged into the server as 

a root user. 

After copying the installation file to the server, use the following procedure to install the inPilot application. 

Step 1 Change to the directory in which the file is stored. 

Step 2 Unzip the file by entering the following command: 

 

x.x.x is the version of the inPilot installation file. 

IMPORTANT:  After un-zipping the installation file, set the permission of .tar file to 700 using the following 

command and then continue with the installation process. 
 

Step 3 Untar the file by entering the following command: 

 

Decompressing the installation file results in the following files: 

 README: A text file containing information pertaining to the release. 

 install_starbi: A script to install the inPilot application. 

 starbi.tar: A compressed file containing all the application files required for inPilot installation. 

 inst: A GUI/Console based installer to install the inPilot application. 

 In_Pilot_Installer.bin: The executable used by inst to install inPilot application. 

Step 4 Execute the script by entering the following command: 

 

IMPORTANT:  The installation script checks the disk space in the system. If the available disk space is lesser, then 

the script will give an error and abort the installation process. 

Step 5 Respond to the on-screen prompts with the help of inputs given in the following table and configure various parameters 

as required. 

 

Parameter Description Default Value 

System Environment Variable Prompt 
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Parameter Description Default Value 

 This dialog or script asks user to add variable values in /etc/system file and 
restart the system. 
For more information, refer to the Setting the Database Environment Strings  
section. 

N/A 

inPilot Installation 

Want to proceed Type (y)es to proceed with the installation of inPilot application. yes 

inPilot 
Installation 
Directory 

Type the directory on the server in which the inPilot application is to be 
installed. 

<current_directory> 

The following warning appears if the user performs installation on non-ZFS (UFS) partition path. 
ZFS is the recommended filesystem for installation. 

Type (y)es or (n)o to proceed with the inPilot installation. 

no 

Do you want to 
install inPilot or 
RDP 

Type i or press Enter to install the inPilot application. 

 To install RDP type r. Refer to the following table for the parameters 
associated with the RDP installation. 

inPilot 

Administrator 
login 

Type an administrator name for the Operating System (OS) level 
administrator of inPilot. 

IMPORTANT:  The Administrator user created should be 

manually activated with a password once the inPilot installation is 
complete. This can be done by entering the following command as 

root user:   Upon executing this 

command, the user will be asked to enter a suitable administrator 
password. 

 

muradmin 

Administrator uid Type the Administrator User ID for the inPilot Administrator login. 

IMPORTANT:  This input will be asked only if the 

Administrator login name provided does not exist. 

 

100014 
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Parameter Description Default Value 

Administrator 
Primary Group 

Type the Primary Group name for the Administrator. 

IMPORTANT:  If the Administrator login name provided 

already exists, the Primary Group of this login will be considered 

as the inPilot User Group. Otherwise, the user will be asked to 
enter the Primary Group information. 

 

inPilot 

Postgres Login This is a read-only parameter. The Postgres login name will be the same as 
the Administrator login name provided earlier. 

N/A 

Postgres 
Password 

Type the password for accessing the PostgreSQL database. N/A 

Postgres Port Type the port number over which PostgreSQL communication will occur 
with inPilot. 

IMPORTANT:  Be sure no other Postgres server is running on 

configured port. 

 

5432 

Apache Port Type the port number over which Apache web server communication will 
occur with inPilot. 

IMPORTANT:  Be sure no other Apache web server is running 

on port which you are using while installation. If the port is being 
used, abort the installation. 

 

8080 

RPC Port Type the port number over which XML-RPC server communication will 
occur with inPilot. 

IMPORTANT:  Be sure no other XML-RPC server is running 

on configured port. 

 

9999 

Bulkstat File 
Transfer Interval 
[seconds] 

Enter the file transfer interval for bulk statistics in seconds. 900 

Bulkstat Sample 
Interval [seconds] 

Enter the sample interval for bulk statistics in seconds. 300 

Archive Directory Type the directory path for archiving parsed files. <inpilot_install_dir>/archive 
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Parameter Description Default Value 

The following warning appears if the user performs installation on non-ZFS (UFS) partition path. 
ZFS is the recommended filesystem for installation. 

Type (y)es or (n)o to proceed with the inPilot installation. 

no 

inPilot Configuration Confirmation 

Proceed with 
installation 

Type (y)es to proceed with inPilot installation. yes 

Do you want to 
start the inPilot 
components 

Type (y)es to start the inPilot components immediately after installation. yes 

 
 

Parameter Description Default Value 

Administrator 
login 

Type an administrator name for the Operating System (OS) level administrator 
of RDP. 

IMPORTANT:  The Administrator user created should be 

manually activated with a password once the inPilot installation is 
complete. This can be done by entering the following command as 

root user:   Upon executing this 

command, the user will be asked to enter a suitable administrator 
password. 

 

muradmin 

Administrator uid Type the Administrator User ID for the inPilot Administrator login. 

IMPORTANT:  This input will be asked only if the Administrator 

login name provided does not exist. 

 

100014 

Administrator 
Primary Group 

Type the Primary Group name for the Administrator. 

IMPORTANT:  If the Administrator login name provided already 

exists, the Primary Group of this login will be considered as the 
inPilot User Group. Otherwise, the user will be asked to enter the 
Primary Group information. 

 

inPilot 
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Parameter Description Default Value 

Postgres Login This is a read-only parameter. The Postgres login name will be the same as the 
Administrator login name provided earlier. 

N/A 

Postgres 
Password 

Type the password for the Postgres database administration. N/A 

Postgres Port Type the port number over which PostgreSQL communication will occur with 
RDP. 

IMPORTANT:  Be sure no other Postgres server is running on 

configured port. 

 

5432 

Apache Port Type the port number over which Apache web server communication will occur 
with RDP. 

IMPORTANT:  Be sure no other Apache web server is running on 

port which you are using while installation. If the port is being used, 
abort the installation. 

 

8080 

RPC Port Type the port number over which XML-RPC server communication will occur 
with RDP. 

IMPORTANT:  Be sure no other XML-RPC server is running on 

configured port. 

 

9999 

Bulkstat File 
Transfer Interval 
[seconds] 

Enter the file transfer interval for bulk statistics in seconds. 900 

Bulkstat Sample 
Interval [seconds] 

Enter the sample interval for bulk statistics in seconds. 300 

Archive Directory Type the directory path for archiving parsed files. <rdp_install_dir>/archive 

The following warning appears if the user performs installation on non-ZFS (UFS) partition path. 
ZFS is the recommended filesystem for installation. 

Type (y)es or (n)o to proceed with the RDP installation. 

no 

RDP Configuration Confirmation 
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Parameter Description Default Value 

Proceed with 
installation 

Type (y)es to proceed with RDP installation. yes 

Do you want to 
start the RDP 
components 

Type (y)es to start the RDP components immediately after installation. yes 

 
After you have provided the inputs, the installation script starts the inPilot components and you receive a message 

indicating that inPilot installation is completed. 

 

Installing inPilot Using GUI/Console based Installer 

 

IMPORTANT:  To perform the installation procedure explained in this section, you must be logged into the server as 

a root user. 

Follow the instructions below to install inPilot using the GUI/Console based installation wizard. 

Step 1 Change to the directory in which the file is stored. 

Step 2 Unzip the file by entering the following command: 

 

x.x.x is the version of the inPilot installation file. 

Step 3 Un-tar the file by entering the following command: 

 

Decompressing the installation file results in the following files: 

 README: A text file containing information pertaining to the release. 

 install_starbi: A script to install the inPilot application. 

 starbi.tar: A compressed file containing all the application files required for inPilot installation. 

 inst: A GUI/Console based installer to install the inPilot application. 

 In_Pilot_Installer.bin: The executable used by inst to install inPilot application. 

Step 4 Execute the script by entering the following command: 

 

where [MODE] is optional. 

Two installation modes are supported namely: 

 gui 

 console 

The command „inst/uninst -help' provides usage of the scripts. This script installs the Apache, Postgres and Scheduling 

servers functionality. The display must be set for running in GUI mode, else the installation will run in Console mode. 
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The following inPilot Installer dialog appears displaying the inPilot version getting installed. 

 

 

Step 5 Click Next to proceed. 

Step 6 Respond to the on-screen prompts with the help of inputs given in the following table and configure various parameters 

as required. 

Parameter Description Default Value 

PostgreSQL System Settings screen 

 This dialog asks the user to check the variable values in /etc/system 

file. If one or more entries are missing, click Cancel to update 
/etc/system and restart the system to re-run installer. 
For more information, refer to the Setting the Database 
Environment Strings  section. 

N/A 

inPilot Installation Directory screen 

Enter inPilot 
Directory Path 

Enter the base directory path where inPilot is to be installed. 

Click Browse to change the installation path. 

<current_directory> 
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Parameter Description Default Value 

A Component Type screen appears showing the components for installation. This screen allows you to select either inPilot or RDP 
for installation. Select any of the components that you want to install. 

inPilot Administrator and Group Configuration screen 

Administrator 
Login 

Enter an administrator name for the Operating System (OS) level 
administrator of inPilot. 

IMPORTANT:  The Administrator user created 

should be manually activated with a password once the 
inPilot installation is complete. This can be done by 

entering the following command as root user:  

 Upon executing this command, 

the user will be asked to enter a suitable administrator 
password. 

 

muradmin 

Administrator 
User ID 

Type the Administrator User ID for the inPilot Administrator 
login. 

IMPORTANT:  This input will be asked only if the 

Administrator login name provided does not exist. 

 

100014 

Administrator 
Primary Group 

Type the Primary Group name for the Administrator. 

IMPORTANT:  If the Administrator login name 

provided already exists, the Primary Group of this login 

will be considered as the inPilot User Group. 
Otherwise, the user will be asked to enter the Primary 
Group information. 

 

inPilot 

PostgreSQL Server Configuration screen 

Postgres Login This is a read-only parameter. The Postgres login name will be the 
same as the Administrator login name provided earlier. 

N/A 

Postgres 
password 

Enter the password for the Postgres database administration. N/A 
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Parameter Description Default Value 

Postgres Port Enter the port number on which PostgreSQL communication will 
be running. 

IMPORTANT:  Ensure that no other Postgres server 

is running on configured port. 

 

5432 

Enter data 
directory path 

Enter the data directory path of postgres being used. 

Click Browse to change the installation path. 

<inpilot_install_dir>/starbi/postgres/data 

inPilot Port Configuration screen 

Apache Port Type the port number over which Apache web server 
communication will occur with inPilot. 

IMPORTANT:  Ensure that no other Apache web 

server is running on the port being used for installation. 
If the port is being used, abort the installation. 

 

8080 

RPC Port Type the port number over which XML-RPC server 
communication will occur with inPilot. 

IMPORTANT:  Ensure that no other XML-RPC 

server is running on the configured port. 

 

9999 

inPilot Archive Directory Configuration screen 

Enter archive 
directory path 

Enter the directory path for archiving parsed files. 

Click Browse to change the installation path. 

<inpilot_install_dir>/archive 

inPilot Bulkstats Configuration screen 

Bulkstat File 
Transfer 
Interval [secs] 

Enter the file transfer interval for bulk statistics in seconds. 900 

Bulkstat Sample 
Interval [secs] 

Enter the sample interval for bulk statistics in seconds. 300 

Pre-installation Summary screen 

The pre-installation screen displays the product name, install location, other product configurations, and disk space information 
before installing the product. 

Click Cancel to stop installation or Install to continue installation.  

Installing inPilot screen 
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Parameter Description Default Value 

The screen shows all the contents being loaded on the machine during installation. 

Click Cancel to stop installation. 

inPilot Server Startup screen 

Start All 
Servers After 
Installation 

Select the option to start all servers after installation. 

Click Next to proceed. 

N/A 

Install Complete screen 

 The screen shows whether installation is successful or failed. 

Click Done to quit the installer. 

N/A 

 

Confirming Successful Installation 

Verify that the inPilot application is running and accessible by entering the following URL in your Web browser: 

For information on using the inPilot GUI, see the inPilot Online Help documentation. 
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Upgrading inPilot 
 

This section provides instructions on how to upgrade the installed inPilot application. 

IMPORTANT:  To perform the upgrade procedure explained in this section, you must be logged into the server as a 

root user. 

The upgrade procedure ensures that the database content is retained in the new installation. It also ensures that if there 

are any pending files to be processed in the old installation, then those file are also made available in the new 

installation. 

IMPORTANT:  Before performing the upgrade process, ensure that the browser cache is cleared. 

CAUTION:  Please contact your local support representative to ensure compatibility prior to upgrading. 

IMPORTANT:  If the previous installation is inPilot then the installation script will cause upgrading the software to 

inPilot and if the previously installed component is RDP then the script will cause upgrading to RDP. 

The inPilot upgrade process is carried out in two steps: 

1. Online Upgrade

2. Offline Upgrade

The online upgrade is the conventional upgrade process. It will upgrade only last 7 days of available data i.e. it will get 

the latest date for which data is available and upgrade the last 7 days data only from that date. 

Once the online upgrade is complete, offline upgrade starts in the background and it will upgrade all the remaining data 

older than last 7 days. 

During the offline upgrade, there is a possibility of data outage. So, the reports older than last 7 days might be 

inaccessible from GUI during this period. Once the offline upgrade is over, these reports will be visible again. 

The following steps describe how to upgrade the inPilot application: 

Step 1 Stop the EDR file generation through L-ESS or HDD push. Run the following commands: 

 

 

Check if the above commands return any pending input EDR files for the available gateways. If yes, wait for some time 

(5-10 minutes) to let the inPilot process finish these pending EDR files. Check again, and repeat the procedure until 

there are no pending EDR files for the available gateways. This is to make sure that you do not not stop any inPilot 

process while processing. 

Step 2 Stop the inPilot application using the following command from the <inpilot_install_dir>/starbi/bin directory: 
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IMPORTANT:  For all inPilot software versions 9.0.16 and later, use the  command. 

or 

 

IMPORTANT:  For all inPilot software versions 9.0.15 and lower, use the  command. 

Then, check the status of processes using the following command: 

 

IMPORTANT:  For all inPilot software versions 9.0.16 and later, use the  command. 

or  

 

IMPORTANT:  For all inPilot software versions 9.0.15 and lower, use the  command. 

IMPORTANT:  Make sure that none of the processes is running. 

Step 3 Obtain the list of dynamic tables for taking their backup using the following command: 

 

The following is a sample output: 

Step 4 Take backup of each of these tables using the following command: 
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IMPORTANT:  Be sure that there are different file names for different tables. It is recommended to have the file 

name same as the table name to avoid any confusion, and keep this file in the /export/home/ directory. 

For example, assuming that you are in the postgres/bin directory: 

 

Step 5 Take backup of schedules and gateway tables for triggering parsing of files. 

 

Step 6 Stop the postgres server by entering the following command from the <inpilot_install_dir>/postgres/bin directory: 

 

Step 7 Install the new release of inPilot. 

inPilot is upgradable from: 

 Earlier script installer based version to newer script installer based version 

 Earlier script installer based version to GUI/Console installer based version 

 Earlier GUI/Console installer based version to subsequent GUI/Console installer based version 

For instructions on different inPilot installers, refer to the inPilot Installation  section. 

In case of the first two upgrade options mentioned above, make sure that you enter the old installation path 

(<install_dir>) for upgrade when prompted for the 'inPilot Installation directory'. In case of the third upgrade option, it 

automatically detects the old installation path through registry information. The installation automatically detects earlier 

setup and reads required configuration for Apache, Postgres and RPC port, etc. You will be prompted with a 

confirmation message before proceeding with the upgrade process. 

After upgrade, the log files are generated at /starbi/logs/ directory. 

IMPORTANT:  The installation script will check if the Administrator user and Primary Group information is already 

present in database. If it does not exist, it will ask the user to enter this information and then continue with the upgrade. 

Step 8 After the installation is done, start all the inPilot related processes. 

Step 9 Restore the backed up data from postgres server by entering the following command from the 

<inpilot_install_dir>/starbi/postgres/bin directory: 

 

For example: 

 

This creates required table and loads the data. Then, restore the gateway tables and schedules. 

Step 10 Modify the L-ESS configuration or HDD configuration to reflect the changes in the inPilot installation path. 

Step 11 Restart the EDR file generation or HDD file push as needed. 
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IMPORTANT:  The RDP should be upgraded manually. If the version of the RDP is not compatible with the inPilot, 

then inPilot may ignore the data sent by RDP. Thus, RDP should always be upgraded if it is not in sync with the inPilot. 
For change in mode from RDP to inPilot or vice-versa, re-installation is required. 
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Uninstalling inPilot 
This section provides instructions on how to uninstall the inPilot application. 

 

IMPORTANT:  It is recommended that you manually perform a backup of all critical and historical data files before 

proceeding with this procedure. Failure to do this causes removal of all the directories, files and database. 

The inPilot application and its components can be uninstalled using one of the following two methods: 

 Uninstallation Using Script-based Uninstaller  

 Uninstallation Using GUIConsole-based Uninstaller  

IMPORTANT:  The Administrator user and Primary Group configured during installation / upgrade will not be 

deleted during uninstallation. These have to be deleted manually by entering the following commands as root user: 
 and  

 

Uninstallation Using Script-based Uninstaller 

 

IMPORTANT:  To perform the uninstallation procedure explained in this section, you must be logged into the server 

as a root user. 

This method must be used if installation has been done using install_starbi script. 

Execute the script by entering the following command: 

 

 

Uninstallation Using GUI/Console-based Uninstaller 

 

IMPORTANT:  To perform the uninstallation procedure explained in this section, you must be logged into the server 

as a root user. 

This method must be used if installation has been done using GUI/Console based installer (using inst). 

Change to the directory where inPilot is installed and execute the script by entering the following command: 
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where [MODE] is optional. 

Two modes are supported namely: 

 gui 

 console 

This uninstall script stops all the servers if it is running and all the data is wiped off. 

IMPORTANT:  The uninstall script does not cleanup the archive directory. 
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Chapter 4    
inPilot Administration and Management 

 

This chapter provides information on administering and managing the inPilot application. 

This chapter describes the following topics: 

 Launching the inPilot GUI  

 Administration  

 Operations and Management  

 Troubleshooting inPilot  
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Launching the inPilot GUI 
To launch the inPilot interface: 

 
 

1. In a Web browser, enter the following URL:

For example, http://10.4.5.2:8080

2. Enter your user name and password. The user name must be an alpha and/or numeric string of 3 through 16 

characters in length. The only special character that a user name can include is underscore (_).

The password must meet the following criteria:

 Must be a minimum of 8 characters long and a maximum of 32 characters long 

 Must not be a repeat or reverse of the associated user name 

 Must not be more than 3 of the same characters used consecutively 

 Must contain at least 3 of the following combinations: 

 English upper case characters (A through Z) 

 English lower case characters (a through z) 

 Numerical (0 through 9) 

 Special characters (such as _, ., !, @, $, *, =, -, ?, etc) 

It is recommended to use the following browsers: 

 Internet Explorer (v 7.0+) 

 Mozilla Firefox (v 3.0.10+) 

Note that: 

 No additional plug-in is required. 

 The javascript is enabled by default on the intended browser. 

 Suggested screen resolution is 1024 x 768 and above. 
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Administration 
This section provides information on how to administer and manage the inPilot application. 

Managing User Accounts 

The inPilot application provides two levels of access privileges: 

 
 

 Administrator: Users in this group have the following privileges: 

 Create, edit, and delete other user accounts 

 Edit configuration settings 

 Activate, deactivate, and reset password for operator users 

 Generate and view reports 

 Operator: Users in this group can: 

 Generate reports 

 View module-level reports available to them 

IMPORTANT:  Only administrator with admin name can create user accounts. 

 

Managing Gateways 

The inPilot application supports configuring multiple gateways for which reports can be customized and generated. 

Gateways are the chassis from which EDR and bulkstat files are fetched to the reporting server. 

 

IMPORTANT:  Users with administrative privilege can only add and manage gateways. 

When a gateway is added through the GUI, a directory by the name of the gateway is created in the 

<inpilot_install_dir>/starbi/server/data directory. 

The gateway directory structure looks like the following: 

<data directory> 

 | 

 |--> <Gateway name> 

 | 

 |--> edr 
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The inPilot application expects the EDR files in the directories that are created when adding the gateway. 

 

Configuring Logging 

The inPilot application facilitates logging to trace and debug problems identified within the reporting system. 

 

IMPORTANT:  Users with administrative privilege can only manage logging. 
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Operations and Management 
This section provides information on the scripts that can be used to manage the inPilot components and the reports. 

 
 

Using the Maintenance Utility 

A shell script utility called serv is included with inPilot in the <inpilot_install_dir>/starbi/bin directory. 

 
This serv script can be used to manage the following inPilot processes: 

 Process Monitor (PSMON) Application 

 Scheduling Server 

 Postgres Server 

 Apache Server 

This utility can report the status of the inPilot processes on the system or it can be used to stop the inPilot process. 

Following are the options available with the serv script: 

 

 

Keyword Description 

psmonitor This is an optional keyword used with the serv script. This represents the PSMON application. 

scheduler This is an optional keyword representing the scheduling server. 

postgres This is an optional keyword representing the postgres server. 

apache This is an optional keyword representing the apache server. 

start Starts each inPilot process. 

stop Kills or stops the running inPilot process. 

status Displays the status of each inPilot process. 

 
For example, if you want to start only the PSMON, then enter the following command: 

 

or 

 

IMPORTANT:  If you stop the inPilot process, make sure that PSMON is not running. Otherwise PSMON will 

restart the inPilot application. 
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The following is a sample output of the  command: 

 

Using the PSMON Script 

PSMON is a perl script that is used to monitor the Scheduling Server, Postgres Server, and Apache Server processes. 

This script can start or stop the processes based on certain thresholds specified in the inPilot configuration file. The 

PSMON respawns any dead processes using the set of rules defined in the configuration file. 

This script can also optionally send notifications to users via e-mail. 

 

Generating Reports in Excel Format 

 
To generate the reports in excel format, execute the following script from the <inpilot_install_dir>/starbi/bin directory. 

  

  

The script takes three parameters, the date for which report is to be generated, the path where generated report is to be 

stored, and the filter for the reports. The date must be in mm-dd-yyyy format only, and the filter can be based on Type 

Allocation Code (TAC) or Access Point Name (APN). 

 

Using the unanonymize_msisdn.sh Script 

inPilot currently supports reporting of subscriber‟s private data like Mobile Station Integrated Network (MSISDN) both 

in GUI and excel format. This particular subscriber data is visible only to users with administrator privilege. By default, 

the excel report will be presenting MSISDNs in an encrypted format in all subscribers based reports. 

A separate shell script utility, unanonymize_msisdn.sh, is available to decrypt the MSISDNs. This utility will check for 

user‟s privilege before decrypting the MSISDNs list. It will prompt for the GUI administrator password. 



  inPilot Administration and Management 

Operations and Management  ▀   

Cisco ASR 5000 Series inPilot Installation and Administration Guide  ▄   
  OL-22993-01 

To decrypt the MSISDNs, execute the following script from the <inpilot_install_dir>/starbi/bin directory: 

  

  

IMPORTANT:  Please note that the users require GUI administrator credentials to access this utility. 

 

Using the generate_dns_mapp_sql.sh Script 

To generate the DNS mapping for the specified list of IP addresses, execute the following script from the 

<inpilot_install_dir>/starbi/bin directory: 

 
  

 

Keyword/Variable Description 

input file for IP A file containing IP addresses. Each IP address must be present in a new line. 

output file where mapping should be stored An output file for storing the DNS mappings in SQL format. 

 
This script is used to perform Internet DNS lookup of the specified IP addresses. It uses the „nslookup‟ system 

administration command to find the DNS name of the specified IP. Please note that the machine must be connected to 

Internet for successful execution. 

 

Using the getSupportDetails Script 

In the event additional troubleshooting assistance is required, debugging information can be collected using a script 

called getSupportDetails.pl. This script collects different log files and captures the output of certain system commands 

that aid in troubleshooting issues. This script is packaged with inPilot in the 

<inpilot_install_dir>/starbi/tools/supportdetails/ directory. 

 
This script refers to an XML file to get the list of logs. This XML file resides in the same directory as the script. Once 

executed, the script retrieves the contents of logs, files, folders, and output of certain commands and prepares a zipped 

file (inpilotsupportDetails.tar.gz), by default it is placed in /tmp/log directory. 

 

Requirements 

Perl 5.8.5 and above is required for running the script. 

Apart from standard Perl modules (which are included in default installation of Perl), some additional modules are 

required for running the script. The list is as follows: 

 expat version 1.95.8 
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 XML::Parser version 2.34 

 XML-Parser-EasyTree 

 Devel-CoreStack version 1.3 

These modules are installed by default by the product. Please ensure that the above mentioned modules are installed 

when using a different installation of Perl. 

To run the script, change to the directory path where the script is present and type: 

 

 

Keyword/Variable Description 

--level Specifies the level of debug to run. It can have a maximum of 4 levels. The level 4 provides the most detailed 
information. 
Default: 1 

--xmlfile Specifies the xml file name to be used for collecting the log. 
Default: getSupportDetails.xml 

--onlyrecentlogs Collects only recent logs and skips detailed logs. 
Default: Collects detailed logs 

--collectFor Collects problem specific logs and information which is not collected under normal levels. This can be 
combined with --level option. 
Default: Collects logs covered under '--level' option. 

--help Displays the supported keywords/variables. 

 
For example,   

 

Supported Levels 

The logs that can be collected for different levels are as follows: 

 Level 1: 

 Recent Log files 

 Current status (running / not running) of the product 

 Current Config files of the product 

 Level 2: 

 Logs from Level 1 

 Installation Logs 

 Database Logs (if available) 

 Web Server logs (if available) 

 Information of Solaris version and current patch installed 

 Output of the following commands: 
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 Level 3: 

 Logs from level 2 

 Syslog Configuration and log files 

 Level 4: 

 Logs from level 3 

 All Log files (including old logs) 

 Crontab entries 

 Information of packages installed 

 Stack trace of any crash files (if debugger is installed on local machine) 

 System Libraries only if any core file present in crash directory 

 Level of Solaris installed 

 Output of the following commands: 

 

 

 

 

Server script parameters 

The number of files being processed during each parsing interval for HTTP and non-HTTP EDRs can be controlled 

using the following parameters defined in settings.py file. 

EDR_TOTAL_NO_OF_FILES = 25 

EDR_MAX_NO_OF_PROCESSES = 5 

HTTP_TOTAL_NO_OF_FILES = 25 

HTTP_MAX_NO_OF_PROCESSES = 5 

With the above default configuration, if the number of files being accumulated are less than 25 and not in multiples of 5, 

then inPilot spawns one more process to parse the remaining files. 
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Troubleshooting inPilot 
This section provides information on how to resolve situations you might encounter with using inPilot software. This 

section provides problem definitions, their likely cause(s), and solutions. 

 
 

Problem: The EDR files are generated and moved out from the input directory. However, there are no reports getting 
generated. 

Possible 
Cause(s): 

 The files may not be available in the archive directory i.e. <inpilot_install_dir>/starbi/archive. 

Action(s):  Check if the files are available in the archive directory. 

 Check if they are marked invalid. If yes, check if there are any headers present in the files. If not, you 

need to configure ECS appropriately. 

 If the headers are present, check if all the required headers are present in the files. 

 
 

Problem: inPilot reporting client cannot be started. 

Possible 
Cause(s): 

The web browser cache might be full. 

Action(s): The browser cache must be cleared. 
In the case of Firefox, follow these steps: 

 On the Tools menu, click Clear Private Data. 

 Select Cache check box. 

 Click Clear Private Data Now. 

In the case of Internet Explorer, follow these steps: 

 On the Tools menu, click Internet Options. 

 Click Delete. 

 Select Temporary Internet files check box. 

 Click Delete. 

IMPORTANT: The Firefox version supported for inPilot is 3.0.10 and later. For Internet 

Explorer, it is 7.0 and later. 

 
 

Problem: The bulkstats or KPI reports are not generated. 

Possible 
Cause(s): 

The bulkstats file might not be parsed. 
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Action(s):  On the ADMIN menu, check the bulkstats audit under AUDIT. The audit should indicate whether the 

bulkstats files are being parsed or not. For more information, refer to the inPilot Online Help. 

 Check if FTP is enabled on the inPilot server. 

 Check if the bulkstats are FTPed to correct location on the inPilot server from the gateway. The path 

should be as follows: 

 

Where $STARBI_HOME = inPilot installation directory, $gwname = Gateway name 

 Check if the naming convention of the bulkstat files matches with the following convention: 

bulkstat%date%%time%.txt 

Where, date format = yyyymmdd and Time format = hhmmss 

Example: bulkstat20100206150002.txt 

 Check if the Bulkstats/KPIs UI show only one day data 

 Check if the counters of same schemas are added in the formula while configuring KPIs. For example, if 

you are adding KPI in SGSN schema, then you should add counters of SGSN only in the formula. 

 Check if the bulkstat files are always pushed from gateway to master inPilot and not to RDP. 

IMPORTANT: If you do not have Web Element Manager (WEM) application installed, then you 

should refer to the configuration file in Sample Bulkstats Schema Configuration appendix of the inPilot 
Installation and Administration Guide. 

IMPORTANT:  inPilot is compatible with WEM 9.x. Therefore, you should use WEM 9.x to 

configure bulkstats on gateways. 

 

 
 

Problem: Parser is not handling data files properly. 

Possible 
Cause(s): 

The file might be corrupted. 

Action(s):  File are marked as 'UNPROCESSED.<file>' and moved to archive directory if one of the following 

conditions are met: 

 file is '.gz' and corrupted with CRC error. 

 file is empty. 

 file does not have a header. 

 File are marked as 'CORRUPTED.<file>' and moved to archive directory if the file is '.gz' and corrupted 

(other than CRC error) like 'invalid compressed data--format violated' 

 
 

Problem: Unable to add / edit / delete gateways. 
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Possible Cause(s): The gateway configuration may be incorrect. 

Action(s):  Check if correct IP is provided while adding the gateway. 

 Check if gateway host is reachable from inPilot. 

For more information, refer to the inPilot Online Help. 

 
 

Problem: Unable to add / edit / delete RDPs. 

Possible Cause(s): The RDP configuration may be incorrect. 

Action(s):  Check if correct IP and port are provided while adding RDP. 

 Check if RDP is actually running on remote machine. 

 Check if RDP host is reachable from inPilot. 

For more information, refer to the inPilot Online Help. 

 
 

Problem: No reports are generated from RDP. 

Possible Cause(s): The RDP configuration may be incorrect. 

Action(s):  Check if RDP is actually running on remote machine. 

 Check if the user name and password configured are correct. 

For more information, refer to the inPilot Online Help. 

 
 

Problem: Duplicate reports are generated and/or the reports are incorrect. 

Possible 
Cause(s): 

inPilot might have parsed half-cooked files. 

Action(s): The chassis tags the EDR files with a prefix „prog.‟ while transferring to inPilot. After the transfer is complete, 
the chassis removes the „prog.‟ tag. The „prog.‟ prefix indicates that the file is half cooked. 

 Check if the EDR files with the prefix „prog.‟ are ignored. 

 Check if EDR file formats are configured properly. 
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Chapter 5    
Sample Bulkstats Schema Configuration 

 

The following is a sample bulkstats schema configuration for inPilot: 
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