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Preface

This preface describes the purpose, audience, organization, and conventions of this guide and provides
information on how to obtain additional information.

This section includes these topics:
e Overview, page vii
¢ Audience, page vii
¢ Organization, page vii
¢ Related Documentation, page viii
¢ Other Resources, page ix
¢ Document Conventions, page ix
¢ Obtaining Documentation and Submitting a Service Request, page x

Overview
This document provides information about installing, configuring, and managing Cisco Unified Quick
Connect.
Audience
This guide isintended for administrators and who want to install and manage Unified Quick Connect.
Organization

This guide is organized as follows:

Chapter 1, “Introduction to Cisco Unified Quick |Provides an overview of Cisco Unified Quick
Connect” Connect and lists hardware and software
requirements.

Chapter 2, “Architecture and Deployment” Describes the architecture and deployment
options for Cisco Unified Quick Connect

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Chapter 3, “Pre-installation Tasks’

Describes pre-installation tasks for Cisco Unified
Quick Connect.

Chapter 4, “Installing Unified Quick Connect Describes database requirements and how to use

Server”

the Cisco Unified Quick Connect Setup Wizard to
automatically install the Cisco Unified Quick
Connect Server components.

Chapter 5, “Configuring Cisco Unified Quick Describes in detail the configuration tasks that

Connect Server”

can be performed for Cisco Unified Quick
Connect Server.

Chapter 6, “Customizing Cisco Unified
Connect”

Quick Describes customizing Cisco Unified Quick
Connect.

Chapter 7, “Cisco Unified Quick Connect Tools” |Discusses the tools available to manage Cisco

Unified Quick Connect.

Chapter 8, “Troubleshooting”

Discusses troubleshooting resources.

Chapter 9, “System Maintenance”

Discusses common maintenance tasks.

Appendix A, “Cisco Unified Quick Connect Describes the .ocm template files included with

Template Files

Cisco Unified Quick Connect.

Appendix B, “Directory Server Parameters” Defines the attributes that can be configured in

Cisco Unified Quick Connect to support the
directory server.

Appendix C, “Cisco Unified Quick Connect Describes the Cisco Unified Quick Connect

Advanced Settings”

Server advanced settings that are accessed from
Unified Quick Connect Web Admin > Servers >
Advanced Settings.

Related Documentation

Table 1provides links to related product

Table 1 Product Documentation

documentation.

Related Information

URL

Cisco Unified Quick Connect User Guide, Release 4.4

http://cisco.com/en/USproducts/ps10347/tsd_products sup
port_series_home.html

Administration Guide for the Cisco Unified Application
Environment, Release 2.5

http://cisco.com/en/U S products/ps7058/prod_maintenance
guides list.html

Cisco Unified Quick Connect Release Notes, Release 4.4

http://cisco.com/en/USproducts/ps10347/tsd_products_sup
port_series_home.htm

] Cisco Unified Quick Connect Administration Guide, Release 4.4
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Other Resources

Thetable below lists the additional resources available to devel opers who want to use the Cisco Unified
Application Environment to create and run applications.

Resource Name

Resource Description
URL

Cisco Developer Community - Cisco Unified Application
Environment home page.

The Cisco Unified Application Environment home page.
Contains linksto all developer resources, including forums,
blogs, our wiki and more.

http://devel oper.cisco.com/web/cuae/home

Cisco Unified Application Environment Wiki

Access and contribute to installation instructions, example
applications, How-to articles, and more.

http://devel oper.cisco.com/web/cuae/wikidocs

Cisco Unified Application Environment Forums

View the latest posts and subscribe to the devel oper forum,
the announcements forum, the beta forum, or the general
interest forum.

http://devel oper.cisco.com/web/cuae/forums

Developer IRC Channel

Developer chat group. To participate, join our IRC channel,
#cuae on Dalnet (irc.dal.net).

Document Conventions

This document uses the following conventions:

Convention

Description

boldface font

Commands and keywords are in boldface.

italic font Arguments for which you supply values are in
italics.

[] Elements in square brackets are optional.

{x]yl|z} Alternative keywords are grouped in braces and
separated by vertical bars.

[x]ylz] Optional alternative keywords are grouped in
brackets and separated by vertical bars.

string A nonquoted set of characters. Do not use

guotation marks around the string or the string
will include the quotation marks.

screen font

Terminal sessions and information the system
displays arein screen font.

bol df ace screen font

Information you must enter isin bol df ace
screen font.

italic screen font

Arguments for which you supply values are in
italic screen font.

[ oL-18495-01
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Convention Description

n The symbol ” represents the key labeled
Control—for example, the key combination*D in
ascreen display means hold down the Control key
while you press the D key.

<> Nonprinting characters, such as passwords are in
angle brackets.

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What's New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general /whatsnew/whatsnew.html

Subscribe to the What's New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using areader application. The RSS feeds are a free
service and Cisco currently supports RSS Version 2.0.

Cisco Product Security Overview

This product contains cryptographic features and is subject to United States and local country laws
governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors
and users are responsible for compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable to comply with U.S. and local
laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwI/export/crypto/tool/stqrg.html.

If you require further assistance please contact us by sending email to export@cisco.com

Cisco Unified Quick Connect Administration Guide, Release 4.4
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= CHAPTER 1

Introduction to Cisco Unified Quick Connect

This chapter provides an overview to Cisco Unified Quick Connect. It has the following topics:
e Overview, page 1-1
¢ Infrastructure Requirements, page 1-1

Overview

Cisco Unified Quick Connect comprises the following components:

¢ Cisco Unified Quick Connect Server—the Cisco Unified Application Environment solution which
enables access to Push-to-Talk capabilities on Cisco | P phones using existing directories.

¢ Cisco Unified Quick Connect Web Admin—the Cisco Unified Quick Connect Application includes
a Web Admin component which allows the administrators to configure, manage, and customize
Unified Quick Connect. This includes configuring directory servers and IP-PBX providers, phone
number masking, Locations, directory mapping attributes, directory filters, policies, centralized
configuration, and phone Ul configuration.

¢ Cisco Unified Quick Connect Phone—the phone Ul application that allows users to create
Push-to-Talk communications with users and groups from Cisco Unified IP phones.

Infrastructure Requirements

This section gives information on the hardware and software requirements and other service
considerations for running Cisco Unified Quick Connect. This section includes:

e Server Hardware Requirements

e Server Software Requirements for Co-Resident Installation
e Server Software Requirements for Standalone Installation
e Supported Directory Servers

e Salesforce.com Service Requirements

e Supported | P Telephony Systems

e Supported Phones

Cisco Unified Quick Connect Administration Guide, Release 4.4
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M Infrastructure Requirements

Server Hardware Requirements

Cisco Media Convergence Servers (MCS) (series 7816, 7825, 7835, 7845) with MCS OS 2003,
configured with the following minimum hardware requirements:

Processor: Intel Xeon or higher, dual processor
Processor clock speed: 2 GHz or higher
Memory: 2 GB (4 GB based on feature usage)
Hard disk space: 40 GB

Network Interface Card (NIC): single-NIC is supported by default. Dual-NIC cards can be supported
only by performing the configuration described in Preparing Support for Dual NIC Cards.

Each Cisco Unified Quick Connect server may support up to 5000 devices. The number varies
depending on feature usage and Busy Hour Call Attempts (BHCA).

For MCS data sheet, see
http://cisco.com/en/US/products/hw/voi ceapp/ps378/products_data sheets list.html

Server Software Requirements for Co-Resident Installation

The minimum software requirements for a co-resident installation (where Cisco Unified Quick Connect
and Cisco Unified Application Environment are installed on the same machine) are;

N

Note

Cisco Operating System image
Microsoft Windows 2003 Server Standard SP2
Microsoft SQL Server 2005 Standard SP2

Thisis available for purchase from Microsoft. For more information visit,
http: //mww.mi crosoft.com/sql server/2005/en/us/ Standard.aspx

Service Pack 2 (SP2) is afree download from Microsoft. For more information visit,
http://mww.mi crosoft.com/downl oads/detail s.aspx?Familyl d=d07219b2-1e23-49c8-8f0c-63fal8f2
6d3a& displaylang=en

Microsoft Internet Information Services 6.0

This is packaged with the Microsoft Windows Server 2003 operating system.

Microsoft Exchange Server MAPI Client and Collaboration Data Objects
Java Media Framework 2.1.1E

Microsoft .NET Framework 2.0

Thisis available as afree download from Microsoft. For more information visit,

http://mww.mi crosoft.com/downl oads/detail s.aspx?Familyl D= 0856EACB-4362-4B0D-8EDD-AAB
15C5E04F5& displaylang=en

Do not uninstall the Microsoft .NET Framework 3.0 that isinstalled as part of Cisco Unified
Application Environment installation.

ASPNET Version 2.0.

Java Runtime Environment 6.0
Thisis available in the support files directory provided with the product.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Infrastructure Requirements

¢ Internet Explorer 6.0 SP1 or higher is required for Unified Quick Connect WebAdmin.
Thisis available as a free download from Microsoft. For more information visit,
http: //mww.mi crosoft.com/windows/ie/ie6/downl oads/critical /ie6spl/defaul t. mspx

Server Software Requirements for Standalone Installation

The minimum software requirements for a standal one installation (where Cisco Unified Quick Connect
and Cisco Unified Application Environment are installed on separate machines) are;

¢ Cisco Operating System image

¢ Microsoft Windows 2003 Server Standard SP2

¢ Microsoft SQL Server 2005 Standard SP2

e Microsoft Internet Information Services 6.0

¢ Microsoft Exchange Server MAPI Client and Collaboration Data Objects
e JavaMedia Framework 2.1.1E

¢ Microsoft .NET Framework 2.0 and 3.0

Note  Microsoft .NET Framework 2.0 is required for the Cisco Unified Quick Connect product, and
.NET Framework 3.0 isrequired for Cisco Unified Application Environment Dev Tools.

e Cisco Unified Application Environment Dev Tools
Thisisavailable at:
http://devel oper.cisco.com/web/cuae/downl oads

~

Note .NET Framework 3.0 must be installed before installing Dev Tools.

e ASPNET Version 2.0.
¢ Java Runtime Environment 6.0
¢ Internet Explorer 6.0 SP1 or higher is required for Unified Quick Connect WebAdmin

Supported Directory Servers

The supported directory servers are:

¢ Microsoft Active Directory with Windows Server 2000 or Windows Server 2003 (ADSI 2.0, 2.5, or
2.6)

e LDAPv2directoriesincluding: Open LDAP v2.3, Cisco DCD.
SSL for authentication is also supported.

¢ Microsoft Exchange 2000 or 2003 SP2 (GAL)

e Salesforce.com

e SQL based directory repositories (some customization required)

¢ Active Directory Application Mode (ADAM)

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Salesforce.com Service Requirements

The Salesforce.com account must be an Enterprise Edition or Unlimited Edition account, as these
accounts provide access to the Salesforce.com API.

Application developers who use ADN (App-Exchange Developer Network, available at

http://sal esforce.com/devel oper) are also supported, but additional configuration is required (described
in Providing API Accessto Cisco Unified Quick Connect for Devel opers, page 3-15). Any other account
types cannot be supported.

A username and password for an administrative account isrequired. The security token should be reset.

Supported IP Telephony Systems

The Cisco Unified Communications Manager 5.1 and | ater, with Cisco Unified Application Environment
version 2.5 SR2 or later are supported.

Supported Phones

Feature support varies by phone type and display size.
Table 1-1 lists supported phone models and phone loads.

Table 1-1 Supported Phone Models and Phone Loads for Cisco
Vendor Phone Model Phone Loads
Cisco 7921 Firmware 1.1(1)
Cisco 7925 7925G-1.3.0.40.LOADS
Cisco 7940 PO0308000900
Cisco 7941 SCCP42.8-4-2S
SCCP42.8-4-3S
Cisco 7942 SCCP42.8-4-2S
SCCP42.8-4-3S
Cisco 7945 SCCP45.8-3-35
Cisco 7960 PO0308000800
PO0308000900
Cisco 7961 SCCP61.8-4-2S
SCCP61.8-4-3S
Cisco 7962 SCCP61.8-4-3S
Cisco 7965 SCCP65.8-4-3S
Cisco 7970 SCCP70.8-4-1SR2
SCCP70.8-4-2S
Cisco 7971 SCCP70.8-2-2SR1S
SCCP70.8-3-1S

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Infrastructure Requirements

Table 1-1 Supported Phone Models and Phone Loads for Cisco

Vendor Phone Model Phone Loads
Cisco 7975 SCCP70.8-4-3S
Cisco IP Communicator 2.0(2.1.3)

[ oL-18495-01
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Architecture and Deployment

This chapter describes the architecture and deployment options for Cisco Unified Quick Connect. It
describes the following topics:

¢ Cisco Unified Quick Connect Modules, page 2-1
¢ Deploying Cisco Unified Quick Connect, page 2-4

Cisco Unified Quick Connect Modules

Cisco Unified Quick Connect is composed of the modules illustrated in Figure 2-1.

The solution is based on a distributed, service oriented architecture (SOA) and is composed of a
collection of Windows services and SOAP-based Web services. The independence of the modules
enables administratorsto configure and distribute various componentsindependently. This service-based
approach providesintegration and customization, and simplifies troubleshooting and pinpointing points
of failure and bottlenecks.

For integrators, this approach enables devel opers to leverage the open-standards based Web-services
approach and use the components independently and from within their own applications.

[ oL-18495-01
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W Cisco Unified Quick Connect Modules

Figure 2-1 Unified Quick Connect Modules

Cisco Quick Connect

Windows
2003 SP2

Ms-lIS 8.0

NET
framework 3.0

PEX-Service
Davice Registration: =
Windows Service

Broadcast and Media Media Windows Presence Wab
Web Services Service Service

[ . [

v

3" Party Directory
Servers:
MS-AD
Open LDAP

Unified Quick Connect Server Software Integration

Table 2-1 outlines the various Unified Quick Connect server components. “Module Name” isthefile
you will seein Windows Services or |1S. “Diagram Name” is the name shown in Figure 2-1 on the
previous page.

Table 2-1 Unified Quick Connect Server Components

Component Description Module Name(s) Diagram Name

Broadcast Service | This component is responsible for WAN Broadcast Web-service |Broadcast and MediaWeb
orchestrating and delivering all the in I1S: OnCast Web Service |Services
text/image/audio broadcasts to the IP
devices.

Presence Server This component tracks device presence. IIS: OnCastPresWebService |Presence Web Services

OnCast Presence Service

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Table 2-1 Unified Quick Connect Server Components (continued)
Component Description Module Name(s) Diagram Name
PBX Service This component is responsible for OnCastPBXService PBX Service

retrieving information from 1P-PBX
Servers to retrieve extension numbers and
device network information.

The PBX Service gets all device
information from the IP-PBXs and
Directory Servers and combines the data
into a cached repository which is used by
Unified Quick Connect to easily identify
users and phones.

Media Server This component leverages the underlying |OnCastM ediaServer Media Windows Service
CUAE media servicesto perform all
handling of media service.

Unified Installer Deploys application on a server. Windows application
Phone Ul These components are responsible for the Unified Quick Connect
Phone User Interface including rendering Phone Ul application

menus and soft-keys, communicating with
other components to send the user requests
and showing responses on the phone.

Web Admin: These components are responsible for Web application
Configuration managing and storing all the configurations
in acentralized XML depository. With the
provided Web user interface,
administrators can easily change and set
configuration values.

Session Service This component maintains various IIS: LSSessionServiceWeb | Session Management
‘session’ information about broadcasts and Web Services
serviceinvocationsinprogress. Theservice
also manages media ports and distributes
load information among distributed Unified
Quick Connect broadcast servers.

Synchronization Unified Quick Connect Serversin I1S: OnCastSyncWebService |Synchronization
Server High-availability/distributed environments
share data and configuration information
that has up-to-date configuration
information. This component synchronizes
various data and configuration files among
Unified Quick Connect servers
participating in a server ‘cluster’.

Policy Server This component controls therights for all  |I1S: PolicyService Policy Web Services
the available functions in Unified Quick
Connect. Policy Server determinesif auser
is able to broadcast, make a phone call,
group call/conference to other users and
groups, or see other users' detail
information.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Table 2-1 Unified Quick Connect Server Components (continued)
Component Description Module Name(s) Diagram Name
Directory This component handles any IS Directory Connection

Connection library

communication with the enterprise
directory servers. Directory Connector
uses ADSI to connect to Microsoft's Active
Directory, LDAP to any standard LDAP
Server, and MAPI to connect to Microsoft
Exchange for users' detail information.

OnCastDirectoryConnection
WebService

MAPIConnector
Native libraries

Cache Service

This service copies content from existing
systems (such as LDAP or Exchange
servers) into adirectory that Unified Quick
Connect usesto avoid constantly accessing
the enterprise systems. This avoids placing
excessive loads on the primary servers.
Synchronization and refreshing of data can
happen as often as desired.

DirectoryCacheService

Cache Service

Centralized This service creates and updates system, |Windows service

Configuration organization and user personalized options.

Device Status This service monitors the status of phones |OnCast Device Status Device Status Monitoring
Monitoring in real-time, for example, if they are

on-hook (idle) or off-hook (in use). This
information is also passed to the Presence
Server.

Heartbeat Server

This component maintains a connection
between Unified Quick Connect and your
specified enterprise directories. Heartbeat
clients can register to receive notifications
about the following connection statuses:

a.When a directory connection is
established.

b.When a directory connection is
established to the Primary Directory server.

DirectorHeartBeatService

Directory Heartbeat

Reporting Service

This component provides reporting
information about the progress in various
broadcasting service stages (from
invocation through completion, per device,
per session). The output can be optionally
directed to MS-SQL server.

Windows service.

Deploying Cisco Unified Quick Connect
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design phase of a Unified Quick Connect deployment.
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Deployment Configurations

This section is to be used during the design phase of an implementation and is intended to provide
guidelines on how to design a Unified Quick Connect network. The configurations for each scenario
will vary significantly based on customer requirements.

The following configurations can be deployed:
e Single-server, single-site
e Multi-server (High-availability), multi-site
¢ Highly-available multi-site deployment using Microsoft NLB

Single-Server, Single-Site Configuration

Unified Quick Connect can be installed and deployed entirely on asingle server. In addition, the Unified
Quick Connect Server can co-exist with the underlying enterprise directory server (on the same physical
server). One Unified Quick Connect server can service multiple locations. One Cisco Unified
Application Environment server is required per Unified Quick Connect server. This can be on the same
machine or a separate machine.

Pros:
e Simpleinstallation and configuration.
e Using the pre-installation configuration, the product is up and running out of the box.

e If multicast is enabled across a sufficiently high-network-bandwidth WAN, broadcasts can all be
managed from a central and single server location.

Cons:
e Lack of high-availability.

¢ In WAN based environments, remote devices would increase network traffic. Specifically, for
environments where Multi-cast is disabled across the WAN, audio traffic - live or recorded - would
have to traverse using Unicast, which can lead to serious network congestion.

Recommended for:

¢ Environments with smaller than 500 IP device/end-points per site. Limited spanning across
high-network-bandwidth WANs with G.729 <-> G.711 trans-coding resources on each side of the
WAN to preserve network capacity when reaching remote devices.

¢ Environments where having a single point of failure is acceptable.

¢ Environments where the product is used for normal priority paging, not for urgent/emergency
notification or day-to-day collaboration automation.

Multi-Server, Multi-Site Configuration

Unified Quick Connect can be installed and deployed on multiple servers across the WAN to minimize
the amount of bandwidth utilized for broadcasting (Figure 2-2). Thisisan important design
consideration when using broadcasting across a WAN with, 1) phones that support unicast, or 2) aWAN
where IP multicast is disabled. A separate Cisco Unified Application Environment server isrequired for
each Unified Quick Connect server.

[ oL-18495-01
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In this case, local Unified Quick Connect Serversterminate broadcastsfor their own locations regardless
of where the broadcasts are initiated. Assumethereisa Site A and Site B connected with aWAN. Site
A has an IP-PBX, directory server, Unified Quick Connect Server, Cisco Unified Application
Environment server, and IP phones. Site B only has a Unified Quick Connect Server, Cisco Unified
Application Environment server, and |P phones.

Figure 2-2 Multi-Server, Multi-Site Configuration

| ]
Quick Connect A CUAE ISer\fer

( Site A ]

Pillo ne 3 Plhone 4

Quick Connect B L
CUAE Server |

( Site B 0

Pros:

e Using the pre-installation configuration, the product is up and running out of the box.

e Works fine for Unicast based WANs and IP phones.

e Broadcast load is distributed to local broadcast servers.

¢ Phones can register with local broadcast servers.

* Nosingle point of failure, highly available and scalable.

e Works well for environments in need of emergency and urgent | P based notification.
Cons:

¢ Requires additional server administration, monitoring and management.

¢ Requires detailed network modeling and design.

¢ Costs more than single server deployments.

Recommended for:

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Environments with multiple sites and more than 500 | P device/end-points per site, spanning across
high-network-bandwidth WANs with G.729 trans-coding resources on each side of the WAN.

Broadcasting Considerations When Using Unicast

Live voice broadcast from Phone 1 to Phone 2, Phone 3 and Phone 4:

¢ Unified Quick Connect A setsup aone-way RTP stream from Phone 1 to Phone 2 (on the LAN) and
aunicast stream to Unified Quick Connect B. Unified Quick Connect B, in turn, will send aunicast
stream to Phone 3 (on the LAN ) and Phone 4 (onthe LAN ). Thiswill utilize four unicast streams
(one on Site A's LAN, one on the WAN and two on Site B’s LAN).

Pre-recorded audio broadcast from a user in Site 1 (from phone or PC) to Phone 2, Phone 3 and Phone 4:

e The Unified Quick Connect A server transmits a one-way RTP stream to Phone 2 (on the LAN) and
aunicast stream to Unified Quick Connect B. Unified Quick Connect B, in turn, will send aunicast
stream to Phone 3 (on the LAN ) and Phone 4 (onthe LAN ). Thiswill utilize four unicast streams
(one on Site A's LAN, one on the WAN and two on Site B’s LAN).

Multi-Server (High-Availability), Multi-Site Configuration

Unified Quick Connect can be installed and deployed on multiple servers at one site to provide
scalability and high-availability. One Unified Quick Connect server can service multiple locations. In
this mode, each group of serversis grouped using 3rd party network load distribution tools, such as
content switches, or using operating system supported network load balancing services, such as
Microsoft NLB. Multiple Unified Quick Connect servers can be added at each location. A Cisco Unified
Application Environment server is required for each Unified Quick Connect server.

Pros:
e Using the pre-installation configuration, the product is up and running out of the box.
¢ Works fine for both Multi-cast and Unicast based WANS.
¢ Broadcast load is distributed to local broadcast servers.
¢ Phones can register with local broadcast servers.
¢ Nosingle point of failure, highly available and scalable.
e Works well for environments in need of emergency and urgent | P based notification.
Cons:
¢ Requires additional server administration, monitoring and management.
¢ Requires detailed network modeling and design.
¢ Costs more than single server deployments.
Recommended for:

Environments with multiple sites and more than 500 | P device/end-points per site, spanning across
high-network-bandwidth WANs with G.729 trans-coding resources on each side of the WAN.

High-Availability for Cisco Unified Quick Connect

High Availabilitiy for Cisco Unified Quick Connect is provided by having an NLB-based deployment
where all phones point to an NLB virtual 1P address. All subsequent phones’' requests are routed to one
of the NLB hosts. The following is a network diagram for the High Availability deployment.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Figure 2-3 High-Availability

NLE Wirtual IP

Quick Connect Host A Quick Connect Host B

192.168.1.X network 1892.168.2.X network

( _ h] C S

CUAE Host A CUAE Host B

Normally, all phones’ requests go to one of the NLB hosts, for example, Unified Quick Connect Host A.
Unified Quick Connect running on this host communicates with CUAE Host A and processes the
requests through this CUAE Host A. If Unified Quick Connect Host A fails then all the subsequent
requests are re-directed to Unified Quick Connect Host B. Unified Quick Connect Host B starts
processing phones’ requests through CUAE Host B.

When Unified Quick Connect Host A comes back up it gets ready for the incoming phones’ requests.

References

For more information about using Network load balancing, please use the following references from the
Microsoft TechNet site:

NLB Fundamentals

http://technet2.microsoft.com/WindowsServer/en/library/c6c7cd9f-2837-44ab-b7e9-a5ab59hbf 7493103
3.mspx?mfr=true

Planning for High Availability and Scalability

http://technet2.microsoft.com/windowsserver/en/library/37b0b6af -c408-4d13-8e73-44a95b92fbac1033
.mspx?mfr=true

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Improving 1S 6.0 Scalability and Availability with Network Load Balancing

http://www.mi crosoft.com/technet/prodtechnol /WindowsServer2003/Library/l1S/0baca8b73b9-4cd2-a
b9c-654d88d05b4f.mspx

Note If thelinks do not work, search the Microsoft site for the subject listed above the link.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Pre-installation Tasks

- CHAPTER3

This chapter describes pre-installation tasks for Cisco Unified Quick Connect. It describes the following

topics:

¢ Gathering Installation and Configuration Information, page 3-1

e Starting Windows Services, page 3-4

e Preparing Support for Dual NIC Cards, page 3-5

e Preparing Cisco Unified Application Environment, page 3-6

e Preparing Cisco Unified Communications Manager, page 3-8

¢ Preparing the Enterprise Directory Server, page 3-10

e Preparing Salesforce.com, page 3-15
¢ Preparing Microsoft Exchange, page 3-16

e Preparing Unified Quick Connect Server, page 3-18

After these tasks are complete, you can install and configure Cisco Unified Quick Connect as described
in Chapter 4, “Installing Unified Quick Connect Server”.

Gathering Installation and Configuration Information

The information listed in the following tables is required.

Table 3-1

Pre-installation Checklist: Unified Quick Connect Server Parameters

Required Data

Example or Explanation

IP Address of Unified Quick Connect Server
Has port 80 been opened?

Enter an | P address of each IP-PBX node.

Windows Domain Info. Have you inserted the
computer into the domain?

Enter the Windows Domain name, if applicable.

Windows Domain User / Password

Enter username as username@domain.com. | f not
in adomain, enter administrator@hostname,
where hostname is the name of a Unified Quick
Connect Server.

Unified Quick Connect Directory Configuration
Server, if previously created — default is the
Unified Quick Connect machine

In most scenariosthisisthe current Unified Quick
Connect Server.

[ oL-18495-01
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Table 3-1 Pre-installation Checklist: Unified Quick Connect Server Parameters (continued)

Required Data

Example or Explanation

Local broadcast server (should be configured to
be the IP address of the Unified Quick Connect
machine)

Load Balancing Server |P address, if any

Typically not applicable.

Table 3-2 Pre-installation Checklist: IP-PBX Parameters

Required Data

Example or Explanation

Type of IP-PBX you will be using

CUAE

PBX version

25

Phone vendor models to be used

Refer to “ Supported Phones”.

Phonel oads for each Phone Type

Refer to list of supported phone loads.

Authorized username and password in the PBX
that is allowed to push content to the phones

Attribute to use in PBX for mapping

Usually the Extension in the IP-PBX, but in some
cases may be the User ID configured in the
IP-PBX.

Table 3-3 Pre-installation Checklist: Directory Server Parameters

Required Data

Example or Explanation

I P address of your directory server(s)

Directory ports opened?

Cisco DCD uses 8404; Microsoft Active
Directory uses 389; Open LDAP uses 636;
Salesforce.com uses port 80.

User Name and password required to access
directory servers above

Required if Authentication is enforced.

For Microsoft AD, if the Unified Quick Connect
Server isinthe same domain asthe AD server, and
the AD server does not require authentication,
then username and password is not required.
Otherwise, authentication is required.

All other directory servers require authentication.

Write access to directory server enabled for user?

Only required if you want to store Complex
Access Policiesin your directory server. You can
also have Complex Access Policies stored in an
XML file on the Unified Quick Connect Server.

Hostname or | P address of Microsoft Exchange
Server

Required if Personal Address books areto be used

Search Base root directory

] Cisco Unified Quick Connect Administration Guide, Release 4.4
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Table 3-3 Pre-installation Checklist: Directory Server Parameters (continued)
Required Data Example or Explanation
Searchable Attribute: Determines if the Usually set to “flags” or “businessCategory”

Organizational Unit or CN is searchable by
Unified Quick Connect. Set to 1000 at the
appropriate OU or CN.

Policy Server IP address or file path IPaddressfor adirectory server, or filepath for the
Unified Quick Connect Server.

Table 3-4 Pre-installation Checklist: Cisco Parameters

Required Data Example or Explanation

Version The Cisco Unified Communications Manager
version.

IP Address of Publisher and Subscribers

e Beforeyouinstall Unified Quick Connect Server you must obtain environment-specific information.
The information depends on the type of Enterprise directory server and |P-PBX being used.

e Thedirectory types listed in Table 3-5 are supported:

Table 3-5 Supported Directory Types

Microsoft Active Directory SQL Database
Cisco DCD Open LDAP
LDAPv2 Microsoft Exchange
Salesforce.com

You will be prompted for connectivity parameters based on the directory server(s) you have selected.
These parameters include:

¢ Host (required): The IP address or name of the Directory server.

e Port (required): Defines which port to use when connecting to LDAP based directory server. This
applies to Microsoft Active Directory/DCD/LDAP.

Note If you do not specify the | P address and port, the system performs serverless binding and this appliesto
Microsoft Active Directory only.

e User name: Defines the user name to be used when connecting. Applies only when Anonymous
Binding is unchecked.

e Password: Defines the password to be used when connecting. Applies only when Anonymous
Binding is unchecked.

¢ Anonymous Binding: It is true if the user name and password are specified. Applies to Microsoft
Active Directory and Open LDAP.

¢ Naming Context: Determines the Base DN (distinguished name) of the Directory Server. Appliesto
DCD/LDAP.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Note Thisis mandatory for LDAP servers.

¢ Search Base: Determines the location to begin searches within the directory structure. Appliesto
Microsoft Active Directory, DCD/LDAP.

Note  Thisisoptional.

You will also be prompted for IP-PBX connectivity information:

e PBX User nameisthe user name of the authorized user used by the Unified Quick Connect Directory
product to “push” content to |P phones.

e PBX User password is the password of the authorized user used by the Unified Quick Connect
Directory product to push content to I P phones.

Starting Windows Services

Start the Windows Services by performing the following:

Procedure

Step1  Set the start type to aut omat i ¢ and start the following windows services :
e Application Layer Gateway Service
¢ Network Connections Service
¢ Network Location Awareness (NLA) Service
¢ Plug and Play Service
¢ Remote Access Auto Connection Manager Service
¢ Remote Access Connection Manager Service
¢ Remote Procedure Call (RPC) Service
e Telephony Service
e IS Admin Service
e ASP.Net Status Service
e BITS Services
e HTTP SSL Service
e www Publishing Service

Step2  For co-resident installations, you must configure the I1S Default Web Site port number to be different
from the Cisco Unified Application Environment Web Server port number.

For example, typically CUAE Web Server listens on port 80. In 1S, view the properties for the Default
Web Site and assign a valid Default Web Site port number other than port 80.

For standalone installations, this step is not required.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Preparing Support for Dual NIC Cards

If your Cisco Unified Quick Connect server is configured with dual NIC cards, you must assign an IP
address in Microsoft I1S Manager by performing the following steps:

Procedure

Step1  Open |1S Manager and select the Default Web Site. Right-click to open the Properties window.
Step2  Onthe Website tab, select the IP address for a NIC card from the |P address drop-down menu.
Step3  Enter avalid TCP port.

N

Note  For standalone this must be port 80. For co-res it must be any port other than port 80.

Step4  Click OK and close IIS Manager.

Step5  Ensure you have configured one network connection for each NIC card in Control Panel > Network
Connections.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Preparing Cisco Unified Application Environment

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

To prepare Cisco Unified Application Environment 2.5 SR2:

For more information on administering Cisco Unified Application Environment refer to the
Administration Guide for the Cisco Unified Application Environment.

Do not install Cisco Unified Application Environment Dev Tools when installing Cisco Unified Quick
Connect and Cisco Unified Application Environment on the same machine.

Procedure

Log into Cisco Unified Application Environment at http://<ip-address>/cuaeadmin
Verify that enough licenses are available in the system.

If not present already, populate a Unified Communications Manager Cluster in CUAE. Perform this
configuration in Connections > Add Connection.

Select Cisco Unified Communication Manager Cluster and click Next.
Enter the following information for the cluster (Figure 3-1):
¢ Name: adescriptive name for the cluster.
e Version: the version of Cisco Call Manager.
¢ Publisher username: the username for the Publisher.
e Publisher password and Verify password: the password for the Publisher.
e Description (optional): a description of the cluster.

¢ Unified Communications Manager Cluster Nodes: enter the name and IP address of each Cisco
Unified Communications Manager. Check the Call Control and CTI checkboxes.

Click Add Node.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Step 7
Step 8

Step 9

Note

Preparing Cisco Unified Application Environment [l

Figure 3-1 Adding a Unified Communications Manager Cluster
|@ Add Unified Communication Manager Cluster - Windows Internet Explorer L,_J[E"J@I
@> |2 hetpaift0.11.5.25/cuaeadminyzonnectionsfcunmdlusterfadd [l ¥ %] [coos L2l

File Edit Wiew Favorites Tools Help

= = - — 5 2 3 »
S @t | @ add Unified Communication Manager Clhister | f - B @ o~ |shPage - 3 Tooks -

l

sthaln Cisco Unified AE Administration

Cisco For Cisco Unified Communications Solutions Administrator | Logout | About

| System > Users ¥  Applications ¥  Plugins ¥  Connections ¥  Serviceability ~

Add Unified Communication Manager Cluster

Mame CCM 6.1
Version | 6.1 f‘v:
Publisher Username ccmadministrator
Publisher Password sssssssss
Verify Password sssesssse
SNMP Community public

Description

Unified Communication Manager Cluster Nodes:

[ Mame Host Publisher Call Control CTI
[ [ccmsea 10.2.0.16 (O]
[s]
Dones 3 € mtemet ®100% -
Click Save.

Create a new Monitored CTI Device Pool and record the name of this device pool. All devices that you
intend to monitor must be included in this device pool.

e Select Monitored CTI1 Device Pool. Click Go.

¢ Type a name for the connection,select the Primary and Secondary CTl Manager and enter the
credentials of the Telephony Server’s application user. Click Save.

Create a Media Engine connection on CUAE by choosing Connections > Add Connection.
e Select Media Engine.

e Enter aname for the Media Engine.
e Provide the CUAE IP address.
¢ Provide the Media Engine password as configured in CUAE.

You will enter the value for this device pool’s name into the Device Pool Name field in Unified Quick
Connect Web Admin when you configure the |P-PBX.

The next chapter describes steps to manually install the Cisco Unified Quick Connect applications into
Cisco Unified Application Environment.

[ oL-18495-01
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Preparing Cisco Unified Communications Manager

You must prepare Cisco Unified Communications Manager 6.0, 6.1, or 7.0 by configuring directory
services as described next.

Configuring Directory Services

N

Note

To access Unified Quick Connect from the directory button on a Cisco phone, you must configure the
URL Directories field in Cisco Unified Communications Manager. This allows usersto ‘search’ before
they start the Unified Quick Connect Push-to-Talk application.

To configure directory services, click System > Enterprise Parameters > URL Directories and set it
to the Unified Quick Connect server address (Figure 3-2):

For standalone installations, use the following URL:

http://<Unified Quick Connect-Server-IP-Address>/QuickConnect/xmldirectory.aspx
For co-resident installations, use the following URL

http://<Unified Quick Connect-Server-1P-Address>:<port number>/QuickConnect/xmldirectory.aspx

Select an available port to configure for the Directories URL. This port must be configuredin [1S for use
with Cisco Unified Quick Connect, after you have installed it.

Verify that the device is registered with the application user in Cisco Unified Communications Manager.

Figure 3-2 Configuring the Directories URL

)~ B htps:}f10.2.0.16:8443 cemadminiaendeviceEd, do7hey=dSedibes eeah 1429451 <fasifestcst

@

== a——
|| B certificate Error |42 | K| | ool o

Bl Edt Wew Favortes Tools Help

w g iréphane Corfiguration \7| - B dm o |2hPage - 0 Took +

allin  Cisco Unified CM Administration

NEMEERLY Cisco Unified CM Administration [+ ¢
cisco

For Cisco Unified Communications Solutions

CCMAdministrator About Logof

System » CallRouting v Media Resources = Voice Mail v  Device v

tion = User +  Buk i v Help =

Phone Configuration

B Save x Delste Copy % Reset I:D: Add New

Authentication Mode®

CEE BRI Back To Find/List 4 (9

Authentication String

Key Size (Bits)*
Operation Completes By (Y MM: DD HH)
Certificate Operation Status: None

Note: Security Profile Contains Addition CAPF Settings.

— External Data Locations Information (Leave blank to use default)
Information

Directory hitp://10.13.1.12/QuickConnect/xmidirectory.aspx
Messages

Services

Authentication Server

Froxy Server

1dle

Tdle Timer (seconds)

Extensien Information

’7D Enable Extension Mobility

Dane [ € Internet H100% -
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If Search is Not Required Before PTT

Any device registered with providers defined within the Unified Quick Connect L ocation can subscribe
tothe service (refer to the “ Cisco Unified | P Phone Services Configuration” section of the Cisco Unified
Communications Manager configuration document for further information on how to configure the
devices and providers).

The Cisco service URL would be configured to the following URL:

http://Unified Quick Connect Server Address/OnCastWebService/
WalkieTalkie.aspx?id=ptt-grpl& ocm=WalkieTalkiePush.ocm

e Where “id” represents a pre-established group of participants, defined in the following section of
the OnCast.Configuration.xml file, to be used for this PTT session. For example:

<Short cut Support For PTT>Tr ue</ Short cut Support For PTT>

<Name>ptt - gr pl</ Nanme>
<Par ans>
</ Par ans>
<Xm Payl oad>
<LSBC>
<Or gani zer >

<User | D>@b</ User | D>

<Key>1777</ Key>

<Ext ensi on>1777</ Ext ensi on>

<Mai nPhone>1777</ Mai nPhone>

<| PAddr ess>10. 1. 0. 208</ | PAddr ess>

<LDAPDN>Di rectory Server 1| CN=Q6 (B, CN=User s, DC=I sga, DC=I ocal </ LDAPDN>
<Provi der| D>l P- PBX 1</ Provi der| D>

</ Organi zer >
<l nviteesG oup>Directory Server

1] CN=gr oupl, CN=User s, DC=I sqa, DC=I ocal </ | nvi t eesG oup>

<l nvitees>

<l nvitee>
<User| D>ql ql</ Userl| D>
<Key>1070</ Key>
<Ext ensi on>1070</ Ext ensi on>
<Mai nPhone>1070</ Mai nPhone>
<LDAPDN>Di rectory Server 1| CN=ql g1, CN=Users, DC=Il sqa, DC=I ocal </ LDAPDN>
<ProviderID />
</lnvitee>
<l nvitee>
<User | D>@ @</ User| D>
<Key>1628</ Key>
<Ext ensi on>1628</ Ext ensi on>
<Mai nPhone>1628</ Mai nPhone>
<LDAPDN>Di rectory Server 1| CN=Q2 @, CN=User s, DC=Il sqa, DC=Il ocal </ LDAPDN>
<ProviderID />
</Invitee>
<l nvitee>
<User | D>@B @</ User| D>
<Key>1021</ Key>
<Ext ensi on>1021</ Ext ensi on>
<Mai nPhone>1021</ Mai nPhone>
<LDAPDN>Di rectory Server 1| CN=@ @3, CN=User s, DC=sna, DC=Il ocal </ LDAPDN>
<ProviderID />
</lnvitee>
<Invitee>
<User| D> b</ User| D>
<Key>1577</ Key>
<Ext ensi on>1577</ Ext ensi on>

[ oL-18495-01
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<Mai nPhone>1577</ Mai nPhone>
<LDAPDN>Di rectory Server 1| CN=@ (b, CN=User s, DC=sna, DC=I| ocal </ LDAPDN>
<ProviderID />
</Invitee>
<l nvitee>
<User | D>QC1 QCl1</ User| D>
<Key>1595</ Key>
<Ext ensi on>1595</ Mai nPhone>
<LDAPDN>Di rectory Server 1| CN=QC1 QC1, CN=User s, DC=sna,
DC=Il ocal </ LDAPDN>
<ProviderID />
</lnvitee>
</lnvitees>
<OCMFi | e>Br oadcast Tenpl at es\ Wl ki eTal ki ePush. ocn</ OCVFi | e>
<Conf er ence>
<PhoneNunber >918555068850</ PhoneNunber >
<PassCode>943557</ PassCode>
</ Conf er ence>
<Act i on>0OCMK/ Act i on>
<shortcut URL />
<Priority>Energency</Priority>
<l nviteesGoup />
<Updat eOCM>
<updat ePay>

<par ant ag>OnCast Message/ Wor kf | ow Key/ Key[ Capti on=" PushToTal k' ]/ Acti ons/ Acti on[| D=" PushToTa
I k' ]/ Settings/pluginVal ue/ URl </ par ant ag>
<par anval ue>?i d=ptt - grpl</ paranval ue>
</ updat ePay>
</ Updat eOCM>
</ LSBC>
</ Xm Payl oad>
</ltenr

For information on the input parameters, refer to the Cisco Unified Quick Connect Administration Guide.
Users can subscribe to multiple PTT services (with different ‘id’ parameters for different user/groups).

You can also configure the service URL to the URL of a shortcut that you create on the phone. Refer to
the Unified Quick Connect Phone User Guide for information on creating and managing shortcuts.

Preparing the Enterprise Directory Server

Unified Quick Connect utilizes your existing directory servers as a starting point for collaboration. This
has the advantage of:

e Providing you with a single point of administration.

e Minimizing end-user training by re-using existing corporate information for Vol P applications.
Unified Quick Connect can connect to multiple directory serversand provide end-userswith asingle
view from their phone.

Binding to Directory Server

Unified Quick Connect must be able to bind to your directory server and retrieve user information. You
will need the following information to allow this:

¢ Directory server type — Options include: Microsoft Active Directory, LDAP v2, Cisco DCD,
Salesforce.com, custom SQL, Microsoft Access or Microsoft Exchange.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Hostnhame or | P address of your directory server.

Port — Used to connect to your directory server. Port 8404 must be open for Cisco DCD; 389 must
be open for Microsoft Active Directory.

Credentials — In most cases you will want a username and password to be used by Unified Quick
Connect to bind to your directory server. This provides an important level of security for the
directory server. If your server isin the same domain as your Microsoft Active Directory, then you
may use anonymous binding to not require any credentials.

Configuring Directory Server

Unified Quick Connect requires only two attributes to be modified in your directory server, and you may
select which onesto use. Thefirst is called L SDirKey within Unified Quick Connect and is used to
match auser inthe |P-PBX with auser in the directory server. Unified Quick Connect uses this matching
to 1) identify the user, and 2) allow the user to access Unified Quick Connect features. The second is
called L SSear chableAttr Name and is used to determine which users, groups and containers in the
directory server are searchable within Unified Quick Connect.

You will need to decide the following before configuring your directory server:

Determine which directory server you will use for storing user information. Thisis the directory
server in the previous section that Unified Quick Connect will be binding to.

Select which attribute in the directory server will be used for matching to usersinthe IP-PBX. Make
note of the attribute name. In Microsoft Active Directory thisis typically the telephoneNumber
attribute. You may also use a User ID or username attribute.

Configure the attributes employeel D and extensionAttributel0. employeel D setsthe password which
the user uses to login to Unified Quick Connect Directory Phone Ul.

extensionAttributel0 is the name of the PBX (for example, "IP-PBX 1") that the user's phone is
associated with.

Select which attribute in the directory server will be used for searching. Make note of the attribute
name. In Microsoft Active Directory thisistypically the flags attribute.

To configure your directory server to support Unified Quick Connect you should do the following:

N

Configure L SSearchableAttrName — Select which users, containers and groups will be exposed in
Unified Quick Connect. For these users, groups and containers you will need to set the flags
attribute (or whichever attribute you are using) to 1000.

Note  Thisinformation isinherited. So if you set this at atop-level container, then all nodes underneath will
be searchable in Unified Quick Connect.

Configure LSDirKey — If you are matching based on telephone number, then the attribute in the
directory server associated with L SDirKey (e.g., telephoneNumber) must match the user’s extension
inthe IP-PBX. For example, if auser called Steve Fone has an extension of 20359 in the IP-PBX,
then the user Steve Fone in the directory server must have its telephoneNumber attribute set to
20359.

[ oL-18495-01
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)

Note

Step 1

Step 2

You do not need to have an exact match. You may have Steve Fone's tel ephoneNumber attribute in the
directory server set to 650-292-0359 and Unified Quick Connect will be able to remove the first five
digits and match him against his extension in the PBX. For information on phone number masking, refer
to "Using Phone Number Masks" in Chapter 5, "Configuring Unified Quick Connect Server".

For example, in the directory server below, perform the following steps to make everyone in the Users
OU to be searchable by Unified Quick Connect:

Procedure

Access your Active Directory server using ADSledit (Figure 3-3). Thistool will provide access to

hidden attributes (such as flags):

Figure 3-3 Accessing Active Directory Through ADSledit

4. ADSI Edit

@ File Ackion Wiew Window Help

= AEXEFRDB @

3 ADST Edit

[—:@ Ciormain [gade02.ga02. local]

. =1 pr= ganz,be=lncal

; & =it
L CM=Cormputers
{1 ocu=pomain Contrellsrs
1 | CM=ForeignSecurityPrincipals
- OU=Groups
7 (hl=LitsScapeOnCast
1 tM=LostAndFound
=23 CM=Matksting

-1 CH=NTDS duotas
_+j {1 CM=ncdadriin

E (7 ou=Production
L CH=Program Data
[ au=zp

’;] CM=5vstem

e CH=Lsers
Corfiguration [gac  Move

{1 Cw=Microsoft Exchange Systern Obijects

v Schema[gadc02.)s  Mew Connection From Here

[ew

=

MNew Wwindow From Here

Delete
Rename
Refrech
Export Lisk. ..

~—  Help

Rame  #

E CM=~Administrator

A CN=akvin Patten
Cacn=zndrew luks
[Acn=ann Borda

[ cn=swinash Fatekar

[ dcn=catherine Barro
(Acr=Cert Publishers
i T =CERTENC _DCOM_
CI CMN=DecTestaroup
[Acn=pecTaont

[ Acr=pHcP Administrat
(Acn=oHcr Users

(A cn=Dnsadmins

5 =DrslpdataPrasxy
[ cr=Damain dmins
i:l M =Dormain Compuber
[ cri=Domain Contraller
[ cN=Domain Suests
(A CN=Domain Users

5 =Dauglas Pakkersar
Ccn=em nont
([(Acr=em onoz

Men =Enterprise Admins
[CAen=Frnest Maganda
D =E:xchange Domain
Caen =Exchangs Enterpt
[ e =Group Policy Crea
[(Acn=cuest

Cen =HelpServicesGrou
d

iapens property'_sheet For thercomemesemeemar

Find the flags attribute and set it to 1000 (Figure 3-4):
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EE3

extensionM ame
flags

f5 M0 FoleDwaner

fromE ntry Boolean

freComputerB eferenc...  Distinguighed ..
fRSkMembeiRefsrenc... Distinguished ...
Distinguished ...

heuristics
f

Inteaer

Edit |

Figure 3-4 Setting the Flags Attribute
CN=Users Properties
Attnbute Editor | Secunt_ul
¥ Show mandatony attributes
¥ Show optional attibutes
™ Show oy atiribukes that have yalues
Adtnbate s
Attnbute l Synbas I Yalus *J
directReports Distinguished ... <Mat Set>
displayh ame Uricode Sting <Mat Setx _l
displapM arnePrintablz  1A5-Ching Mt Setr
distinguizhedtame Distinguished ... CH=Users DC=qal2DC
dsAS ignature Qcket Sting Mat Sete
dSCorePropagationD... UTC Coded Ti..  BA15/2006 12:13:34 Ak
Unicode Strng <Mot Sef

1000
TRUE
<Mat Set>
<Muot Sety
<Mot Set>

<Mot Setr _J;‘
*

o]

Cancel I Apply

Preparing the Enterprise Directory Server

You must perform this step for each OU that will be searchable using Unified Quick Connect. All users
in this OU will automatically be searchable. If you only want to make some users searchable, then
modify the flags attribute for each User or container instead of the OU. Thiswill, however, affect

performance.

Step3  You must now set the attribute in your directory server that will be used to match a user against an

extension in your IP-PBX. In Figure 3-5 we use the telephoneNumber attribute. Select a user in the

above OU and set their telephoneNumber attribute to match his extension in the IP-PBX:

[ oL-18495-01
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Figure 3-5 Setting an Attribute for User to IP-PBX Extension Matching

CN=EM 0001 Properties [ 2]
Attributs Editar | SECUIityI
¥ Show mandatory attibutes

¥ Show optional attibutes

™ Show orily attributes that have values

Atibutes:
Attributs l Syntas I Yalue *J
zupplemantalCradenti..  Ocket String LMt Sets
supportedélgarithms Octet Sting <Hot Sety
apstemflags Inkeger Mt Set
targethddress Uricode String  <Mat Set>
telepharieds sistant Uricods String  <Mat St
telephoneMumber Uricode String 6003
teletesT emminalldentifier  Octet Sting Mot Sety
telexMurmber Octet String Mot Set>
terminals erver Octet Sting Mot ety
temtErcoded0R Addr..  Unicode Sting  c=US%:a= :p=Firgt Organizz
thumbrailLogo Octet Sting Mot Saty —
thumbrailPhato Octet Sting <Mat Setx
title: Unicode St <Mot Set> _.I"
1 I r +

Edit |

0K I Cancel I Al |

You must perform this action for each User in your directory server that will be using Unified Quick
Connect.

Step4  Configure the employeel D and extensionAttributelO attributes:

¢ employeel D sets the password which the user uses to login to Unified Quick Connect Directory
Phone UI.

¢ extensionAttributelO is the name of the PBX (for example, "IP-PBX 1") that the user's phoneis
associated with.

Configuring Multiple Directory Servers

When configuring multiple directory serversit isimportant to configure the directory serversin the order
that they should be processed by Unified Quick Connect, when Unified Quick Connect communicates
with a directory server for user information matching. Directories are processed by Unified Quick
Connect in the order listed in OnCastConfiguration.xml.

To perform amanual change, you can edit OnCastConfiguration.xml and edit the list of directories to
arrange them in the desired order.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Preparing Salesforce.com

Perform the following steps to ensure that Salesforce.com has the correct account type, and that
Salesforce.com is setup so that Unified Quick Connect can access your CRM data.

)

Note  Refer to Chapter 1, section “Salesforce.com Service Requirements”, for requirements for the
Salesforce.com service, including supported account types.

Procedure

Step1  When accessing Salesforce.com from a new network, you need to first log in to Salesforce.com with a
user account from the Unified Quick Connect Server.

Step2  Salesforce.com sends a notification to the administrator’s mailbox.

Step3  Theadministrator can authorize the user account in Step 1 by forwarding the activation link email to the
person who is configuring Unified Quick Connect to support Salesforce.com (the link needs to be
selected from the Unified Quick Connect Server).

Step4  Login to Salesforce.com from the Unified Quick Connect server using the user account in Step 1.

This information will be used when you are adding Salesforce.com as a Directory Server in Unified
Quick Connect WebAdmin. Refer to “ Salesforce.com as a Directory Server.”

Providing API Access to Cisco Unified Quick Connect for Developers

This procedure is only required when you must permit Salesforce.com API access for Unified Quick
Connect for application developers who access ADN (App-Exchange Devel oper Network):

Procedure

Step1  Make sure your Salesforce.com password is numeric and only 5 digitsin length. Alpha-numeric
passwords and passwords longer than 5 digits are not supported at this time.

Step2 In Salesforce.com, log in as the service account user and go to Setup > My Personal infor mation >
Reset My Security Token.

Step3  Salesforce.com will email the new token to the administrator.

Note  You only need to complete this procedure once for each service (administrative account being used for
Unified Quick Connect access).

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Preparing Microsoft Exchange

Microsoft Exchange must be configured to support displaying auser’s Personal Address Book and Inbox

items from | P phones.

To configure Microsoft Exchange:

Procedure

Step1  Inthe Windows domain, create adomain user (“ Service Account”) with privileges to open user mailbox
folders (contact folder). Select a unique user name for this user, for example, Admin.
Step2  Open Active Directory Users and Computers and verify that the user isto be a member of a group with
sufficient read/write privileges into Microsoft Exchange, as shown in Figure 3-6.
Figure 3-6 Creating a Domain User
ctive Directory Users and Computers
@ File  Action  Yiew Sindow  Help
c+ BmE B XTF IR 2 ilaTSE
@ Active Directary Users and Computers [qaded | lsga.lacal 35 ohjects
E[:i Saved Queries Name | Tyvpe I Cescription
E@ nga.loclal (&1 Googls Crganizational Uit
%% #Clscs SELE DLiteScapeOnCast Container
s s arcen T PR ' R T, " .
3 G man i
(-5 centaf
B-[&5] Cisea Dr\’llcrusuft EXchal  E ircnment | Sections I Femots contral I Terminal Services F‘rofilel CO+
- D Computers %navcent Ezchange General I E-mail Addresses
I+ Domain Controllsrs @NT[;S (E_L'Dtas Enchanges Features | Exchatgs Advaneed
rJ---CI ForsignSecurityPrincipals ‘.-_._j:jm e ID; . General I Address | Account | Profike | Telephones | Organization
(581 soogle S redEn RS | Published Cottficates | MemberDF | Diskin | Object | Secuiy
&[] LiteScapeOncast L’@sosccent
B[] LostAndFaund i ember of:
[+-1€3] marcent IEU Centcom
-1 Microseft Exchange System Objects | [Users
[+ naveent [Z1¥ahoo
B~ Q NTDS Quatas m#Mi(I’DSDFt
EJ-@ production ﬁncmunting
E]_D Frogramhata ﬁzBuswne;s Develn|
EJ"@ sosCoent ¢Engineering
: ]E:I Avsten InFra;tructure
F-{€8] uscentcom ﬁIT
el rnageniens 1o
: ﬁMarketinq
ﬁ admin
ﬁOperations Add... | Bemove |
ngdeuct Develop
Step3  Using the Microsoft Exchange System Manager, select the Properties of the mail server database and
click on the Security tab.
Step4  Add the domain user to the list of authorized users to perform specific operations (Figure 3-7). At a

minimum, the user should be provided read/write privileges.
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Figure 3-7

Preparing Microsoft Exchange
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Preparing Unified Quick Connect Server

To prepare your server for Unified Quick Connect the following procedures should be performed.

Installing Software Prerequisites

Install the following software on the Unified Quick Connect server:
e Microsoft .NET Framework 2.0 and Microsoft .NET Framework 3.0

~

Note ¢ For standalone installation: Install Microsoft .NET Framework 2.0 and 3.0.

e For co-resident installation: Install Microsoft .NET Framework 2.0. Microsoft .NET Framework 3.0
isinstalled as part of Cisco Unified Application Environment installation.

e Microsoft SQL Server 2005 Standard SP2

e Microsoft Internet Information Services 6.0

¢ Microsoft Exchange Server MAPI Client and Collaboration Data Objects
e JavaMedia Framework 2.1.1E

e Cisco Unified Application Environment Dev Tools
Thisisrequired to upload *.MCA files during installation.

Note  Cisco Unified Application Environment Dev Tools are required for standal one installations
(where Cisco Unified Quick Connect and Cisco Unified Application Environment are installed
on separate machines).

Configuring ASP.NET

Perform the following steps to configure ASP.NET:

Procedure

Step1  Onyour Unified Quick Connect Server, install Microsoft .Net Framework version 2.0.

Step2  Open I1S Manager and select the Default Web Site. Right-click to open the Properties window and
click the ASP.NET tab. Select version 2.0 as the default.

Step3  Click OK and close IIS Manager.

lIS Configuration

In11SManager, under web service extensions, make sure that ASP.NET v2.0, has status set to “allowed”.
Restart 11S if you make changes.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Optional: Installing Active Directory Application Mode

ADAM isdesigned to provide additional deployment options for Microsoft Active Directory.

ADAM isan optional component for Unified Quick Connect and should only be used to maintain alocal
cache of directoriesto improve search performance or provide an additional level of survivability in case
the Microsoft Active Directory server is down.

To install ADAM:

Procedure

Step1  Start the ADAM installation wizard.
Step2  Click Next to begin the installation.

Step3  Select aunique instance, then click Next.

Figure 3-8 Installing ADAM (2 of 9)

== Active Directory Application Mode Setup Wizard

Setup Options
An ADAM instance iz cieated each time AD&M s installed

Y'ou can cieate a unique instance, of you caninstall areplica of an existing instance.

Select the lype of inztance vou wank ko install
o

This ophon automatizally creates a new nstance nfA0AM that uses the default
configuration and schema partitions. The new instance will not be able to replicate
with exizling nstances,

£ A replica of an eisting instance

Thiz ephon creates 4 new instance of ADAM that uses the configuration and
schema partitions replicated from ancther instance of ADAM. You can alo select
the application partitions to replic.ate,

¢ Back I Mext > i Cancel Help

Step4  Enter aname for the instance, such as DirectoryADAM1, then click Next.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Step 5

Step 6

Figure 3-9 Installing ADAM (3 of 9)

19, Active Directory Application Mode Setup Wizard

Instance Name
The instance name s used bo differentiate this instance of ADAM from other A0AM
inztances an this computer.

Tupe a name for this instance. The name should ellect the use for which this instance
of & 0AM iz intended.

Irstance name:

DrirectonudDid k|

Example: Addressbook]

The &AM service name iz created whean the instance name iz combined with the
produst mame. [t will be dizplaved i the list of Windows serdices.

ADEM service name:
Al OnCastDiectonaDAMT

< Back l MNest > I Canecel Help

Enter the LDAP port number and SSL port number, then click Next.

Figure 3-10 Installing ADAM (4 of 9)

31?-.-: Active Directory Application Mode Setup Wizard

Ports
Computers will connsct to this instancs of ADAM wsing specific parts on all of the @

|IF addrezzes aszociated with this computer.

The portz dizplaved below are the first available for this computer. To change these
parts, e the pew part pumbers in the ket Boses below.

If wou plan bo install dctive Direchany on this computer, do nat use 383 for the LDAR port
or B3 for the S50 port be cauze Active Directary yzes there port numbers. [hstead, uze
available part numbers fram the following range; 1025-65535.

LDAF port mumber:
IEI!I!I!H

550 port number:
|50003

< Back l MHewt » I Cancel Help

Select Yes, create an application directory partition, enter the partition name, then click Next.
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Figure 3-11 Installing ADAM (5 of 9)

g’?s Active Directory Application Mode Setup Wizard

Application Directory Partition
& application directary partition stores application-specific data. @

Do pou wark to create an spplication directony partition for thiz instance of S0EM7

7 Ma, donat create an application dirsctam partition

Select this option if the applcation that pow plan to nstall creates an application directary
upan installation. or if pou plan to create one later.

¥ Yes:, cieate an application directon partition

Select this option if the application that pou plan to install does not create an application
directom partiion upan installation. & valid partbion narme iz any distinguished name that does
not already exist i this instance. Esample distinguished name:

CH=F artitionT . DC =% oodgmove D C=CO M

Partition name:

i0=paltiliun,c= ug

< Back I Pl et > i Cancel Help

Step7  Accept the default selections or browse for new selections and select them, then click Next.

Figure 3-12 Installing ADAM (6 of 9)

<= Active Directory Application Mode Setup Wizard

File Locationg
Y'ou can specify a location for each twpe of file associated with this instance of @
ADAM.

Specify the locations to store files associated with ADAR.

Data files:

[ata recovery files:
iE:\F‘ruglam FilezMicrozoft ADak WD irectorpaDAak 1 vdata Erowese...

C-Program Fileshticrosoft ADAMY DirectorudDAMT \Wdata Erowse... |

< Back | Blext > I Cancel Help I

Step8  Select Thisaccount, enter the user name and password for the user, then click Next.
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Figure 3-13 Installing ADAM (7 of 9)

;'»:i Active Directory Application Mode Setup Wizard

Service Account 5 election
ADAM perfoms operations usng the permissions associated with the account you @

zelect,

Set up ADAM to perfarm operations using the permissions aszociated with the following account.

" Metwork zemvice account
ADAM hag the permissions of the defaulk Windows serice account,

% This account;

ADAM has the permizsions of the selected account. Ensurs that the account you select iz set
up to 1un a3 a service.

Uzer name: adrin@aqa.lozal :j _| Browse... I

Pazzword: It.---..|-|

< Back | Meut > I Cancel Help

Step9  Select dl filesin the |eft pane, click Add to add them into the right window, then click Next.

Figure 3-14 Installing ADAM (8 of 9)

?,:Active Directory Application Mode Setup Wizard

Importing LDIF Files

“fau can import data from Lightweight Dirsctory Inksrchangs Fomnat (LOUF) files nto
your ADAM apphcation directom partiion.

Ta configwe the ADAM service in a specilic way, import one ar more of the LDIF files listed
below.

" Do not import LDIF files for this ingtance of A0
= |mport the selected LOIF files for thiz instance of &0k

Axalable files: Selected LDIF files;
M52 an LDF S net0rgPersan LDF
MS-User LOF

1S U e Progp LD F

<- Bemove I

< Back | Meut > | Cancel I Help

Step10 Review the displayed information, then click Next to proceed with the installation.

Step11  Click Finish when you are notified that the installation is complete.
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Configuring a Second Partition and Indexes

To support caching of directory content for both GAL directory content, Unified Quick Connect supports
Microsoft ADAM as alocal cached directory repository.

For example:
e o=example,c=us for GAL

Themain partition needed for ADAM synchronization isinstalled automatically during the built in cache
server installation. The second partition is added separately. You must create the second ADAM partition
and the indexes for search optimization.

Managing Directory Partitions in Active Directory Application Mode

The following exercises help you become familiar with an additional ADAM administration tool,
Ldp.exe. Ldpisinstalled as part of the ADAM administration tool set. In these exercises, you use Ldp
to connect and bind to an ADAM instance, and then you use Ldp to manually add and then delete an
application directory partition. (Remember, you can also create an application directory partition by
using the ADAM setup wizard.)

Connecting and Binding to ADAM Using Ldp.exe

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

To connect and bind to an ADAM instance using Ldp.exe:

Procedure

Click Start > All Programs > ADAM > ADAM Tools Command Prompt.
At the command prompt, enter Idp, then press Enter.
Click Connection > Connect.

In Server, enter the host or DN'S name of the computer running ADAM. When ADAM isrunning locally,
you can also enter local host.

In Port, enter the LDAP or SSL communication port number for the ADAM you want to connect to, then
click OK.

Figure 3-15 Connect Window

Server i localhas]

Bart: |389 | |
[ 52
o |

Set your bind type. Click Connection > Bind to display the Bind window (Figure 3-16).

Connechionless

| =S
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Step 7

Figure 3-16 Bind Window

Bind
Liser: I USetnams
F‘assword: I ************ﬂ
Darniain: I damain
—EBind kvpe

" Bind as currenkly logaed on ussr
& Bind with credentials

T Simple bind

" Advanced (DIGEST)

™ Encrypt traffic sfter bind

Cancel I oK |

¢ To bind using the credentials you used to log in, click Bind as currently logged on user.

sdvanced

e To bind using a domain user account, click Bind with credentials, enter the user name, password,
and domain name (or the computer name, if you are using a local workstation account) of the
account you are using, then click OK.

e To bind using a user name and password, click Simple bind, enter the user name and password of
the account that you are using, then click OK.

¢ Tobind using an advanced method (NTLM, DPA, negotiate, or digest), click Advanced (DIGEST)
> Advanced in Method, select the method, set other options as needed, then click OK twice.

Click OK to close the Bind window.

Adding Application Directory Partitions

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

To add an application directory partition:

Procedure

Run Ldp.exe.
On the Ldp Browse menu, click Add child.
In Dn, enter o=example2,c=us as the distinguished name for the new application directory partition.
Under Edit Entry, enter the following, then click Enter:
¢ In Attribute, enter ObjectClass.
¢ InValues, enter organization.
Under Edit Entry, enter the following, then click Enter:
e In Attribute, enter InstanceType.
¢ InValues, enter 5.

Click Run. The application directory partition is added, and the following result appears:

***Cal ling Add...
| dap_add_s(Id, "o=exanple2,c=us", [2] attrs)

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Creating Indexes

Step 7

Added {o=exanpl e2, c=us}.

Click Close.

Preparing Unified Quick Connect Server

The following attributes on ADAM will be indexed to optimize the search process.

e Description

e adminDescription
e personalTitle

¢ telephonenumber
e mobile

¢ homePhone

e givenname

e sn

e displayName

o st

e division

There are two methods for creating indexesin ADAM:

¢ Installing the ADAM schema snap-in.
¢ Adding indexes through the ADAM snap-in.

Installing the ADAM Schema Snap-in

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Toinstall the ADAM Schema snap-in:

Procedure

Click Start > Run, enter mmc /a, then click OK.

Click File > Add/Remove Snap-in, then click Add.

In Available Standalone Snap-ins, click ADAM Schema > Add > Close, then click OK.

To save this console, click File > Save.

In Save in, point to the %systemroot%\system32 directory.

In File name, enter adam_schema_mgmt.msc, then click Save.

To create a shortcut on your Start menu:

a. Right-click Start > Open All Users, double-click Programs folder, then double-click ADAM

folder.
b. Click File> New > Shortcut.

c. Enter the location of the item - adam_schema_mgmt.msc - then click Next.

[ oL-18495-01
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d. Enter aname for the shortcut - ADAM Schema - then click Finish.

Adding Indexes Through the ADAM Snap-in

To add indexes through the ADAM snap-in, select each of the attributes in the list below, right click
the attribute, then click Properties > Index attribute.

— Description
— adminDescription
- personalTitle
- telephonenumber
- mobile
— homePhone
- givenname
- sn
- displayName
- st
- division
Run the following Perl script.

# This Perl code indexes an attribute.

- S T T N e T N e
# Adapted from VBScri pt code contained in the book:

# "Active Directory Cookbook" by Robbie Allen

# Publisher: OReilly and Associ ates

# | SBN: 0-596-00466- 4

# Book web site: http://rallenhone. con books/ adcookbook/ code. ht m
- S T T N N SSEES
#o------ SCRI PT CONFI GURATION - -----

# Set to the conmon name (not LDAP display dane) of the attribute
ny $strAttrNane = "<AttrConmonNane>"; # e.g. rallencorp-LanguagesSpoken
#o------ END CONFI GURATION ---------

use Wn32::OLE;

$Wn32:: OLE: : Warn = 3;

nmy $obj Root DSE = W n32: : OLE- >Get Obj ect (" LDAP: // Root DSE") ;

ny $obj Attr = Wn32::OLE->Get Obj ect ("LDAP://cn=" . $strAttrName . ", "
$obj Root DSE- >Get (" schemaNam ngCont ext"));

$obj Attr->Put ("searchFl ags", 1);

$obj Attr->Set | nfo;

print "Indexed attribute: $strAttrNane\n";

After the pre-installation tasks are complete, you can install and configure Unified Quick Connect as
described in the following chapters.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Installing Unified Quick Connect Server

This chapter It describes the following topics:

Requirements for Microsoft SQL Server 2005, page 4-1

Setting Authentication Parameters, page 4-2

Requirements for Cisco Unified Application Environment, page 4-2
Installing Optional Third Party Software Components, page 4-3
Running the Setup Wizard, page 4-3

Completing the Installation, page 4-8

Post-Installation Configuration, page 4-13

Requirements for Microsoft SQL Server 2005

Cisco Unified Quick Connect requires Microsoft SQL Server 2005 to be installed. Refer to Microsoft
documentation for the installation procedure, and ensure that you use the values described in Table 4-1
to ensure compatiblity.

Table 4-1 Guidelines for Performing SQL 2005 Installation

Parameter Required Value

Service Account "Use the built-in System account" and "L ocal
system"

Authentication Mixed Mode (Windows Authentication and SQL

Server Authentication)

Collation Settings Verify the SQL collations option has been

selected and highlight "Dictionary order, case
insensitive, for use with 1252 Character Set."

[ oL-19728-01
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Setting Authentication Parameters

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6
Step 7

Step 8

Perform the following steps to set the authentication parameters used in MS SQL Server Management
Studio:

Procedure

Open MS SQL Server Management Studio and log in.
In the left window (Object Explorer), right-click the hostname of the server and select Properties.
Navigate to the Security page.

In the Server Authentication section, verify that "SQL Server and Windows Authentication Mode" is
selected.

Click OK.
In the left window (Object Explorer), choose Security > L ogins > sa, right-click and select Properties.

Change the sa password to a value of your choosing. Record this password for use during the RTCM
installation.

Restart the SQL Service.

Requirements for Cisco Unified Application Environment

Verify that Cisco Unified Application Environment 2.5 SP2 has been installed. Refer to Cisco Unified
Application Environment Adminstration Guide for installation procedures. Also refer to Preparing Cisco
Unified Application Environment, page 3-6 and Preparing Cisco Unified Communications Manager,
page 3-8 for required pre-installation procedures.

Requirement for Dev Tools Installation Based on Installation Environment

The Dev Tools component is only installed in certain environments:

¢ For co-resident installations (where Cisco Unified Quick Connect and Cisco Unified Application
Environment are installed on the same machine): the Dev Tools component must not beinstalled. In
aco-resident installation, Cisco Unified Quick Connect components must manually beinstalled into
Cisco Unified Application Environment, as described in Installing Cisco Unified Quick Connect
Applications in Cisco Unified Application Environment, page 4-11.

¢ For standalone installations (where Cisco Unified Quick Connect and Cisco Unified Application
Environment are installed on separate machines): the Dev Tools component must be installed. The
installation of Cisco Unified Quick Connect components occurs automatically during installation of
Cisco Unified Quick Connect, and no manual steps are requried to install these components into
Cisco Unified Application Environment.

Cisco Unified Quick Connect Installation Guide, Release 4.4
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Installing Optional Third Party Software Components Il

Installing Optional Third Party Software Components
To install optional third party software components for use with Cisco Unified Quick Connect:

Procedure

Step1  You can download the Java Media Framework (JMF) 2.1.1e software from Sun Microsystems at the
following URL :

http://java.sun.com/javase/technol ogi es/desktop/media/jmf/2.1.1/download.html

Step2  You can download Microsoft Exchange Server MAPI Client and Collaboration Data Objects 1.2.1 from
Microsoft at the following URL :

http://www.microsoft.com/downl oads/detail s.aspx?Familyl D=E17E7F31-079A-43A9-BFF2-0A11030
7611E& displaylang=en

Running the Setup Wizard

Unified Quick Connect utilizes the Unified Quick Connect Setup Wizard to simplify installation and
configuration. The Unified Quick Connect Setup Wizard automatically installs all Unified Quick
Connect Server components, provides easy-to-use prompts to automatically create a working
configuration, and automatically installs the license file.

Toinstall Unified Quick Connect Server:

Procedure

Step1  Insert the DVD-ROM in your DVD-ROM drive.
Step2  Open the self-extracting archive CUQC-44-package.exe. Do not change the Destination Folder.

5 WInRAR self-extracting archive 1 o ] S|
@ s Press Install button to start extraction.
s TUze Browse button to select the destmation folder
from the folders tree. Tt can be also entered
manually.
o Ifthe destination folder does not exst, it will be
created automatically before extraction.

Destination folder

c:\CiscolnifiedQuickConnectd 4| :_J Browse... |

Installation progress

Itstall I Cancel |

Cisco Unified Quick Connect Installation Guide, Release 4.4
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Step3  Click Install. This extracts the package to the specified directory and launches the installation wizard:

5 WInRAR self-extracting archive

Extracting FileCaopy.xml

Extracting Log4M et config
Extracting lagdnet.dll

Estracting LSInstaller.zml
Estracting LSLicense. tst
Estracting MzilnstallerLib.dil
Estracting nzoftware [P orks. dll
Extracting nzoftware [P orks. =ml

Extracting OnCaszt. Configuration. dll
Extracting OnCaszt. Configuration. xml
E=tracting "/in325ecurity.dl

Destination folder

Extracting CUGC-inztaller-4. 40, exe. config
Extracting CUQC-installer-4. 40, wshost, exe.config

Extracting ICSharpCode. SharpZipLib. dil

Extracting nzoftware [FworksSSHMP.dll
Estracting nzoftware [PworksSSHMP. «ml

Ic 4CizzolnifiedGuickC

Installation progress

| it I Cancel

Step4  You will be prompted with the installer for Unified Quick Connect. Click Next.

Step5  Enter the Windows credentials required by Unified Quick Connect to run within Microsoft Windows.

Cisco QuickConnect Installation: ITS Information

==

Pleaze provide the ‘Windows credentials required by QuickConnect ta run within Microsoft

‘Windows Domain Mame or S erver Hosthame

Do

Uzername

p——

Pazswaord

e

Fe-enter password

o

=10] x|

Enter the name of 115 Web Site to use

|Detault web Sits

L
Bk |

MHest

] Cisco Unified Quick Connect Installation Guide, Release 4.4
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Running the Setup Wizard

Step6  Enter the parameters for the SQL Server that will be used with Unified Quick Connect, then click Next
to continue.

Cisco QuickConnect Installation: SQL Server

Step7  Enter the CUAE server parameters, then click Next to continue.

Cisco QuickConnect Installation: CUAE Server

Cisco Unified Quick Connect Installation Guide, Release 4.4
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Step 8

Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

Step 16
Step 17

Enter the | P address of the Unified Quick Connect Configuration server that will handle synchronization,
then click Next to continue.

Enter the | P address of the local broadcast server. Thisistypically the address of the Unified Quick
Connect Server. Click Next to continue.

Enter the | P address of the Load Balancing server. Thisis typically the address of the Unified Quick
Connect Server. Click Next to continue.

Click Next followed by Finish in the last window to start the installation.
A status bar shows the progress of the installation.

Close any windows that remain open.

Your installation and configuration are complete.

To verify that al of the Unified Quick Connect Server components have been successfully installed,
open Unified Quick Connect WebAdmin at:

http://Unified Quick Connect-Server-1P-Address/Unified Quick ConnectWebadmin

Verify that all components show active version numbers and that there are no warnings (Figure 4-5).

Figure 4-1 Verifying Unified Quick Connect Components
/3 QuickConnect Server Configuration - Microsoft Internet Explorer [ —|olx|
File Edt Yiew Favorites Took Help | *
@ Back - ) - 2] [2] (0| PO search LrFavortes £ | (3 n B -
Agdress [{€] http:flocalhost/QuickConnectWebidmin/DeFault aspx ] Be ok >
bl
CISCO e e e

Welcome to QuickConnect Server

Components:

Cisco Unified Quick Connect 4.4

Unified QuickConnect WebAdmin, Yersion 4.40.8.857
QuickConnect Policy, Yersion 4.40.8.857

QuickConnect DirDialer Cisco, Version 4.40.8.857
QuickConnect Directory Connection, Version 4.40.8.857
QuickConnect Directory Configuration, Yersion 4.40.8 857
QuickConnectWebService, Version 4. 40.8.857
QuickConnectSessionService, Version 4.40.8.857
QuickConnectSyncWS, Version 4. 40.8.857
QuickConnectPresenceWehService, Version 4.40.8.857
QuickConnectPBXService, Version 4.40.8.857
QuickConnect Directory Connection HeartBeat, Version 4.40.8.857
QuickConnect Media Service, Version 4 40.8.857
QuickConnectPresenceService, Wersion 4.40.8.857
QuickConnect MAPIConnector Lib, Version 4.40.8.857
QuickConnectDeviceStatusService, Version 4 40.8 857

Copyright & 10822008 Cisco Systems, Inc. All 1ights reserved =l

el [ T[S ecalintranet 4

Java update notification is not required for Unified Quick Connect. If automatic Java update notification
is activated, perform the following steps to deactivate it:

e Select Start > Settings > Control Panel > Java. The Java(TM) control Panel will display.
¢ Click on the Update tab.

e Uncheck Check for Updates Automatically.

e Click Apply then close the window.

Configure your Directory Server, IP-PBX, and Unified Quick Connect L ocations parameters by
performing the procedures in subsequent chapters.

Restart the Unified Quick Connect Server.

By default, all services are set to start automatically, but will not start after installation until you restart
the server.

Cisco Unified Quick Connect Installation Guide, Release 4.4
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Note

Step 18

Step 19

Running the Setup Wizard W

If the servicesdo not start after restart (even though they were set to automatic), right click on the service
and go to Properties. Click on the Log On tab and re-enter the credentials.

Perform the following steps:
e Verify that LSLicense.txt was copied by the installer during installation to the C:/LiteScape folder.
e Attempt to start MAPENgine.exe through Windows Services. You will receive an error.

For standalone installation: in Cisco Unified Application Environment, verify that components for
Unified Quick Connect have been populated in the Main Control Panel (Figure 4-6).

For co-resident installation: register each of the applications manually using CUAE Admin.
To add an application:

— Login to CUAE Administration window.

- Goto Applications > Add Application

- Browse and select the respective .mcafile located in bin directory of each application
For example, the .mcafile for the application called L SMediaServer islocated in the following directory:
C:\CiscoUnifiedQuickConnect44\CUAE_ Scripts\L SMediaServer\bin\

The following components must have been populated: PhoneUlCuae, RTCM, LSMediaServer,
PushDataCUAE, and QuickConnectPBX Service.

Figure 4-2 Main Control Panel in Cisco Unified Application Environment
|@ List Applications - Windows Internet Explorer L._][E'IJEI
@:‘/ - Ig htbpiff10.11.3 23{cuaeadminfapplications/list !V‘ 21| % | Googe Rl

File Edit Yew Favorites Tools Help

9 T y = T 7 ; »
v & | @ st sppiications | | Bi- B - & - [2hpage - £ Tooks -

Applications: List Applications

alraln Ciseo Unified AE Administration
cisc

For Cisco Unified Communications Solutions Administrator | Logout | About

‘ System > Users ¥  Applications ¥  Plugins » Connections »  Senviceability v

List Applications

Applications

[0 MName Description Version Enabled i ion Type

[0 devicelist 1.0 No No 3
[0 DeviceReader 1.0 Yas No

[] PushTest 1.0 No No

[0 PhoneUlCuae 1.0 Yes Mo

0 grcMm 1.0 Yes No

O LsMediaServer 1.0 Yes Yes

[ pushDatacuae 1.0 Yes No

[0 guickConnectPBXService 1.0 Yes No

Install Application

Upload the application MCA file to install the application.

I Brmms | Lininad Jid]
4| Done, but with errors on page, [ €D mternet o0k T

[ oL-19728-01
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Completing the Installation

Step 1

Step 2

Step 3

Step 4
Step 5

Step 6
Step 7

Step 8

Perform the following steps to complete the installation:

Procedure

Ensure to start the following services in Windows Services:
e Application Layer Gateway Service

¢ Network Connections Service

¢ Network Location Awareness (NLA) Service

¢ Plug and Play Service

¢ Remote Access Auto Connection Manager Service
¢ Remote Access Connection Manager Service

¢ Remote Procedure Call (RPC) Service

e Telephony Service

e IS Admin Service

e HTTPSSL Service

e www Publishing Service

Ensure that for co-resident installations the 1S Default Web Site port number is different from the Cisco
Unified Application Environment Web Server port number.

For example, typically CUAE Web Server listens on port 80. In 11S, view the properties for the Default
Web Site and assign a valid Default Web Site port number other than port 80.

For standalone installations, this step is not required.

In certain cases, the menu items in Unified Quick Connect Web Admin do not get displayed properly.
The workaround issued by Microsoft states that this problem can happen asaresult of invalid I1S or .net
2.0 installations. Perform the following steps:

a. GotollSand view the properties of QuickConnectWebAdmin.

b. Click Configuration in the Virtual Directory Tab.

c. Select the .axd file and click edit.

d. Uncheck ‘Verify that file exists.’

e. Save all settings.

f. Refresh the default application pool.

g. View the Unified Quick Connect application, and verify that menu items appear correctly.
Verify that ASPNET version is set to 2.0.50727 under 11S > Web Sites > ASP.NET.

Verify that ASPNET is not set as Prohibited in Web Service Extensions: in 11S go to Web Service
Extensions > ASP.NET Version to 2.0.50727. Click Allow.

Verify that the Default websiteis started in [1S.

Verify that 11Sisnot set to run in Isolation mode: in 1S go to the Web Sites > Properties > Servicetab.
Uncheck isolation mode, click OK, and restart |1S.

Verify that the 11S Admin, ASP.Net Status Service, and BITS Services are set to start automatically.

Cisco Unified Quick Connect Installation Guide, Release 4.4
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Step 9
Step 10
Step 11

Step 12

Step 13

Step 14

Step 15

Step 16

Completing the Installation

Install JRE 6.0
Start MAPENgine.exe through Windows Services.

If the Presence service does not start after restart (even though they were set to automatic), right click
on the service and go to Properties. Click on the Log On tab and re-enter the credentials.

Ensure the following:
e Stop MAPENgine
e Stop All Oncast Services
¢ Restart AppServer, Media Engine, and JTAPI Services
¢ Reset IS
e Start MAP Engine
e Start Oncast Services

Ensure that all devices in the PBX DataCombo.xml file (in C:\Documents and Settings\All
Users\Application Data\LiteScape\OnCast\AppData) have valid data.

Access Unified Quick Connect WebAdmin as follows:

For For standalone installations, use the following URL:

http://<Unified Quick Connect-Server-IP-Address>/QuickConnect/xmldirectory.aspx

For co-resident installations, use the following URL:

http://<Unified Quick Connect-Server-1P-Address>: <port number>/QuickConnect/xmldirectory.aspx

If you areinstalling a co-resident installation, you will be prompted to enter the port number. Enter the
port number you configured in 11S. You will not be prompted if you are performing a standalone
installation.

The menu bar appears (Figure 4-3):

Figure 4-3 Unified Quick Connect Web Admin Menu Bar

c I s c o _ Sepvers Application Policies Tools Help

Use the navigation bar to access the five main WebAdmin menu options: Servers, Application, Policies,
Tools and Help.

Perform the following steps to load the WebA dmin license (License.txt) in Unified Quick Connect
WebAdmin:

a. Choose Tools > Licenses (Figure 4-4).

[ oL-19728-01
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Step 17

Licenses Menu Item

Figure 4-4

kConnect Server Configuration - Microsoft Internet Explorer

Flle Edit View Favorites Tools Help

Address |@ hitp:(10.11.2.86/QuickConnectWebAdmin/def ault. aspxrp=Licenses

Cisco

Tools
Synchronize  #

Services 3

QuickConnect

Provisioning

v- Load Mew License '

| Licensed To: Al
| Expiration Date: 7/9/2020 12:00:

License: Reports

Log Settings

| Recipients: 10
Locations: 2

| Broadcasts: 10

|Dial: 10

| Detail: 10

| Conference: 10
Visual Messaging: 10
| TTS: 10

|SPAR: 10

| Presence: 10

| Active Directony: 2
LDAP: 2

| SOL Server: 2
Exchange: 2

| Personal Address Book: 2

| Broadcaster: 2

Licenses

| Aueitional Information:

Copyright @ 1992-2008 Cisco Systems, Inc. All rights resenved

b. Click Load New License (Figure 4-4).

c. Click Browse and navigate to the license file.
d. Click Open.

e. Click Load.

The new license is loaded and the license parameters are displayed.

Verify that all components show active version numbers and that there are no warnings (Figure 4-5).

Figure 4-5 Verifying Unified Quick Connect Components
2} QuickConnect Server Configuration - Microsoft Internet Explorer —|olx|
Fie Edt Vew Favortes Tooks Help | A

@Back - ) - [x] (2] (0| O search rFavorites & [ (0-  B -
Agdress [{€] http:flocalhost/QuickConnectWebiidmin/DeF ault aspx

o] Beo |unks »

N
Cisco

Servers lication Policies . Tools Hel,

Welcome to QuickConnect Server

Components:

Cisco Unified Quick Cannect 4.4

‘Uniﬁed QuickConnect WebAdmin, Yersion 4.40.8.857
QuickConnect Policy, Yersion 4.40.8.857
QuickConnect D

ialer Cisco, Version 4.40.8.857
QuickConnect ctory Connection, Yersion 4 40.8 857
QuickConnect ctory Configuration, Version 4.40.8 857

| QuickConnectWebService, Version 4.40.8.857
QuickConnectSessionService, Version 4. 40.8 857

| QuickConnectSync\WS, Version 4 408 857

| QuickConnectPresenceWehService, Version 4.40.8.857
QuickConnectPBXService, Version 4.40.8.857
QuickConnect Directory Connection HeartBeat, ersion 4.40.8. 857
QuickConnect Media Service, Version 4.40.8.857
QuickConnectPresenceService, Wersion 4.40.8.857

|| QuickConnect MAPIConnector Lib, Yersion 4.40.8.857
QuickConnectDeviceStatusService, Yersion 4.40.8.857

Copyright ® 1932-2008 Ciseo Systems, Inc. All 1ights rasemved =l
4
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Step 18  Javaupdate notification is not required for Unified Quick Connect. If automatic Java update notification
is activated, perform the following steps to deactivate it:

e Select Start > Settings > Control Panel > Java. The Java(TM) control Panel will display.
¢ Click on the Update tab.

e Uncheck Check for Updates Automatically.

e Click Apply then close the window.

Step19  Enter the assigned Default Web Site port number in Cisco Unified Quick Connect > Advanced Settings >
Web Service URLSs.

Step20 Inthe C:\LiteScape\Logsfolder, create anew folder called “wrapper.” Thisallowslog filesto be created.

Step21 By default, all services are set to start automatically, but will not start after installation until you restart
the server.

Note If theservicesdo not start after restart (even though they were set to automatic), right click on the service
and go to Properties. Click on the Log On tab and re-enter the credentials.

Installing Cisco Unified Quick Connect Applications in Cisco Unified
Application Environment

N

Note  Thisprocedureisonly required for co-resident installation (where Cisco Unified Quick Connect and
Cisco Unified Application Environment were installed on the same machine). Do not perform this
procedure if you installed in a standalone installation (where Cisco Unified Quick Connect and Cisco
Unified Application Environment were installed on separate machines). Instead, only verify that the
components were installed successfully (Step 4).

Perform the following steps to manually install Cisco Unified Quick Connect applications into Cisco
Unified Application Environment in a co-resident installation:

Procedure

Step1  In Cisco Unified Application Environment Web interface, go to Application > Add Applications.

Step2  Browsetothefollowing path: \ <I P_addr ess>\ <path of installer>\ CUAE_Scri pts\<name of fol der
whose script needs to be installed>\bin. For example, LSMediaServer\bin.

Step3  Find an upload the .mcafile, located in the /bin folder, for each of the following components:
LSMediaServer, OnCastWebService, PhoneUl, QuickConnectPBX Service, and RTCM.

Step4  InCisco Unified Application Environment, verify that componentsfor Unified Quick Connect have been
populated in the Main Control Panel (Figure 4-6 on page 4-12).

The following components must have been populated: PhoneUlCuae, RTCM, L SMediaServer,
PushDataCUAE, and QuickConnectPBX Service.

Steps 5-8 are required to be performed to refresh the configuration of components on Cisco Unified
Application Environment and Cisco Unified Quick Connect:

Cisco Unified Quick Connect Installation Guide, Release 4.4
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Step 5
Step 6
Step 7
Step 8

Restart the devicelist, Application server, Media server, and JTAPI services.

Select Plugins> List plugins > CiscoDevicel istXProvider. Select the | nvoke Extension button.
In Windows Services, restart OnCastPBX Service, and OnCastMediaServer.
In IIS, restart the default application pool.

Figure 4-6 Main Control Panel in Cisco Unified Application Environment

I?é List Applications - Windows Internet Explorer

o~ & bini10.11.5 25]cussatiinjapplcations/lst

] (#2115 00 £l

fle Edit Vew Favorites Tooks Help

W o I@L\stnpp\ications

Applicati List Applications

Cisco For Cisco Unified Communications

il Cisco Unified AE Administration

Solutions

b A | e v |5k Page - (0F Tools - ”

Administrator | Logout | About

‘ System > Users ¥ Applications ¥  Plugins =  Connections ¥ Seniceability »

List Applications

Applications

[] Name D Enabled Running Application Type
[0 devicelist 1.0 No No 3
[0 DeviceReader 1.0 Yes No
[0 PushTest 1.0 No No
[ PhoneUlCuae 1.0 Yes No
O rrcum 1.0 Yes No
[0 LsMediaServer 1.0 Yes Yes
[0 eushDataCuas 1.0 Yes No
|:| QuickConnectPBXService 1.0 Yes Mo
Enable || Dizable tinstall
Install Application i
Upload the application MCA file to install the application.
i+ Done, but with errors on pags. (& & miernet 0%
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Post-Installation Configuration

Perform the following post-installation procedures:
e Configuring PTT Session Priority, page 4-13
¢ Configuring the ExitALL Parameter, page 4-13

Configuring PTT Session Priority

By default, the PTT Session Priority is set to Emergency. In this setting, PTT sessions barge into the
recipient’s phone calls.

If you want to configure PTT sessions to not barge in on phone calls, you can change the parameter
pr=Normal in the Oncast.Configuration.xml file (located at C:\Documents and Settings\All
Users\Application Data\LiteScape\OnCast\). Perform the following changes to the <WalkieTal kie>
section:

<Wal ki eTal ki e>
<l tenmp
<Nane>pt t - def </ Nane>
<Par ans>| ocn¥Br oadcast Tenpl at es\ Wl ki eTal ki e. ocr] pr =Nor mal </ Par ans>
<Xm Payl oad>
</ Xm Payl oad>
</ltemr

Configuring the ExitALL Parameter

Configure the ExitALL parameter in Unified Quick Connect WebAdmin as follows:
In WebAdmin select Advanced Settings > Broadcasters > ExitALL.

This parameter is set to false as default, so that an invitee who exits the session does not dissolve the
broadcast. The PTT organizer and each recipient must press the Exit key to exit the session. Setting this
parameter to true will cause the broadcast to end when an invitee exits the session.

Note = Configure your Directory Server, IP-PBX, and Unified Quick Connect L ocations parameters by
performing the procedures in the subsequent chapter.

Cisco Unified Quick Connect Installation Guide, Release 4.4
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Configuring Cisco Unified Quick Connect Server

This chapter describes in detail the configuration tasks that can be performed for Cisco Unified Quick
Connect Server. It describes the following topics:

N

Required and Optional Configuration Tasks, page 5-1
Logging In and Out of WebAdmin, page 5-2

Configuring Servers, page 5-3

Using Phone Number Masks, page 5-16

Configuring Unified Quick Connect Locations, page 5-18
Configuring Advanced Settings, page 5-22

Configuring Phone Ul Appearance, page 5-24
Configuring Unified Quick Connect Templates, page 5-31
Configuring Directory Mapping Attributes, page 5-32
Configuring Directory Search Static Filters, page 5-33
Configuring Presence Enabled Broadcasts, page 5-37
Configuring Policies, page 5-37

Centralized Configuration Service, page 5-43

Verifying the Installation Using Phones, page 5-45

Note = Some sections of Unified Quick Connect Web Admin are not required when configuring Unified Quick
Connect Server. The Application > Presence section is no longer used.

Required and Optional Configuration Tasks

The following sections of Unified Quick Connect Web Admin are required to be configured to enable
PTT broadcasts:

Configuring the Directory as described in Configuring Enterprise Directory Servers, page 5-3.

If Cisco Unified Application Environment and Cisco Unified Quick Connect are installed in the
same server, performing the procedure Enabling SSL Security for Cisco Unified Quick Connect
WebAdmin, page 5-2.

Configuring the Provider as described in Configuring IP-PBX Servers, page 5-10.

[ oL-18495-01
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¢ Configuring Locations as described in Configuring Unified Quick Connect L ocations, page 5-18

The other configuration tasks are optional.

Logging In and Out of WebAdmin

To configure and administer Unified Quick Connect for the first time, you must access the product’s Web
based administrative interface. Login access to Unified Quick Connect WebAdmin is controlled via
domain/local web-server authentication.

Domain and Microsoft 11S administrators can apply the same access control policies they use for other
web-based applications to control access to the Unified Quick Connect WebAdmin interface.

Directory security settings for the web-site virtual directory Unified Quick ConnectWebAdmin can be
modified to control access to this web-application.

To launch the Unified Quick Connect WebAdmin, open the following URL in your browser:
http://<Unified Quick Connect-Server-I P-Address>: <port number>/Quick ConnectWebAdmin

Configuring the Default Web Site Port Number

If Cisco Unified Application Environment and Cisco Unified Quick Connect are installed in the same
server, you must configure the I1S Default Web Site port number to be different from the Cisco Unified
Application Environment Web Server port number.

For example, typically CUAE Web Server listens on port 80. You will need to assign a Default Web Site
port number different than port 80. The assigned Default Web Site port number must be also entered in
Cisco Unified Quick Connect > Advanced Settings > Web Service URLs. See Appendix C, “Cisco
Unified Quick Connect Advanced Settings”.

Enabling SSL Security for Cisco Unified Quick Connect WebAdmin

Perform the following steps to enable secure SSL access to Unified Quick Connect WebAdmin.

Procedure

Step1  Open Microsoft IIS Manager.
Step2  Select Unified Quick Connect WebAdmin and right click and select Properties.
Step3  Select the Directory Security tab.
Step4  Click Edit under Secure Communication.
Step5  Configure the following options:
¢ Check “Require secure channel (SSL)”.
e Optionally, check “Require 128-bit encryption”.
Step6  Click OK.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Disabling Anonymous Login to Cisco Unified Quick Connect WebAdmin

Step 1
Step 2
Step 3
Step 4
Step 5

To improve security by disabling anonymous access to WebAdmin, perform the following steps to
require user credentials to be entered:

Procedure

Open Microsoft I1S Manager.

Select Unified Quick Connect WebAdmin and right click and select Properties.
Select the Directory Security tab.

In the Authentication and user control section uncheck “Enable anonymous access.”
Click OK. User credentials are now required for WebAdmin access.

Configuring Servers

Cisco Unified Quick Connect requires at least two, and can use up to four different types of data servers:
e Enterprise Servers
¢ Directory Servers (required)
e Policy Servers (optional)
e PBX Servers (required)

Server Considerations

At least one Directory Server must be configured in order for Unified Quick Connect Server to find user
information. A PBX server isrequired if users are to control their Vol P phone from Unified Quick
Connect.

Configuring Enterprise Directory Servers

Unified Quick Connect utilizes the users and groupsin your existing directory servers as a starting point
for communications. Thisgreatly minimizes end-user training since the same users and groups they use
from within other applications (e.g., e-mail applications) are now available for VolP communications.
It also reduces administrative tasks by providing you with a single point of administration for all users
and groups. That is, you can use your directory server(s) as a centralized repository for traditional
applications and PC applications.

To use Unified Quick Connect, you must have directory connectivity information available. The
information required depends on the type of enterprise directory server being used.

Use Unified Quick Connect WebAdmin to configure access to your directory server(s).

[ oL-18495-01
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Directory Server Layout in WebAdmin
Select Servers > Enterprise Servers > Directory Servers. This takes you to the default view of the
Directory Servers screen (Figure 5-1) where you will see the following sections:

¢ Directory Server Information: Allows you to define the directory server(s) that Unified Quick
Connect might connect to.

¢ Unified Quick Connect Configuration Server: Defines which Unified Quick Connect server in your
environment will act as the configuration server.

¢ Heartbeat: Configures the keep-alive settings between Unified Quick Connect and the directory
servers.

¢ Cache: Use when you want to cache GAL data on a Unified Quick Connect server.

Figure 5-1 Directory Servers Screen

2R OuickConnect Server Configuration - Microsoft Internet Bxplorer

File Edit Yiew Favorites Tools Help ;#
Address |@ http:{/10.11.2, 86/ QuickConnectiebiadmin/def ault. aspx?p=Directary v | Go
&

I ‘

Save all

Directory Server Information [ ald .]

Caption

Sarvar Type | Access Type Group | Address 'Port |User | Pass. |AnnonBind |Naming Context Search Base | [c] | [a]l | [M] | [P] ‘
M3 Active Directory  Glabal arpl 10,1102 289 litesc.. Resst Falsz false trus trus  teus
Wi hargs Bliciim s SoR nidel marerFils B Rt

Directory Server 1
PABSaruar
ex-GAL
ju]eiu]
SalesForce salasforcs (GAL) Global arps Reset False false false falsa false

MS Exchange Global arp-... ocda.. Raset False false false falsa false
Cigco DCD Glabal arpd 8404 cn=D... Reset False o=cizco, com false true true true

!Bemce Types: [C]=Caching, [4=Authorization, [M]=Maiching, [F]=Policy, [Ul=Update, [S]=Search

QuickConnect Configuration Server ‘

| gerer P Address: |[10.11.288 ‘
Heart-heat
Fort: 4040
Interval 60000
Prefer Primary: Use Primary Server as soon as it's available ‘
Caie ] |
Cache Gerver Group Source |Destination MSAdamInstanceRoot | Command |

i I
Partial Update Intenval 10 Minutes v i
Full Update Interal: 30 Minutes
Full Lipdate O B8
< I | 3

Click on any of the links for directory servers that are listed in the Caption column to see an expanded
view of the Directory Server Information fields (Figure 5-2):
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Figure 5-2 Directory Servers Information

Configuring Servers

Caption Server Type Access Type Group |Address Port \User | Pass. |AnnonBind Naming Context Search Base | [c] | [a] | [t
Directory Server 1 MS Activa Directory  Global grpl  10,11.0.2 389 litesc... Raset False falze true  tr
PsBSarusr MS Exchange Parsonal arpz 389  ocda.. Reset False false false fa
ex-GAL MS Exchange Global arp-... ocda.. Resst False false false fa
[ofels) Cizea DCD Global arpd 2404 cn=D... Reset False o=tisca.com false true tr
SalesForce salesforce (GAL) Global arps Resat False false falsa fa

| Service Types: [Cl=Caching, [4]
Edi i-:::,=' P g e

=Authorization, [M]=Matching, [P]=Policy, [U)=Update, [S]=Search

7

Server Informatio

Directory Server Lonnection
Caption: [irectory server 1] = it
Server Type: r ) FPart
Access Type VI MNaming Contesxt: C
Lacal Group: _5* Search Base:
Display Prefix [ap-p | User Name: [lites cap=hocdadrmin
Serice Type [e1 [al IM] r1 Dl Is1 Password: Reset
Anonymous Bind: il
Secure Access ;aj;e V_.

Click on any of the links for directory servers that are listed in the Caption column to view and edit its
information.

Adding a Directory Server

Click the Add link next to Directory Server Information to create a new Enterprise Directory Server.

You will see the expanded view for a new directory server, fill in the required information. At the end
click the Save and Save All buttons to save this directory in your Cisco Unified Quick Connect
configuration.

Complete the fields in Table 5-1 as required:

Table 5-1 Directory Server Settings
Field Name Description Required
Directory Server Information — defines which directories Cisco Unified Quick Connect can connect to.
Caption The name of the server within Cisco Unified Quick Connect. This Yes
information is only used within the Cisco Unified Quick Connect
configuration.
Server Type Selects which directory type in your organization will be accessed. The Yes
following directory servers are supported.
Microsoft Active Directory
Open LDAP
Cisco DCD
Microsoft Exchange
SQL Database
MS ADAM
Salesforce (GAL) —is used for connecting to Salesforce.com
Access Type Lists the type of datastore that can be accessed by Cisco Unified Quick Yes
Connect. Choose from the following types:
Global: Global directory server (for Global Address Book data).

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Table 5-1 Directory Server Settings

Field Name

Description

Required

Local Group

I dentifies the group that this directory belongs to. Directories in the same
group provide backup and redundancy for one another. These groups are
used when configuring Unified Quick Connect Locations.

Yes

Display Prefix

Specifies a server identification tag. The tag you enter will appear before
each search result entry that appears on the user’s phone screen.

No

Service Type

Specifiesthe directory server’s purpose. Select from the following options:
[S]: isfor Search, specifiesif this directory server is used for searching
capabilities.

[C]: isfor Caching, specifiesif the directory server is used as a replica of
the existing enterprise directory.

[A]: isfor Authorization, specifiesif the directory server isused to find and
authenticate user identify.

[M]: isfor Matching, specifiesif the directory server is used to match an
attribute against the IP-PBX.

[P]: isfor Policy, specifies if the directory server will store Unified Quick
Connect policies.

When choosing more than one service type, only the following
combinations are recommended:

"SA", IIM A", IIS M", IISA MII & IISCA M Pn

At least one
must be
selected

Connection — records the information for connecting to the directory server.

Host

Specifies host | P address or name for directory server.

Yes

Port

Defines which port to use when connecting to the directory server

No

Naming Context

Determine which credential sto use when connecting to the directory server.
Unified Quick Connect will use this setting if it is populated. If left blank,
Unified Quick Connect will use server-less binding to connect to the
configured directory servers.

Important: Mandatory for LDAP and M S Exchange.

For example, o=cisco.com

No

Search Base

Defineswherein thetarget directory server that Unified Quick Connect will
begin searching. If blank, Unified Quick Connect will begin searching at
the root.

No

User Name

Specifies the username to be used to access the directory server.

The domain name must be included as part of the user name. For example,
cisco\admin.

If specifying an anoymous connection using Anonymous Bind, user
credentials are not required.

No

Password

Specifies the user password to be used to access the directory server. This
isonly required if you are not using Anonymous Bind (see below).

No

Anonymous Bind

Important: If checked, Unified Quick Connect binds to the underlying
directory using anonymous credentials.

No

] Cisco Unified Quick Connect Administration Guide, Release 4.4
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Table 5-1 Directory Server Settings
Field Name Description Required
Secure Access This can be set to True or False. This should be set to Trueif the directory [No

server requires SSL for secure connectivity. If set to True, your directory
server isrequired to support SSL DS binding and you must set the proper
port (port 636 is standard).

Unified Quick Connect Configuration Server

Server |P Address Records which Unified Quick Connect server in the entire network will act |No
as the configuration server.

Heartbeat — configures the keep-alive settings between Unified Quick Connect and the directory servers.

Port Defines which port to use when checking availability of directory server. |No

Interval Defines in milliseconds, how often to query the main directory serverto  |No
verify its availability.

Prefer Primary Configures Unified Quick Connect to switch to the primary directory server |No
onceitisavailable.

Cache — use when you want to cache data on the Unified Quick Connect server.

Cache Server Group Records information about the caching server and its source directory No
server. You may include the following fields:

Source — the directory server being used as the source for the cached data.
Destinations — records where the information will be cached.

MSADAMInstanceRoot — the directory where Microsoft Active Directory
Application Mode resides

To delete a server, scroll to the far right side of the Directory Server Information table and click the Del
link for the server. You will be asked to confirm the removal of the record from the system; click OK.

Adding Salesforce.com as a Directory Server

With Unified Quick Connect you may extend access of your Salesforce.com directory to | P phones. For
example, users not licensed to use Salesforce.com from the web can still look up customer information
from an IP phone and communicate with them.

To alow Unified Quick Connect to access Salesforce.com from IP phones, add a directory as specified
above. Only the following information is required (Figure 5-3):

e Caption — can be any name.

e Server Type — select salesforce (GAL).
e Access Type — select Glaobal.

e Local Group — can be any name.

¢ Display Prefix —thiswill be listed next to any Salesforce.com entries that are displayed in Unified
Quick Connect Phone. Due to phone screen sizes, it is recommended that this be no more than four
characters.

e Service Type —only check [S] for Search.

Cisco Unified Quick Connect Administration Guide, Release 4.4
[ oL-18495-01 .m



Chapter5  Configuring Cisco Unified Quick Connect Server |

W Configuring Servers

User Name — this should be the username for avalid Salesforce.com user within your organization.
Unified Quick Connect will use this user’s credentials to connect to Salesforce.com and read
information from it.

Password — the password consists of a Salesforce.com password appended by a security token
provided to the administrator.

For example, if your SFDC password is 12345, and the token issued is qweouqweoiqwr, then enter the
following for the Salesforce.com password: 12345qweouqweoi qwr

Figure 5-3

Adding SalesForce.com as a Directory Server

Directory Server

Connection

Caption:
Server Type:
Access Type:
Local Group:
Display Prefix

Service Type:

Host

SalesFores|

| salesforce (GAL)

[slobal

Port:
Maming Context

Cltaad Search Base:

|sFoc

Fis1 O Car Dl Cier

User Mame:

|aleksey.man@example.com
Reset

Anonymous Bind: [

Password

Secure Access: Select ona... Al

To complete the addition, restart MAPI Connector in Windows Services.

Adding Microsoft Access as a Directory Server

You may expose a customer Microsoft Access data repository to be displayed within Unified Quick
Connect. For example, you may have a custom list of users and phone numbers that is stored in
Microsoft Access. You may allow Unified Quick Connect users to access this data repository from
Unified Quick Connect for any supported features.

To allow Unified Quick Connect to access Microsoft Accessfrom | P phones, add adirectory as specified
above. Only the following information is required:

Caption — can be any name.
Server Type — select M S-Access.
Access Type — select Personal.
Local Group — can be any name.

Display Prefix —thiswill be listed next to any Salesforce.com entries that are displayed in Unified
Quick Connect Phone. Due to phone screen sizes, it is recommended that this be no more than four
characters.

Service Type —check [S] for Search and [A] for Authorization.
Host — should be the local path were the Microsoft Access database (.mdb file) is located.

You must manually map attributes in Microsoft Access to attributes in Unified Quick Connect. To
do this:

Open OnCast.Configuration.xml
Go to the section under <Mapping/Default>
For each ID, map it to the appropriate attribute in your Microsoft Access database. For example;

<Fi el d>
<I D>LSDi spl ayNanme</| D>
<Attribute>Ofc_synx/Attribute>
<Cat egor y>3</ Cat egor y>

] Cisco Unified Quick Connect Administration Guide, Release 4.4
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</ Fi el d>

e Configure the LSDisplayName, and any other Unified Quick Connect attributes in Unified Quick
Connect WebAdmin > Phone Ul > Search Settings to enable searching your Microsoft Access
database.

Configuring Enterprise Policy Servers

Simple policies are stored in the OnCast.Configuration.xml file, so no Policy Server definition isneeded.
However, complex policies can be stored on the network directory servers or on the Unified Quick
Connect server, so their place of residence must be defined. When you have multiple Unified Quick
Connect servers, you can define which is used for storing and fetching policies for a specified Unified
Quick Connect location (See “Locations: Associating Policy Servers” later in this chapter).

Adding Policy Servers

Step 1

To configure a policy server for a complex policy:

Procedure

Select Servers> Enterprise Servers> Policy Servers. Thistakes you to the Policy Server Information
screen (Figure 5-4).

Figure 5-4 Policy Server Information
<3 QuickConnect Server Configuration - Microsoft Internet Explorer IZIIE][XI
Eile Edit Wiew Favorites Tools Help ;;*:
Address |@ heep: ff10.11. 2,86/ QuickZonnectwebadming default, aspx?p=Folicy Server Vi Go

il
CISC EFYErS : icaki Policies Tools e

Servers : QuickConnect

D l:i' C]Fs nirE'l'l 'rm'a‘t'nn T

Caption Repository Type Server Path Command
PS-Dir DirectaryServer Directary Server 1 Select Edit | Crel
PS-File FileBased policydacument... Edit | Dal |-

Copyright & 1992-2008 Cisco Systems, Inc. All rights resenad.
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Step2  Click Add to create a new policy server configuration.
Step3  Type aname for the server in the Caption field.
Step4  Inthe Repository Type field, do one of the following:
e Select DirectoryServer if you want to store the policy on an existing server.
e Select FileBased if you want to store the policy in afolder on alocal server.
Step5  To enter a Server Path, click the Select link.

e If you selected DirectoryServer in Step 4, type in the |P address of the server, or click OK then
click Select to select a server that will store the policies.

e If you selected FileBased in Step 4, type or paste in the path to the selected drive and folder.
Step6  Make your selection and click OK to reset the screen.

Step7  Click Save to save and implement your changes.

Deleting and Editing Policy Servers

You can edit or delete policy servers.

To delete apolicy server:

Procedure

Step1  From the Servers: Unified Quick Connect screen, click the Del link for the server you want to delete.

Step2  Click OK on the confirmation window to complete the deletion.

To edit apolicy server:

Procedure

Step 1 From the Servers: Unified Quick Connect screen, click the Edit link for the server you want to edit.
Step2  You can change the Caption, Repository Type, or Server Path fields as needed.
Step3  Click OK to save your changes.

Configuring IP-PBX Servers

Unified Quick Connect reads device information your IP-PBX and uses this information to deliver
applications to the IP phone. Have your Pre-Installation Checklist available when configuring this
section of WebAdmin.

To configure IP-PBX servers:

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Procedure

Step1  Select Servers> |P-PBX (Providers) > PBX Servers. This opens the Provider Settings screen
(Figure 5-5). Click thelink in the ID column to display an expanded view of the IP-PBX settings.
The fields displayed in the expanded view below are the same as those that run from left to right in the
default view. Only the display is different.
Figure 5-5 Provider Settings Screen
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‘ID-DBXI CLAE 2.5 10.78.15.14 3000 tlsiff{... Default Device... public administr...  Reset 10,78.15.14 administr...  Reset
| Provider | web service
Provider ID: [trrex ] - Interface
- s B P Address of Server: [T0.72.45.8
Version 2= ] Wah Service URI l—
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Connection Extension Mobility
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URI ths /7 {0} {1377 ot h ] live, C. K ize=1024004T cpT, Tt URL:
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SHMP Device Poal l—
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Redirect: I g:!wuneg Seath ,—
User Name; [2dministrater * TFTP Gervers 1
Passwiord Reset Directary Numhber. l—
4 | Llﬂ
@ [T W tooalintrane 7
Change the settings in Table 5-2 as required:
Table 5-2 IP-PBX Settings
Field Name Description Required
Provider Information
Provider ID* Select a unique name for this provider (strings allowed). Yes
Type* Select CUAE (Cisco Unified Application Environment) Yes
Version* Select 2.5 for the version of software the IP-PBX uses. Yes

Directory URL

End-users not authorized for Unified Quick Connect are redirected to this |No
URL when accessing Directories from a phone.

Directory Search URL Users not authorized to search Unified Quick Connect are redirected to this |No

URL when attempting to gain access to the search criteria screen.

[ oL-18495-01
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Table 5-2 IP-PBX Settings
Field Name Description Required
Connection
Host* Enter a comma delimited IP address for all nodesin the IP-PBX cluster.  |Yes
Port* Enter the provider port. Should be configured to 9000. Yes
URI This is populated automatically from the OnCastConfiguration.xml file. Yes
Partition Enter the name of the partition created in CUAE. The default is "default”. |Yes
Device Pool Name Enter the name of the device pool created in CUAE. Yes
URL Redirect Push requests from unauthenticated users are redirected to this URL. No
Username* Specify the user ID to be used to push content to |P phones. Yes
Password* Specify and confirm the user password to be used to push content to IP Yes
phones.
After theinitial setting of the password, these fields are hidden behind a
password Reset link.
Web Service Interface
IP Address of Server Specify the IP Address of the CUAE server. Yes
Web Service URI Specifies the Web service URI to use. Must be set to: /Soap/risport.dll Yes
User Name* Specifies the IP-PBX provider user-ID that has permission to make Web | Yes
service calls.
Password* Specify and confirm the password of the IP-PBX provider user ID that has |Yes
permission to make Web service calls.
After theinitial setting of the password, these fields are hidden behind a
password Reset link.
Extension Mobility
Ex. M. URI Specifies the CallManager URL to use when invoking extension mobility. |Yes
For most CallManager versions this should be:
Ex. M URL: should be /emservice/EM ServiceServlet
Step2  To support Extension Mobility, configure the Ex. M. URI field only.
Step3  Click Save when you have finished entering the data.
Cisco Unified Quick Connect Administration Guide, Release 4.4
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PBX Servers: Using IP-PBX Aliases

Step 1

Step 2

Step 3
Step 4
Step 5
Step 6

This feature is useful in IP-PBX environments with multiple directory number plans for each site.
Examples include multi-extension environments where one site has multiple dialing prefixes from the
outside, and sites where some devices on one IP-PBX have five digit extensions and others have six digit
extensions.

To configure a provider with an alias:

Procedure

Choose WebAdmin > Servers> | P-PBX (Providers) > PBX Servers. In the Providers section
(Figure 5-6), click on the provider you would like to add an alias to.

Figure 5-6 Associating a Provider with an Alias

2} QuickConnect Server Configuration - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help

Address !@ http:fi10.11.2.86/QuickConnectWebadmin/default, aspx?p=CUAECallManager
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Save all |
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| Providers: [Add]

i Type |Wer. IP Address |Port |Dey. Poa SNMP Comm. |URL Redirect |User Pass. |IP Address of W
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| Aliases: | Directary Servers: [ fdd | | Services: [Add]

Provider  Alias Name Command | ° Provider Group Command | ° Provider  Service Nar Name |URL
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In the Aliases section (Figure 5-7), click [Add]. This creates a new blank row in the Aliases section.

Figure 5-7 Aliases Section
Aliazes
|| Providar | Alias Name Command v

ltp-pey 1 | oK | cancel [«

Enter the Alias Name.

Click OK.

Click Save at the top of the page.
Click Save All.
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PBX Servers: Associating a Provider with a Directory Group

Step 1

Step 2

Step 3
Step 4
Step 5

Unified Quick Connect allows you to associate a provider with adirectory group. Use this feature when
you want all the phones registered with that provider to only have accessto the serversin that group. For
more information about defining alocal directory group, see the “Directory Server Configuration
Options” section above.

To associate a provider with a directory group:

Procedure

Choose WebAdmin > Servers> | P-PBX (Providers) > PBX Servers. In the Providers section, click
on the provider you would like to add an alias to (Figure 5-8).

Figure 5-8 Associating a Provider with a Directory Group
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In the Directory Servers section (Figure 5-9), click [Add]. This creates anew blank row in the Directory
Servers section.

Figure 5-9 Directory Servers Section

| Directary Servers: [ Add ]

| | Provider Group Command

IP-PB:x 1
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From the dropdown list in the Group field, select the group you want to associate with the provider.
Click OK to make the association.

Click Save at the top of the screen to save it.
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Configuring Servers W

Click Save All.

PBX Servers: Associating a Service with a Provider

Step 1

Step 2

Step 3
Step 4
Step 5

Step 6
Step 7

Unified Quick Connect allows you to configure all of the phones registered with a provider to allow
accessto an | P phone service or application. Users can then access the service or application button from
their 1P phone.

To associate a service with a Provider:

Procedure

Choose WebAdmin > Servers > | P-PBX (Providers) > PBX Servers. In the Providers section, click
on the provider you would like to add a service to (Figure 5-10).

Figure 5-10 Associating a Provider with a Service

2} QuickConnect Server Configuration - Microsoft Internet Explorer

File Edit ew Favorites Tools Help
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D | Type |Wer. IP Address Port Dev. Poa SNMP Comm. |URL Redirect | User Pass. IP Address of W
IP-PBX 1 CLUAE 4,20 10.12.0.2 20 public LSCTIAdmMin Reset

Aliases: [Add ] | Directary Servers: [ Add | | Senices: [Add]]

Provider |Alias Name Command |’ Provider Group Command | ° Provider  |Service Nar Name |URL

IP-PEX 1 Alias Mame Edit| Del | - IP-PBX 1 grpl Edit | Del |-

In the Services section (Figure 5-11), click [Add]. This creates a new blank row in the Services section.

Figure 5-11 Services Section

gemices; [-Axitl |

Provider Sarvice Nama MName 'URL Command |’

IP-PBR1 | | [ || | okl ga. [

In the Service Name field, type the name of the service or application.
Inthe Namefield, typethe service or application name asyou want usersto seeit on their phone screens.

Inthe URL field, enter the web location of (or path to) the service or application. When users select the
service or application, they’|l automatically be taken to this page.

Click OK to make the association.
Click Save at the top of the screen to save the new service.

[ oL-18495-01
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Step8  Click Save All.

Using Phone Number Masks

Unified Quick Connect provides you with the flexibility to have varying formats for phone numbersin
your PBX and directory. With the Phone Number Mask feature you can configure Unified Quick
Connect to handle matching and presence.

Note  You will typically have many phone number masks configured to account for the dialing plan in your
PBX. Unified Quick Connect analyzes phone number mask rules from the top to the bottom and stops
when it finds the first rule that applies.

Matching

There may be instances when a telephone number in the directory server does not match what isin the
IP-PBX. As aresult, you can set up a masking rule to match extensions. You will alwaysusea“M” at
the beginning of the rule to indicate that thisrule is to be used for matching.

Provider Based Masking

When creating amasking rule, you specify whether the rule appliesto All Providers or to only a specific
provider.

Directory Server Number is longer than PBX Number

There may be cases where a user’s number is stored as an extension in the PBX and afull phone number
in the directory server. For example, if a number is configured in your PBX as “2366” and
“1-650-292-2366" in your directory server.

To create a masking rule for this scenario in Unified Quick Connect WebAdmin:

Procedure

Step1  Choose WebAdmin > Servers> | P-PBX (Providers) > Phone Number Masks.
Step2  Click the Add button.
Step3  Inthe Provider column, select All Providers or select a specific IP-PBX provider from the list.
Step4  Inthe Mask column, enter M|A1A-AGASAQA-A2A9A2A-#HHHE.
a. “M|" — Indicates that this rules is for matching.

b. “AlA-ABAS5A0A-A2A9A2A-" — Unified Quick Connect takes the phone extension in the PBX
and, with masking, it adds digitsto and removes digits from the PBX extension to find the identical
telephone number match in the directory server.

Step5 Click OK, then Save.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Step6  Repeat these steps, substituting "P|" for "M|". This allows the OnCast Presence server to provide
presence indications.

In the example, Unified Quick Connect will take PBX extension 2366 and find a match using the first
masking rulethat applies. Unified Quick Connect will find the match (auser) in the directory server and
allow the user to use Unified Quick Connect further on the phone.

PBX Number is longer than Directory Server Number

There may be cases where the phone number in the PBX islonger or formatted differently than how the
number is stored in the directory server (e.g., if anumber is configured in your PBX as “16502920359"
and “650-292-0359” in your directory server).

To create amasking rule for this scenario in Unified Quick Connect WebAdmin:

Procedure

Step1  Choose WebAdmin > Servers> | P-PBX (Providers) > Phone Number Masks.
Step2  Click the Add button.
Step3  Inthe Provider column, select All Providers or select a specific IP-PBX provider from the list.
Step4  Inthe Mask column, enter M |R1#HH#HA-#H#A-#HHE. This will do the following:
a. “M|" — Indicates that thisrulesis for matching.

b. “R” — Will remove the first character from the PBX number, so it will be transformed from
“16502920359" to “6502920359"

c. “##H" — Skip the next three digitsin the PBX number

d “A-" — Will add a“-“, so the PBX number will be transformed from “6502920359” to
“650-2920359”

e. “##Hf" — Skip the next three digitsin the PBX number

f. “A-" — Will add a“-“, so the PBX number will be transformed from “650-2920359" to
“650-292-0359"

g. “#HH#H" — Skip the next four digitsin the PBX number.

h. Unified Quick Connect has thus taken the PBX number and transformed it to match the number in
the directory server.

Step5 Click OK, then Save.

PBX Number is Formatted Differently than Directory Server Number

In another example, if anumber is configured in your PBX as*“16502920359” and “(650) 292-0359” in
your directory server, you must configure Unified Quick Connect to account for thisdifferencein format.

To create a masking rule for this scenario in Unified Quick Connect WebAdmin:

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Step 1
Step 2
Step 3
Step 4

Note

Step 5

Procedure

Choose WebAdmin > Servers > | P-PBX (Providers) > Phone Number Masks.

Click the Add button.

In the Provider column, select All Providers or select a specific IP-PBX provider from the list.
In the Mask column, enter M|RA(#H#HA)A #H#A-##HH. This will do the following:

b.

“M|” — Indicates that this rulesis for matching.

“R” — Will remove the first character from the PBX number, so it will be transformed from
“16502920359" to “6502920359"

“A(" — Will add a*“(“, so the PBX number will be transformed from “6502920359” to
“(6502920359"

“##H#" — Skip the next three digits in the PBX number

“A)” — Will add a*)"“, so the PBX number will be transformed from “(6502920359" to
“(650)2920359"

“A” — Will add a space, so the PBX number will be transformed from “(650)2920359” to “(650)
2920359".

The extra space has been added after the closed parenthesis.

“#tH#" — Skip the next three digits in the PBX number

“A-" — Will add a*“-*, so the PBX number will be transformed from “(650) 2920359” to “(650)
292-0359"

“#HH" — Skip the next four digits in the PBX number.

Unified Quick Connect has thus taken the PBX number and transformed it to match the number in
the directory server.

Click OK, then Save.

Configuring Unified Quick Connect Locations

A Unified Quick Connect Location is used for segmenting users, locations or groups and assigning them
with the following:

Providers — The IP-PBXs used by the Unified Quick Connect Location.
Directories — The directory server(s) used by the Unified Quick Connect L ocation.

Broadcasters — Indicates which Unified Quick Connect Server on the network should be used for
broadcasting at this Unified Quick Connect Location.

Policy Servers— Whereto find the Unified Quick Connect policiesto be used by the Unified Quick
Connect Location.

Locations are created automatically when a new Unified Quick Connect Server initializesitself using a
Unified Quick Connect Configuration Server. In the WebAdmin interface, you can associate a location
with providers, directories, broadcasters, and policy servers.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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To edit location information:

Procedure

Step1  Choose Unified Quick Connect WebAdmin > Servers > Unified Quick Connect L ocations.
Step2 Choose All Locations in the tree browser, then click Edit.
Step3  Edit the Location’'s information as described in Table 5-3:
Table 5-3 Editing Location Information
Field Description Required
L ocation Name Specifies the name of the location within the Unified Quick Connect Yes

configuration.

IP Address

Inasingle server deployment, the IP addressisthe | P address of the Unified |Yes
Quick Connect server. In a high-availability/redundant deployment, the IP
address is the | P address of the network load balancing server for this
cluster or content switch behind which the Unified Quick Connect server is
located.

HTTP Port

Leave thisfield blank if Unified Quick Connect and Cisco Unified Yes
Applications Environment are co-resident on the same server.

Otherwise, configure an HTTP port.

Default OCD Mode

Defines the default behavior of all Unified Quick Connect userswithinthis |Yes
location. Select either Active Dial or QuickConnect from the dropdown
menu.

Active indicates that the Active Dial feature will be used by default for all
users. With Active Dial, a user will perform asearch and can easily dial by
simply highlighting an entry from the search results screen and picking up
the handset.

Predictive Search cannot be used together with Active Dial mode, due to
phone API limitations.

Current checkbox

Indicates if thislocation is the current location for this server. No

Step 4

Click OK, then click Save.

Each Unified Quick Connect Server has alocal identity. In a single server deployment, the location
created above would match the local identity of the server. In a multi-server/site deployment, one of the
locations created would have to match the local identity of this specific server. Figure 5-12 shows the
L ocation Information screen.

[ oL-18495-01
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Figure 5-12 Location Information

on Information

Locations:

Location Providers | Ditectories | Broadcasters | Palicy Servers
E(E_@i All Locations
@ Default Location = 7
Location Mame IP Address HTTP Port Def. OCD Mode
Default Lacation 10.11.2.86 =0 onCast |+

Locations: Associating Providers

Each Unified Quick Connect location is paired with an IP-PBX provider. This defines which IP-PBXs
will read user and device information from this Unified Quick Connect location.

To associate locations with providers:

Procedure

Step1  Choose WebAdmin > Servers > Unified Quick Connect L ocationsand click the Providers tab.
Step2  Put acheck next to which Providers this location will be associated with (Figure 5-13). Make sure you
select providers which have been defined in WebAdmin > [P-PBX (Providers).
Figure 5-13 Associating Locations to Providers
 Location Information
[0 cAtI0 S Lacation Providers Diectaries | Broadcasters | Policy Servers
EQ_@& All Locations |
Use | Provider | Alias | Default | *
IP-PBX 1
[= IP-FBX 1 Alias Mame
Step3  You should also check one Provider as the default for this location. Make sure you insert the Alias for

the providers to be associated with this location.

Locations: Associating Directories

Step 1

Each Unified Quick Connect location can access multiple directories.
To associate locations with directories:

Procedure

Choose WebAdmin > Servers> Unified Quick Connect L ocations and go to the Directories section.
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Configuring Unified Quick Connect Locations W

Select which directory servers this location should be associated with. Make sure you associate
directories which have been defined in WebAdmin > Servers > Enterprise Servers > Directory Servers.

Click Save.

Locations: Associating Broadcasters

Step 1

Step 2
Step 3

Step 4

Broadcast servers (Broadcasters) are associated with locations and are responsible for delivering content
and services to endpoints. There can be many broadcast servers for each location. At each location, any
number of broadcast servers can be deployed for high-availability, redundancy or load distribution
purposes.

To associate locations with broadcasters:

Procedure

Choose WebAdmin > Servers > Unified Quick Connect Locations, click the Broadcaster s tab and
click [Add].

InthePfield, enter the | P address of the broadcast server, inthe HT TP Port section leave thisfield blank
if Unified Quick Connect and Cisco Unified Applications Environment are co-resident on the same
server. Otherwise, configure an HTTP port.

In the Audio Port section enter 5055.
In the Broadcasters section, provide the actual |P address of the Broadcast Server for this location.

¢ Insingle and multi-server deployments, this matches the server’sinternal |P address (not the
NLB/virtual IP address).

Click OK, then Save.

Locations: Associating Policy Servers

Step 1

Step 2

If you have created multiple policy servers, you can associate each server with adifferent location. Each
Unified Quick Connect server delivers policies for all Unified Quick Connect users within its location.

To associate a policy server with alocation:

Procedure

Choose Unified Quick Connect L ocations from the Servers menu. This takes you to the Servers:
L ocations screen.

Click on the Policy Serverstab, which lists all of the policy serversyou've configured (Figure 5-14).

[ oL-18495-01
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Figure 5-14 Policy Servers Tab

Locations:

Location Providers Directories Broadcasters | Policy Servers
-2 all Lacations |
ﬁ.&ﬁ E‘EfalJ"’Ll:n:El‘lEln Use Caption Repository Type Server Path Default
PS-Dir DirectoryServer Directory Server 1
PS-File FileBased policydocurment, sl

Step3  You can configure the following options on this page:
¢ You can designate a server as both the Use (asin In-Use) server and the Default server.
¢ You can designate one server as the Use (for example, “In-Use”) and leave another as the Default.

When different servers are identified as in-use and default servers, Unified Quick Connect uses the
default server as a backup if the in-use server becomes unavailable.

Step4  Click Save when you have completed your selections.

Locations: Device Status

To verify Device Status configuration:

Procedure

Step1  Onthe Device Status tab, and verify that the MAP IP parameter is configured to the | P address of the
local server.

Configuring Advanced Settings

Unified Quick Connect WebAdmin allows you to make changes to advanced settings in the system
configuration file from within WebAdmin. These settings will typically not need to be changed unless
your environment requires some level of custom configuration.

To make changes, go to Servers > Advanced Settings (Figure 5-15). From the Section: field, click the
drop-down box and select which part of the OnCast.Configuration.xml file you would like to customize.
For a detailed look at this file, see the separate OnCastConfiguration.xml document.
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Figure 5-15 Advanced Settings
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Upon selecting one of the sections, you will see alist of parameters for that section that can be
configured (Figure 5-16).

Figure 5-16

_ Save

Advanced Settings

Servers : Advanced Settings

Section 4-Diractory |v|
| |
Title | CurrentValue Edit ki
|| onBind 2000 Edit
OnGet 4000 Edit |

You can select or deselect parameters using the checkboxes in the Select column. You can also select or
deselect all of the listed parameters by using the checkbox above the list of parameters.

You can make changes to any of these parameters, and click Save in the upper-left hand corner to apply

the change. In some cases you may have to restart Microsoft I1S on the Unified Quick Connect Server
for the change to take effect.

[ oL-18495-01
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Configuring Phone Ul Appearance

The Unified Quick Connect user interface that appears on user Vol P phonesis highly configurable. The
following pages illustrate the Unified Quick Connect Phone User Interface (Ul) configuration options
and describe how to use each one.

To access Unified Quick Connect Ul options:

Procedure

Step1  Select Phone Ul from the Application menu.

Step2  Create or edit the entries needed in each of the tabs to set up or change the Ul, as described in the
following sections.

Step3  Click OK and Save to save and implement your changes.

Search Settings tab

The Search Settings tab (Figure 5-17) allows you to specify the default search type used by Unified
Quick Connect. Use the Search Type radio buttons to specify the default search type.

Figure 5-17 Search Settings Tab
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Refer to the Search Settings section of the Phone Ul Tabs: Field Descriptionstable for moreinformation.
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Search Results tab

The Search Results tab (Figure 5-18) allows you to define fields for use in the display of search results.
Use the Add and Delete buttons to create or remove fields that are used for displaying search results.

Figure 5-18 Search Results Tab
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Refer to the Search Results section of the Phone Ul Tabs: Field Descriptions table for more information.

Phone Softkey Layout tab

The Phone SoftKey Layout tab (Figure 5-19) allows you to configure which Unified Quick Connect
features are shown to end-users on their IP phone and also how these features are presented.
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Figure 5-19
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Refer to the Phone Softkey Layout section of the Phone Ul Tabs: Field Descriptions table, and the
section “Phone Ul: Configuring Phone Softkey Layout” for more information

Shortcuts tab

The Shortcuts tab (Figure 5-20) allows you to specify the number of shortcuts the user can use on hisor

her phone. You can also specify whether or not shortcut use requires login.

Use the “Items Per User” dropdown menu to indicate the number of shortcuts the user can use on his or
her phone. Check the “ Shortcut requires user login” box to require alogin to use shortcuts.
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Figure 5-20 Shortcuts Tab
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Refer to the Shortcuts section of the Phone Ul Tabs: Field Descriptions table for more information.

Other Settings tab

The settings on this tab are not currently used for Cisco Unified Quick Connect.
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Phone Ul Field Descriptions

Table 5-4 lists descriptions for parametersin all the Phone Ul tabs.
Table 5-4 Phone Ul Screen: Field Descriptions

Field

Description

Required

Search Settings

Search Type

Regular Search: Select this checkbox to activate regular search, which is
typically used as the default mode. This mode is active until users turn on
one of the other modes (Smart, or Predictive). Compared to the other
modes, this mode is the most “manual.” For example, to search for names
beginning with “B,” users need to press the 2 key twice. To perform the
same search in Smart mode, users can enter the 2 key once to have Unified

Quick Connect return results for all of the letters associated with that key.

Regular Smart Search: Select this checkbox to allow usersto press a
single button on the phone keypad to search for all characters associated
with that button. For example, if users press 2 on the phone keypad in
Smart Search mode, Unified Quick Connect displaysall the contactsin the
user’s address book that begin with A, B or C.

Predictive Smart Search: Select this checkbox to return search results as
users type search criteria. For example, if users press the 4 key, Unified
Quick Connect will immediately start listing entries that start with the
letters G,H, I, and with the number 4. Thisis useful for large directories
where users want to receive immediate results and modify search criteria
upon seeing results. Includes smart search capability.

Predictive Search cannot be used together with Active Dial mode due to
phone API limitations.

Yes

Search Items

For each search item, you can specify which Directory Server(s) will be
searched for that field. IMPORTANT: In the Format dropdown, select Plain
ASCII Text for each field to make searching easy for your users.

Search Results

Display Data

Usethefieldsin this section to specify how search results are displayed on
the phone screen. You can configure which fields to display for each user
and group in the search results screen. For example, you can display Last
Name, followed by First name, followed by Phone number, followed by
Location. You can add or remove data display fields as needed.

To add afield: give the field a name (e.g. Caption). Select the type of data
you want to display in the field (use the down arrow in the Field field).
These are fields in the Directory Mapping section and map to attributesin
your directory servers.

Specify the maximum Length of the field in characters. Thisis useful to
prevent long fields from utilizing too much screen space. Use the
Delimiters and Add links fields to add delimiters to help separate search
results.

I dentify the Location from which the search data is retrieved. Select the
display results Category (users and groups, just groups, just users).

Yes
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Table 5-4 Phone Ul Screen: Field Descriptions

Field Description Required

Search Order Determines order of search results, (i.e. show groupsfirst or alphabetically |Yes
sort all results).

Items Per Page Specifies the total search results displayed per page. Yes

User Details (GAL) Note: Thisfeatureis not currently supported in Cisco Unified Quick Yes
Connect.

Shortcuts

Items Per User Usethesefieldsto specify the number of shortcutsthat areallowed oneach |Yes
user phone.

Shortcut requires user login | Select thisfield if users must log in before using a shortcut. No

Other Settings

TTS Voice Note: This feature is not currently supported in Cisco Unified Quick Yes
Connect.

Start Screen Specify the destination page when the user invokes the Back or Exit Yes
buttons on the phone keypad. You can send the user to the Directories or
the Services screen on the phone.

Phone Ul: Configuring Phone Softkey Layout

This section allows you to configure which Unified Quick Connect features are shown to end-users on
their I P phone and also how these features are presented. You may also configure the soft-key layout
based on the search type utilized by the users.

Adding a Unified Quick Connect Feature SoftKey

To customize the soft-key layout, first select the type of format used in the Search Results page in the
phone user interface. In Figure 5-21, the soft-keys will only be modified.

Next, you may select which Unified Quick Connect feature to add or modify by selecting the appropriate
folder under SoftKeys (Figure 5-22). You can select the action this soft-key will invoke by selecting the
drop-down box in the Action: field.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Figure 5-21 Customizing Softkey Layout - 2 of 4
Save All Application : Phone User Interface
 Search Setings | Seatoh Resuks | Phon Sy Laveur | Shonuss | Citr Setings |
Search Result Page Type: Softeys: [Add] Action: | QuickCannect Normal 'V_:
F“—J Global B+ Softkeys Caption: |PTT | Cuse Resource File
‘(1 Predictive Search Positian: .1

=3 Personal

-1 Reqular/SmartSearch
i Predictive Search
=4 Consolidated

: - Regular/SmartSearch
[ Predictive Search
=LA ActiveDial

- RegularfSmartSearch
[ Predictive Search

[Ok]] [Cancel |] [Delete | ]
Preview:

2huttormode! - |ekbiiiodmenelliathappaiRononeciizng)

BTT ][ Mext ][ Back ][ Exit

Restare Systern Defaults

You can determine what the feature is called when displayed on the phone Ul and also which physical
button it will be associated with (Figure 5-22).

Figure 5-22

Customizing Softkey Layout - 3 of 4

| Search Sattings || Search Results |

Searcﬁ Rezult Page Type:

Phone Softkey Layout | Sharcuts

=-d Global

4 Predictive Search

A RegularfSmartSearch
Predictive Search
=+ Consolidated

- Regular/SmartSearch

- Predictive Search
=3 ActiveDial

1 Regularfsmartsearch
d Predictive Search

Softkeys: [Add]

ornect Mormal

| 5 button madel

Restore Systemn Defaults

Application : Phone User Interfac

| Other Settings |

Action: | QuickConnect Marmal v

Caption:

_. [Juse Resource File
Poszition: |1

[OK ] [Cancel |] [Delete |]
Preview:

|| 4 buttan madel Change Button Position

[ PTT [ Mext |[ Back |[ Exit |

Once done, click [OK]. Make sureto click Save in the upper left hand corner of WebAdmin.

Changing the Order of Soft-Keys

You can also change the order of existing soft-keysin the phone user interface. From the Phone SoftKey
Layout section in Unified Quick Connect WebAdmin, click the Change Button Position tab.
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You can highlight the appropriate feature and click M ove Up or M ove Down to place the soft-key in the
appropriate section in the phone user interface.

Once done, click [OK]. Make sureto click Save in the upper left hand corner of WebAdmin.

Configuring Unified Quick Connect Templates

Step 1

Step 2

Step 3

The work flow and look and feel of Unified Quick Connect broadcasts are controlled by a set of
programmabl e templates. Templates enable the delivery of text, images, pre-recorded audio, real-time
voice streams and text-to-speech content to | P end points. The templates also control the functional
appearance of soft keys on IP phones along with the processes they invoke when pressed.

The Unified Quick Connect template framework supports the following content-types:
e Primary content types
- Text
- Images
- Audiofiles
Unified Quick Connect provides support for the following types of templates:
e Templates for one-way audio broadcast

To configure templates in Unified Quick Connect:

Procedure

Choose WebAdmin > Application > Templates to open the Application: Templates screen
(Figure 5-23).

Figure 5-23 Application:Templates Screen
Application : Templates
. |
Select Templates: ’OneWayMthcast.Ucm A.
OneWayMulticast_Presence.ocm
Onewaylnicast_Presence.ocrm
Organizerdudio.ocm Set ag Default

PleaseWWait.ocm
TwolWayBroadeastoem
TwolWayBroadeastMulticastocm
TwolWay_Presence.ocm

[WalkieTalkie.ocm |
e o— s
(Defaulttemplate is indicated by [] )
File to Lpload ' | (Browse... |
Unified Quick Connect template files can be loaded from anywhere in your network. Click the Browse
button to locate the template file. All template files use the .ocm file extension.

Click Upload, then click Save.

Each type of template - Broadcast, Meet-me conference and 3rd party conference - can have multiple
templatesfor usersto select. Templates are global; once atemplateisloaded into Unified Quick Connect,
all users can start using it instantly. Loading templates does not require any service restart.

Each Template type should have one default template. To set atemplate as default:

[ oL-18495-01
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Step 1

Step 2
Step 3
Step 4

Procedure

Select the template in the list. For Unified Quick Connect, the most appropriate default template is
WalkieTal kiePush.ocm.

Click the Set as Default button.
Click Save at the top of the page.
Click Save All.

Plug-ins and Work-flow

Unified Quick Connect templates can internally invoke each other. In addition, the product provides an
extendable framework, so that templates can call external plug-ins - composite business objects that
perform specific tasks.

Unified Quick Connect includes a group of templates and plug-ins for common workflows.

Configuring Directory Mapping Attributes

Step 1

Step 2

Unified Quick Connect uses existing attributes in your enterprise directory. You may customize which
attributes are used for each Unified Quick Connect feature. The matching criteriabetween your directory
server and |P-PBX are configurable. For more information about configuring directory server settings,
see “ Configuring Enterprise Directory Servers’.

To configure Unified Quick Connect for directory mapping:

Procedure

Choose WebAdmin > Application > Directory Mapping > L SDirKey where LSDirKey may be an
attribute in the directory server, such as telephoneNumber. If you are matching based on telephone
number, then the attribute in the directory server associated with LSDirKey (e.g., telephoneNumber)
must match the user’sextensioninthe IP-PBX. For example, if auser called Steve Fone has an extension
of 20359 in the IP-PBX, then the user Steve Fone in the directory server must have its tel ephoneNumber
attribute set to 20359.

Choose WebAdmin > Servers > Advanced Settings > L SSNM Pkey. You may change this to be
extension if you will be matching based on atel ephone number in your directory server. You may change
this to username if you will be matching based on UID in your directory server.

a. Theuser PIN isstored in an encrypted format in the directory server using SHA-1 or MD5.
b. Wildcard for access policy allowed in the FROM: and/or TO: field.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Step 3

Step 4

Configuring Directory Search Static Filters

Figure 5-24 Application:Directory Mapping Screen

Directorny Fields | Directory Search Static Filters |

Servers: [Add]

L Defaul Fields Caption Attribute Category Command |

j LSDisplayMame cn Users and Groups Edit | Del

LsDisplayPhone telephonenurmber Users Only Edit | Del

- E00 MSExchange LSExtenszion telephonenumber Users Only Edit | Del

- ) [san) LsAlternativePhone ipPhane Users Only Edit | Del

LSPEXRProvider extensionattributeln Users Only Edit | Del

i sat LSSearchableAttrMarne flags Users Only Edit | Del

2 MSADAM LETrustedPhone employeeType Users Only Edit | Del

SOLAccess L5TrustedPIN employeell Users Only Edit | Del

HJ\} SFDC-Contact LsUniqueldentifier distinguizshedMame Users and Groups Edit | Del

ELE8 Directary Servers LSErmailfccount mailnickname Users and Groups Edit | Del

- S LSEmailaddress mail Users and Groups Edit | Del

it Directory Server 1 LSPalicyDisplayName displayMame Users Only Edit | Del

i paBServer LsPolicyOwner owner Users Only Edit | Del

ex-GAL LSPolicyAssistant assistant Users Only Edit | Del

2 BED LSPolicyInfo infa Users Only Edit | Del

i LSDirkey telephoneMurnber Users Only Edit | Del

- C1 SalesForce First givenname Users Cnly Edit | Del

Last =n Users Only Edit | Del

Display dizplayMame Users and Groups Edit | Del

Carnman cn Users and Groups Edit | Del

Departrment departrnent Users Only Edit | Del

Harne homePhone Users Only Edit | Del

Mabile mobile Users Only Edit | Del

Business telephonenurmber Users Only Edit | Del

LSLastDialFramUser extensionattributell Users Only Edit | Del

LSLastDialTolUszer extensionattributel? Users Only Edit | Del

LSLastDialMurnber extensionattributel Users Only Edit | Del

LSLastDialDate extensionattributeld Users Only Edit | Del

LSLastDialType extensionattributels Users Only Edit | Del

T M B E RS EER Ry e R

Use the descriptionsin Appendix B, “Directory Server Parameters” to help determine how to configure

mapping parameters and attributes.

Click Save to save your changes.

Configuring Directory Search Static Filters

Static filters can be configured for each directory server type. Each directory server type can have
multiple filters of each type. They all will be appended to the main search queries with the operator
AND. Changes for filters are done by directly editing the OnCast.Configuration.xml file, or through
Unified Quick Connect Web Admin.

By default, the following search result filters exist:
¢ Groups with no display name (LSDisplayName).
e Userswith no extension (L SExtension).

The following are Unified Quick Connect attributes that must be populated if used in afilter. The
mapping between directory server attributes and Unified Quick Connect attributes is described in
Configuring Directory Mapping Attributes, page 5-32.

e LSDisplayName
e L SExtension

e LSTrustedPIN

e LSTrustedPhone

[ oL-18495-01
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Native Static Filters

Native static filters contain queries which are constructed in the native syntax of the specified directory
server type and will be appended "as-is" to the main search querieswith the operator AND. The directory
connection library does not analyze the content of the native static filters.

To configure a native static filter:

Procedure

Step1  ChooseWebAdmin > Application > Directory Mapping, and select the Directory Search Static
Filterstab (Figure 5-25).

Figure 5-25 Directory Search Static Filters Tab

Sawe

Directam Figlds Directory Search Static Filkers

Servers: Mative Filters tapped Filters

[Add]

K\,_,‘.S LDAP Content Comm

i—,‘\-.’ S0LAccess
.. 80% SFDC-Contact

=+ Directory Servers
B Directory Server |
‘::;,‘3' PAEServer

B0 gL

‘c.,'\‘,‘\'.' Do

tﬁ SalesForce

Step2  Select adefault field or directory server and click Add in the Native Filters tab.
Step3  Add content to the Content field and click OK.
Step4  Click Save to save thefilter.

Example Native Static Filter

The following is an example of a native static filter. This filters any object which has a name and
telephone number, or is a group and has a name.

(I(& (cn=*)(telephonenumber=*))(& (objectCategory=Group)(cn=*)))

Mapped Static Filters

Mapped static filters can contain multiple conditions (criteria). Conditions can be combined into groups.
Conditions inside one group are processed with AND operation; groups are processed with OR
operation.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Step 1

Step 2

Step 3
Step 4
Step 5
Step 6
Step 7

Configuring Directory Search Static Filters

Each condition has three components:
e Caption (Unified Quick Connect Parameter Name)
e Operation,
e Vaue

To configure a mapped static filter:

Procedure

Choose WebAdmin > Application > Directory Mapping, and select the Directory Search Static

Filterstab.
Select the Mapped Filterstab (Figure 5-26).

Figure 5-26

Save

Directoy Fields | Directory Search Static Filters

Mapped Filters Tab

Servers: Mative Filkers Mapped Filters
=+ Default Fields |
. E5 MsAD [ &dd Filter ]

-0t Lpap

‘c:;s’ MSExchange
-0t pep

\Euﬁ S0L

-2t MsADAM
‘c:;s’ SCLAccess
-5t sFDC-Contact
=1 Directory Servers

Ef: Directory 5
gufr PABSErver
....g‘:ﬁ ex-GAL
-84t pep

-5t SalesFarce
Select a default field or directory server.

Click Add Filtersin the Mapped Filters tab.

Click Add Group to add a group within the filter.
Expand the filter to view all the groups contained in it.

Click Add Category to add a category (a condition) to a group (Figure 5-27).

[ oL-18495-01

Cisco Unified Quick Connect Administration Guide, Release 4.4 B



Chapter5  Configuring Cisco Unified Quick Connect Server |

W Configuring Directory Search Static Filters

Figure 5-27 Adding a Category (Condition) to a Group
N?t.l\f? _Fl!!er§ | Mapped Filterz

[ &dd Filter | [ Del Group | [ Add Categaorn ]

Caption Operator ¥alue Command |’

=] : Filter_9.1 LR e | | MotEqual w | QK| Cancel

Step8  Enter following parameters for the static filter conditions:

e Caption: select the Unified Quick Connect Parameter Name from the drop-down list. For definitions
of the parameters, see Appendix B, “Directory Server Parameters’.

e Operator: select one of the following supported operators: Equal, NotEqual, OR from the drop-down
list.

¢ Value: enter the value of the Unified Quick Connect parameter.

Example Mapped Static Filter

For example, hereis a set of static filter conditions:

Table 5-5 Static Filter Conditions

Caption Operation Value

1 L SDisplayName <> <Empty string>
2. LSExtension = 20*

Step9  Add content in the Content field and click OK.
Step10 Click Save to save thefilter.

Note  Thecurrent version of Directory connection library only supports static filtersfor LDAP-based directory
servers (MS AD, MS ADAM, OpenLDAP).
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Configuring Presence Enabled Broadcasts

Unified Quick Connect allows you to control the conditionsin which anormal priority broadcast is sent
to recipients. Thisfunctionality is pre-configured; you should not have to change anything in this screen.

For example, you can specify that recipientsin an active call do not receive anormal priority broadcast
or an invitation.

To set presence-enabled broadcasts as adefault, open the WebAdmin > Application > Templatesscreen
(Figure 5-28). Highlight atemplate from the list, as shown below, then click Save as Default.

Figure 5-28 Application:Templates Screen

Siawva

| Broadcast Template:
Seletr Tamplares:

Application : Templates

& Broadcast O Conference O 3rdPany

Barge.ocm | Uplaad |
ClaarSereen.otm

Dumy.oEm [ Dolete ]

LR
St as Default

evaitocm

(Boataulf tamplate Is Indicated by |])

Flle to Upload [ Browse..

Configuring Policies

Access policies control user access to the following Unified Quick Connect functions:
e Broadcast allows users to send multimedia broadcasts using Unified Quick Connect.

¢ Get Config and Set Config are used by the centralized configuration service. They determineif a
user or group can get or set another user or group’s Unified Quick Connect capabilities.

Configuring Access Policies

Unified Quick Connect policies provide two levels of control over access to features:

Simple: A simple policy provides access to the same Unified Quick Connect functionsto all Unified
Quick Connect users and groups within the system. Simple policies are stored in the
OnCast.Configuration.xml file. Thisis the default choice for Unified Quick Connect.

Complex: Complex policies allow you to restrict access by user, group, and function. Complex

Policies can be stored in an XML file on the Unified Quick Connect Server or in the directory
server(s).

Editing Simple Policies

If you choose to implement a simple policy, a set policy will be applied globally. You can edit asimple
policy at any time; changes will take effect immediately.

To edit the simple policy:

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Procedure

Step1  Select Access Policy from the Policies menu. This takes you to the Policy: Access Policy screen
(Figure 5-29), which displays simple policy parameters.

Figure 5-29 Policy:Access Policy Screen

A OuickConnect Server Configuration - Microsoft Internet Explorer [__|[E||Z|
File Edit Yiew Favorites Tools  Help .':,'
Address |@ http:ff10.11. 2,86 /QuickConnectWebadmin/def ault, aspx?p=Access v| Go

QuickConnect Server

alialn
CISCO

Policy : Access Policy

[ Simple Policy: Use Simple Palicy {do not use Directary far Falicy, use same policy for everyone)
Access: [ Broadeast Types

|O7et Claudio [limage  CTet & Audio [Climage & Audio  [lLive sudio [ Custom ocM

Get Config [¥] Set Config

Copyright @ 1992-2008 Cizco Systems, Inc. All rights resenved.

Unified Quick Connect functions are listed in the Access section. By default, access is provided to the
Get Config and Set Config functions. By default, all Broadcast Types are allowed.

Step2  Toremove accessto afunction, click the checkbox in front of the function name. This unchecksthe box.
To add access, click the blank checkbox in front of the function name.

Step3  Toremove accessto aBroadcast Type, uncheck the associated checkbox. To add access, click the blank
checkbox in front of the function name.

Step4  Click Save to save and implement your selections. Changes will beimmediate for any new sessions that
are created after you save.

Adding a New Complex Policy
N

Note  You must have defined a Policy Server before you can implement Complex Policies.

To add a new complex policy:
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m. 0L-18495-01 |



| Chapter5 Configuring Cisco Unified Quick Connect Server

Configuring Policies W

Procedure

Step1  Select Access Policy from the Policies menu. This takes you to the main Policy: Access Policy screen
(Figure 5-30), which displays simple policy parameters if you have not yet configured any policies.

Figure 5-30 Policy:Access Policy Screen

3 QuickConnect Server Configuration - Microsoft Internet Exploren

File Edit Wiew Favorites Tools Help -"zk
Address |@ hkpefiin, 11,286/ QuickConnectwebadmin/def ault, aspx?p=Access B! | Go
ol I Il I [N QuickConnect
Policy : Access Policy

[ Simple Policy: USE Simple Policy (do not use Directory for Policy, Use same policy for everyone)
e _"Eiroadéaélzl'_-ypes
[O7et Claudio [Climage Dl Tet & Audio Climage & audio [ Live Audio [ custam ocw

| [ZGet confin [ set Config

Copyright @ 1992-2008 Cisco Systems, Inc. All rights reservad

Step2  Uncheck the Use Simple Policy checkbox to display alist of all the complex policies that have been
configured to date (if any), as shown in Figure 5-31.
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Figure 5-31 Complex Policies
<l QuickConnect Server Configuration - Microsoft Internet Explorer E|E|
File  Edit Wiew Favorites Tools  Help ;a*
Address |@ http:ff10.11.2.86/QuickConnectwebadmin/default, aspx?p=Access b | G0

]
CIsCo

QuickConnect

Policy : Access Policy

Simple Policy: | Cuse Sim;_:_l!e F'DliE\l’ (l_:_lo notuse Directo(}f_fﬂr Poli_gy_,_use same___poh_gyforevgr_yone)_
Flease Select Policy ||F'S-Fi|e [FileBazed) ;E
Server:

| From |To |[B.T1/[B.A |[B.1]/[B.TA] [B.1A] [B.LA] [B.CO] [G] | [S] tommand Deletel_AJ.
Everyone Everyones Fals‘e False.\‘.;alse False. False‘ " falze . False. .F;Is;"\‘.alse" Edit| Del I:‘
Everyone Everyone falze false false false false false false false false Edit| Del I:‘
Everyone Ewveryaone false false false false false false false false false Edit| Del D
Everyone Everyone falze false false false false false false false false Edit| Del =]
Everyone Everyone falze false false false false false false false false Edit| Del I:‘ !VJ

| [B.T]=Broadcast Tex, [B.A=BroadeastAudio, [B.=Broadcastimage, [B.TAI=Broadeast Text&Audio, [B.1A=Broadcast image&Audio, [B.LAI=Broadcast LiveAudia,
|[B.CO=Broadcast.CustarnOCM, [5]=Get Config, [S}=Set Config

Copyright @ 1992-2008 Cisco Systems, Inc. All rights rezenved. \_-
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Step3  OnthePolicy: Access Policy screen, click the Add link to display blank fields to populate (Figure 5-32).

Note  Unified Quick Connect eval uates access policies from top to bottom in the table for every call. The first
'matching’ policy that includes the sender/recipient is processed. In the screenshot below, no one can do
anything because the top (first) policy in the list has every function marked as false (i.e., inactive).
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Figure 5-32 Selecting Add to Populate the Policy

3 QuickConnect Server Configuration - Microsoft Internet Explorer,
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Ewveryone Everyone false false false false false false falze false .false Edit| Del I:‘
Everyone Everyone falze false false false false false false false false Edit| Del I:‘
Everyone Everyone false false false false false false false false false Edit| Del I:‘
Everyone Everyone false false false false false false false false false Edit| Del )

I ‘OO0 0 O O 0O 0O 0O O momiTelioscnel [0 [v]

[B.TI=Broadcast.Text, [B.AI=BroadcastAudio, [B.=Broadcastimage, [B.TAl=Broadcast Text&Audio, [B.IA=Broadcast.image&Audio, [B.LAI=Broadcast LiveAudio,
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Copyright @ 1992-2008 Cizco Systems, Inc. All rights resenred. V
£ | [

In the From field, type the name or number to which you are providing the access by function.

The entry in the From field should match the attribute assigned to the L SDisplayName on the
Application>Directory Mapping screen. You can use “Everyone” (with a capital ‘E’) or “everyone’
(with alower-case ‘€') interchangeably.

Clicking the From link allows you to search for defined Groups.

In the To field, type the name or number the From user can contact using the functions s/he is given
access to.

The entry in the To field should match the attribute assigned to the L SDisplayName on the
Application>Directory Mapping screen. Clicking the To link will open a popup window in which you
can search for defined groups.

Change the function access fields (Table 5-6) to true to provide access or false to restrict access to each
function. A checkmark in the field makes the function “true” (access granted).

Table 5-6 Function Access Fields

Function Name Description

B.T=Broadcast Text Allows users to create text broadcast messages.

B.A=Broadcast Audio Allows users to create audio broadcast messages.

B.I=Broadcast Image Allows users to create image broadcast messages.

B.TA=Broadcast Text and Audio Allows users to create text and audio broadcast
messages.

[ oL-18495-01
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Table 5-6

Function Access Fields

Function Name

Description

B.IA=Broadcast Image and Audio

Allows users to create image and audio broadcast
messages.

B.LA=Broadcast Live Audio

Allows users to create live audio broadcast
messages.

B.CO=Broadcast Custom OCM

Allows users to create broadcasts of custom
broadcast templates.

Step7  Click OK to return to the previous screen.

Step8  Click Save to save and implement your changes.

Editing Complex Policies

To edit a complex policy:

Procedure

Step1  Select Access Policy from the Policies menu. This takes you to the main Policy: Access Policy screen,
which displays alist of all the complex policies that have been configured to date.

Step2  Toeditapolicy, click the Edit link for the policy you want to edit. Thismakesthe policy’sfields editable

(Figure 5-33).

Figure 5-33

Editing a Complex Policy

4} QuickConnect Server Configuration - Microsoft Internet Exploren

File Edit Wew Favorites Tools

Help

Address |@ http:/f10.11.2. 86/ QuickConnectWebadmin/def ault . aspx?p=Access

T
CIsCO

Save all

Policy : Access Policy

Access Policies [

_. Simple Policy,

[JuUse simple Policy (do not use Directory for Policy, use same palicy for everyone)

.Please Select Policy 1 |Se|ect ohe... — vi - . B

Serer

I From To |[e.7]/[B.A |[B.1]/[B.TA] [B.1A] [B.LA] [B.CO]| [G] [S] tommand Delete |
Everyone Everyone false falze false false false falze falze false falze Edit| el D
Everyane Everyone false false false false false false false false false Edit| Del F
Everyone |Everyone | |l Fl El ] From| To| O | Cancel []
Everyone Everyone falze falze false false false falze falze false falze Edit| el I:‘
Everyone Everyone falze false false false false false false falsa false Edit| Del 0 [w]
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Step3  Change the following fields as needed:

The entry in the From or To fields should match the attribute assigned to the L SDisplayName on the
Application>Directory Mapping screen.

Change the function access fields to true to provide access or false to restrict access to each function. A
checkmark in the field makes the function “true” (access granted).

Step4  Click OK to return to the display view.

To delete apolicy, click the Del link for the policy you want to delete. A confirmation window appears.
Click OK to perform the deletion. The policy will no longer appear on this screen.

Step5  Click Save to save your changes.

Centralized Configuration Service

The Centralized Configuration Service allows administrators to control which features and capabilities
are exposed to end-users and groups. Upon login, a Unified Quick Connect application will query the
Centralized Configuration Service, which will in turn collect all the relevant configuration files for that
user and his/her groups and return which features the user has permissions to access with this Unified
Quick Connect application.

Therearefour levels of configuration parametersthat Centralized Configuration Service checks, in order
of increasing priority:

¢ Administrator Defined Default Configuration — thisis the default configuration for all users who
access this application. Thisis the baseline amount of functionality exposed to all users.

¢ Administrator Defined Organization Configuration — the administrator can define settings for a
group of users. Conflicting settings here supersede what isavailablein the configuration files above.

e User Defined User Configuration — this determines which settings the end-user can modify
themselves. Conflicting settings here supersede what is available in the configuration file above.

e Administrator Defined User Configuration —the administrator can define settings for aspecific user.
Conflicting settings here supersede what is available in the configuration files above.

The architecture of the centralized installation is shown in Figure 5-34:

Cisco Unified Quick Connect Administration Guide, Release 4.4
[ oL-18495-01 .m



Chapter5  Configuring Cisco Unified Quick Connect Server |

I Centralized Configuration Service

Figure 5-34 Unified Quick Connect Centralized Configuration

All configuration files located in:

C:\Documents and Settings\All Users\Application Data
LiteScape\OnCast\ApplicationSettings\<ApplicationMame>

Administrator Defined
User Configuration

\orgs\org\<Users.config.xml
set by Administrator

Administrator Defined
Organization Configuration
set by Administrator

Vorgs\org\config.xml

User Defined
User Configuration
sat by User

\users\org\<User>.config.xml

Administrator Defined
Default Configuration
sat by Administrator

CRNCRECHNC,

\config.xml

Modifying Centralized Configuration from WebAdmin

You may of course change configuration settings directly in each XML file. The preferred method,
however, isto access and modify user and group settings from Unified Quick Connect WebAdmin. You
can do this by going to Servers > Advanced Settings and selecting which service settings to set user
and group configuration settings for.

Note  Refer to Appendix C, “Cisco Unified Quick Connect Advanced Settings”, for information on the
advanced settings that you can configure.

To modify the configuration for each, first select which service settings you would like to customize in
the Section: drop-down. Next select if you want to modify this interface at the Default level (item 4 in
the diagram above), Organization level (item 2 in the diagram above) or User level (item 1inthe diagram
above).

You will see alist of possible fields that can be modified. The Description column describes the setting
you can modify, the Parameter column displaysthe XML tag and CurrentValue displays what this setting
is currently configured for. This table will vary dependent on which Section you are configuring (for
example, Unified Quick Connect Phone Ul).

Modifying Centralized Configuration XML Files

The typical, and recommended, way to make changes to Unified Quick Connect parametersis through
Unified Quick Connect WebAdmin. However, there also exists the facility to make changes to
Centralized Configuration using the various XML configuration files listed in the diagram above. This
method may be useful when making a large number of changes.
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Access to Centralized Configuration

Unified Quick Connect centralized configuration service also integrates with Policy Service to
determine which applications can set and read configuration for users or groups. You can configure this
by going to Unified Quick Connect WebAdmin > Policies> Access Policies. You will seetwo options:
[G] Get Config and [S] Set Config that can be set using the same methodology Unified Quick Connect
Policy Service supports.

Verifying the Installation Using Phones

Step 1
Step 2

Step 3
Step 4

Perform the following steps to verify the installation with supported phones:

Procedure

On the phone, select the Directories URL. Verify that Global directories are displayed.
Search for a particular user, and verify that the user’s presence information is appearing correctly.

(You can perform thistest by changing the status of that user by having them start and end a call). If not,
restart OncastDeviceStatusService to be able to see the correct information on device presence.

Select the PTT softkey and select PTT to start the PTT session.
Stop the PTT session by pressing Exit. Verify that the PTT priority is working as expected.

[ oL-18495-01
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Customizing Cisco Unified Quick Connect

The administrator can create Cisco Unified Quick Connect customizations that are described in the
following sections:

e Customizing the Template for Push-to-Talk, page 6-1
¢ Customizing the Push-to-Talk OCM File, page 6-1
— Customizing Presence-related Parameters, page 6-2
e Customizing Media-related Parameters, page 6-2
e Customizing Pre-configured Push-to-Talk Parameters, page 6-3
e Using the Web Service APl Programmatically, page 6-5

Refer to Chapter 5, “Configuring Cisco Unified Quick Connect Server” for information on customizing
the Directory Search criteria, Directory Search results, and softkey layout.

Customizing the Template for Push-to-Talk

You can customize the template (OCM fil€) to use for the Push-to-talk product.

By default, the userswill use the pre-configured  WalkieTalkiePush.ocm’ template. The template can be
selected in Unified Quick Connect WebAdmin at the following URL ;

http://Unified Quick ConnectServerAddress/Unified Quick ConnectWebAdmin/?p=Templates

Customizing the Push-to-Talk OCM File

The Push-to-Talk OCM file can be configured to control the following characteristics of the broadcast:

¢ Ring tone (audible) to be used to indicate the start and stop of the audio session. The file names
reference any ring tone file available on the Cisco Unified Call Manager system.

Thering-tone is determined using the <Header><EmergencyRingTone> parameter in the OCM payload
document (.pay file). See PTT OCM Customization steps for more details.

e The text appearing on the screen of the phones
e Whether ‘Exit’ closes the application for ALL users or just the user who pushed the button
To customize the Push-toTalk OCM file, administrators can edit the contents of the following files:

[ oL-18495-01
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e WalkieTakiePush.pay file (included in the BroadcastTemplates\WalkieTalkiePush.OCM file):

<Header >
<Type>AUDI O</ Type>
<Priority>NORMAL</Priority>
<Sender > </ Sender >
<Exi t Key>Fal se</ Exi t Key>
<UseMai nDN>Tr ue</ UseMai nDN>
<UsePresence>Tr ue</ UsePr esence>
<Pr esenceUnknownPushCkay>t r ue</ Pr esenceUnknownPushCkay >
<Sendl nvi t ati on>Fal se</ Sendl nvi t ati on>
<Exi t KeyPosi ti on>3</ Exi t KeyPosi ti on>
<Reci pi ents />
</ Header >
<Message>
<Pr onpt >Power ed by Unified Quick Connect </ Pronpt>
<Subj ect >Audi o Push- To- Tal k</ Subj ect >
<Body>Press "Push" button and release to start speaking when the audible sound is
heard. Push again to STOP. "Tal k-back" creates a one-to-one session with the
originator. "Call Me" calls the originator</Body>
</ Message>

o WalkieTakie.pay file (included in the BroadcastTemplates\Wal kieTalkie.OCM file):

<Ener gencyRi ngTone>Chi nme. r aw</ Ener gencyRi ngTone>

Customizing Presence-related Parameters

If the <UsePresence> parameter in the WalkieTalkie.pay payload document is set to true, a phone call
will not barge into users who are on the phone (they will not hear any audio from their phones)

If the <PresenceUnknownPushOkay> is set to true, the PTT application will allow a phone call to
barge-in to devices for which it cannot determine the presence status.

Customizing Media-related Parameters

The PTT application uses the RTP streaming capabilities of the Cisco |P phone to transmit and receive
the voice content of the users to each other. Cisco Unified Application Environment provides a Media
server. To provide such functionality, the PTT application can either instruct the transmitting device to
send RTP streams to a Multi-cast address or to a specific UniCast address/port.

Thisinformation is part of the template parameters:

<Audi 0>

<Type>BROADCAST</ Type>

<St ream ng>MJULTI CAST</ Streamnmi ng> // Coul d be changed to Uni cast
</ Audi o>

By default, when Multicast is selected, the PTT application sends ‘ control’ commands to the | P phones.
In this case, the Unified Quick Connect Media server is not part of the audio transmission process..

In certain environments, thisis not adesired outcome. For example, if the devices are not within the same
LAN, Multicast transmission may be blocked through the WAN (by the routers).

To change this behavior for the PTT application, Unified Quick Connect can be configured to act as a
media proxy between the devices. To enable this, the following parameter needs to be set in
OnCastConfiguration.xml:
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<Br oadcast er > <UseMedi aFor Li veMul ti Cast >t r ue</ UseMedi aFor Li veMul ti Cast >

In this case, a Unicast RTP stream from the originating IP device is first sent to the Unified Quick
Connect Mediaserver (provided by Cisco Unified Application Environment), then the media server uses
the <Streaming> parameter mentioned above to determine how to route the traffic to various devices.

For devices which are within the same ‘location’ as the media server, a Multicast broadcast isrelayed as
follows:

Device 1 > Unicast > Unified Quick Connect Media server > Multicast > Other devices

For devices which are not within the same ‘location’ as the media server, the server can either Unicast
the content to each of the devices:

Unified Quick Connect Media server > Unicast > Other devices

Or, the server can use a Unified Quick Connect Media server at the other ‘location’. Once the Second
server receives the audio transmission from the first media server, it will then be able to transmit the
audio using Multicast to the devices:

Mediaserver at location 1 > Unicast > Mediaserver at location 2 > Multicast > Devices at location 2
Unified Quick Connect at location 1

Media server 1 (CUAE)
PBX 1
Devices with alias location 1

Unified Quick Connect at location 2

Media server 2 (CUAE)
PBX 2
Devices with alias of location 2

The message flow is as follows:

1. TheUnified Quick Connect Server receives arequest from auser to start a Push-to-Talk session
with users spread over two locations..

2. The Unified Quick Connect Server at location 1 instructs phone at location 1 (organizer) to
transmit to media server 1.

3. TheUnified Quick Connect Server at location 1 instructs media server 1 to send audio to media
server 2.

4. The Unified Quick Connect Server at location 1 instructs media server 2 to listen to audio from
media server 1.

5. The Unified Quick Connect Server instructs devices at location 2 to listen for a multicast at
location 2.

6. The Unified Quick Connect Server instructs devices at location 1 to listen to a different
multicast at location 1.

Customizing Pre-configured Push-to-Talk Parameters

A pre-built shortcut allows a user to have a service URL setup on their phone pointing to invoke a PTT
session with a pre-defined group. The following section of OnCast.Configuration.xml manages the
configuration of the pre-built Push-to-Talk shortcuts:

<Br oadCast er >
<Wal ki eTal ki e>
//Determines if a user pressing “Exit” will end the PTT application for ALL users.

[ oL-18495-01
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<Exi t ALL>f al se</ Exi t ALL>
<l tenms>
<ltemr
<Name>pt t - gr p2</ Nane>
<Par ans></ Par ans>
<Xm Payl oad>

<LSBC>
<Or gani zer >
<User!I D />

<| PAddr ess>
</ | PAddr ess>
<Ext ensi on>20444</ Ext ensi on>
<Mai nPhone />
<LDAPDN / >
<Server LDAPID />
<Provi der| D>
</ Provi der | D>
<Pr ovi der Sour ce>
</ Provi der Sour ce>
<OnCast BCLocat i onNanme>Def aul t Locati on</ OnCast BCLocat i onNane>
<Prefix />
</ Organi zer >
<l nvitees>
</l nvitees>
<OCMFi | e>Br oadcast Tenpl at es\ Wl ki eTal ki ePush. ocnm</ OCVFi | e>
<Conf er ence>
<PhoneNunber >918665068850</ PhoneNunber >
<PassCode>943037</ PassCode>
</ Conf er ence>
<Act i on>OCMK/ Act i on>
<shortcut URL />
<Priority>Energency</Priority>
<l nvit eesG oup>PTTGL</ | nvi t eesG oup>
<Updat eOCM>
<updat ePay>

<par ant ag>OnCast Message/ Wor kf | ow Key/ Key[ Capti on=" PushToTal k' ]/ Acti ons/ Acti on[| D=" PushToTa
I k" ]/ Settings/pluginVal ue/ URI </ par ant ag>
<par anval ue>?i d=ptt - gr pl</ paranval ue>
</ updat ePay>
</ Updat eOCM>
</ LSBC>
</ Xm Payl oad>
</ltenpr
<ltenmp
<Name>ptt - gr pl</ Nane>
<Par ans>gr p=PTTGL| ocm=Br oadcast Tenpl at es\ Wal ki eTal ki e. ocr pr =Emer gency</ Par ans>
<Xm Payl oad></ Xm Payl| oad>
</ltenr
<!--4.3.5 MR12 4.4 MR6: addition of default PTT group -->
<!--group nane will be added dynamcally -->
<Itenp
<Name>pt t - def </ Narme>
<Par ans>| ocn¥Br oadcast Tenpl at es\ Wal ki eTal ki e. ocnj pr =Enmer gency</ Par ans>
<Xm Payl| oad>
</ Xm Payl oad>
</[ltem
<Item>
<Narme>pt t - def e</ Nane>

<Par ans>| ocn¥Br oadcast Tenpl at es\ Cl ear Scr een. ocni pr =Ener gency| ptt gr p=pt t - def </ Par ans>
<Xm Payl| oad>
</ Xm Payl oad>
</ltem
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</ltens>
<DunmyResponse>
<Ci scol PPhoneExecut e>
<Executeltem URL="Hel lo World" />
</ G scol PPhoneExecut e>
</ DummyResponse>
</ Wl ki eTal ki e>

Using the Web Service APl Programmatically

Other third-party applications can leverage the Web Service interface to invoke and initiate the
Push-to-Talk application.

For example, the following message shows the xml message used in invoking the InitializeBCPayload
interface of the WAN Broadcast Web service (from OnCast Web Service).

In this example, the user with userid = ‘pttuserl’ will receive the “Push to Talk start” screen on their IP
phone (extension 20444).

When this user presses the PTT button, all the recipients identified in the <Invitees> section of the
message will see the same “Push to Talk start” screen on their phones as well and can start using the
Unified Quick Connect PTT product.

<LSBC>
<Organi zer >
<User | D>pt tuser 1</ User | D>
<Key>20444</ Key>
<Ext ensi on>20444</ Ext ensi on>
<Mai nPhone>20444</ Mai nPhone>
<| PAddr ess>10. 11. 2. 38</ | PAddr ess>
<LDAPDN>AD| CN=PTT User 1, OU=Test Accounts, DC=exanple, DC=l ocal </ LDAPDN>
<Pr ovi der | D>l P- PBX 1</ Provi der| D>
</ Organi zer >
<l nviteesGoup />
<l nvitees>
<l nvitee>
<User | D>PTT User 4</ User | D>
<Key>20447</ Key>
<Ext ensi on>20447</ Ext ensi on>
<Mai nPhone>20447</ Mai nPhone>
<LDAPDN>AD| CN=PTT User 4, OU=Test Accounts, DC=exanpl e, DC=Il ocal </ LDAPDN>
<ProviderID />
</lnvitee>
</Invitees>
<Act i on>OCMK/ Acti on>
<Priority>Energency</Priority>
<OCMFi | e>c: \ Docunents and Settings\All Users\Application
Dat a\ Li t eScape\ OnCast \ Br oadcast Tenpl at es\ Wl ki eTal ki ePush. ocnm</ OCMVFi | e>
<Conf er ence>
<PhoneNurber />
</ Conf er ence>
<shortcut URL>http://10.11.2.72/DirDi al er/ Opti ons/ creat eShort cut.aspx?key=20444&anp; sessi on
i d=894h332e- 391e- 4226- 90b3- 34de0c82d5c6</ short cut URL>
</ LSBC>

[ oL-18495-01
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Format of the InitializeBCPayload Parameters

XMLData: the format of XML Data must adhere to the BCPayload.LoadXML .xsd schema.

<xs: el ement name="LSBC'>
<xs:annot ati on>
<xs: docunent ati on>Comment descri bi ng your root el enent</xs:docunentation>
</ xs:annot ati on>
<xs:conpl exType>
<Xs: sequence>
<xs: el ement nanme="OCMile" type="xs:string">
<xs:annot ati on>
<xs:document at i on>BCPay| oad. LoadXM. + processOCM</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el emrent >
<xs: el ement name="SetFi| eName" type="xs:string">
<xs:annot ati on>
<xs: docunent at i on>BCPayl oad. LoadXM_</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement nane="Fi | nSessionl D' type="xs:string">
<xs:annot ati on>
<xs: document at i on>BCPay| oad. LoadXM_</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement name="URLOCMFi |l e" type="xs:string">
<xs: annot ati on>
<xs: documnent at i on>BCPay| oad. pr ocessOCM/ xs: docunent at i on>
</ xs:annot ati on>
</ xs: el ement >
<xs: el ement name="Sessionl D' type="xs:string">
<xs:annot ati on>
<xs: docunent at i on>BCPayl| oad. pr ocessOCM/ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el emrent >
<xs: el ement nane="Creat eOCM >
<xs:annot ati on>
<xs: documnent at i on>BCPayl| oad. cr eat eOCMK/ xs: docunent at i on>
</ xs: annot ati on>
<xs:conpl exType>
<Xs:sequence>
<xs: el ement name="OnCast Message" type="xs:string">
<xs:annot ati on>
<xs: docurent ati on>BCP| ayoad. creat eOCM + t hese nethods only | ook at the
node but not inner text</xs:docunentation>
</ xs:annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="AttachFil eOCM >
<xs:annot ati on>
<xs: document at i on>BCPay| oad. cr eat eOCM/ xs: docunent at i on>
</ xs: annot ati on>
<xs:conpl exType>
<xs: sequence>
<xs: el enent nane="Files" maxOccurs="unbounded" >
<xs:annot ati on>
<xs: document ati on>BCPay| oad. cr eat eOCVk/ xs: document at i on>
</ xs: annot ati on>
<xs: conpl exType>
<Xs:seguence>
<xs:element name="Url" type="xs:string">
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<xs:annotation>
<xs: docunent at i on>BCPayl oad. cr eat eOCV/ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nane="Fil| eNane" type="xs:string">
<xs:annotation>
<xs: docunent at i on>BCPayl oad. cr eat eOCMV/ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Updat eOCM' >
<xs:annot ati on>
<xs: docunent at i on>BCPayl| oad. pr ocessOCM/ xs: docunent at i on>
</ xs: annot ati on>
<xs:conpl exType>
<xs: sequence>
<xs: el ement nanme="updat ePay" m nCccurs="0" naxCOccurs="unbounded" >
<xs:annot ati on>
<xs: docunent at i on>BCPayl oad. pr ocessChangePayl oad +
BCPayl oad. pr ocessUpdat ePayl oad</ xs: document ati on>
</ xs:annot ati on>
<xs: conpl exType>
<Xs: sequence>
<xs: el enent nane="parantag" type="xs:string" mnCccurs="0">
<xs:annotation>
<xs: docunent at i on>BCPay| oad. pr ocessUpdat ePayl oad + Code use this
value to find a child node of UpdateOCM/ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nane="formatval ue" type="xs:string" mnCccurs="0"
maxQccur s="unbounded" >
<xs:annotation>
<xs: docunent at i on>BCPay| oad. pr ocessUpdat ePayl oad</ xs: docunent at i on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enent nane="paranval ue" type="xs:string" m nOccurs="0"
maxQccur s="unbounded" >
<xs:annotation>
<xs: docunent at i on>BCPayl oad. pr ocessUpdat ePayl oad</ xs: docunent at i on>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="addPay" m nQccurs="0" maxCccurs="unbounded">
<xs:annot ati on>
<xs: document ati on>BCPayl oad. pr ocessChangePayl oad +
BCPay| oad. pr ocesAddPayl oad</ xs: docunent at i on>
</ xs:annot ati on>
<xs: conpl exType>
<Xs: seguence>
<xs:el ement name="parantag" type="xs:string">
<xs:annotation>
<xs: docunent at i on>BCPayl oad. pr ocesAddPayl oad</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement name="paranval ue" type="xs:string">
<xs:annotati on>
<xs: docunent at i on>BCPay| oad. pr ocesAddPayl oad</ xs: docunment ati on>
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</ xs:annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="del et ePay" type="xs:string" m nCccurs="0"
maxCccur s="unbounded" >
<xs:annot ati on>
<xs: docunent ati on>BCPayl oad. pr ocessChangePayl oad</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
<xs: el ement name="AttachFil eOCM' m nCccurs="0" maxCccur s="unbounded" >
<xs:annot ati on>
<xs: document ati on>BCPay| oad. pr ocessChangePayl oad</ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<Xs:seguence>
<xs: el ement name="Files" maxQOccurs="unbounded">
<xs:conpl exType>
<Xs:seguence>
<xs:el ement name="Url" type="xs:string"/>
<xs:element name="Fil eType" type="xs:string"/>
<xs:el ement name="Fil| eName" type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el emrent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >

Organizer section

The Organizer section provides information about the sender of the broadcast (From). The section is
Required.

e UserlD: User ID as represented in the relative directory server. The tag is Required.
¢ Extension: The phone extension of the organizer (sender). The tag is Required.

e |PAddress: | P address of the device of the sender. If omitted, OnCast will select the default device
automatically. Optional parameter.

e LDAPDN: LDAP Distinguished Name of the Organizer. Optional parameter.

e Provider ID: Associated IP-PBX for the organizer's device. This parameter is used to resolve
conflicts when duplicate user accounts are found across multi-PBX environments. Optional
parameter.

Invitees Group section

The Invitees Group section is used to identify distribution groups from the underlying directory servers.
Optional parameter.

Invitees section: The Invitees section provides the list of recipients (To) of the broadcast. The section is
required.
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Invitee: one sectionisrequired per individual Invitee. Providesinformation about the recipients (To)
of the broadcast. At least one recipient is required.

User ID: User ID as represented in the relative directory server. The tag is Optional.
Extension: The phone extension of the recipient (To). The tag is Required.
LDAPDN: LDAP Distinguished Name of the Recipient. Optional parameter.

Provider ID: Associated IP-PBX for the recipient's device. This parameter is used to resolve
conflicts when duplicate user accounts are found across multi-PBX environments. Optional
parameter.

Action: The action to be taken by the broadcast service. Supported actions are: OCM, Dial.
Parameter is Required.

Priority: Delivery priority. Supported: Normal, Emergency. Normal broadcasts require recipientsto
accept the broadcast before receiving it (screened). Emergency broadcasts barge-in. Parameter is
Required.

OCMFile: The path to the broadcast OCM template file. This can be either arelative path (a path
relative to the OnCast folder on the deployment server) or afull path.

shortcutURL : If the organizer presses the Shortcut soft-key, the broadcast will be saved as a
user-level shortcut for future usage. Optional parameter.

Override OCM: Thisisthe override of the OCM File. Any and all parametersin the document will
replace the OCM predefined settings. The entire section is Optional .

AttachFile: The override of the OCM imagefile. Thereferenceto the Old File and new file can either
be file UNC paths or URL references to the location of the New File. The entire section is Optional.

CreateOCM: This section is for on-the-fly (ad-hoc) creation of new OCM files. The format of the
section follows the OnCast Payload format, published and documented separately. Section is
Optional.
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Cisco Unified Quick Connect Tools

This chapter discusses the tools available to manage Cisco Unified Quick Connect, and contains the
following sections:

e What Tools are Available?, page 7-1

e Synchronizing Unified Quick Connect Servers, page 7-2
e Services, page 7-3

e Provisioning, page 7-5

e Working with Reports, page 7-9

e LogFiles, page 7-10

e Licenses, page 7-13

What Tools are Available?

The Tools menu (Figure 7-1) allows you to access five different system maintenance features:

Figure 7-1 Tools Menu

IR
CISCO

Synchronize  »
2ervices 4
| | Provisioning ~ *
‘Yersion Information . Reports

Log Sektings

Components:

| OnCast Directory, Version 4.4 MR7 ;
i Licenses

Cisco Unified Quick Connect Administration Guide, Release 4.4
[ oL-18495-01 .m



Chapter7  Cisco Unified Quick Connect Tools |

B Synchronizing Unified Quick Connect Servers

Table 7-1 describes the Tools menu items:

Table 7-1 Tools Menu Items

Tool Menu ltem Description

Synchronize On-demand synchronization of clustered Unified
Quick Connect servers.

Services Restarts the Windows Services used by Unified
Quick Connect.

Provisioning Assign licenses to users.

Reports View the number of providers.

Log Settings Set activity recording levels for Unified Quick
Connect System logs and export log files.

Licenses Displays information on the current Unified
Quick Connect license, and allows you to upload
anew license.

Synchronizing Unified Quick Connect Servers

Unified Quick Connect Servers participating in a distributed cluster (at one location or at multiple
locations) can share configuration information.

This enables each node to be independently managed in the case of server/network failures. In addition,
this enablesintelligent selection of local vs. remote access to data files and configuration documents.
Datafiles that change infrequently are published to each server node, enabling local access to such
information. Frequently changing and accessed datafiles can be retrieved from the central configuration
server, while cached copies of such data files are made available for local usage in the event of
network/configuration server failures.

The synchronization service ensures that all Unified Quick Connect Servers have access to up-to-date
configuration information. Synchronization occurs on an automatic basis; however, the service can also
be invoked manually.

Manually Invoking Synchronization

To invoke synchronization manually, select Tools > Synchronize. (Figure 7-2).

You can either synchronize all configuration and data files (by selecting All) or just the configuration
documents (by selecting Configuration).

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Services

Figure 7-2 Synchronization Menu Items
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Copyright @ 1992-2002 Cisco Systems, Inc. All rights reserved.

Once synchronization is invoked, a Synchronization Result text box displays the results.

Services

You can use Unified Quick Connect Web Admin to view the status of services, or to restart local services

or all services.

Viewing Status of Services

Step 1

To view the status of services:

Procedure

Choose Tools > Services > Status.
The following information will be displayed for each service (Figure 7-3):
e Location: the Location where the service is running.
e Server: the IP address of the Unified Quick Connect server.
¢ Service: the name of the service.
e Status: the status of the service (Running, Stopped).
¢ Restart Service: selecting this button restarts the associated service.
e Stop Service: selecting this button stops the associated service.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Figure 7-3 Viewing Status of Services
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Restarting Services
To restart local services:

Procedure

Step1  Choose Tools > Services > Restart > L ocal Services (Figure 7-4).

You will see the message “Windows services on local service restarted.”

To restart all services:

Procedure

Step1  Choose Tools > Services > Restart > All Services.
You will see the message “Windows services on all machines restarted.”

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Provisioning W

Figure 7-4 Restarting Services
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Provisioning

Provisioning isthe act of manually adding Usersinto Unified Quick Connect directly rather than relying
on directory servers to forward their information. You can also search for a particular user.

Adding a User

When you add a user, you are assigning them a Unified Quick Connect license for the server you
associate them with.

To add a User:

Procedure

Step1  Choose Tools > Provisioning > Add User (Figure 7-5).

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Provisioning

Step 2

Step 3

Figure 7-5 Adding a User (1 of 2)
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QuickConnect

Enter the username (or search for it using the Select dialog) (Figure 7-6).

Figure 7-6 Adding a User (2 of 2)
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Select the Provider you wish to associate them with.
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Step 4
Step 5

Click Create to generate their license.

Click Add to enter the user and license in the database.

Provisioning W

Searching and Querying for Users

Step 1

Step 2

To search for a user:

Procedure

Choose Tools > Provisioning > Search/Query User (Figure 7-7).

Figure 7-7 Searching and Querying for Users
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Enter the username (or search for it using the Select dialog as shown in Figure 7-8 and Figure 7-9).
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Provisioning

Figure 7-8 Entering Search Information
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Step3  Select aProvider, then click Search. The user’s license number will be displayed.
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Working with Reports

The Reports menu item (Figure 7-10) generates a report showing the number of Providers configured in
the Unified Quick Connect system (Figure 7-11).

Figure 7-10 Reports Menu Item
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Figure 7-11 Report on Number of Providers Configured in Unified Quick Connect
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W LogFiles

Log Files

Setting Log Levels

Step 1

Each and every Unified Quick Connect service component createslog files. The log level can be changed
to determine the level of information detail in the log files. In general, logging should be set at the level
which provides the least amount of information in order to maintain system throughput at acceptable

levels.
You can find the log files in the following location:

C:\Documents and Settings\All Users\Application Data\L iteScape\OnCast\L ogs

Log files rotate on a frequency and size basis.
To set Log Levelsin WebAdmin:

Procedure

Choose Tools > L og Settings (Figure 7-12).

Figure 7-12 Log Settings Menu Item
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The Log Settings screen will open (Figure 7-13). If you wish to enable or disablelogging for all services,

click the checkbox below Log Setting Information.
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Step 2
Step 3

Log Files I

Figure 7-13 Log Settings Screen
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Click Edit in the line for the Service you wish to set logging for.

In the Edit Log Settings area, set the maximum file size for the log and the number of rolling backup
logs to keep.

Figure 7-14 Edit Log Settings

Service Mame - OnCast Policy, Yersion 4.40
File Size : 1 |8 v]
Max Roll Backups - 0 |

Log Level : f.[}EBUG |vl

Also select the Log Level (listed from least info to most info). Table 7-2 describes the levels and the

information recorded for each.

Table 7-2 Log Levels

Log Level Information Recorded

INFO Informational messages about the progress of the
service at a coarse-grained level.

ERROR Only non-fatal error conditions are recorded.
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Table 7-2 Log Levels
Log Level Information Recorded
DEBUG Fine-grained informational eventsuseful to debug
an application are recorded.
ALL All transactions and operations performed by the
service are recorded.
OFF Nothing is recorded for this service.
Step4  Click Save.
A
Note  The <FileLogLevel> parameter in the configuration file has nothing to do with Unified Quick Connect;
it isrelated to the Java-based Media Server. Do not change this parameter.
Exporting Logs
If you are asked to submit logs by the Customer Support group, this function will allow you to export
the logs. Thisis performed in the Log Settings screen.
Procedure
Step1  Inthe Log Settings screen, click Export L ogs.
Step2  Click Edit in the line for the Service you wish to set logging for.
The Date Selector window will pop up:
A http:10.11.2... [2] 5K
) octoberzoos
[ Export log files
From: | e 29|30 1|2 |3|4]|5
To: | | 6|7 8|9 1011 |12
13|14 |15|16 |17 |18 |19
20 |21 |22 |23 |24 |25 |26
27|28 (29|30 31 |1 |2
SElDane ) Internet Sl
Step3  Typein From and To dates or use the calendar pop-up to select dates.
Step4  When you have entered the To date, press Enter and the files will be created and made available to

download using a standard File Download dialog box.
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Licenses

Step 1

Step 1
Step 2
Step 3
Step 4

Licenses W

The Licenses menu item displays information on the current Unified Quick Connect license, and allows

you to upload a new license.
To view the Licenses page in WebAdmin:

Procedure

Choose Tools > Licenses (Figure 7-15).

Licenses Menu Item

Figure 7-15
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Licenses

| Additional Information:

Copyright @ 1902-2008 Cisco Systems, Inc. All rights reserved.

To load anew license:

Click Load New License (Figure 7-15).
Click Browse and navigate to the license file.
Click Open.

Click Load.

The new license is loaded and the license parameters are displayed.
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Troubleshooting

This chapter discusses the following troubleshooting resources:

¢ Using Unified Configuration Files, page 8-1
e Commonly Found Issues, page 8-1

Using Unified Configuration Files

N

Note

It is recommended that you do not access or modify the unified configuration file.

Unified Quick Connect Server configuration information is stored in XML format as part of a unified
configuration file, which you can find in the following location:

C:\Documents and Settings\All Users\ApplicationData\L iteScape\OnCast\
OnCast.Configuration.xml

The file contains information about all the services used in Unified Quick Connect. You can find a copy
of thefilein Appendix A.

Each server also holds one additional identity document that is not replicated to other servers and nodes,
which you can find in the following location:

\\Deployment Server Address\Documents and Settings\All Users\Application
Datal\LiteScape\OnCast\OnCast.Configuration.Local .xml

Although Unified Quick Connect should be configured using the WebAdmin interface, the contents of
both files can be modified using a Microsoft Windows Notepad or an XML editor.

Commonly Found Issues

I ssues that you can commonly encounter include:
e Unableto Start Unified Quick Connect PBX Service, page 8-2
e Unable to Access Unified Quick Connect WebA dmin, page 8-2
e Windows Security Updates and ASP.net, page 8-3
¢ Unable to Push Content on Phone, page 8-3

[ oL-18495-01
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Unable to Start Unified Quick Connect PBX Service

You must verify that the OnCastM ediaServer and OnCastPBX Service services have the proper
permissions. Right-click each, select Properties, and then click the Log On tab (Figure 8-1).

Figure 8-1 Log On Tab in OnCastPBXService Properties
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You can ehable or dizable iz service for the hardware profiles listed below:

Hardware Profle | Service |
Frofile 1 Frabled
Enatle I Dizable |

(1]4 I Cancel | Aeply |

Unable to Access Unified Quick Connect WebAdmin

If you are having trouble accessing the Unified Quick Connect WebA dmin page:

Procedure

Step1  Verify that Microsoft 1S has been properly configured. Go to Microsoft 11S Manager and ensure that
Default Web Site is popul ated:

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Step 2

Step 3

Commonly Found Issues

Figure 8-2 Microsoft IIS Manager
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Open the Directory Security tab and verify that the Windows Domain username and password you
entered during the installation has been properly populated for each Microsoft I1S virtual directory.

a. Click Edit, then Browse.

b. Provide a user who has sufficient rights to run the application, for example, domain administrator.

Click OK.

Windows Security Updates and ASP.net

Some Windows Updates will disable or prohibit the use of ASP.net, so you will need to allow itsusein
order for Unified Quick Connect to work properly. If the Web Admin pageis not viewable (Error 404 in
IE) after you have updated Windows Server with patches or update files, check the status of ASPNET
on the machine.

Unable to Push Content on Phone

Step 1

Step 2
Step 3
Step 4

You may encounter the following issue:
e Unable to receive or initiate broadcasts on the | P phone

Thisis most likely due to the phone not being associated with the trusted user or authenticated. You
should troubleshoot the phone with the following steps.

Use the following Cisco command to test if your phone is properly setup:

Procedure

From Internet Explorer, enter the following URL : http://<IP-address-phone>/CGl/Execute (case
sensitive URL)

You will be prompted with a dialog box
Enter the Push username and password as authentication in the dialog box.
This will be followed by 1 of 4 responses:

[ oL-18495-01
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e "CiscolPPhoneError Number="0"": This implies your phone can accept content

e "CiscolPPhoneError Number="4"": This implies your phone cannot accept content so either you
did not enter the correct username/password or the phone is not associated with that Push user.

e  "Ciscol PPhoneError Number="6"": Thisimplies your phone cannot accept content and meansthat
the phone should be given a hard-reset and tried again.

. Page not found: This error is typically because port 80 is blocked and it most likely means the
phone is configured properly.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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System Maintenance

This chapter discusses the following common maintenance tasks or topics:
¢ Adding and removing a Directory Server, page 9-1
¢ Adding and removing a Provider, page 9-2
¢ Adding and removing a Unified Quick Connect L ocation or Unified Quick Connect Server, page 9-3
¢ Adding and removing a Policy Server, page 9-3
¢ Adding and removing a Unified Quick Connect User, page 9-3
e Associating Devices to the Push User, page 9-4
¢ Configuring the Directory URL, page 9-5
¢ Adding and removing an Access Policy, page 9-5
¢ Adding and removing a Phone Number Mask for Presence, Matching, page 9-7
¢ Windows Services Administration, page 9-7

Adding and removing a Directory Server

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6
Step 7

In many cases you will need to access additional directory servers from Unified Quick Connect. For
example, you may expand Unified Quick Connect to support a new site that has its own corporate
directory server.

Procedure

Select Servers > Enterprise Servers > Directory Servers. This takes you to the default view of the
Directory Servers screen.

Click Add to create a new Enterprise Directory Server, and fill in the required information.
Click Save when you have finished entering the data, then click Save All.
Select Servers > Locations. Click on your currently configured location.

Select the Directoriestab. You should see the newly configured directory server you configured in step
2.

Check the USE and DEFAULT checkboxes.
Click Save.

[ oL-18495-01
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Step 8

Step 1
Step 2
Step 3
Step 4
Step 5

Restart |1S.

You may also want to not have a directory available in Unified Quick Connect. For example, you will
be performing maintenance on your server and do not want it accessed. To remove a directory server
from being displayed in Unified Quick Connect, but still maintain its configuration in Unified Quick
Connect Server, do the following:

Procedure

Go to Servers > Locations.

Select the Directories tab.

Un-check the USE and DEFAULT checkboxes.
Click Save.

Restart I1S.

The next time you access Unified Quick Connect, you will not be able to search this directory.

To delete a server, scroll to the far right side of the Directory Server Information table and click the Del
link for the server. You will be asked to confirm the removal of the record from the system; click OK,
then click Save.

Adding and removing a Provider

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

You can add a second provider in a Unified Quick Connect server when the server is a Configuration
Server and there is another Unified Quick Connect server configured for use at a different location. To
configure a provider for that server:

Procedure

Select Servers > |P-PBX (Providers) > PBX Servers. This opens the Provider Settings screen.
Click Add to create anew PBX Server, and fill in the required information.

Click Save when you have finished entering the data.

Select Servers > Locations. Click on your currently configured location.

Select the Providerstab. You should see the newly configured provider you configured in step 2.
Check the USE and DEFAULT checkboxes.

Click Save.

To delete a server, scroll to the far right side of the PBX Server Information table and click the Del link
for the server. You will be asked to confirm the removal of the record from the system; click OK then
click Save All.
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Adding and removing a Unified Quick Connect Location or Unified Quick Connect Server

Adding and removing a Unified Quick Connect Location or
Unified Quick Connect Server

After you create an IP-PBX (provider) and directory server on your configuration server, you must add
alocation under Locations and associate the newly-configured provider and directory server to that

L ocation. Once you have completed those steps, you can then install the new Unified Quick Connect
server.

Having multiple Locations also allows you to associate specific resources with a particular Location.

Adding and removing a Policy Server

You may want to store your Unified Quick Connect Access policiesin a new Unified Quick Connect
Server. Thismight berequired if you want toimprove reliability by distributing the functionality of your
Unified Quick Connect Server across multiple physical servers. To add a new Policy Server:

Procedure

Step1  Select Servers> Enterprise Servers > Policy Servers from the Servers > Enterprise Servers menu.
This takes you to the Policy Server Information screen.

Step2  Click Add to create a new policy server.
Step3  Type aname for the server in the Caption field.
Step4  Inthe Repository Type field, do one of the following:
¢ Select DirectoryServer if you want to store the policy on an existing server.
e Select FileBased if you want to store the policy in afolder on alocal server.
Step5  To enter a Server Path, click the Select link.

* If you selected DirectoryServer in Step 4, typein the |P address of the server, or click OK then click
Select to select a server that will store the policies.

¢ If you selected FileBased in Step 4, type or paste in the path to the selected drive and folder.
Step6  Make your selection and click OK to reset the screen.
Step7  Click Save to save and implement your changes.

Step8  To delete apolicy server, click the Del link for the server you want to delete. Click OK in the
confirmation window to complete the deletion.

Adding and removing a Unified Quick Connect User

Provisioning isthe act of manually adding Usersinto Unified Quick Connect directly rather than relying
on directory servers to forward their information.

Perform the following steps in your Directory Server:

Cisco Unified Quick Connect Administration Guide, Release 4.4
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W Associating Devices to the Push User

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6
Step 7
Step 8

Step 9

Procedure

Find the new user in your directory server.

If the entire directory server has not been configured as searchable, make sure the Organizational Unit
or Container the user is in has the flags attribute set to 1000.

Ensure the matching attribute (e.g., telephoneNumber) is populated and matches the extension of the
user in the |P-PBX.

If all usersare not configured as trusted, ensure that the L STrustedPhone attribute (e.g., employeeType)
field is populated so that the user can access Unified Quick Connect.

In your Cisco CallManager, associate the user’s extension and device with the push user, as detailed in
the section Associating Devices to the Push User, page 9-4.

Find the user’s extension in the |P-PBX.
Make sure their extension matches the attribute in step 3 above.

Make sure the URL Directories attribute is populated for this user or for the entire IP-PBX, as detailed
in the section Configuring the Directory URL, page 9-5.

Restart the user’s phone.

This user should now be able to access Unified Quick Connect.

Associating Devices to the Push User

Step 1

Step 2
Step 3

Step 4

When you add new phones to your Cisco Unified Communications Manager, they must be associated
with the push user in Unified Communications Manager.

Perform the following steps to associate a new phone with the push user:

Procedure

Log in to Unified Communications Manager and navigate to the Application User Configuration screen.
Create the Unified Quick Connect administrator user in Unified Communications Manager as an
Application User

In the Device Information section, click Find M ore Phones to locate the phones to associate.

Use the up and down arrows to associate the phones by moving them from the bottom box to the top
“Available Devices’ box.

Click the diskette icon at the top of the screen to save your user and the associated phones.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Configuring the Directory URL

Directory URL

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9
Step 10
Step 11
Step 12

N

Note

If you ever change the IP address or hostname of your Unified Quick Connect Server through the
Change I P Address button in the installer, then you must also change how it is configured in Unified
Communications Manager. Specifically, you will need to change the following:

¢ Directory URL —thisisthe page end-users first see when accessing Unified Quick Connect.

Perform the following steps to configure and test the Directory URL :

Procedure

Log in the Cisco Call Manager with administrative privileges

Select System > Enterprise Parameters.

Set the Service Provisioning parameter to “Both”.

Save Settings.

Reset all devices.

Go to aregistered phone.

Select the directories Icon on the first screen.

Select Directory Services.

Select Global directory.

Search for a phone or a user by First/last name and select the PTT softkey.
The originator and the recipient will get a PTT screen pushed to their phones.

The originator presses the PTT button again and the PTT session between the originator and recipient
starts.

Changing this parameter will require areboot of any phones that will be using Unified Quick Connect.

In the Unified Communications Manager administrative interface, choose System > Enterprise
Parameters > URL Directories and set it to the Unified Quick Connect Directory server address:

http://Unified Quick Connect-Server-1P-Address/Unified Quick Connect/xmldirectory.aspx

Adding and removing an Access Policy

Note

Asyou continue to use Unified Quick Connect, you may want to modify which users and groups have
access to certain functionality. For example, you may soon realize that a specific department has the
need to start broadcasting only within their department, but not to the entire organization.

You must have defined a Policy Server before you can implement Complex Policies.

[ oL-18495-01

Cisco Unified Quick Connect Administration Guide, Release 4.4 B



Chapter9  System Maintenance |

I Adding and removing an Access Policy

Step 1

Step 2

Step 3
Step 4

Note

Step 5

Note

Step 6

To create a Unified Quick Connect Access Policy to enable this functionality for that department:

Procedure

Select Access Policy from the Policies menu. This takes you to the main Access Policy screen, which
displays simple policy parameters if you have not yet configured any policies.

Uncheck the Use Simple Policy checkbox to display alist of all the complex policies that have been

configured to date (if any).

In the Access Policy screen, click the Add link to display a new blank record.

In the From field, type the name or number to which you are providing the access by function.

The entry in the From field should match the attribute assigned to the L SDisplayName on the
Application>Directory Mapping screen. You can use “Everyone” (with acapital ‘E’) or “everyone’

(with alower-case ‘€') interchangeably.

Clicking the From link will open a pop-up window in which you can search for Groups.

In the To field, type the name or number the From user can contact using the functions s/he is given

access to.

The entry in the To field should match the attribute assigned to the L SDisplayName on the Application
> Directory Mapping screen. Clicking the To link will open a popup window in which you can search

for defined groups.

Change the function access fields (Table 9-1) to true to provide access or false to restrict access to each
function. A checkmark in the field makes the function “true” (access granted).

Table 9-1 Function Access Fields

Function Name

Description

B.T=Broadcast Text

Allows users to create text broadcast messages.

B.A=Broadcast Audio

Allows users to create audio broadcast messages.

B.I=Broadcast Image

Allows users to create image broadcast messages.

B.TA=Broadcast Text and Audio

Allows users to create text and audio broadcast
messages.

B.IA=Broadcast Image and Audio

Allows users to create image and audio broadcast
messages.

B.LA=Broadcast Live Audio

Allows users to create live audio broadcast
messages.

B.CO=Broadcast Custom OCM

Allows users to create broadcasts of custom
broadcast templates.

G=Get Config Used by Centralized Configuration Service to
provide the ability to retrieve another user’s or
group’s configuration.

S=Set Config Used by Centralized Configuration Service to

provide the ability to set another user or groups
configuration.

] Cisco Unified Quick Connect Administration Guide, Release 4.4
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Step7  Click OK to return to the previous screen, then click Save to save your new policy.

To delete a policy, click the Del link for the policy you want to delete. Click OK in the confirmation
window to complete the deletion.

Adding and removing a Phone Number Mask for Presence,
Matching

There may be instances when an extension in the directory server does not match what isin the IP-PBX.
Asaresult, you can set up amasking rule to match extensions and you can also prepend a PSTN access
code.

To create phone number masks:

Procedure

Step1  Select Servers>|P-PBX (Providers) > Phone Number Masks. The Phone Number Masks screen will
open.

Step2  Click Add to create a new record.
Step3  Select the IP-PBX that will use this mask, then enter the mask itself.

When entering the mask, Use P for a Presence-related mask, and M for a number matching mask.
Step4  Click OK, then Save.

Windows Services Administration

Service administration consists of the following procedures:
e “Starting and Stopping Microsoft Windows Services’
e “Starting and Stopping Web Services”

Starting and Stopping Microsoft Windows Services

The Unified Quick Connect product includes the following Microsoft Windows services:
¢ QuickConnectMediaServer
¢ QuickConnectPBXService
¢ DirectoryHeartBeatService — this service runs permanently.

After the installation, add the administrator user to these services in Windows. Verify that the
C:\Documents and Settings\All Users\Application data\Litescape folder has a Network service user
associated with full rights to write.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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These services should then start automatically on systems start-up and do not require user or system log
in. If they do not start automatically, the system administrator needs to review the logs and determine
possiblereason for service failure. For more information on the logs, review the section Troubleshooting

Starting and Stopping Web Services

Step 1
Step 2
Step 3

Step 4

Unified Quick Connect includes the following Microsoft Windows Web services:
e Unified Quick Connect WebAdmin
¢ ClLConnection Web Service
e CalendarWebService
e ClLWebService
¢ Device Status
¢ DirectoryCacheService
¢ DirectoryConnection WebService
¢ DirectoryHeartbeat Service
e DnD
¢ MAPIConnector
¢ OnCastPBXService
e PresWebService
e SyncWebService
¢ PolicyWebService
e SessionService

Other than Unified Quick Connect WebAdmin (a Web-based application interface), the components are
Microsoft 11S Web Servicesthat start automatically on system start-up. If they do not start automatically,
the system administrator should follow these steps:

Procedure

Verify that the Microsoft Windows I1S service is running
Verify that the Microsoft World Wide Web Publishing Service is running
Verify that each Unified Quick Connect Web service is running and responding properly.

a. InMicrosoft |1S, expand each service and | ocate the Web serviceinvocation (.asmx) document, right
click the document and select Browse.

b. Verify that the invocation methods for each web-service show up properly.

To verify the DirectoryConnectionService is working properly - click the
DirectoryConnectionService.asmx link in Microsoft 11S to expose the SOAP based methods of the web
service.

a. Invoke the getGroupMembersUsers.
b. Enter true for the showDisplayName field shown below.
c. Click Invoke.

d. You can see the results of the directory search appear on the browser screen in XML format.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Step5  Verify the PolicyWebService is working properly - click the OnCast.Policy.asmx link in Microsoft I1S
to expose the SOAP based methods of the web service.

Step6  Invoke getPermission.

Step7  TypeasenderDN and targetDN (where DN isthe distinguished namein a directory server). Service can
be:

¢ 0: Broadcast
Step8  Click Invoke.
Step9  You can see the results of the policy check appear on the browser screen in XML format (Figure 9-1).

Figure 9-1 Result of the Policy Check in XML Format
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<7xml version="1.0" encoding="utf-8" >
M <boolean smins="0nCast.Policy">false</boolean=
SO4AP
4 |

Step10 To verify the QuickConnectWebService is working properly, click the WANBroadcast.asmx link in
Microsoft 1S to expose the SOAP-based methods of the Web service.

Step 11 Invoke the InitializeBCPayload service.

Step12 Paste an XML message into the Valuefield and click I nvoke to test the service. Use the following XML
message as a sampl e starting point and update to match your environment settings:

<LSBC>
<Organi zer >

<User | D>pt tuser 1</ User | D>
<Key>20444</ Key>
<Ext ensi on>20444</ Ext ensi on>
<Mai nPhone>20444</ Mai nPhone>
<| PAddr ess>10. 11. 2. 38</ | PAddr ess>
<LDAPDN>AD| CN=PTT User 1, OU=Test Accounts, DC=exanple, DC=l ocal </ LDAPDN>
<Provi der | D>l P- PBX 1</ Provi der| D>

Cisco Unified Quick Connect Administration Guide, Release 4.4
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</ Organi zer >
<InviteesGoup />
<l nvitees>
<l nvitee>
<User | D>PTT User 4</ User | D>
<Key>20447</ Key>
<Ext ensi on>20447</ Ext ensi on>
<Mai nPhone>20447</ Mai nPhone>
<LDAPDN>AD| CN=PTT User 4, OU=Test Account s, DC=exanpl e, DC=Il ocal </ LDAPDN>
<ProviderlID />
</lnvitee>
</lnvitees>
<Act i on>OCM/ Act i on>
<Priority>Energency</Priority>
<OCMFi | e>c: \ Docunents and Settings\All Users\Application
Dat a\ Li t eScape\ OnCast \ Br oadcast Tenpl at es\ Wl ki eTal ki ePush. ocnm</ OCMVFi | e>
<Conf er ence>
<PhoneNurber />
</ Conf er ence>
<shortcut URL>http://10.11.2.72/DirDi al er/ Opti ons/ creat eShort cut.aspx?key=20444&anp; sessi on
i d=894b332e- 391e- 4226- 90b3- 34de0c82d5c6</ short cut URL>
</ LSBC>

For information on theinput parameters, see Format of the InitializeBCPayload Parametersin Chapter 6,
“Customizing Cisco Unified Quick Connect”.

Step13  Review your application logs and determine the reason for web-service failure. For more information on
the logs, see Chapter 8, “ Troubleshooting”.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Cisco Unified Quick Connect Template Files

This appendix describes the .ocm template files included with Cisco Unified Quick Connect, and
contains the following topics:

e List of Template Files, page A-1

List of Template Files

The broadcast templates are used for sending unicast or multicast broadcast to one or more phones.
Templates marked as required should not be deleted.

Table A-1 Unified Quick Connect Template Files

Template File Description

Barge.ocm (required) This template allows for barge-in broadcasts on |P phones.

ClearScreen.ocm (required) This template clears the | P phone screen.

Dummy.ocm (required) This template controls invitations to broadcasts.

OrganizerAudio.ocm (required) This template control audio broadcast.

PleaseWait.ocm (required) This template is used when a screen is being |oaded.

WalkieTalkie.ocm (required) This templateis for internal use.

WalkieTalkiePush.ocm (required) This template enables the push-to-talk feature (one-to-many
or one-to-one) between IP phones. It can be configured for
1-button invocation, and a Talkback feature allows arecipient
to have a private conversation with the sender.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Directory Server Parameters

This appendix defines the attributes that can be configured in Cisco Unified Quick Connect to support
the directory server, and contains the following topics:

¢ Directory Server Parameters Mapping Table, page B-1

For more information about configuring directory server settings, see the “ Configuring Enterprise
Directory Servers” and “ Configuring Directory Mapping Attributes” sectionsin Chapter 5, “ Configuring
Cisco Unified Quick Connect Server”.

Directory Server Parameters Mapping Table

Gather the data for each parameter before beginning the installation so you have it available when it is
required.

N,
Note  The directory server attributes used here are customizable and can be configured to match what your
enterprise directory supports.
Table B-1 Directory Server Parameters Mapping
Unified Quick
Connect Parameter |Default Directory
Name Attribute Data Type Level Function Servers
LSDisplayPhone |telephoneNumber |Unicode string, User Defines which MS-AD, LDAP,
expects Numeric phoneis displayed |MS Exchange,

by default when Salesforce.com
viewing search

results.

LSDisplayName |Cn Unicode string User Defines which MS Active
nameisdisplayed |Directory, LDAP,
by default when MS Exchange,
viewing search Salesforce.com
results.

LSDirKey telephoneNumber  |Unicode string, User Definesthe unique (MS-AD, LDAP,

expects Numeric key that must MS Exchange,
match an attribute |Salesforce.com
in the IP-PBX.
Cisco Unified Quick Connect Administration Guide, Release 4.4
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Table B-1

Directory Server Parameters Mapping (continued)

Unified Quick
Connect Parameter
Name

Default Directory
Attribute

Data Type

Level

Function

Servers

L SExtension

telephoneNumber

Unicode string,
expects Numeric

User

Define the primary
Directory Number
(extension) for a
specific user.

MS-AD, LDAP,
MS Exchange,
Salesforce.com

LSPBXProvider

extensionl10

Unicode string

User, Group

Unified Quick
Connect uses this
field to determine
theProvider-1D for
the user. The
Provider represents
various IP-PBX
aliases. The
IP-PBX aliases are
selected in the
product’s
web-based
administrative
interface.

MS-AD, LDAP,
MS Exchange,
Salesforce.com

L SSearchableAttr
Name

Flags

Numeric, expects
Numeric

Organizational
Unit or Container

Determines
whether to
use/hide an OU or
CN from
filter/search
results.

Acceptable values:
1000 Searchable

Anything else,
including <not
set>, is not
searchable.

MS-AD, LDAP,
MS Exchange

L STrustedPhone

employeeType

Unicode string,
expects Numeric

User

Acceptable values:

0—Global Address
Book is trusted.

Appliesto: Global.

MS-AD, LDAP,
MS Exchange,
Salesforce.com

] Cisco Unified Quick Connect Administration Guide, Release 4.4

0L-18495-01 |



| Appendix B

Directory Server Parameters

Directory Server Parameters Mapping Table

Table B-1 Directory Server Parameters Mapping (continued)

Unified Quick

Connect Parameter |Default Directory

Name Attribute Data Type Level Function Servers

L STrustedPIN employeel D Unicode string, User Determines MS-AD, LDAP,

expects Numeric password to be MS Exchange,
used for user Salesforce.com
access to Unified
Quick Connect
Phone.
This PIN must be
entered by auser if
their phoneis
non-trusted.
Appliesto: Global
Address Book,
Options, Shortcuts
(if configured to be
covered with Log
In).

L SUniqueldentifie |distinguishedName |Unicode string User, Group Defines which MS-AD, LDAP,

r attributes uniquely |MS Exchange,
identifiesthe CN | Salesforce.com
or OU within the
directory server.

LSEmailAccount |mailNickname Unicode string User, Group Definestheuser ID [MS-AD, LDAP,
for accessing MS Exchange,
personalized Salesforce.com
features.

Appliesto: Global
Address Book,
Options, Shortcuts
(if configured to be
covered with Log
In).

LSSNMPKey Extension Unicode string User, Group Matches value MS-AD, LDAP,
declared in MS Exchange,
LSDirKey. Salesforce.com

L SPolicyDisplayN |displayName Unicode string User Policy unique MS-AD, LDAP,

ame object namefor ID. |MS Exchange

L SPolicyOwner Owner Unicode string User Policy name of MS-AD, LDAP,
policy owner. MS Exchange

L SPolicyAssistant |assistant Unicode string User Policy name of MS-AD, LDAP,
policy receiver. MS Exchange

L SPolicylnfo Info Unicode string User Policy MS-AD, LDAP,
information. MS Exchange

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Table B-1 Directory Server Parameters Mapping (continued)

Unified Quick

Connect Parameter |Default Directory

Name Attribute Data Type Level Function Servers

First Givenname Unicode string User Defines which MS-AD, LDAP,
attribute to use MS Exchange,
when searching by |Salesforce.com
first name.

Last sn Unicode string User Defines which MS-AD, LDAP,
attribute to use MS Exchange,
when searching by |Salesforce.com
last name.

Display displayName Unicode string User, Group Defines which MS-AD, LDAP,
attribute to use MS Exchange,
when searching by |Salesforce.com
displayed name.

Common cn Unicode string User, Container or |Defineswhich MS-AD, LDAP,

Organizational attribute to use Salesforce.com
Unit when searching by
common name.

Department Department Unicode string User Defines which MS-AD, LDAP,
attribute to use Salesforce.com
when searching by
department.

LSEmailAddress |mail Unicode string User, Group MS-AD, LDAP,

MS Exchange,
Salesforce.com
L SDisplay Type objectClass Unicode string User, Group MS-AD, LDAP,
MS Exchange,
Salesforce.com
L SAlternativePhon |homePhone, Numeric User MS-AD, LDAP,
e ipPhone MS Exchange,
Salesforce.com
L SSortBy cn Unicode string User MS-AD, LDAP,
MS Exchange,
Salesforce.com

Company company User, Group MS Exchange

L SAdamContactD |telephoneNumber User MS-AD

efaultPhone or mobile

L SAdamContactDi |displayName User MS-AD

splayName

LSAdamContactl | Description User MS-AD

D

LSAdamGALObje |adminDescription User, Group MS-AD

ctiD

Cisco Unified Quick Connect Administration Guide, Release 4.4
m. 0L-18495-01 |



| Appendix B Directory Server Parameters

Directory Server Parameters Mapping Table W

Table B-1 Directory Server Parameters Mapping (continued)
Unified Quick
Connect Parameter |Default Directory
Name Attribute Data Type Level Function Servers
LSAdamLocation |displayName User MS-AD
DisplayName
LSAdamLocationl |description User MS-AD
P
L SCity User, Group MS-AD
LSLastDiaDate extensionattributel User MS-AD, LDAP,
4 MS Exchange
LSLastDialFromU |extensionattributel User MS-AD, LDAP,
ser 1 MS Exchange
LSLastDialNumbe |extensionattributel User MS-AD, LDAPR,
r 3 MS Exchange
LSLastDial ToUser |extensionattributel User MS-AD, LDAPR,
2 MS Exchange
LSLastDialType | extensionattributel User MS-AD, LDAP,
5 MS Exchange
LSLastModified User MS Exchange
LSMessagel D User, Group MS Exchange
L SSpeakerMacAd |extensionattributel User MS-AD
d 5
Cisco Unified Quick Connect Administration Guide, Release 4.4
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Cisco Unified Quick Connect Advanced Settings

This appendix describes the Cisco Unified Quick Connect Server advanced settings that are accessed

from Unified Quick Connect Web Admin > Servers > Advanced Settings, and contains the following
topics:

¢ Advanced Settings, page C-1

For information on Centralized Configuration, refer to Chapter 5, “Configuring Cisco Unified Quick
Connect Server”.

Advanced Settings

Table C-1 describes the advanced settings for Unified Quick Connect Connector.

Table C-1 Unified Quick Connect Connector Advanced Settings
Parameter Description Allowed or Default Values
HostIP IP addressfor the Unified Quick Connect server used for |An IP address.

MAPI Windows service (for connectivity to MS
Exchange, MS Access, and Salesforce.com). For
example 10.11.2.1.

HostPort Port used for MAPI Windows service. 1025-65536. Default is 6962.
UseCompression Uses compression when connecting to MAPI Windows |True or False. Default is False.
service.

Table C-2 describes the advanced settings for Database.

Table C-2 Database Advanced Settings

Parameter Description Allowed or Default Values

ImpType The configured database type. For example, MSSQL. |MSSQL, ORACLE, or MYSQL.
Default is MSSQL.

Cisco Unified Quick Connect Administration Guide, Release 4.4
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Il Advanced Settings

Table C-3 describes the advanced settings for the Phone UI.

Table C-3 Phone Ul Advanced Settings
Parameter Description Allowed or Default Values
MaxFilterLength Maximum number of letters searched per field in 1-10. Default is 6.

Unified Quick Connect Smart Search.
MaxRemoteFilterLength | This parameter is not currently used.

OnCastNormal Caption for the Normal broadcast softkey on the phone.
Obsolete since Unified Quick Connect introduced the
softkey layout feature.

OnCastEmergency Caption for the Emergency broadcast softkey on the
phone. Obsolete since Unified Quick Connect
introduced the softkey layout feature.

LocalDirectory Displays the local directory in Unified Quick Connect |True or False. Default is False.
Phone.

VisualM essaging This parameter is not currently used. True or False. Default is False.

MyBroadcasts Displays MyBroadcasts in Unified Quick Connect True or False. Default is False.
Phone.

WebEx This parameter is not currently used. True or False. Default is False.

Options Displays Options in Unified Quick Connect Phone. True or False. Default is False.

Shortcuts Displays Shortcuts in Unified Quick Connect Phone. True or False. Default is False.

AllUsersTrusted Makes all the phones accessing Unified Quick Connect |True or False. Default is False.

trusted. That is, no username or password is required.
Thisisasystem wide feature and affects all phones that
are configured to use Unified Quick Connect. If set to
False, you have to configure a Unified Quick Connect
password in the customer directory server (AD:
employeel D).

Check Status Indicates whether Unified Quick Connect Phone Ul will |True or False. Default is False.
retrieve and display contact presence information (for
search results).

I dlePageTimeout The time in seconds for any page to dissolve once idle.

MaxFilterltemsPerRequest | The maximum number of queries sent simultaneously to
the directory server. Certain directory servers have
limitations on maximum queries.

L astSearchResult Displays the "Last Search Result" option in Unified True or False. Default is False.
Quick Connect Phone.

Table C-4 describes the advanced settings for the directory.

Table C-4 DirectoryAdvanced Settings
Parameter Description Allowed or Default Values
OnBind Timeout value that directory connection library waitsto |Default is 10000

establish a connection to the directory server.

OnGet Timeout value for search requests. Default is 20000
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Table C-4

DirectoryAdvanced Settings (continued)

Parameter

Description

Allowed or Default Values

MaxFilterLength

Maximum number of letters searched per field in
Unified Quick Connect Smart Search.

1-5. Default is 5.

MaxTotal RecordsTo Maximum number of records returned to Directory 100-12000. Default is 1000.

Request search queries for wild card searches.

MaxRecordsToFetch Maximum number of records returned to Directory 1-100. Default is 100.
search queries from Phone interface applications.

OnSleep Idle period in milliseconds between extensive search 5-100. Default is 10.

processes. Helps avoid CPU spikes resulting from
extensive searches.

OnSleeplterations

Number of iterations to process before going idle for
OnSleep period. Helps avoid CPU spikes resulting from
extensive searches.

1-100. Default is 10.

Table C-5 describes the advanced settings for the caching service.

Table C-5 Cache Advanced Settings
Parameter Description Allowed or Default Values
Threads The number of threads that run simulaneously in the For example, 15.

thread pool created by the caching service. No more
than 32 threads are recommended.

ThreadPool TimeOut

How long the thread pool will wait in milliseconds for
the thread to respond.

For example, 600000.

Table C-6

Table C-6 describes the advanced settings for Web service URLs.
Web Service URLs Advanced Settings

Parameter

Description

Allowed or Default Values

WebServiceURL Port

If Unified Quick Connect and Cisco Unified

Applications Environment are co-resident on the same
server, you must assign a port number that is the same
port number configured in the Default Web Sitein 11S.

If you assign a port number, that number is prepended to
each Web service path in the /WebServiceURL s section
in OnCast.Configuration.xml . If you assign a value of
0, all prepended port numbers are removed from the
Web services paths.

0-65536. Default valueis 80.

Timeout

Timeout value for calling WebServices when requests
are synchronous.

10-100000. Default is 30000.

A SyncWaitTimeout

When requests are asynchronous, when the requesting
entity establishes a callback mechanism for processing
responses from the underlying Web service.

10-100000. Default is 15000.
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Table C-7 describes the advanced settings for the Media Server.

Table C-7 Media ServerAdvanced Settings

Parameter Description Allowed or Default Values

M ediaServerPort Port of the media server. 1025-65536. Default is 5055.
FileLogL evel Filelog level from 1 to 8. 1-10. Default is 10.

Consolel oglL evel

Console log level from 1 to 8.

1-10. Default is 10.

MaxNumberofL ogFiles

The maximum number of log files.

1-10. Default is 10.

MaxSizeof LogFile

The maximum size of the log file in kilobytes.

1-10. Default is 10.

CheckPortslnterval

Specifies the timeinterval, in minutes, for checking the
ports xml file.

1-10. Default is 10.

SessionTimeOutMin

The Broadcast server checks for the start date of the
session created and if it has expired after the specified
number of minutes, the server removes it.

1-10. Default is 10.

Table C-8 describes the advanced settings for the IP-PBX.

Table C-8 IP-PBX Advanced Settings
Parameter Description Allowed or Default Values
RefreshTime The time interval, in minutes, used by PBXServiceto |1-10. Default is 10.
Refresh its data. How often PBXService polls the
IP-PBX to get devices (in minutes).
SNMPTimeout The time interval, in seconds, used by PBXServiceto |1-100. Default is 10.
connect and wait before throwing an exception.
Threads Specifies the number of threads to run simultaneously. |1-100. Default is 10.
The rest of the threads are queued.
WaitBetweenThreads This value (in milliseconds) determines the amount of | 1-100. Default is 10.
time the PBX Service will sleep in between each thread
invocation. Thiswill provide processing time back to
the server, preventing CPU starvation.
OCCSPort Collaboration server Port. 1025-65536. Default is 5055.
PBXMaxAXLThreads If PBX Serviceis connecting to Cisco AXL for 1-10. Default is 5.

information retrieval, this parameter is used to
determine the maxi mum number of AXL threadscreated
at any given time

PBXAXLTimeout

If PBX Serviceis connecting to Cisco AXL for
information retrieval, this parameter is used to
determine the connectivity time-out in milliseconds.

1-10. Default is 5.

PBXAXLRetry

If PBX Serviceis connecting to Cisco AXL for
information retrieval, this parameter is used to how may
times to retry connecting to AXL in the event of a
connection failure

1-10. Default is 5.

PBXDODirectory

Determines whether or not the PBX Service will
reconcile PBX information with directory information.
If the setting is False, all LDAP related attributesin the
PBXData xml files will be left empty.

True or False. Default is False.
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Table C-8

IP-PBX Advanced Settings (continued)

Parameter

Description

Allowed or Default Values

PBXRemoveOIlDFiles

Determines whether or not the PBX Servicewill remove
temprary OID translation files when processing device
retreival related information. Used for troubleshooting

information retrieval issues to pinpoint the components
that are returning corrupted information

True or False. Default is False.

UsePBXPolling

If true, PBX Service will poll configured |P-PBX
(frequency = RefreshTime) and re-write
PBXDataCombo.xml. If false, PBXServicewill not poll
IP-PBX for new devices and will instead use existing
devices in PBXDataCombo.xml.

True or False. Default is False.

PBXDirectoryThreadCoun
t

Specifies the number of threads to run simultaneously.
The rest of the threads are queued.

1-50. Default is 5.

PBXUseBulkRequest

Use Bulk request to query for providers. Default value
istrue.

True or False. Default is False.

PBXUseSQLDB

Use SQL Database to populate the MAP database. PBX
Servicewill populate devicesin litescapedb40 (whichis
used by RTCM for device presence). The database gets
populated at the end of PBX Service either, 1) restarting,
or 2) during regular polling period.

True or False. Default is False.

PBX SQL Partition

When creating extensionsin the SQL databasethereisa
column called partition. "1" is the default value.

1-10. Default is 5.

PBXUseSPMSQLDB

This parameter is not used.

N/A

PBXSaveTimelnterval

Specifies the time interval, in seconds, when the
PBXDataCombo.xml file is saved.

0-100. Default is 60.

Table C-9 describes the advanced settings for the broadcasters.

Table C-9 Broadcaster Advanced Settings

Parameter Description Allowed or Default Values
UseMediaForLive Indicates whether to use the Media Server for live True or false. Default istrue.
MultiCast multicast. This parameter should be set to true.

ExitALL If true, and theinvitee in abroadcast session pressesthe |True or false.

Exit key, the invitee and all participants will be exited
from the session.

CollaborationWaitTime
Sleep

Determines the wait time between consecutive
broadcasts to the same device from the same
application.

1-100. Default is 10.

DeviceType

A string of allowable device types.

TimeToWaitBefore
EnteringPasscode

Time Quick Connect Waits Before Entering user
Passcode (used for various applications such as
conference automation).

10-10000. Default is 4000.
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Table C-9 Broadcaster Advanced Settings (continued)
Parameter Description Allowed or Default Values
AmountOfKeysToExecute |Number of key strokes To broadcast to an IP deviceat |10-10000. Default is 10.

once. For example, if the number to send is 123456 and
AmountOfKeypsToExecute=3, Unified Quick Connect
will send the datain 2 separate broadcasts (123, then
456). Thisishelp to prevent overloading | P devices with
consecutive broadcasts.

M eetM eSoftkeyPosition

The position of the MeetMe softkey.

1-20. Default is 7.

MeetMeWaitTime

Amount of time to wait before entering MeetMe
telephone number

10-10000. Default is 2000.

ConfPasscodeWait

Amount of time to wait before entering MeetMe
conference password (for Meetme conferences)

1-10. Default is 3.

MaxSoftKey

Number of soft-keys assumed during a broadcast to an
IP device (per screen)

1-10. Default is 3.

Name

The phone type name defined in
/Broadcaster/SupportedPhones/PhoneTypes/PhoneType
/Name. For example CP-7970G-GE or CP-7960G-GE.

PhoneType/Name

Value

The phone type value defined in
/Broadcaster/SupportedPhones/PhoneTypes/PhoneType
/Value. For example, Cisco 7970, Cisco 7971, Cisco
7960, Cisco 7961.

PhoneType/Value

RTPPortStart

This start of the port range used for the Media Server
(only for Cisco CallManager). The minimum valueis
20480.

20480-65536. Default is 26384.

RTPPortEnd

This end of the port range used for the Media Server
(only for Cisco CallManager).

1025-32768. Default is 26384.

TimeoutForPhonePush

How long to wait, in seconds, for aresponse from a
phone device when a push has been sent.

10-100. Default is 10.

ClearscreenTimeOut

Specifies the time, in seconds, before the screen is
automatically cleared if the broadcast has no audio and
the screen is left on the phone.

10-100. Default is 10.

RetrySleepTime

Specifiesthetime, in milliseconds, to wait for each retry
before trying again.

10-100. Default is 10.

SleepTime

Specifiesthetime, in milliseconds, to wait for each retry
before simultanous broadcast threads

0-100. Default is 10.

WaitBeforeBroadcasting

How long to wait, in milliseconds, before
RunBCPayload is called by InitializeBCPayload.

0-100. Default is 60.

HowL ongToWaitFor
Broadcast

How long to wait, in milliseconds, before we send out
the broadcast for the organizer. Usually thisis used for
Audio broadcasts in Emergency mode.

0-100. Default is 60.
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Table C-10 describes the advanced settings for policies.

Table C-10 Policy Advanced Settings

Advanced Settings

Parameter Description

Allowed or Default Values

UseDefaultRights Use the default rights in this policy.

Table C-11 describes the advanced settings for timeouts.

Table C-11 Timeouts Advanced Settings

Parameter Description

Allowed or Default Values

| dlePageTimeout The time in seconds for any page to dissolve once idle.

LastSearchResultTimeout | Thetimein minutesthe application keepsinformationin

memory about your last search.

SessionTimeoutCisco

How long the session will last on your Cisco I P phone.

Table C-12 describes the advanced settings for device status.

Table C-12 Device Status Advanced Settings
Parameter Description Allowed or Default Values
MAPIP IP Address of MAP server that the Unified Quick
Connect server will be connecting to (presence, device
information).
MAPPORT Port of MAP server that the Unified Quick Connect 1025-65536. Default is 5555.

server will be connecting to (presence, device
information).

Timel nterval ForProcess

Time Interval For Processing device status information.

0-60000. Default is 1000.

ThreadCountForPbxServic | Thread Count For sending device status updates to the
e PBX Service.

1-10. Default is 6.

Table C-13 describes the advanced settings from the LscProperties file (RTCM).

Table C-13 LscProperties Advanced Settings

Parameter Description

Allowed or Default Values

intlKeepAliveMsec Specifies the interval in milliseconds used to check the

health of the RTCM message queue.

1-10000. Default is 10000.

intlKeepAliveCount Specifies the number of non-responded keep-alive

messages before RTCM's message queue is restarted.

1-10000. Default is 2.

fixedRateDelayMsec Specifies a delay in milliseconds before the keep-alive
timer task will be run for the first time after the timer

was engaged.

1-10000. Default is 1000.

serverBindAddress Network interface address to listen on for incoming

TCPI/IP client connections.

serverSocketType Specifies the SOCKET protocol.

socket or socket2. Default is
socket.

devicelnfoSource Specifies the source of device info

Default is database.
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Table C-13

LscProperties Advanced Settings (continued)

Parameter

Description

Allowed or Default Values

DevListintervalMin

Time interval in minutes between pollings of device
information.

Default is 5.

jdbc.url Specifies the path to the database. Default is
jdbc:jtds:sqlserver://localhost: 143
ﬁ/tescapedb40.

user User name for the Unified QuickConnect database.

password Password for the Unified QuickConnect database.

loggerParamUpdate Time interval in milliseconds shows how often RTCM | Default is 120000.

Interval M sec checks logger's logging level.

cuaeAppName RTCM'’s application name presented in CUAE. Default is RTCM.

Table C-14 describes the advanced settings for Options WS Application Settings.

Table C-14 Options WS Advanced Settings

Parameter Description Allowed or Default Values

Predictive If CurrentValue = True, then predictive search will be | True or False. Default is False.

enabled.
Smart If CurrentValue = True, then smart search will be True or False. Default is True.

enabled.

BroadcastOptions

CurrentValue should equal the server file location of the
default broadcast to be used by Unified Quick Connect.

C:\Documents and Settings\All
Users\Application
Datal\LiteScape\OnCast\Broadcast
Templates\Wal kieTalkiePush.ocm

Type

CurrentValue should equal the default conference type
to use. The optionsinclude Meet Me (CallManager
conference resource) or 3rd Party.

MeetMe or 3rd Party. Default is
MeetMe.

DialingMode

If CurrentValue = OnCast, then QuickConnect mode
will be used.

If CurrentValue = Active, then Active mode will be
used.

QuickConnect or Active. Defaultis
QuickConnect.
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Table C-15 describes the advanced settings for Phone Ul Application Settings.

Table C-15 Phone Ul Advanced Settings
Parameter Description Allowed or Default Values
Predictive If CurrentValue = True, then predictive search will be | True or False. Default is False.
enabled.
Home If CurrentValue = Directories, then Unified Quick Default is Directories.
Connect Phone should be started using the Directories
button on a Cisco phone.
If CurrentValue = Services, then Unified Quick Connect
Phone should be started using the Services button on a
Cisco phone.
Landing Page The landing page. Default is GAL.
Result Per Page CurrentValue should equal how many entriesto show on |Default is 10.

each Search Results page on the phone Ul.

Show Groups First

If CurrentValue = True, then Unified Quick Connect
Phone will show all groups before users in the Search
Results page.

True or False. Default is True

Shortcut Per User

CurrentValue should equal the number of shortcuts that
can be configured per user.

Default is 10.

Shortcut Login

If CurrentValue = True, the Unified Quick Connect
Phone will require a Unified Quick Connect
username/password to access Unified Quick Connect
Shortcuts.

True or False. Default is False.

Shortcut 1D Start I ndex CurrentValue should equal the index record for starting |Default is 12.
Unified Quick Connect Shortcuts.
Shortcut ID End Index CurrentValue should equal the index record for ending |Default is 99.

Unified Quick Connect Shortcuts.

Show Default Phone

Whether to display the directory attribute defined by
Default Phone in the Unified Quick Connect Search
Results page for each user.

True or False. Default is True.

Default Phone

CurrentValue should equal with directory attribute
should be displayed by default in the Unified Quick
Connect Search Results page for each user. Thisisonly
valid if Show Default Phone = True.

Default is Home Phone.

All Users Trusted

If CurrentValue = True, then all Unified Quick Connect
userswill be trusted by default and will not have to enter
a username and password to access Unified Quick
Connect.

True or False. Default is False.

Provider Directory URL The URL used to access Unified Quick Connect None.
Directory on the provider.
Provider Directory Search |The URL used to access Unified Quick Connect search |None.

URL

on the provider.
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Table C-15 Phone Ul Advanced Settings (continued)

Parameter Description Allowed or Default Values

Show lcons If CurrentValue = True, the Unified Quick Connect True or False. Default is True
Phonewill show iconsfor usersand groupsin the Search
Results page.

I dle Page Timeout CurrentValue should equal the idle time for the Unified |Default is 180 seconds.
Quick Connect page before timeout. Thisisin seconds.
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