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Introduction

This document was jointly put together by Cisco Systems, Inc. and Microsoft to show feature interoperability and to document the steps
and configurations necessary for Cisco Unified CallManager 5.0 and Cisco Unified Presence (CUPS) 1.0(3) to interoperate with the
Microsoft Live Communication Server (LCS) 2005 Enterprise Edition SP1. These features include Microsoft Office Communicator
(MOC) features, Desktop (DTP) or IP Phone features, Cisco Unified CallManager administration, configuration and provisioning and
CUPS device identification. It aims to provide a good understanding of what works and what does not work in terms of the feature
interaction between various components of the Cisco Unified CallManager, CUPS and LCS. It also provides guidance to deployment
participants of the limitations, expected behaviors as well as known issues. Please note that this document does not address performance
and scalability which are part of broader criteria for a deployment-ready solution.

As shown in the Network Topology diagram, interoperability testing was performed between the CUPS and the LCS using multiple LCS
pools with a Cisco CSS1501load balancer front-ended to the CUPS.
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Network Topology

Figure 1. Basic Call Setup
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Limitations

Multiple Point of Presence (MPOP): As of the CUPS release 1.0(3), the MPOP feature where a MOC user is logged in from more
than one location is not supported by CUPS. Support for this feature affects other interoperability features between the Cisco CUPS
and the Microsoft LCS. The affected features include basic placement and teardown of calls and locations-based call forwarding.
These features are inherent to MPOP and without support for this feature, the user experiences loss of device and call control when
logged in multiple locations.

Call Forward Setting on DTP or IP Phone: Call forward setting made on the Cisco IP Phone (Desktop) is not recognized and reflected
by the MOC GUI. As of the current release of the Microsoft LCS, this feature is not supported. Thus, the MOC overrides any call
forward setting manually configured on the DTP.

DTMF Digits: Using the MOC dial pad to enter digits presented an issue when a MOC user enters the digits in a relatively fast
manner. Some digits may be dropped during the communication signaling between the CUPS and CCM. As a result, user may
experience invalid entry when interacting with devices such as voicemails and IVR systems.

Shared Lines: There are potential unwanted interactions that may occur in shared line scenarios. The CUPS procedure for selecting
the device to be controlled by MOC is to login the MOC session. Upon sign-in, both devices associated with shared line will ring and
the MOC user must answer the phone the user wishes to control. The unwanted feature interaction in this case include conflict in
device and call control and indefinite ringing in cases where the user is away from both devices. This issue is also applicable for
devices subscribed to extension mobility where selection of device to control procedures is similar to shared lines.

Do not Disturb (DND): DND is an unsupported feature with respect to CUPS integration. Thus, any MOC client with DND feature
enabled, will still have any received call routed to its controlled DTP.

e  Transport Layer Security (TLS) connection between CUPS and LCS: With TLS enabled between CUPS and LCS server, MOC user is
unable to exercise CTI control with hardware loadbalancer installed.

System Components

Hardware Requirements

e  Cisco hardware including interface card

a.

b.

Linux Servers

i. Cisco Unified Presence (MCS 7825H)

ii. Cisco Unified CallManager (MCS 7845H)
Cisco Catalyst 3560
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c. Cisco Load Balancer CSS11501

d. 1 Cisco 7960 IP Phones (SCCP)

e. 2 Cisco 7961 IP Phones (SIP)

f. 1 Cisco 7970 IP Phone with CUVA (SCCP)
g. 1Cisco 7971 IP Phone with CUVA (SIP)

h. 2 Cisco Unified Video Advantage Cameras

e  Micorsoft hardware including interface card

a. LCS 2005 Enterprise Edition with SP1 - MCS 7825H - Windows Server 2003 Enterprise, R2 (32 Bit)
b.  Windows Active Directory Node also serves as DNS for LCS - MCS 7825H - Windows Server 2003 Enterprise R2, w/SP 1

a.  Windows SQL - MCS 7825H - SQL Server 2000 Enterprise Edition w/Win. 2003 Server SP1

¢ Notebooks for additional MOC Clients running on Windows XP Professional with SP1

Software Requirements
e  Cisco Unified CallManager 5.0.4.2000-1
e  Cisco Unfied Presence 1.0.3.1000-8
e  Cisco I0S Release or Cisco CatOS Release (for the gateway)
e  Cisco Content Switch CSS11501 10S Version: sg0810106 (08.10.1.06)

e  Microsoft Live Communication Server 2005 Enterprise Edition SP1

Features
e MOC Features
e Basic Call Placement / Clearing
e  Reverse Number Lookup
e Basic Call Forwarding
e New Number
e  Phone Settings
e Location-based — please refer to Limitations section
e Hold/ Retrieval of Call

e  Call Transfer
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e Unannounced or Blind
e Announced or Consultation
e  Call Conference
e  Call Conference Establishment
e  Call Conference to Busy Number
e  Call Conference to Party with No Answer
e  Call Conference to Party set to forward all calls to VoiceMail
e  Desktop or IP Phone Initiated Single Step Transfer of Conference Call
e DTMF Digits — please refer to Limitations Section
e  Consultation Calls
e  Alternate Call — Call Waiting
e  Alternate Call — Held Call
o Deflect Call
e  Call per Line Limit
e Desktop (DTP) Features
e  Basic Call Placement / Clearing
e  Call Transfers
e  Unannounced or Blind
e Announced or Consultation
e  Call Conference
o Cisco Unified CallManager Administration, Configuration and Provisioning
e Adding Dial Rules
e Deleting Dial Rules
e  Changing Dial Rules
e  Prefix Dial Rules
e Cisco Unified Presence (CUPS) Device Identification
e  Shared Lines
e 2 Phone Devices
e 1 Phone Device and 1 Cisco IP Communicator
e CUPS Features

e  Extension Mobility

© 2007 Cisco Systems, Inc. All rights reserved.
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Configuration

For more Cisco deployment and installation guides, go to:

http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_implementation_design_guide chapter09186a008070bc02.html

http://www.cisco.com/en/US/partner/products/ps6837/tsd_products support_integrated systems _documentation_list.html

Configuration Sequence and Tasks
A. Cisco Unified CallManager Configuration

Cisco Unified CallManager Version
Configure the SIP Trunk

Configure the Cisco IP Phones
Configure the End Users

Configure the Licensing Capabilities Assignments
Configure the Phone Services
Configure the Phone URL Services
Configure the Application User
Configure the Dial Rules

Configure the Conference Bridge
Configure the Meet-Me Number

RBoOoo~NoO A~ R

= o

B. Cisco Unified Presence (CUPS) Configuration

CUPS Version

Configure the CUPS Method / Event — Based Routing
Configure the Unified CallManager Presence Gateway
Configure the CTI Gateway

Configure the MOC Assignments

Configure the AXL Information

Configure the Privacy ACL Entry (Allowed Destination Host)
Configure the Proxy ACL Entry (Allowed Incoming Host)
Configure the IP Phone Messenger Setting

Configure the IP Phone Messenger User

Configure the Application User Configuration

RBoOoo~NoGO A~

= o

C. Cisco Content Switch CSS11501 Load Balancer Configuration

D. LCS Enterprise Edition Configuration

Domain Name Server

Pool Properties

Static Route

Authorized Host

Server Properties

Pool Users

User Configuration

Micorsoft Office Communicator (MOC) Configuration

Nk~ wWNE
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Configuration Menus and Commands

Cisco Unified CallManager Configuration

Cisco Unified CallManager Version

Cisco Unified CallManager Administration ror

o Unified Communic

lutions

System »  Call Routing = Media Resources = “oice Mail v Device »  Application = User Managemert ~  Bulk Sdministration = Help -

Mavigation | Cisco Unified Callanager Administration |+

Logged in 2

ICisco Unified CallManager Administration

System version: 5.0.4.2000-1
Administration version: 1,1.0.0-1

Copyright & 1999 - 2006 Cisco Systems, Inc.
All rights reserved.

applicable laws and regulations. If you are unable to cormply with U.S. and local laws, return this product immediately.

A summary of U.S, laws governing Cisco cryptographic products may be found at: http/Awww cisco.comy/wwl/exzport/crypto/tool/starg.html,
If you require further assistance please contact us by sending email to export@cisco.com,

This product contains cryptographic features and is subject ta United States and local country laws gaverning import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party
authority to import, export, distribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with U.S. and local country laws. By using this product you agree to comply with
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SIP Trunk

Navigation | Cisco Unified CallManager Administration %
Cisco Unified CallManager Administration r

System v CallRouting v  Media Resources v WoicsMail v  Device »  Application v User Management v Bulk Administration v Help +

Log Off
Trunk Configuration ad Back To Find/List v IGUI

B, Sty

Status
(@Status: Ready ‘

— Devwice Information
Product: SIP Trunk
Device Protocal; sIp

Device Mame* CUPSZ-SIP-TRK

Description

Device Poaol* Default

Packet Capture Mode*

hd

Call Classification* Use Systern Default -
Media Resource Group List| « pope > v
Location* Hub Maone v
AAR Group < None = v
v

MNone
Packet Capture Duration [

[Imedia Termination Point Reguired
Retry Video Call as Audio

[ Transmit UTF-& for Calling Party Name
[Junattended Port

© 2007 Cisco Systems, Inc. All rights reserved.
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Multilevel Precedence and Preemption (MLPP) Infermation
(MLPP Domain| = Nope = ~

— Call Routing Information

— Inb d Calls

Significant Digits* Al

Connected Line 1D Presentation®| parur

Connected Mame Presentation™® [perayl

A
Calling Search Space < Mone »
A&R Calling Search Space < Mone =
Prefix DN

[1Redirecting Diversion Header Delivery - Inbound

— Outhound Calls

Calling Party Selection® Qriginatar

Calling Line ID Presentation*| pafault

<

Calling Name Prasentation® | pafault

Caller ID DM |

Caller Hame |

[ Redirecting Diversion Header Delivery - Quthound

— SIP Information

Destination Address™* ‘EF‘ASZ phylab.org

[] Destination Address is an SRV

Destination Port* ‘El

MTP Preferred Originating Codec* T ulaw

Presence Group®

‘ Standard Presence group
T

B SO AU AR TP

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
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Outbound Calls

DTMF Signaling Method®*

Calling Party Selection® Originator
Calling Line ID Presentation*| pafault v
Calling Name Presentation® | pafault v
caller ID DN | |
Caller Mame | |
[ redirecting Diversion Header Delivery - Outhound
— SIP Information
Destination Address* ‘EF’ASZpbx\ah arg |
[¥] Destination Address is an SRY
Destination Port* ‘D |
MTP Preferred Originating Codec* F1ulaw
Presence Graup* Standard Presence group
SIF Trunk Security Profile® Mon Secure SIP Trunk Profile v
Rerouting Calling Search Space < Mone =
Out-Of-Dialog Refer Calling Search Space| « pone » w
SUBSCRIBE Calling Search Space < Mohe >
SIP Profile™®

Standard SIP Profile

Mo Preference

- [ Delete l[ Reset ][ Add New

@ *_indicates required item.

@ **_ Devyice reset is not reguired for changes to Packet Capture Mode and Packet Capture Duration.
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Cisco IP Phone Configuration

7960 SCCP Phone

System -

CallRouting «  Media Resources = Voice Mail «

E

Device = Application «

User Managemert

Navigation | Cisco Unified CallManager Administration %

Bulk 2dministration =

Help

Log Off

vIGUI

Back To Find/List

Status
(@ Status: Ready

Modify Button ltermns

s Line [1] - 41015 (ho partition)
sz Line [2] - Add & new DN

S Add 3 new S0

s add 3 new SO

Y add 3 new SO

Y5 Add 3 new SO

- Unassigned Associated Items ——-———
7 s add 9 new S0

8 % Add a new SURL
9 Add BLF SD
l::@\ 3 new

10 Privacy
11 None

[ B I

— Association Information ————————————————

— Phone Type
Product Type: Cisco 7960
Device Protocol: SCCP

— Device Information

Registration
IP address
MAC Address*

Description

Device Pool*

Phone Button Template®
Softkey Template

Commaon Phone Profile*
calling Search Space

L8R Calling Search Space
Media Resource Group List
User Hold MOH Audio Source

Hetwork Hold MOH Audio Source| < pgne »

172.20.201.118

Registered with Cisco Unified CallManager CM-CLUSTER1-5

0011219E5721

41015-79605CCP

Default

Standard 7960 SCCP A
Standard User

Standard Cormon Phone Profile hd
< None =

< Mone =

CCM_MRGL A

< MNone =

© 2007 Cisco Systems, Inc. All rights reserved.
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Metwork Hold MOH Audio Source| < pgne » v A
Location* Hub Mone
User Locale English United States
Metwork Locale < None =
Built In Bridge* Default v
Privacy™ Diefault A
Owner User 1D Pooldc
Phone Load Mame I
Retry Video Call as Audio
[J1gnore Presentation Indicators (internal calls only)
[ &llow Control of Devies fram CTI
— Protocol Specific Information
Packet Capture Mode* | None v‘ | |
Packet Capture Duration |El
Presence Group* Standard Presence group
Device Security Profile™ Cisco 7960 - Standard SCCP Mon-Secure Profile |
SUBSCRIBE Calling Search Space| « pone » v
[Junattended Port
[JRequire DTMF Reception
[JrFC2833 Disabled
— Certification Authority Proxy Function {(CAPF) Information
Certificate Operation® |N0 Pending Operation v|
Authentication Mode* By Mull String
Authentication String | ‘
Generate String

=
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— Certification Authority Proxy Function (CAPF) Information
Certificate Operation® |NU Pending Operation v|

Luthentication Mode * By Mull String

Authentication String |

Generate String
Key Size (Bits)* 1024

Operation Completes By |2EIEI.7’ ||1 ||13 ||12 |(YYW:MM:DD:HH)

Certificate Operation Status: None
Mote: Security Profile Contains addition CAPF Settings.

— Expansion Module Information
Module 1 ‘< Mone > v|

Module 1 Load Name‘ ‘

Maodule 2 ‘<N0ne> v|
Module 2 Load Name‘ ‘

— External Data Locations Information {(Leave blank to use default)
Infarmation

Directory

\
\
Messages I
Services I

Authentication Server‘

Prosy Server ‘

|
|
Idle ‘ |
|

Idle Timer (seconds) ‘

— Extension Information

© 2007 Cisco Systems, Inc. All rights reserved.
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— Extension Information
Enahle Extension Mability

Log Out Profile | Uge Current Device Settings -

Login in User IDPool4C

Log in Time Thursday, December 14, 2006 4:28:231 PM PST

Log out Time < Mone =

Mote: User log out required to allow Extention Mobility changes.

— MLPP Information
MLPP Domain < Maone = v

MLPP Indication* [ o

MLPP Preemption ™| parm

— Product Specific Configuration Layout

[Jbisahle speakerphone

[JDizable Speakerphone and Headset
PC Port * Enabled

Settings Access® Enablad

Gratuitous ARP* Enabled

PC Voice VLAN Access* | Enabled

video Capabilities* Enablad

Auta Line Select® Disabled

IR BT

Web Access* Enabled

— [ Delete I[ Reset I[ Add New

@ *-indicates required item.

m **_Mavir reset is nnt renuired far channes tn Parket Canture Made and Packat Canture Duratinn.

© 2007 Cisco Systems, Inc. All rights reserved.
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-~
Directory Number Configuration Back To Find/List v IGUI

X O %r

Status
(@Status: Ready ‘

— Directory Number Information
Directory Humber® (41015

Route Partition < Mone > -
Description

Alerting Mame

ASCIT alerting Mame

[ allow Contral of Devies fram CTI

Associated Devices |[SEpQDY1219E5721

78960 w/ EXTMOB Edit Device

ADPODT1219E5721 ——

[ Edit Line Appearance ]
vA
Dissociate Devices
— D_irel:tn_ry Number Settings

Woice Mail Profile < None = ¥ | (Choose <Nones to use system default)
Calling Search Space < Nane =
Presence Graup* Standard Presence group 7
AAR Group < None » e
User Hold MOH audio Source o Blame = v

© 2007 Cisco Systems, Inc. All rights reserved.
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-~
Directory Number Configuration Back To Find/List v IGUI

X O %r

Status
(@Status: Ready ‘

— Directory Number Information
Directory Humber® (41015

Route Partition < Mone > -
Description

Alerting Mame

ASCIT alerting Mame

[ allow Contral of Devies fram CTI

Associated Devices |[SEpQDY1219E5721

78960 w/ EXTMOB Edit Device

ADPODT1219E5721 ——

[ Edit Line Appearance ]
vA
Dissociate Devices
— D_irel:tn_ry Number Settings

Woice Mail Profile < None = ¥ | (Choose <Nones to use system default)
Calling Search Space < Nane =
Presence Graup* Standard Presence group 7
AAR Group < None » e
User Hold MOH audio Source o Blame = v

© 2007 Cisco Systems, Inc. All rights reserved.
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— Line 1 on Device SEPO011219E5721
Update Shared Device
value Settings

Display (Internal  [pgoigs Display text far a line appearance is intended for displaying text such as a name instead of a [

Caller 1D - s - .
) directory number for internal calls. If you specify a number, the person receiving a call may not see the proper identity of the caller.
ASCII Display Pool3A O
{Internal Caller
10}

Line Text Label Pool3A -
ASCII Line Text  [ooo3a =
Label

External Phone 0
Mumber Mask

Message Waiting | se System Polic he -
Lamp Policy* y !

Ring Setting Use System Default e

{Phone Idls)* B -
Ring Setting Use Systern Default ¥ | Applies to this line when any line on the phone has a call in progress. ]

(Phone Active)

Propagate Selected

— Multiple CallfCall Waiting Settings on Device SEPO011219E5721
Hote: The range to select the Max Mumber of calls is: 1-200
Magirmum Numnber of Calls* n

S *
Busy Trigger 2 {Less than or equal to Max, Calls)

— Forwarded Call Information Display on Device SEPO011219E5721
Caller MName
[Jcaller Number
[Jredirected Number
Dialed Number

- [ Delete Il Reset I[ Add Mew

© 2007 Cisco Systems, Inc. All rights reserved.
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7970 SCCP Phone

Phone Configuration

Back To FindiList v [@I
X0 ¥y

Status
( Status: Ready ‘

— Association Information ———————— Phone Type

Modify Button ltems Product Type: Cisco 7970

Device Protocol; SCCP

1 wmeline [1]-41016 (no partition)
2 wmzline [2]-Add a new DN — Device Information
™ Registration Registered with Cisco Unified CallManager CM-CLUSTER1-5
3 GgpaddsnewsD IP Address 172.20.201.103
4 Wz pdd s new SD MAC Address* D014BAGC3CIF
5 &g Addsnew sb Description M016-7970SCCP
& U add s new SD Device Pool* Default v
7 G5 add 3 new SO Phone Button Template* Standard 7970 SCCP
8 Usadd o new S50 Softkey Template Standard User
————— Unassigned Associated Items ——-—-—— || Common Phone Profile®

g s 9 Standard Cormon Phone Profile
U add 2 new S0 Calling Search Space < None > v

10 % Add SURL
ANEW A2R Calling Search Space

< Mone =
11 Ggpadd 3 new BLF SD Media Resource Group List cCM MRGL A
12 Privacy . =
T L User Hold MOH Audio Source < Mone =
Metwark Hold MOH Audio Source| < pjgpe » 7
Location™® Hub_None
User Locale English United States
Metwork Locale = None = >
Built In Bridge* Nefanlt e

© 2007 Cisco Systems, Inc. All rights reserved.
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Built In Bridge* Default

Privacy™ Diefault

Owner User 1D

< Mone =

Phone Load Mame I

Retry Wideo Call as Audio
[J1gnore Presentation Indicators (internal calls only)
[ &llow Control of Devies fram CTI

[

— Protocol Specific Information

Packet Capture Mode* | None v‘

Packet Capture Duration |El |

Presence Graup® Standard Presence group

Device Security Profile* Cisco 7970 - Standard SCCP Mon-Secure Profile [
SUBSCRIBE Calling Search Space| « pong »

[Junattended Port
[JRequire DTMF Reception
[JRFC2833 Disabled

— Certification Authority Proxy Function {(CAPF) Information

Certificate Operation®

|NU Fending Operation v|
Authentication Mode* By Mull String
Authentication String | ‘
Generate String
Key Size (Bits)* 1024
Operation Completes By |2EIEI.7’ ||1 ||13 ||12 |(WW:MM:DD:HH)

Certificate Operation Status: None
Mote: Security Profile Contains addition CAPF Settings.

© 2007 Cisco Systems, Inc. All rights reserved.
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— Expansion Module Information
Module 1 ‘< Mone = v|

Module 1 Load Name‘ ‘

Module 2 ‘<Nnne> .,|
Module 2 Load Name‘ ‘

— External Data Locations Information {Leave blank to use default)
Infarmation

Directary

\
\
Messages I
Services I

Authentication Server‘

Prosy Server ‘

|
|
Idle ‘ |
|

Idle Timer (seconds) ‘

— Extension Information

[¥] Enable Extension Mability
Log Gut Profile | Use Current Device Settings - V‘

Login in User ID < Mone =
Log in Time < Mone =
Log out Time < Mone =

— MLPP Information

MLPP Domain < Mone » v

MLPP Indication® [ pefault

MLPP Preemption ™| ograul

© 2007 Cisco Systems, Inc. All rights reserved.
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— Secure Shell Information
Secure Shell User | |

Secure Shell Passwnrd| |

B3

— Product Specific Configuration Layout

[Jpisable Speakerphone
[Jbisable Speakerphaone and Headset

PC Port * Enabled =

Settings Access * Enahled

Gratuitous ARP* Enabled

PC Voice VLAN Actess™ | Enabled

video Capabilities* Enabled >

£uto Line Select® Disabled

Web access* Enabled

Days Display Mot Active Sunday )
Wonday =
Tuesday |

Display On Time |D?'SD ‘

Display On Duration |1D'3D ‘

Display Idle Timeout |D1 oo ‘

Span to PC Port* Disabled b

Logging Display* PC Contralled hd

Load Server |

- [ Delete ][ Reset ][ Add Mewr
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Directory Number Configuration Back To FindList

£

Gao

LIROPyn

Status
(@ Status: Ready

— Directory Number Information
Directory Mumber* ‘41015 ‘

Route Partition ‘ < Mone » v|
Description ‘F'UDMA ‘
Alerting Name ‘pUDMA ‘

ASCIT alerting NamE‘F’DDmA ‘

[¥] &llow Control of Device from CTI

Associated Devices [SEPOD146AICICIF
7970 wf EXTMOB [ Edit Device |
ADPO0146A3C3CTF ——
[ Edit Line Appearance ]
A
Dissaciate Devices
— D_irectnrv Nu ber Settings
Yoice Mail Profile Default ¥ |{Choose «Monex> to use system default)
Calling Search Space < Mone =
Presence Group® Standard Presence group e
AAR Group < Mone >
User Hold MOH audio Source < Mane >

© 2007 Cisco Systems, Inc. All rights reserved.
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Metwork Hold MOH Audio Source| ¢ pone »

Auto Answer® Auto Answer Off

— Call Forward and Call Pickup Settings

[waice mail
Forward all Cor
Secondary Calling Search Space for Forward All
Forward Busy Internal Ooar
Forward Busy External Ooar
Forward Mo Answer Internal Ooar
Forward Mo &nswer External Ooar
Forward Mo Coverage Internal Ooar
Forward Mo Coverage External Cor
Forward on CTI Failure Cor

|Dest|nat\:|n |Ca|||ng Search Space

| |< Mone > v|
< Mone = b

| < None >

| [ Mone > ~|

| |< Mone = V|

| |< Mone = V|

| |< MNone = V|

| |< Mone > v|

| |< Mone > v|

Mo Answer Ring Duration (seconds)|

Call Pickup Group |< Mone >

— MLPP Alternate Party Settings

Target (Destination) |

MLPP Calling Search Space |< None »

MLPP Mo Answer Ring Duration (seconds)|

— Line 1 on Device SEPO0146A9C3C1F

Walue
Display (Internal
Caller ID) |PUUI30
ASCII Display [Paniac

Update Shared Device
Settings

|D\sp|av text for a line appearance is intended for displaying text such as a name instead of a O
directory number for internal calls. If you specify a number, the person receiving a call may not see the proper identity of the caller.

M

|

£
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[ Line 1 on Device SEPO0146A9C3C1F

Update Shared Device
e Settings
B{:ﬁ;?%;ntemal Poal3c Display text for a line appearance is intended for displaying text such as a name instead of a O
directory number for internal calls. If vou specify a number, the person receiving a call may not see the proper identity of the caller.
ASCIL Display Pool3C O

(Internal Caller
ID

Line Text Label Pool3C O
ASCIILine Text  [pogac O
Label

External Phone | O
Number Mask

Message Waiting | 1Jse System Polic v

Lamp Policy* y y =
Ring Setting Use System Default A

(Phene Idig)* y =
Ring Setting Lse Systern Default ¥ applies to this line when any line on the phone has a call in progress. O

(Phone Active)

Fropagate Selected

— Multiple CcallfCall Waiting Settings on Device SEPO0146A9C3C1F
MNote:The range to select the Max Number of calls is: 1-200
Maximum Number of Calls* 4

*
Busy Trigger 2 {Less than or equal to May, Calls)

— Forwarded Call Information Display on Device SEPO0146A9C3C1F
Caller Marme

Caller Murnber

Redirected Number

[“] Dialed Mumber
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7961 SIP Phone

B, (Bt

Status

Status: Ready

[

— Association Information

Modify Button ltems

— Phone Type

Product Type: Cisco 7961
Device Protocol: SIP

Add 3 new SD
Y5 Add a new SD
&5 4dd 3 new S0
Add & new SD

[ R R I

Unassigned &:
7 WgAdd anew SD

g ‘ Add 3 new SURL
9 Add anewBLF SD

10 Privacy
11 Mone

s line [1] - 41012 {no partition)

= Line [2] - Add 8 new DN

— Device Information

Reaqistration
1P Address
MaC Address*

Description
Device Pool*
ssociated Items —---—---— || Phone Button Template*
Softkey Template
Common Phone Profile *
Calling Search Space
~oR calling Search Space

Media Resource Group List
User Hold MOH Audio Source

Location®
User Locale

MNetwark Locale

Ruilt Tn Rridne *

Registered with Cisco Unified CallManager CM-CLUSTERL-S
17220201101

00170EEE3354
41012-79615IP Pool3
Default

Standard 7951 SIP
Standard User

Standard Cormon Phone Profile
< MNone =

< Maone =

CCM_MRGL

< MNone =

Metwaork Hold MOH Audio Source| ¢ pgne »

Hub_Mane
< MNone =

< Maone =

Frmde. s

© 2007 Cisco Systems, Inc. All rights reserved.
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Built In Bridge* Diefault
Privacy* Default
Cwner User [D < Mone =

Phone Load Mame I

[J1gnore Presentation Indicatars (internal calls only)
[ allow Control of Device from CTI

— Protocol Specific Information

Packet Capture Mode® | haone "‘
Packet Capture Duration |I]

Presence Group® Standard Presence group he
SIP Dial Rules < Mone = e
MTP Preferred Originating Codec*| 7112,

Device Security Profile* Cisco 7961 - Standard SIP Non-Secure Prafile v
Rerouting Calling Search Space | < pope » e
SUBSCRIBE Calling Search Space | < pone »

SIP Profile® Standard SIP Profile

Digest User < Mone » &

[Omedia Termination Point Required
[Junattended Port
[JRequire DTMF Reception

— Certification Authority Proxy Function {CAPF) Information

Certificate Operation® ‘ Mo Pending Operation

Authentication Mode* By Wull String

Authentication String ‘

Generate Strina

B3

£

© 2007 Cisco Systems, Inc. All rights reserved.

Page 27 of 90

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com



e,
CISCO.

Generate String
Key Size (Bits)* 1024

Operation Completes By ‘2007 H1 ||13 H12 | (MM DD HH)

Certificate Operation Status: Mone
Mote: Security Profile Contains Addition CAPF Settings.

— External Data Locations Information (Leave blank to use default)
Information

Directory

|
|
Messages I
I

Services

Authentication Berver|

1dle |

|
Proxy Server | |
|
|

Idle Timer (seconds) |

— Extension Information
[¥]Enable Extension Maobility
Log Out Profile |-- Use Current Device Settings - V|

Login in User ID < None »
Log in Time < MNone =
Log out Time < None =

MLPP Information
(MLPD Domain‘ < Mone = v

Secure Shell User

’* secure Shell Information

e el -

|

£

© 2007 Cisco Systems, Inc. All rights reserved.

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com

Page 28 of 90



e,
CISCO.

MLPF Domain| < pone »

— Secure Shell Information
Secure Shell User |

Secure Shell Password|

PC Port *

Logging Display*

Load Server

— Product Specific Configuration Layout

[Obisable Speakerphane

[JDisable Speakerphone and Headset

Enabled
Settings Access* Enabled
Gratuitous ARP* Enabled

PC Voice VLAN Access*| Enabled

video Capabilities* Disabled

Auto Line Select* Dizabled
Web access* Enabled
Span to PC Part* Disabled

PC Controlled

(o) ot ) ]

Reset ][ Add New

@ *_indicates required item.

@ **¥Mate; Security Profile Contains Addition CAPF Settings.

@ **_Device reset is not required for changes ta Packet Capture Mode and Packet Capture Duration.

|

5 |
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Directory Number Configuration d Back To Find/List

IR O%=r

Status
(@ Status: Ready

— Directory Number Information
Directory Murmber* 41012

Route Partition < Mone = v
Description

Alerting Name

ASCII alerting Name

[“allow Control of Device from CTI

Associated Devices [SEPOD170EEE3394
TOE1 wi EXTMOB Edit Device
ADPO0170EEET324 ——
[ Edit Line Appearance ]
A
Dissociate Devices
*D_irectnry." ] ber Settings
Woice Mail Profile < Mone > * | {Chobse <Maone> to use system default)
Calling Search Space < MNone =
Presence Group* Standard Presence group
AAR Group < Mone =

User Hold MOH Audio Source < MNone =
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Metwork Hold MOH Audio Source| < pgne = v >
Auto Answer* Auto Answer Off hd
— Call Forward and Call Pickup Settings
[voice Mail  |Destination |calling Search Space
Forward all Moar | | | < Mone = V‘
Secondary Calling Search Space for Forward All < Mone = ~
Forward Busy Internal Oar | | = Mone = hd
Forward Busy External Car | | | < Mone = v‘
Faoreard Mo Answer Internal Cor | | | < Maone > \"
Forward Mo Answer External Cor | | | < Maone > \"
Forward Mo Coverage Internal Mor | | | < Mahe > v‘
Forward Mo Coverage External Moar | | | < Mahe > v‘
Forward on CTI Failure Oar | | | < Mang = v‘
Mo Answer Ring Duration (seconds)| |
Call Pickup Group |< Mane > v|
— MLPP Alternate Party Settings
Target (Destination) | ‘ N
MLPP Calling Search Space |< None > v|
MLPP Mo Answer Ring Duration (seconds)| ‘
— Line 1 on Device SEPO0170EEE3394
Update Shared Device
Value Settings
EEIF;‘?\;é;”temal ‘F’UDBE ‘ Display text far a line appearance is intended for displaying text such as a name instead of a [
directory number for internal calls. If you specify a number, the person receiving a call may not see the proper identity of the caller.
pocn Display . [PeanB \ o ¢
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— Line 1 on Device SEPO0170EEE3394

walue
Display (Internal
Caller 10} ‘PUDBE
£5CII Display [Pocl3B

{Internal Caller
10

Line Text Label ‘F‘UDBE

ASCII Line Text ‘F‘DDBE

Label

External Phone I
MNumber Mask

MESSHQE_Wiiti”g ‘ Use System Palicy V|
Lamp Policy
Ring Setting [Use System Defaul &

(Phone Idle)*

(Phone Active)

Ring Setting ‘ Use System Default "|App|ies to this line when any line on the phone has a3 call in progress.

Update Shared Device
Settings

‘ Display text for a line appearance is intended for displaying text such as a name instead of a O
directory number for internal calls. If you specify a number, the person receiving a call may not see the proper identity of the caller.

|

Ooo0oooao

Fropagate Selected

— Multiple callfCall Waiting Settings on Device SEPOD170EEE3394
Mote: The range to select the Max Number of calls is: 1-200

Maximum Mumber of Calls* |4

Busy Trigger* |2

|(Less than or equal to Max. Calls)

— Forwarded Call Information Display on Device SEPO0170EEE3394
Caller MName

Redirected Number
Dialed Number

— [ Delete Il Reset I[ Add New

>

|4
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Status
’7® Status: Ready

— Association Information ————————— — Phaone Type
WMaodify Button ltems Product Type:  Cisco 7971
- . Device Protocol; SIP
1 smeline [1]-41014 (no partition)
2 wmzline [2] - Add a new DN — Device Information
™ Registration Registered with Cisco Unified CallManager CM-CLUSTER1-5
3 GpaddsnewsSD IP Address 172.20.201.102
4 Gz padd s new S0 MAC Address* 0015529E80F 1
5 Y5 add a new SO Description A1014-79715IP Paol3
& Ugadd s new SD Device Pool® Default v
7 Wsadd 3 new SO Phone Button Template* Standard 7971 SIP
& §addsnew SO Softkey Template Standard User
---------- Unassigned Associated Items --—---—--- || Comman Phone Profile® Standard Common Phone Profile v
3 Ugidd anew 5o Calling Search Space < hone =
10 gy add 2 new SURL £4R. Calling Search Space < None = v
i Lﬁw Media Resource Group List CCM MRGL
12 Privacy =
13 Hone User Hold MOH Audio Source < hone = v
Hetwork Hold MOH Audio Source| < pgne »
Location® Hub Mone
User Locale English United States
Hetwork Locale United States
Built In Bridoe* Nt - ud
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Privacy® |Default hd
Cwner User 1D < None =
Phone Load Mame I
[J1gnore Presentation Indicators (internal calls only)
[ &llow Contral of Devies fram CTI

— Protocol Specific Information
Packet Capture Mode™* ‘ haone v|
Packet Capture Duration ‘D
Presence Group®* Standard Presence group v
SIP Dial Rules < Mone = -
MTP Preferred Originating Codec* 7,5,
Device Security Profile™ Cisco 7971 - Standard SIP Mon-Secure Profile v
Rerouting Calling Search Space | < pane =
SUBSCRIBE Calling Search Space |« pone =
SIP Profile® Standard SIF Profile
Digest User < Mone » -

[Imedia Termination Point Reguired
[Junattended Part
O Require DTMF Reception

— Certification Authority Proxy Function (CAPF) Information

Certificate Operation® |Nn Pending Operation V|

Authentication Mode® By Mull String

Authentication String |

Generate String

Key Size (Bits)* 1024

>

|4
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Operation Completes By |2007 ||1 ||13 ||12 |(WW:MM:DD:HH)

Certificate Operation Status: None
Mote: Security Profile Contains Addition CAPF Settings.

>

— External Data Locations Information {Leave blank to use default)
Infarmation

Directory

\
\
Messages I
Services I

Authentication Server‘

Proxy Server ‘

|
|
Idle ‘ |
|

Idle Timer (seconds) ‘

— Extension Information
[¥]Enable Extension Mability
Log Out Profile | Use Current Device Settings - V‘

Login in User ID < Mone >
Log in Time < Mone >
Log out Time < Mone =

LPP Domain| < Maone > v

” MLPP Information
[l

Secure Shell Information
Secure Shell User | |

Secure Shell Dasswurd| |

|— Product Specific Configuration Layout

|4
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— Product Specific Configuration Layout ‘?

[pisable Speakerphone

[Jbisahle Speakerphone and Headset

PC Port * Enabled s

Settings Access® Enahled b

Gratuitous ARP* Enabled ~

PC Voice VLAN Accass® [ Enghled hd

Widen Capahilities* Disabled b

Auta Line Select* Disabled A

Web Access* Enabled e

Days Display Mot Active Sunday 5
Monday =
Tuesday g

Display On Time |07 a0 |

Display On Duration |1D 30 |

Display 1dle Timeout |D1 o |

Span to PC Port* Disabled ¥

Logging Display* PC Cortralled

Load Server | |

- [ Delete ][ Reset ][ Add Mew

@ *_indicates required item.
@ **_ Device reset is not required for changes to Packet Capture Mode and Packet Capture Duration.

r
(3N it g

it Mrefile Conbaine Addifinn CANE Cobrinoe

>

|4

© 2007 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 36 of 90



T
CI1SCO.

Back To Find/List

Directory Number Configuration

X %yar

Status
(@ Status: Ready

— Directory Number Information
Directory Humber* (41014

Route Partition < Mong > e
Description 41014-797151P Pool3
Alerting Marme Poal3D

ASCII Alerting Name [pya3D

[ allaw Contral of Devica fram CTL
Associated Devices [[anPO015629E60F1

SEPOMMSE29ES0F1 Edit Device

7O71 w/ EXTMOB
[ Edit Line Appearance ]

Dissociate Devices

— Directory Number Settings

Woice Mail Profile < None = ¥ | (Choose <Nones to use system default)
Calling Search Space < Nane =

Presence Graup* Standard Presence group e

LAR Group < Mone >

User Hold MOH Audio Source < Nane =
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Metwork Hold MOH Audio Source| < pgne = v |
Auto Answer* Auto Answer Off hd
— Call Forward and Call Pickup Settings
[voice Mail  |Destination |calling Search Space
Forward all Moar | | | < Mone = V‘
Secondary Calling Search Space for Forward All < Mone = ~
Forward Busy Internal Oar | | = Mone = hd
Forward Busy External Car | | | < Mone = v‘
Faoreard Mo Answer Internal Cor | | | < Maone > \"
Forward Mo Answer External Cor | | | < Maone > \"
Forward Mo Coverage Internal Mor | | | < Mahe > v‘
Forward Mo Coverage External Moar | | | < Mahe > v‘
Forward on CTI Failure Oar | | | < Mang = v‘
Mo Answer Ring Duration (seconds)| |
Call Pickup Group |< Mane > v|
— MLPP Alternate Party Settings
Target (Destination) | ‘ N
MLPP Calling Search Space |< None > v|
MLPP Mo Answer Ring Duration (seconds)| ‘
— Line 1 on Device SEPO015629E80F1
e ggtd;rzzgsshared Cevice
EEIF;‘?\;é;”temal ‘F’UDBD ‘ Display text for a line appearance is intended far displaying text such as a name instead of a O
directory number for internal calls. If you specify a number, the person receiving a call may not see the proper identity of the caller.
socn Display . [PeariD \ o _
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ASCIT Display Pool3D
(Internal Caller ‘ 0o

()]

Line Text Label ‘pDDBD

ASCII Line Text  [poa3D
Label ‘ o

External Phone I
Mumber Mask

Message ‘Waiting ‘ Use Systern Policy v|
Lamp Policy *
Ring Setting ‘ Use System Default v|

(Phone Idle)*

(Phone Active)

Ring Setting ‘ Use Systemn Default "|App|les to this line when any line on the phone has a call in progress.

Ooooooo o

Fropagate Selected

— Multiple call/call Waiting Settings on Device SEPO015629E80F1
Mote: The range to select the Max Number of calls is: 1-90

Maximum Number of Calls* ‘2

Busy Trigger* ‘2

| (Less than or equal to Max, Calls)

— Forwarded Call Information Display on Device SEPO015629E80F1
Caller Mame

aller Humber

edirected Number
Dialed Number

- [ Delete l[ Reset l[ Add New

@ *_indicates required item.

@ **_ Changes to Line or Directory Mumber settings reguire restart,

>

=
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End User Configuration

Back to Find List Users %

Status
(@ Status: Ready

— User Information
User ID¥ Fool3a
Password*

Confirm Password*

PIN*

Confirm PIN*

Last name* pocl3A
Middle name

First name

Telephone Number
Mail ID

Manager User ID
Department

User Lacale English United States e
Associated PC

Digest Credentials

Confirm Digest Credentials

Device Associations

rantrallad Navieas feem
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— Dewvice Associations
Controlled Devices||sEp0t 121985721

>

— Extension Mobility

Available Profiles 7951 wi EXTMOE
7970 w/ EXTMOB
75970 w/ EXTMOB Poold
7971 wi EXTMOB
IPPhone wi EXTMOB
vA
Controlled Profiles 7860w/ EXTMOE
A4
~
Default Prafile < Mane > e
Presence Group® Standard Presence group b
SUBSCRIBE Calling Search Space| & pgpe » v
[¥] allow Contral of Devics fram CTI
Directory Number Associations
Frimarv Extension| 41015 ~

— CAPF Information
Associated CAPF Profiles

Wigwr Details

|4
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Default Profile

Presence Group®

™

< Mone =

Standard Presence group

SUBSCRIBE Calling Search Space| - pgpe =

[ &llow Control of Devies fram CTI

Directory Number Associations

anary Extension 41015

-
— CAPF Information
Associated CAPF Profiles
Wiew Details
— Permissions Information
Groups
Wiew Details
Rales
Wigw Details

- (Son) e ] At |

@ *_indicates required item,

|

=
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Licensing Capabilities Assignments

Navigation | Ciseo Unified CallManager Administration %

Cisco Unified CallManager Administration

System v CallRouting v  Mesia Resources v WoiceMail v  Device =  Application v  User Management v  Bulk Administration ~  Help +

Capabilities Assignment Configuration

"

Status
(@Status: Ready ‘

User Information
FUSEFIDIPODBA |

— Capabilities Assignment Information
[¥]Enable URS (Unified Presence Server)
[JEnahle UPC (Unified Personal Communicator)

NED

@ *_indicates required item.
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Phone Services

Navigation | Cisto Unified CallManager Adrinistration [

Cisco Unified CallManager Administration r

System v CallRouting v  Mesia Resources v WoiceMail v  Device =  Application v  User Management v  Bulk Administration ~  Help + Log Off

ices Configuration e Back To Find/List v IGUI

Status
(@Status: Ready ‘

— Service Information

Service Name®* ASCII Service Mame®

[ExTMOB EXTMOB

Service Dascription Service URL¥

|Extensmn hability http:A172.20.241.253:6060/e mapp/EMApp Sernlet ? devices

— Service Parameter Information
Parameters

[ Delete ] [ Update Subscriptions ] [ Add New I

@ - indicates required item.
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Phone URL Services

Use Standard ¥M Handling For Precedence Calls * |Fa|se | False

=

— Security Parameters
Cluster Security Modae * 0
CAPF Phone Port * |35m 3804
CAPF Operation Expires in (days) * |1U | i
— Phone URL Parameters
URL Authentication |hﬁp.p’.f1?2.2tl.2111.253 8080/ccmeip/authenticate. jsp |
LURL Directories |http:;’f172.20.2111.253 8080 cemeipfxmldirectory. jsp |
URL 1dle | |
URL Idle Time |D | o
URL Infarmatian |hﬁp #172.20.241.253:8080/cemcip/GetTelecasterHelpText jsp |
URL Messages | |
1P Phone Proxy Address |
URL Services |http:p’.f1?2.2tl.2111.253 8080/ccmcip/getservicesmenu Jsp |
— User Search Parameters
Enahle all User Sesrch * |True v|True
User Search Limit * |54 | s
— CCM Web Services Parameters
sllowed Perfarmance Queries Per Minute * |EU | 50
Allowed Device Queries Per Minuke * |15 | 13
Performance Queue Limit * |1UU | 100
Maximum Performance Counters Per Session * [1mn 100

=
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Application User Configuration

ion User Configuration Back To Find/List v IGUI

I X O=p

Status
’7®Status: Ready ‘

— Application User Information
User 1ID* Ftigw
Password*

Confirm Password*

Digest Credentials
Caonfirm Digest Credentials

Presence Group* Standard Presence group ~

DAc:eDt Presence Subscription
[Jaccent out-of-dialog REFER
[ accept Unsolicited Natification
[Jaccept Replaces Header

— Devwice Information
Available Devices | ATANNON2EE13642 & Find more Phones
ATAODY Z7FO0CEI0 Find more Phones
SEPO0O0ES2073374 [ Find more Route Points ]
SEPO011218E8721 A - N
SEPO01422290F AD a [ Find more Pilot Points ]
v

SEPO0170EEE3324

SEPO0152B360247

SEPO015629E80F1

SEPO0192F07EER4
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v

SEPOD17OEEE3Z24
SEPO0152B360947
SEPOD15620E80F1
SEPOD192FO7EER4

— CAPF Information

Associated CAPF Profiles

Edit Profile

— Permissions Information

Standard CTl Enabled

GroupsStandard CTI Allow Cartrol of All Devices

Edit Group

A

Standard CTl Enabled

Roles  [Standard CTI Allaw Contral of All Devices

v A

@ *_indicates required item,

 (See) e J(cony ) pven )

>

=
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tion User Configuration Back To Find/List A4 IGUI

I X O=r

Status
’7 Status: Ready ‘

— Application User Information
User ID*

‘F‘hnneMessenger
Password*

Confirm Password*

Digest Credentials
Confirm Digest Credentials

Presence Group®* Standard Presence group ~

DAEEEpt Presence Subscription
[Jaccept out-of-dialog REFER
[Jaccept Unsalicited Notification
[Jaccept Replaces Header

— Dewice Information

Ayailable Devices [ATANDO025613642 N -
ATADO127FDOCEI0 Find more Phones

SEPO00BE20735374 |___ Find more Route Points |

SEPO01422A80FAD T T i

SEPON152B6F3518 a [ Find more Pilot Points ]

v

SEPOO11219ES8721 ~

SEPO0146A3C3CTF

SEPO0152B360247

SEPOO170EEE3354
SFEPNNGRIOFANF
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v ~
SEPOO11219E5721 ~
SEPO0146A3C3CTF
SEPO0152B360247
SEPO0170EEET334 “n
SEPO015629EB0F1 v
— CAPF Information
Associated CAPF Profiles
Edit Profile
v A
— Permissions Information
Groups
Edit Group
A
Raoles
v A
@ *_indicates required item,
“
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Dial Rules Configuration

Navigation | Cisto Unified CallManager Adrinistration [

Cisco Unified CallManager Administration r

System »  CallRouting «  Media Resources »  Yoice Mal »  Device w  Application «  User Management »  Bulk Administration -

Help Log Off

Application Dial Rule Configuration

I Kr

Status
(@Update successful ‘

— Application Dial Rule Information

Name* [LCS-CUPS-CHAR
Description Character ™
Mumber Begins With 5

Mumber of Digits™® 5

Total Digits to be Removed*|5
Prefix With Pattern 41

— Application Dial Rule Priority

Name Murmber Begins YWith [Murnber of Digits [Total Digits to be Removed |Prefix With Pattern [up |Down
LCS_CUPS DR 4201 5 + 4101 Lo 4
LCS-CUPS-CHAR “5 5 2 41 L
LCS-CURS Charz #5 5 2 41 Lo 4
LCE-CURS Char3 +3 5 2 41 L
LCS-CURS Char4 0s 5 2 41 Lo 4

m *_indicstoc rannirad itom
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Conference Bridge Configuration

yslem = CallFoufing v  Media Resources = Gice sl »  Device » pplication »  User Management »  Bulk Administration =  Help Log Off

Resource Group Configuration Back To Find/List v IGDI

X Oy

Status
( Status: Ready ‘

Media Resource Group Status
FMedia Resource Group: CCM_MRG (used by 8 devices) |

— Media Resource Group Information
Hame*  [CCM_MRG
Description

— Devices for this Group
Available Media Resources®* [aNN 5
CFB_5
MOH_&
MTP_5

Selected Media Resources® ANN_Z (ANN
AMN_4 (ANN
CFB_2 (CFB)
CFB_4 (CFB)
MOH_2 (MOH) hd

[Juse Multicast for MOH aAudio (If at least one multicast MOH resouree is available)

- [ Delete ]-[ Reset ][ Add Mew ]

@ *_indicates required item.

P

] ~
)

<
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Meet-Me Number

Navigation | Ciseo Unified CallManager Administration %

Cisco Unified CallManager Administration

System v CallRouting v  Mesia Resources v WoiceMail v  Device =  Application v  User Management v  Bulk Administration ~  Help +

Meet-Me Number Configuration

5 (ufi;

Status
(@Status: Ready ‘

— Meet-Me Configuration
Directary Kumber or Pattern® 52XX

Description Meetrme LCS/ICUPS

Partition < Mone > v

NED G20 G i

@ *_indicates required item.
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Cisco Unified Presence (CUPS) Configuration

CUPS Version

Cisco Unified Presence Server Administration Frorci

Unified Communications Solutions

System v  Ciseo Unified Presence Server v Applicstion v User Management v Bulk Administration »  Help

Navigation | Cisco Unified Presence Server Administration & |

Logged in

System version: 1.0.3.1000-8
- administration version: 1,1,0.0-1
Cisco Unified CallManager publisher address; 172.20.241.254

Copyright © 1999 - 2006 Cisco Systems, Inc.
Al rights reserved.

Cisco Unified Presence Server Administration

applicable laws and regulations, If you are unable to comply with U.S. and local laws, return this product immediately.

A summary of U.E, laws governing Cisco cryptographic products may be found at: http: Afwww cisco.comdwwl/export/crypto/tool/stara.html,
If you require further assistance please contact us by sending email to export@cisco.com,

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use, Delivery of Cisco eryptographic products does not imply third-party
authority to import, export, distribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with U.S, and local country laws, By using this product you agree to comply with

© 2007 Cisco Systems, Inc. All rights reserved.

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com

Page 53 of 90



e,
CISCO.

CUPS Method / Event — Based Routing Entries

Mavwigation | Cisco Unified Presence Sarver Administration v‘ .

Cisco Unified Presence Server Administration

System w  Cisco Unified Presence Server = Application -

Far

Unified Communica

Logged in as: C

User Management +  Bulk Administration +  Help « Log OFf
Find and List Method/Event-Based Routing Entries

o e

Status
F@rt records found

( Search Options
F

ind Method/Event-Based Routing where‘ Mame VH begins with & H

[ search Within Results ‘

— Search Results

[Name |Description |cantent Taken |Destination Address Destination Port lcapy |
r SystemPublish System Managed Publish PUBLISH 172.20.245.40 5070 (i)
I SystemSubscribe System Managed Subscribe SUBSCRIBE 172.20.245.40 5070 [I5:)
[~ UPCCH ChgMotif Change MNatification DBEChangePkg 172.20.245.40 5065 1)
r UPCCH Loginkokif Multi-Login Motification LoginPkg 172.20.245.40 5065 I
Add Mew ” Select All ]I Clear All ]I Delete Selected Rows per Page
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CUPS Method / Event — Based Routing Configuration

Mavwigation | Cisco Unified Presence Server Administration |

Cisco Unified Presence Server Administration Fror

Communication

20 Unifiet

Logged in as: CCh

System w  Cisco Unified Presence Server »  Application = User Management »+  Bulk Administration +  Help

Method/Event-Based Routing Configuration

) NGl

Status
(@5Status: Ready |

— Method/Event-Based Routing Information

Hame* SystemPublish

Description System Managed Publish

Content Taken* PUBLISH

Content Categary*  [Wethad-Based 4
Destination Address™® 172 20 245 40

Destination Part* 5070

Protocol Type* TCP e

S ) e e W

@ *_indicates required item.
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Unified CallManager Presence Gateway Configuration

Nawigation | Cisco Unified Presence Server Administration &
Cisco Unified Presence Server Administration Fror

Communication

20 Unifiet

Logged in as: CCh

System w  Cisco Unified Presence Server »  Application = User Management »+  Bulk Administration +  Help

CallManager Presence Gateway Configuration

) NGl

Status
( Status: Ready

— callManager Presence Gateway Information
Description™ CM-CLUSTER GW
CallManager Presence Gateway™ Chi-cluster!-p.pbxlab.arg

(oo | oy e )

@ *_indicates required item.
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CTI Gateway Configuration

Mavwigation | Cisco Unified Presence Sarver Administration v‘

Cisco Unified Presence Server Administration Fror

Communication

20 Unifiet

lutions Logged in as: CCh

System w  Cisco Unified Presence Server »  Application = User Management »+  Bulk Administration +  Help

Log OFf

TI Gateway Settings

«J

Status
(@ Status: Ready

— Application Settings
Application Status* On v|
Application Username™ CHEW ‘

Application Password*

Confirm Password*
CTI Address 172.20.241.254
CTI Address (Failover) 172.20.241 253

Heartheat Interval (seconds)® a

Session Timer (seconds)* 1810

— | Save

@ *_indicates required item.
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MOC Assignments

Find and List MOC Assignments ~

Status
(@ 17 records found ‘

MOC Usage
Fl? MOC users assigned |

— Search Options

FindMOC Assignment(s) where| Usear ID * || beging with v [ search within Resulrs
(enduser.userid begins with any)
— Search Results
User ID Last Mame ‘Manager |Deuartrr|ent MOC Enabled

r 4100 4100 v
r 4101 4101 v
r 4112 4112 v
r LCSTEST TEST v
r Pool3s pool3a v
r Poal3B Poal3B v
r Pool3C Pool3C v
r Pool3D Pool3D v
r Pool3E Pool3E v
r Poglap Fool4 v
r Pool4C Pool4 v
r PoolaD 40 v
r RobWest Westover v
r fecruz Cruz v
r pool4s poal4 v -
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AXL Information

Mavwigation | Cisco Unified Presence Sarver Administration v‘

Cisco Unified Presence Server Administration

Far >0 Unified Communication: lutions Logged in as: CCh
System w  Cisco Unified Presence Server »  Application = User Management »+  Bulk Administration +  Help Log OFf
AXL Configuration

Status
F@ Status: Ready

— AXL Information
AxL Username*

‘CCMAdm\mstramr
AxL Password* ‘

|
|
Confirm Passwurd*‘ 1

— | Save

@ *_indicates required item.
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Privacy ACL Entry (Allowed Destination Host)

Mavwigation | Cisco Unified Presence Sarver Administration v‘

Cisco Unified Presence Server Administration Fror

Communication

20 Unifiet

lutions Logged in as: CCh

System w  Cisco Unified Presence Server »  Application = User Management »+  Bulk Administration +  Help

Log OFf
Find and List Allowed Destination Hosts

o e

Status
F@S records found

— Search Options

Find Privacy ACL Entry where | beging with % || ‘ [ search Within Results
(address begins with any)

— Search Results

|address Pattern
r 172.20.191.150

r 172.20.245.85
r 192.168.101.10
r 192.168.1.10
r 172.20.101.151

Description |Cupy

B

Add New H Select All ” Clear All ” Delete Selected Rows per Page
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Proxy ACL Entry (Allowed Incoming Host)

Nawigation | Cisco Unified Presence Server Administration &
Cisco Unified Presence Server Administration Fror

Communication

20 Unifiet

Logged in as: CCh

System w  Cisco Unified Presence Server »  Application = User Management »+  Bulk Administration +  Help

Privacy Access Control List Configuration

) NGl

Status
(@5Status: Ready |

— Privacy ACL Information
Description

Address Pattern® (172 00 245 g5

- (Soe) e J(cony ) pven )

@ *_indicates required item.
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IP Phone Messenger Setting

Mavwigation | Cisco Unified Presence Sarver Administration v‘

Cisco Unified Presence Server Administration Fror Communication:

20 Unifiet

lutions Logged in as: CCh

System w  Cisco Unified Presence Server »  Application = User Management »+  Bulk Administration +  Help

Log Off
1P Phone Messenger Settings

«J

Status
F@ Status: Ready

— Application Settings

IPPM application Status™® On .,|
Application Username FhaneMessenger |
Application Password

Confirm Passwaord

Max Contact List Size* 100

Max Instant Message History 5|ze*25

Subscription timeout (seconds)* 3500

Publish timeout {seconds)* 3500

NED

@ *- indicates required item.

© 2007 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 62 of 90



T
CI1SCO.

IP Phone Messenger User

Find and List IP Phone Messenger Users

Status
( 17 records found

— Search Options

Find IP Phone Messenger Status where| User-ID || beging with % [] Search Within Results
(userid begins with any)
— Search Results
User-ID First Name Last Marne |Manager Departrnent Login Status
r 4100 4100
r 4101 4101
r 4112 4112
r LCSTEST TEST
r Pool3A pool3a
r Pool3B Pool3e
r Poolac Pool3c
r Pool3D Pool3D
r Pool3E Pool3E
r Pool4B Pool4
r Pool4C Pool4
r Pool4D Pool 40
r Robwest Rob Weastaver
r feruz Filli Cruz
r pool4a pool4
r smasters Steve Masters
r tvore Terry ware
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Application User Configuration

Application User Configuration dLin w IGUI

Back To Find/List
WX C=r

Status
’7 Status: Ready ‘

— Application User Information
User 1D* FEticw
Password*

Confirm Password*

Digest Credentials
Confirm Digest Credentials

Presence Group®* Standard Presence group ~

DAc:eDt Presence Subscription
[Jaccept out-of-dialog REFER
[Jaccept Unsalicited Notification
[Jaccept Replaces Header

— Dewice Information
Available Devices

Find more Phones

[ Find more Route Points ]
[ Find more Pilot Points ]
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v
— CAPF Information
Associated CAPF Profiles
Edit Profile
v A
— Permissions Information
Groups
Edit Group
A
Raoles
v A

@ *_indicates required item,

 (See) e J(cony ) pven )

>

=
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) NGl

Status
(@ Status: Ready

— Application User Information
User I0* [PhoneMessenger

Password*

Confirm Password*

Digest Credentials

Confirm Digest Credentials

Presence Group®* Standard Presence group ~
[¥] accent Presence Subscription

Accept Out-of-dialog REFER

Accept Unsolicited Notification

[¥] accept Replaces Header

— Dewice Information
Available Devices

more Phones

[ Find more Route Points ]
[ Find more Pilot Points ]
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v
— CAPF Information
Associated CAPF Profiles
Edit Profile
v A
— Permissions Information
Groups
Edit Group
A
Raoles
v A

@ *_indicates required item,

 (See) e J(cony ) pven )

>

=
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Cisco Content Switch CSS11501 Load Balancer Configuration
CSS11501# sh run
1Generated on 12/29/2006 11:33:39

IActive version: sg0810106

configure

I* ** ** ** ** ** ** (;LOBAL *kkk*k ** ** ** ** **

ip management route 172.20.2.0 255.255.255.0 172.20.201.1

ip route 0.0.0.0 0.0.0.0 172.20.191.1 1

! INTERFACE
interface el
bridge vlan 5

description "LCS-POOL3"

interface e2

bridge vlan 2

interface e5
bridge vlan 10

description "LCS-POOL4"
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interface e8
description "NETWORK"

bridge vlan 4

[FkFxFdF I I I I I I I I I I IR IR I A K*** C|RCU|T *rHrHrsr* * * *

circuit VLAN5

ip address 192.168.1.1 255.255.255.0

circuit VLAN4

ip address 172.20.191.2 255.255.255.0

circuit VLAN10

ip address 192.168.101.1 255.255.255.0

R R R R R R R SERVICE * *%* ** ** ** ** *

service LCSPOOL3_135
ip address 192.168.1.10
port 135
protocol tcp
keepalive type none

active
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service LCSPOOL3_5060
ip address 192.168.1.10
port 5060
protocol tcp
keepalive port 5060
keepalive type none

active

service LCSPOOL3 5061
ip address 192.168.1.10
port 5061
protocol tcp
keepalive port 5061
keepalive type none

active

service LCSPOOL4_5060
ip address 192.168.101.10
port 5060
protocol tcp
keepalive type none

active

service LCSPOOL4_ 5061

ip address 192.168.101.10
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port 5061
protocol tcp
keepalive type none

active

[k OWNER e

owner LCSPOOL3

content LCSPOOL3_135
add service LCSPOOL3_135
port 135
protocol tcp
vip address 172.20.191.10

active

content LCSPOOL3_5060
add service LCSPOOL3_5060
protocol tcp
port 5060
vip address 172.20.191.10

active

content LCSPOOL3_5061
protocol tcp

add service LCSPOOL3_5061
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port 5061
vip address 172.20.191.10

active
owner LCSPOOL4

content LCSPOOL4 5060
add service LCSPOOL4_5060
vip address 172.20.191.100
protocol tcp
port 5060

active

content LCSPOOL4_5061
add service LCSPOOL4_5061
vip address 172.20.191.100
protocol tcp
port 5061

active

[k ko Ak GROUP ket
group backend

add service LCSPOOL4_5060

vip address 172.20.191.150

active
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group backend?2
add service LCSPOOL3_5060
vip address 172.20.191.151

active

CSS11501#

CSS11501#

CSS11501#

CSS11501# sh ver

Version: 590810106 (08.10.1.06)
Flash (Locked): 08.10.1.06

Flash (Operational): 08.10.1.06

Type: PRIMARY

Licensed Cmd Set(s): Standard Feature Set

Enhanced Feature Set

CSS11501#
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LCS Enterprise Edition Configuration

Domain Name Server

4% Active Directory Users and Computers

@ File  Action ‘iew indow  Help

=101 x|

| =181 ]

€~ | EmE B XEFRB| 2

Piflava o

@ Active Directary Users and Computer
-] Saved Queries
-2 PEXLAB.org
[+ Builtin
a Cornpukers
@ Dormain Conkrollers
I:I Foreign3ecurityPrincipals
[:l Users

Computers 14 objecks

Iame

| Descripkion

= 153747, .
= c1sco-ciep..,
8 c15co-DBSF...
= crsco-wezy.

=) pzznHsgt
=) pczoHse1
=) cs-sERvER

=) c5-xTTS0T. .
= pELAB-8GS. .
8 pEt B3, .
=) pEyoRGSER. .

= pooLzsqL
=) poo-4-LCs

=) poo4soL

Campuker
Campuker
Compuker
Cormpuker
Cormpuker
Campuker
Campuker
Campuker
Campuker
Compuker
Cormpuker
Cormpuker
Cormpuker
Campuker
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Pool Properties

pool3 Properties X|

| Routing | Compression |  Authentication |
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pool4 Properties x|

| FRouing | Compression | Authentication |

nacld
PR

150
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Static Route

Edit Static Route x|

—Matching LRI [Unifarm Besaource [dentifier]

Wildoard characters can be uzed in the uzer and domain names.

Uszer: Iﬁ

Domnain: IepasE.prIab.nrg
[~ Phone URI

—Mext hop
" Network address: I
+ |P address: | 172 .20 . 245 . 40
Tranzpart; I TCP j
Port: | 5050

[ Beplace host in request LR

Mate: [f this route requires a certificate, pleaze make sure that each
gerver in thiz pool has a valid certificate that can be uzed with thiz route.
Ilze the 'Securty’ tab on the server property sheet to configure the
certificate.

k. I Cancel Help
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Authorized Host

pool3 Properties x|

eneral I R auting | Compressian I Authentication
Federation Host Authorization | Archiving I Address Book

Specify authorized hostz such az gateways, application servers, special
clients that need additional bandwidth and zo forth,

Servers | Outbound Only | Throttle &z Se... | Treat Az &
1722024540 Mo Tes Tes

< | 1
Add... Bemove |
] | Cancel | Spply | Help |

Edit Authorized Host x|

 Server
" Network address:

{+ |P address:

|1?2.2n.z45.4n

— Settin

u

¥ Treat sz Authenticated

[F Cancel Help
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Server Properties

pbxorgserver.pbxlab.org Properties ﬂ

General |Securit_l,l| Lnggingl

ﬁ_‘ Live Communications Server

Server:

Ipl:u:-:u:urgsewer. phbxlab.arg

— Connections
Specify how this server handles inbound connections
Address | Part | Transpart
Ll BOET  Mutual TLS
All 50R0 TCP
agd. | Edi. | Bemove |

(] I Cancel | Apply | Help |

© 2007 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 79 of 90



e,
CISCO.

Pool Users

& Microsoft Office Live Communications Server 2005 ;|g|1|
File Help |

ﬂ Microsoft Office Live Communications Server 2005 | Enabled | Display name: | SIP LRI | Tvpe

(] Forest - PBXLAB.org -EEnahIE\:l 41004100 sip:4100@phsdab.org Liser

E‘D Domains EEnabIad LCSTEST sip:LCSTEST@pbilab.org Lizer

-4z PBRLAB.Org EEnabIad Rob Westover sipirobwest@phedab, arg User

E1+{ Live Communications servers and £ ﬁEnablad Steve Masters sip:Smasters@pbilab.org Liser

EEnabIad Terry Yore sip: Tvore@phxlab. org Lizer

E.Enablad 4112 sipid112@phdab.org Liser

ﬁEnablad Poal34 sip:Pool3A@pbxlab.org Liser

EEnahIEd Pool3c sip:Pool3C@pbxlab.org User

E.Enablad Pool38 sip:Pool2B@phxlab.org Liser

EEnabIad Poal30 sip:Pool3D@phxlab.org User

EEnahIEd Pool3E sip:Pool3E@pbxlab.org User

-1 Archiving Services
-1 Proxy Servers

-] Unassigned users

F-[1] Live Communications Server 2003

| } ©
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User Configuration

User Pool3E Properties x|

Livwe Communications I

—Iv Enable Live Communications For this user

SIP URI: I sip:Poal3E@phedab.arg

Example: sip:user@domain. com

I=er sign-in name:  Pool3E@pbixlab.org

Server or pool: pool3.pbxlab.org j

Allov and block list: Yiew Edit... |

Ok, Cancel Apply Help

© 2007 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 81 of 90



e,
CISCO.

User Advanced Settings X|

— Federation Settings
i

[~ Enable public IM connectivity

[~ Enable remote uzer access

v Enable Remote Call Contral

Device LRI of the user's phone:
[ §IF'LIFH:|
+ TEL LIHI:IteI:d‘IEIH

Remate Call Cantral SIFP LIRI:
zip: Ponl3E (fepas?. phxlab.org

— Archiving Settings
£+ se global default archiving zetting
£ Archive all communications
" Archive all communications without mezzage body

" Do not archive communications

k. I Cancel Help
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Micorsoft Ofice Communicator (MOC) Configuration

&) Microsoft Office Communicator |: E'E'

Connect  Contacks  Wiew  Ackions  Help

@ Pool3a -
Cnline
Zall Forwarding: QFf

Contacts
All Contacts (3/9) a
e Pool3E Bunay
Q Paal3E online
0 Pool4D Cnline
4112 Offline =
Poal3c OFFlire
Poala CFFlire
Pool4a, OFFline
Pool4B OFFlire

[<]

Pooldc Offline

& Pool4D — Oniline
sip:Pool4Di@pb:xlab. org

'ﬁ' Call - ] Dekails Ackions =

@

© 2007 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 83 of 90



e,
CISCO.

Options

| General | Instant Messages | Alerts || Permissions | Phones | Accounts | Bules

by phione numbers

To enter or edit your phone numbers, chck the Phone button [fork, Mobile, Home, or Other] nest
to each phone number. Select the Publizk this phone number check box nest to each phone
rumber you want to share with others,

[ W'ork Phone. .. ] |41 015 | Publizh thiz phone number
’ Mokile Phore. .. ] |4'||:|15 | Publish this phone nurmber
[ Home Phaone... ] | | Publizh thiz phone number
[ Other Phone... ] |5'||:||:|3 | [ ] Publizh thiz phone nurmber

Select your perzonal information manager
(%) Windows Address Book [Contacts]

Micrazaft Office Qutlaak [Contactz, Calendar, Out of Office, mizzed-call e-mail, ete]

) Mone

k. H Cancel ][ Help
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Options

Perzonal | General || Instant Messages || Alerts EF‘thes Accounts | Fules

Permizzion zettings

Thiz lizt dizplays the permizzions pou have zet for your contacts, You can uze permission
zettings to determine whether an individual or a domain can add you to contact lists, see vour
shatuz, or send instant messages ta oL,

Permizzions lizt

Perzon or Domain Permizzion Type i
LAz Allaw
3 Pacl3E Allow
3P PaolaC Allow
3 Paol3D Allow
3P Paol3E Allow
37 Pooldé, Al
“37 PoolE Allaw

“37 Pooldc Allaw L
37 PoolD Allaw

All Nnther Mronkarks Nnkifw R

Mew.. | [ Edt. | | Delete

Block ingtant meszages from federated contacts who are not allowed to see my status

k. H Cancel ][ Help

%)
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Options

| Perzonal || General || Instant Meszages || Alertz || Permizzions || F'hu:unesl Accounts | Rules

by account name

Sigrin hamne: ||:u:u:||3.-'1'-.@|:||:|:-:|a|:|.|:|rg | [ Advanced... ]

FPhone integration

[CJEnable phone integratior

Communicator can place and receive phone callz. If you need to change the automatic
phione configuration, zelect kManual configuration and then click Configure.

Automatic Configuration

M arual configuration Configure...

Conferencing informatian

Conference |0

Leader code:

Participant code:

Domain:
Taoll
Toll free:

[ k. ][ Cancel H_ Help
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Advanced Connection Settings |E|

Select which method should be wuzed to configure your connection to a
COmmuUnications service:

() dutomatic configuration

................................

Server name or IP address: |pool3.pbxlab.ong

Connect using:

@ 1cP
OTLs

[ 18 ] [ Cancel ] [ Help
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Acronyms

CTI Computer Telephony Interface

CUPS Cisco Unified Presence

DND Do-Not-Disturb

DTMF Dual Tone MultiFrequency

DTP DeskTop Phone

GUI Graphical User Interface

IETF Internet Engineering Task Force

IM Instant Messaging

IPPM Internet Protocol Phone Messenger
MS LCS Microsoft Live Communication Server (EE SP1)
MCS Multimedia Communication Server
MSN Microsoft Network

MPOP Multiple Point Of Presence

SCCP Skinny Protocol

SIMPLE SIP Instant Messaging and Presence Levering Extensions
SIP Session Initiation Protocol

SNMP Simple Network Management Protocol
TCP Transmission Control Protocol

TLS Transport Layer Security

XML Extensible Markup Language

MOC Microsoft Office Communicator

QoS Quality of Service

GW Gateway

SIW Software

QBE Quick Buffer Encoding, Protocol

DB Database
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Important Information
THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE

WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO
BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE
FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR
INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA
ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN

ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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