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Preface

This document is intended for anyone involved in the planning, implementation and system
administration of Cisco Unified Attendant Console. It assumes basic knowledge of the Cisco Unified
Attendant Console system and an understanding of Cisco Unified Call Manager, and it should be used
in conjunction with the Cisco Unified Attendant Console Installation and Administration Guide.

Cisco Unified Attendant Console is available in the following editions:

Edition

Number of Attendants
(operators)

Number of Queues

Number of Contacts

Department Edition

2 per instance (5
instances per server)

1 per instance (5
instances per server)

150 per instance (5 instances per
server)

Business Edition 12 3 500
Enterprise Edition |40 50 100K
Premium Edition 50 100 100K

All Editions have a client/server architecture.

Cisco Unified Attendant Console User Accounts

¢

Note

Cisco Unified Attendant Console uses the Cisco TSP to communicate between the Cisco Unified
Attendant Console Server and the Cisco Unified Communication Manager cluster to which it is
registered. In order to function correctly the User profile with which the TSP is registered must have the
correct roles assigned to it that all it perform all of the functions required. All Cisco Unified Attendant
Console versions up to 8.0.3 require an End User to be configured. If the Cisco Unified Communication
Manager is synchronised with an AD source, then the required End User must also be configured in AD,
or it will be deleted when the synch happens.

From version 8.0.3 an Application User is required. This has the advantage that these Users are not
synchronized with AD, and therefore there is no risk of the User being deleted this way, and running the
risk of the Cisco Unified Attendant Console server shutting down. It is required that the User is changed
from an End User to an Application User when completing an upgrade to version 8.0.3 or higher.

The User requires the following Roles to be assigned:

« Standard AXL API Access

I oL-20150-01
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« Standard CTI Allow Calling Number Modification

» Standard CTI Allow Control of All Devices

» Standard CTI Allow Control of Phones supporting Connected Xfer and conf*
e Standard CTI Allow Control of Phones supporting Rollover Mode*

« Standard CTI Allow Reception of SRTP Key Material

« Standard CTI Enabled

A

Note * are only relevant if using phone models 69xx, 7931, 7965, 89xx and 99xx on Cisco Unified
Communication Manager 7.1.2 or greater.

Cisco Unified Communications Manager System Devices

Cisco Unified Communications Manager uses the following system devices:

e Queue DDI (Direct Dial In)—the number dialed to route calls into a queue. Each DDI is configured
on Cisco Unified Communications Manager as a CTI Route Point, and any call intended for this
queue must be directed to this port, either directly or through a translation pattern.

» CT Gateway Devices—CTTI Ports that are created by the Admin application when synchronized with
Cisco Unified Communications Manager; they queue calls awaiting distribution to Cisco Unified
Attendant Console.

e Service Queues—CTTI Ports that are used to manage calls after they leave the operator’s handset, for
example when transferring or holding calls.

» Park devices—CTI Ports that are used when an attendant parks a call. The attendant can either select
the preferred Park port or allow the system to select the port for them. A parked call can then be
picked up by anyone on the system by dialling the Park port number.

The Cisco Unified Attendant Console Call Park functionality is additional to the standard Cisco
Unified Communications Manager call park and directed call park functions. Operators can see what
Park devices are available and choose whether to use a specific device or allow the system to select
a park device for them. As these Park Devices are exclusive to the console attendants they are
situated on the Cisco Unified Attendant Console server and require an additional range of DNs.

System Sizing Tool

To help you plan your system you can use the Unified Communications Sizing Tool (UCST) at
http://tools.cisco.com/cucst.

Obtaining Documentation and Submitting a Service Request

For information on:
< Obtaining documentation
e Obtaining support

e Submitting service requests

Cisco Unified Attendant Console - Troubleshooting Guide
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» Providing documentation feedback

» Security guidelines

« Recommended aliases

e Gathering additional information

« A list of all new and revised Cisco technical documentation

see the monthly What’s New in Cisco Product Documentation at:
http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a
free service and Cisco currently supports RSS Version 2.0.

Cisco Unified Attendant Console - Troubleshooting Guide
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Logging

= CHAPTER 1

This chapter describes the Logging functionality you can use to troubleshooting the system.

To configure logging, run Cisco Unified Attendant Console Web Admin and choose Engineering >

Logging Management.

Cisco Unified Attendant Console Logs

Cisco Unified Attendant Console logs are located in C:\Program Files\Cisco\Logging\OPR\ Log.

To toggle logging on and off, in the Attendant Console choose Help > About, and then press Ctrl-Alt-T.
The word Logging is displayed in the title bar when logging is activated.

You can use the following registry keys on the Attendant’s PC to control logging:

Location

Use

HKEY_LOCAL_MACHINE\Software\Arc Solutions\Call
Connect\Operator\Logging\Database Logging

Yes enables Contact Directory and
search logging, No disables it.

HKEY_LOCAL_MACHINE\Software\Arc Solutions\Call
Connect\Operator\Logging\Full Logging

Yes enables full logging. No enables
default logging.

HKEY_LOCAL_MACHINE\Software\Arc Solutions\Call
Connect\Operator\Logging\General Log File

The logging files base name.
Default is OPRlog.txt.

HKEY_LOCAL_MACHINE\Software\Arc Solutions\Call
Connect\Operator\Logging\General Log Location

The path to the log files folder. By
default, this is C:\Program
Files\Cisco\Logging.

HKEY_LOCAL_MACHINE\Software\Arc Solutions\Call
Connect\Operator\Logging\Host CTI Service Logging

Yes enables phone status icons
logging. No disables it.

HKEY_LOCAL_MACHINE\Software\Arc Solutions\Call
Connect\Operator\Logging\Logging On

Yes turns logging on. No turns
logging off.

HKEY_LOCAL_MACHINE\Software\Arc Solutions\Call
Connect\Operator\Logging\Maximum Log Files

The maximum number of log files to
save before overwriting the oldest.

HKEY_LOCAL_MACHINE\Software\Arc Solutions\Call
Connect\Operator\Logging\Maximum Log Lines

Number of lines written in each log
file

| oL-20150-01
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M Cisco Unified Attendant Server Logs

Cisco Unified Attendant Server Logs

Cisco Unified Attendant Console server logs every event that it generates. The following processes are
logged:

* Main Process - manages the router, database and comms, for example user activity (login, logout).
* Router Process - logs all the call routing information.

* CTI Process - logs the TAPI Interface

* Database Process - logs all activity on both databases.

* Communication Process - logs the TCP/IP communication between the clients and the server.

By default, the Main and Router processes are selected for logging; these will provide sufficient
information to solve most problems. To keep the log file to a manageable size, log the fewest processes
possible. You should only need to amend these settings if requested as part os a support case
investigation.

Each component saves its logs in a different sub-folder of C:\Program Files\Cisco\Attendant Server\Log.

Cisco Unified Attendant LDAP Plug-in

The default logging level is Detailed. If any of the following occur, you may have to change the level to
Full:

« Discrepancies between the Cisco Unified Attendant Console directory and the Cisco Unified
Communication Manager directory,

» Problems when synchronizing data online to the Cisco Unified Attendant Console Server
» Communication problems

You may also need to increase the number of lines and files depending the directory size and the length
of time over which you want to record data. You can have up to 100 files, each containing up to 100000
lines.

Cisco Unified Attendant CUPS Plug-in

If any of the following occur, you should set the logging level to Full:
e Memory leaks,
» Communication problems
« sipXTapi (open source third party component) problems

This will provide .Net stack level exception details.

Make sure that in C:\Program Files\Cisco\CUPS\CUPS Presence Server Plug-in.exe.config, the key to
enable the sipXtapi logging is set to true. For example:
(<add key="sipXtapiLogging" value="true"/ >)

You may also need to increase the number of lines and files depending the directory size and the length
of time over which you want to record data. You can have up to 100 files, each containing up to 100000
lines.

Cisco Unified Attendant Console - Troubleshooting Guide
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Cisco Unified Attendant BLF Plug-in

Cisco Unified Attendant BLF Plug-in

By default, the logging level is set to Full.

You may also need to increase the number of lines and files depending the directory size and the length
of time over which you want to record data. You can have up to 100 files, each containing up to 100000

lines.

Web Admin

The default logging level is usually sufficient to troubleshoot most common problems. You can set

S

Note

logging to detailed by changing the registry keys listed below.

You should make a backup of HKEY_LOCAL_MACHINE\SOFTWARE\Arc Solutions\Call Connect\Web
Admin\Runtime Logging registry key before changing any registry settings mentioned below. After
collecting logs with detailed logging settings, you should restore the default logging settings from the

backed up registry; this will prevent huge logs from being generated.

Key Setting
HKEY_LOCAL_MACHINE\SOFTWARE\Arc Solutions\Call Connect\Web 262 decimal
Admin\Runtime Logging\API Clients Level (106 hex)

HKEY_LOCAL_MACHINE\SOFTWARE\Arc Solutions\Call Connect\Web
Admin\Runtime Logging\Clients Level

7 decimal/hex

HKEY_LOCAL_MACHINE\SOFTWARE\Arc Solutions\Call Connect\Web
Admin\Runtime Logging\Data Objects Process

YES

HKEY_LOCAL_MACHINE\SOFTWARE\Arc Solutions\Call Connect\Web
Admin\Runtime Logging\Data Objects Level

7 decimal/hex

HKEY_LOCAL_MACHINE\SOFTWARE\Arc Solutions\Call Connect\Web
Admin\Runtime Logging\API External APIs Level

519 decimal
(207 hex)

HKEY_LOCAL_MACHINE\SOFTWARE\Arc Solutions\Call Connect\Web
Admin\Runtime Logging\ Internal Objects Level

7 decimal/hex

HKEY_LOCAL_MACHINE\SOFTWARE\Arc Solutions\Call Connect\Web
Admin\Runtime Logging\ Internal Objects Process

YES

HKEY_LOCAL_MACHINE\SOFTWARE\Arc Solutions\Call Connect\Web
Admin\Runtime Logging\Management Level

263 decimal
(107 hex)

HKEY_LOCAL_MACHINE\SOFTWARE\Arc Solutions\Call Connect\Web
Admin\Runtime Logging\ Request Response Level

7 decimal/hex

HKEY_LOCAL_MACHINE\SOFTWARE\Arc Solutions\Call Connect\Web
Admin\Runtime Logging\ System Level

263 decimal
(107 hex)

| oL-20150-01
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Cisco TSP Logging

To perform Cisco TSP logging, do the following:

Stepl  If you have not already done so, create the folder, C:\Program Files\Cisco\Logging\TSP.
Step 2 In Control Panel, select Phone and Modem.
Step3  Click the Advanced tab, select CiscoTSP001.tsp, and then click Configure.

Step4  In the Cisco Unified Communication Manager TSP dialog box, click the Trace tab and then change the
Directory to C:\Program Files\Cisco\Logging\TSP.

Step 5 Optionally, select CTI Trace and TSPI Trace, and select Detailed.
Step6  Click OK.

Cisco Unified Attendant Console - Troubleshooting Guide
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Installation and Connectivity

This chapter describes problems that can arise during installation. It also covers problems cause by the
connection between the Cisco Unified Attendant Console and external resources, such as the Unified
Communications Manager or LDAP sources.

Unable to Connect to Cisco Unified Communication Manager

Step 1

Step 2

Step 3

If you are unable to connect to the Cisco Unified Communication Manager, firstly run Cisco Unified
Attendant Console Web Admin, choose Engineering > CUCM Connection, and then click Test
Connection.

If this does not reveal the cause of the problem, do the following:

Ensure the Application User username and password are correct by logging into the Cisco Unified
Communication Manager with the same credentials.

Ensure that the user is added to the Standard Cisco Unified Communication Manager Super Users
Group.

Ensure users have the following roles assigned:
» Standard CTI Allow Call Park Monitoring
» Standard CTI Allow Calling Number Modification
« Standard CTI Allow Control of All Devices
« Standard CTI Allow Reception of SRTP Key Material
« Standard CTI Enabled
» Standard AXL API Access
e Standard CTI Allow Control of Phones supporting Rollover Mode*
< Standard CTI Allow Control of Phones supporting Connected Xfer and conf*

* These are relevant only if you are using phone models 69xx, 7931, 7965, 89xx and 99xx on Cisco
Unified Communication Manager 7.1.2 or greater.

Ensure that the AXL Service is activated on the Cisco Unified Communication Manager.

| oL-20150-01
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CTI Device Problems

If CTI devices are not registering on Cisco Unified Communication Manager, or their status is Unknown
or Unregistered, do the following:

Step 1 On the Cisco Unified Attendant Console server, click the Start button, and then, on the Start menu, click
Run, and then type dialer.

Step2  In the Phone Dialer, choose Tools > Connect Using and check that the Synchronized CTI devices are
listed

File Edit Toaols Help

Numberto dial: Speed dial

2|

j Line Properties... |

5
— JHAT (1] (b -
PRS Tl |Cisco Line: [G235DBA1A100002] (6001)
8

Cisco Line: [G2330BA1A100003] (5002

Cisco Line: [G2330BA1A100004] (5003)

Cisco Line: [G235DBATAT00005] (6004) athier pragrans
Cisco Line: [GAE77030C100001] (8530)

Cisco Line: [GAE77030C100002] (8531} Cancel |
Cisco Line: [GAE77030C100003] (8532)
Cisco Line: [GAE77030C100004] (8533}

Cisco Line: [GAE77030C100005] (8534)

« If the devices are in the list, start the Cisco Unified Attendant Console Web Admin, choose
Engineering > Service Management, and ensure that the Cisco Unified Attendant Server service
is running.

» If the devices aren’t in the list, the TSP is not working correctly. Ensure that the TSP Configuration
is correct and then reboot the machine to re-establish the TAPI connection.

Installing the TSP or Wave Driver via an RDP connection can cause the TSP to malfunction. For more
information on this, see the Install and Upgrade Guides at
http://www.cisco.com/en/US/products/ps7282/prod_installation_guides_list.html.

If the TSP and Wave Driver were installed via a session-based access method, you will have to reinstall
them. If you need to uninstall the Cisco TSP follow the instructions in the C:\Program
Files\Ciscociscotsp.txt file, which is created when the TSP is installed.

Other check you can perform:

Step 1 In Control Panel, select Phone and Modem.

Step2  Click the Advanced tab, and verify there is only one CiscoTSP configuration.

Cisco Unified Attendant Console - Troubleshooting Guide
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Uninstalling the Wave Driver

e Verify that the TSP installed is the latest version available for download from the Cisco Unified
Communication Manager Application Plug-in page.

» Verify that CTI devices are not associated with any other End or Application Users in the cluster.

Uninstalling the Wave Driver

To uninstall the wave driver, do the following:

Step 1 Click the Start button. In the search box, type Device Manager, and then, in the list of results, click
Device Manager.

Step2  Expand Sound, video and game controllers.
Step3  Right-click Cisco Unified Communications Manager TSP Wave Driver, and then click Uninstall.
Step4  Repeat this process for each instance of the Wave Driver installed.

Step5  Reboot the machine and reinstall the TSP and Wave Driver as described in the installation guide at
http://www.cisco.com/en/US/products/ps7282/prod_installation_guides_list.html.

A

Caution  If the Cisco Unified Communication Manager is upgraded, you must also upgrade the Cisco Unified
Attendant Console Server's TSP Installation.

Some CTI Devices Not Registering

If some of the CTI devices configured in the Cisco Unified Attendant Console Web Admin do not
register, do the following:

Step 1 In Control Panel, select Phone and Modem.
Step2  Click the Advanced tab, select CiscoTSP001.tsp, and then click Configure.
« Verify devices are not associated with any other End User or Application User in the cluster.

e Select the Wave tab and ensure that the Desired number of possible Automated Voice lines is set
to 255. If you change this setting, you must also uninstall and then re-install the Wave Driver (as
described in Uninstalling the Wave Driver, page 2-3) for the change to take effect.

Note  If you are using Cisco Unified Communication Manager 8.x, this is done automatically by the Cisco
Unified Attendant Console Installation Wizard, and the new Cisco Media Driver is used instead of the
TAPI Wave Driver.

Cisco Unified Attendant Console - Troubleshooting Guide
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Callers To Main Reception Hear Fast Busy Tone

If callers to the main reception are hearing the fast busy tone, do the following:

< Ensure that the CTI Route Point associated with this queue is registered in Cisco Unified
Communication Manager. If it is registered, the problem is probably between the gateway and the
Route Point. Ensure the gateway has the correct Calling Search Space to reach the partition that is
configured against the CTI Route, and that the Translation Pattern is correct.

» If all Cisco Unified Attendant Console CTI devices are unregistered refer to "CTI Device Problems"
on page 2 - 2.

» If some CTI devices are registered and some unregistered refer to "Some CTI Devices Not
Registering" on page 2 - 3.

< In versions prior to 8.6, if only the CTI Route Point for that queue is unregistered refer to SR
<CSCtq00285 >

CTI Devices Not Synchronizing
N

Note  If you have upgraded from a Cisco Unified Attendant Console Version earlier than 8.0.3, you must
change your End User Account to an Application User Account. If you do not do this, attempts to
synchronize the Cisco Unified Attendant Console Server with the Cisco Unified Communication
Manager will fail.

If CTI Devices are not synchronizing to Cisco Unified Communication Manager, do the following:

Stepl  In Cisco Unified Attendant Console Web Admin, choose System Configuration > Synchronize with
CUCM and select the Synchronize with CUCM.

Step2  If the devices fail to synchronize there will be an error code, for example 8500. Reference this code in
the Cisco Unified Attendant Console Configuration and Installation guide as the list is very well detailed
and should give an indication of what is going on. This document can be found here
http://www.cisco.com/en/US/products/ps7282/prod_installation_guides_list.html

Ldap Server Not Synchronizing Contacts

Stepl  In Cisco Unified Attendant Console Web Admin choose Engineering > Service Management and
select the information icon for the LDAP Service

Cisco Unified Attendant LDAP Plug-in
Status: Active - Server is active and fully operational {f-\ o @

Cisco Unified Attendant Console - Troubleshooting Guide
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Step 2

Step 3

Step 4

CTI Devices Not Synchronizing

This will bring up the LDAP Status window displaying the number of active connections and active
synchs as well as the connectivity status. For example:

r Cisco Unified Attendant LDAP Plug-in

I rserver Activity
! 0 100 0 100

Active Source(s): [N Active Synch(s): [

1 0

1l| rServer Status

) Primary Server Configuration Database Logging Database
’— Connected ‘ ’— Connected ’— Stand By

If Primary Server connection is displaying as Not Connected:
a. Click the Start button, and then, on the Start menu, click Run and then type Regedit.

b. Locate HKEY_LOCAL_MACHINE\Software\Arc Solutions\Call Connect\LDAP\Defaults and
ensure that the IP address of the LDAP Server is the same as the IP address of the Cisco Unified
Attendant Console Server. If it is not the same, stop the LDAP Service, change the key in the registry
to the correct IP address, and then restart the LDAP Service.

The LDAP Status window should display all items as Connected at the bottom.

Operators Receive Invalid Destination Error When Transferring Calls

Step 1

Step 2

Invalid Destination means the TSP is unable to access the number dialed from the Console: either the
number was dialed incorrectly or the phone or CTI Service Queue Port does not have the correct CSS to
reach the destination.

If the number in the directory is correct, in Cisco Unified Attendant Console Web Admin choose User
Settings > General Settings and ensure that the maximum internal extension length is enough to cover
all the digits in the number dialed by the operator (including the voicemail prefix if configured).

If the number dialed exceeds the configured maximum internal extension length, the prefix will be added
to that number.

If step 1 does not resolve the issue, the problem is most likely to be with the Calling Search Space. To
check this, ensure that the Service Queue CTI Ports have the necessary CSS to reach the intended
destination:

a. With Cisco Unified Attendant Console Server shut down, click the Start button, and then, in the
Start menu, click Run, and then type dialer.

b. Connect to one of the Service Queue devices.
c. Dial the number the operator is attempting to transfer calls to.

d. If the number does not ring, the CSS on the CTI Port needs to be updated to allow sending calls to
the destination Partition.

| oL-20150-01
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e. If the call is successful, determine whether the transfer problem occurs only with external calls by
placing a call from an internal extension directly to the CTI Route Point associated with the queue.
If Direct Transfers are enabled (see Enabling Direct Transfers, page 4-5) and the operator can
transfer the internal call, the issue is with the CSS on the gateway. As Cisco Unified Attendant
Console uses TSP and CTI to move calls, the function of CTI Redirect performed on the call forces
it to inherit the CSS of the gateway which does not always allow calls to all phones. Modify the
gateway CSS to accommodate this and resolve the problem.

Administrator Permissions Issue

Cisco Unified Attendant Console Web Admin application uses the local machine default Administrator
account for IIS Authentication purposes. Because of security risks many customers remove or disable
the default "Administrator" account, and create a different account with local Administrator privileges.
But by doing so, customers face licensing & menu display issues on the Cisco Unified Attendant Console
Web Admin application.

This section explains how to configure the Cisco Unified Attendant Console Web Admin application
under a local administrator account other than the default "Administrator" account.

Note - This issue is only present on Windows Server 2003 installations. Windows Server 2008 installations
are not dependant on the Administrator account.
- It is assumed that the user has already created a windows user account on local machine and has added
this account to the local machine Administrators group.

Configuring Cisco Unified Attendant Console Web Admin under a local
administrator account

This section explains the steps required to configure the Cisco Unified Attendant Console Web Admin
under a local administrator account other than the default Administrator account.

Cisco Unified Attendant Console - Troubleshooting Guide
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Administrator Permissions Issue

Stepl  Open the "Internet Information Service (IIS) Manager" as shown in Figure 2-1.
Figure 2-1 Open IIS Manager
Administrator : Bl s
- 3o My Computer 23 Cluster Administrator
g Your 5! 3 Component Services
Py Control Panel » =1 Computer Managament
_,_\-,“ W & E}. 4 Configure Your Server Wizard
‘&) Data Sources (OOBC)
ﬂcﬂmm ak Distributed Fie System
Event Viewer
@ Motepad W Internet Information Services (115) Manager
. & Licensing
mm’m P Local Security Policy
F Manage Your Server
i Microsoft \NET Framework 1.1 Configuration
§in Microsoft NET Framework 1.1 Wizards
@ Network Load Balancing Manager
W Performance
(2 Remote Deskkops
= Routing and Remote Access
Al Programs ¢ Bl Services
1B Terminal Server Licensing
Log Off @ Shik Down 5] Terminal Services Configuration
|#istare | [ & | 4P Terminal Services Manager
Step2  Now expand the tree menu as shown in the Figure 2-2 on page 2-7 to find the Web Admin web site. Right

click it and select the Properties option from popup menu.

I_' Internet Information Services (115) Manager

Tp Bl fetion Yew Window Heb
e A= e -

g [rtemet Information Services

[Loca | version

=5 WEE-2003-001 (local comguter)
B _J FTP Stes
-l hephestion Peol
EH_J Web Skes
= ) Defaukt Web Ske
] v cbcmin |
B aspret_cl Explone
B _J WebService Exte Oren

Figure 2-2

SIWEB-2003-001 (local computer) et

115 vé.0

Find the Web Admin web site
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W Administrator Permissions Issue

Step3  On "Web Admin Properties" dialog select the "Directory Security" tab and click Edit button under
"Authentication and access control" group box. See Figure 2-3 on page 2-8

WebAdmin Properties E |

HTTP Headers | Custom Errors ] ASP.NET |
virtual Directory | Documents Directory Security
~ Authentication and access control
Enable anonymous access and edit the
authentication methods For this resource, || Edit... i

~IP address and domain name restrictions

Grank or deny access to this resource using
IP addresses or Internet domain names.

Edi... ]

— Secure communications

Require secure communications and Errare ot ]
23 enable client certificates when this S e el
© 0 resource is accessed. |

e '-'_'.'r r:':'l_---!h.'.-'- ¥

Edit... ]
OK Cancel Apply | Help |
Figure 2-3 Web Admin Properties Window
Step4  "Authentication Methods" window shows the user account used for Anonymous access under "Enable

anonymous access" group box. In case of default installation, this shows the "Administrator" account.
You need to replace it with an alternate local administrator account. SeeFigure 2-4 on page 2-9
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Step 5

Authentication Methods E3 |

—I¥ Enable anonymous access|
Use the following Windows user account For anonymous access:

User name: | Adrministrator Browse...
Password: |uuuun
Authenticated access

For the following authentication methods, user name and password
are required when:
- anonymous access is disabled, or
- access is restricted using NTFS access control lists
¥ Integrated Windows authentication
™ Digest authentication For Windows domain servers
[~ Basic authentication (password is senkt in clear text)

[~ .MET Passport authentication

Default domain:

I
Reslm: I

| 0K I Cancel Help

Figure 2-4 Web Admin Anonymous Access User Name
Figure 2-5 on page 2-10 shows that the "Administrator" user is replaced with a local administrator user
account called "Cisco Unified Attendant Console_Admin". Password for this user account also needs to
be provided in the Password field. Press the Ok button to apply the change (IIS will ask you to confirm
the password).

Administrator Permissions Issue
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M Changing Cisco Unified Attendant Console Server IP Address

[}
| Authentication Methods E '

—I¥ Enable anonymous access

IUse the Following \Windows user account For anonymous access:

Llser name: I ClxAC_Admin|

| Password: I TTTITIIIITT)

Erowse, .. |

—Authenticated access

are reguired when:

[~ MET Passport authentication

For the Following authentication methods, user name and password
- anonymous access is disabled, or

- access is restricked using MTFS access contral lisks

v Integrated Windows authentication
[ Digest authentication For Windows domain servers
[ Basic authentication {password is sent in clear text)

Default donmain: I

Reealm: I

Seleck, ..

Seleck, ..

i

Ok I Cancel | Help |
Figure 2-5 Use Local Administrator Account for Anonymous Access

Step6  Close all open IIS screens by pressing Ok/Apply buttons. Re-start the machine for changes to take effect.

Changing Cisco Unified Attendant Console Server IP Address

The majority of the references of the IP address are contained within the Windows registry of the Cisco
Unified Attendant Console server. It is recommended that you take a backup of your registry before
making any of the below changes. Below are the specific registry keys that should be amended. It is
recommended that instead changing the old IP address for the new IP address, configuring these settings
to use the server machine hostname would remove this from being an issue in the future.

Stop the Cisco Unified Attendant LDAP Plug-in and Cisco Unified Attendant Server Services through
Windows Server Manager and then update the following registry keys with the IP address or hostname

of the Cisco Unified Attendant Console server

« HKEY_LOCAL_MACHINE\SOFTWARE\Arc Solutions\Call Connect\Configuration\Defaults

— Web Server

e HKEY_LOCAL_MACHINE\SOFTWARE\Arc Solutions\Call Connect\Configuration Database

— Server

« HKey_Local_Machine\SOFTWARE\Arc Solutions\Call Connect\Defaults

l_ Cisco Unified Attendant Console - Troubleshooting Guide
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XML Configuration files

— CTI Server Name

— Last Connected Server
— Presence Server Name
— Server Name

« HKEY_LOCAL_MACHINE\SOFTWARE\Arc Solutions\Call Connect\LDAP Synchronize
Server\CT Connection\Primary

— Server Name

« HKEY_LOCAL_MACHINE\SOFTWARE\Arc Solutions\Call Connect\LDAP Synchronize
Server\Defaults

— Server Name
« HKEY_LOCAL_MACHINE\SOFTWARE\Arc Solutions\Call Connect\Logging Database

— Server

XML Configuration files

XXXXXXX

CTI Server

Update the CTI Server configuration file - located in C:\Program Files\Cisco\CTI Server, named 'CTI
Server.exe'. This is an XML File and will contain the following key;

<add key="'ServerIP' value="xxx""/ >

Update this value with the new IP Address/hostname of the Cisco Unified Attendant Console Server.

Note  Please note that the location may vary slightly in different versions of the Cisco Unified Attendant
Console Server

CUPS Server

Update the CTI Server configuration file - located in C:\Program Files\Cisco\CUPS - named ‘Cisco
Presence Server Plug-in.exe’. This is an XML File and will contain the following key:

<add key='ServerIP' value="'xxx'/ >

Update this value with the new IP Address\hostname of the Cisco Unified Attendant Console Server

Note  Please note that the location may vary slightly in different versions of the Cisco Unified Attendant
Console Server

Database Configuration file

Update the Config.DB file located in the C:\Program Files\Cisco\Utilities directory.

Cisco Unified Attendant Console - Troubleshooting Guide
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W Clients

Clients

Open this file using Windows Notepad - there will be two lines that display the following information:
ATTCFG,Configuration DB xxx.xxx.xxx.xxx,sa,)hh > (jIn]j)

ATTLOG,Logging DB xxx.xxx.xxx.xxx,sa,)hh > (jlnlj)

Change the IP address above to the new IP Address/Hostname

Once the server has been changed you will also need to update the Cisco Unified Attendant Console
clients with the correct details. Please make sure you log out and close the client before making any
changes.

« HKEY_LOCAL_MACHINE\SOFTWARE\Arc Solutions\Call Connect\Defaults
— Last Connected Server

— Server Name

Unable To Make Online Changes Because Channel Link Is

Down

Step 1
Step 2
Step 3
Step 4

Note

The error Unable to make online changes because Channel Link is down is displayed when the
ActiveMQ service is not active. To start the service, do the following on the host server:

In Control Panel, select Administrative Tools.
In the browser, double-click Services.
In the Service window, locate the ActiveMQ service.

If the status of the service is blank (meaning that it is stopped), select the service and then click Start.

If the ActiveMQ service fails to start this is probably because the latest version of Java is not installed.
To install the latest version of Java, visit java.com and follow the instructions.

Cisco Unified Attendant Console - Troubleshooting Guide
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Web Administration

This chapter describes some of the Cisco Unified Attendant Console Web Admin problems that can
occur.

Unable to Create Queues or Operators

If you cannot create queues or operator profiles under User Configuration > Queue Management or
User Configuration > Operator Management, check the license window for correct licenses.

Choose Help > License and ensure that the current number of operators is less than the licensed amount

Licenses
Product

Cisco Unified Attendant Console Sessions - 3 User License

Cisco Unified Enterprise Attendant Console Server

Add more operator licenses to allow for the creation of more operator usernames and queues.

Unable to activate LAC on Cisco Website

If you cannot activate LAC on thewww.cisco.com/go/ac website you may see these error messages:
« No more activations

The LAC has already been activated. Ensure that the correct LAC was entered and that it is the
original LAC shipped with the software.

If transferring the Server installation to new hardware, the license will become invalid and the server
will have to be relicensed. The LAC can be refreshed, for this contact Cisco TAC

« Invalid license code

If the LAC was typed in properly and this error is received, ensure that the correct Cisco Unified
Attendant Console Edition is being activated.

e A license file is delivered successfully, however only the Operator Licenses appear in the Web
Admin License screen

Cisco Unified Attendant Console - Troubleshooting Guide
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M Logging in to Web Admin Causes "DB Error" Message

This indicates that a LAC has already been activated for a particular Server. The Website is able to

recognize this based on the registry code entered. If you are unable to register your server, contact
Cisco TAC

Logging in to Web Admin Causes "DB Error" Message

Stepl  Check Windows Services and ensure that the Cisco Unified Attendant Console Server service is started.
If the service is stopped, start it and ensure that it is set to start automatically.

Step2  If the service is started, check the log file: C:\Program Files\Cisco\Logging\SRV\Log\icdinit.log. This
file logs each server start and will contain error messages describing why the Cisco Unified Attendant
Console server cannot start.

Step3  If the error messages are Unable connect to database ATTCFG and Unable to connect to database
ATTLOG ensure that the Microsoft SQL Server service is started and set to automatically start.

Step4  Sometimes SQL does not allow the Cisco Unified Attendant Console service to log onto the databases.
Step5  Using Microsoft SQL Server Studio Management ensure that
« BUILTIN\ADMINISTRATORS and the sa username haves System Admin permissions assigned

e The account is not locked out.

Cisco Unified Attendant Console - Troubleshooting Guide
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Attendant Console and Client Software Issues

This chapter describes the following Attendant Console and Client software issues that can impact on
functionality and operability:

e Directory Issues

e Contact Phone Status Shows Out Of Service
e Client Preferences Are Not Saved

e Remove Call Park Window

e Enabling Direct Transfers

Directory Issues

This section describes the following directory issues:
e Directory Does Not Display and Console Shows Database not connected
« Contact Phone Status Not Displayed
« Contact Phone Status Shows Out Of Service

Directory Does Not Display and Console Shows Database not connected

Step 1

Note

Step 2

On the Attendant Console PC, do the following:

Verify that the Windows User has Full Control access to the HKEY_LOCAL_MACHINE\Software\Arc
Solutions registry key. For instructions on how to grant this access level, see Client Preferences Are Not
Saved, page 4-3.

If the Cisco Unified Attendant Console version is earlier than 8.0.3 verify that
HKEY_LOCAL_MACHINE\Software\Borland has this access as well.

Verify that the Cisco Unified Attendant Console Server can be pinged from the command line by IP
Address and Hostname. If it cannot be reached via hostname, have this added to DNS or to the host file
on the machine.

| oL-20150-01

Cisco Unified Attendant Console - Troubleshooting Guide g



Chapter4  Attendant Console and Client Software Issues |

M Directory Issues

On the Cisco Unified Attendant Console Server, do the following:

Stepl  Ensure that the contact database is populated:
a. Open a synchronization log file in C:\Program Files\Cisco\Logging\LDAP\Log\SSLog_xxxx.txt
b. Check that the following lines show in the logs:

7172011 6:56:41.317 [Synchrenization Start AT:7/1/2011 £:56:41.317] “[MUsage: MU:9516MPU:SS20,VMLLE268, VI PL:5288,P
PLEZA,NPPLE]™ EXSOO000

72011 6256:41.723 CTH100001 NTH Jodhan Smith 1234 MoData Updated Success EXS000001
TAF2011 65642426 CTHI00005 NTHL lane Doe 5555 NoData nserted Success  EX5000001

If the lines are there, there are contacts in the database.
c. Start the SQL Configuration Manager utility.

d. In the utility, choose Network Configuration and make sure that TCP/IP and Named Pipes
connections are enabled.

e. If you have to enable either of them, restart SQL for the changes to take effect.

Contact Phone Status Not Displayed

The phone status column in the directory is empty. For example:

. = I e | Last Mame + First Mame Location Departrment Mumber
Barish Paul HQ Leqal 7151006
Barizsh Beverly Branch A Marketing 7151005
Botwin Mancy Branch A Sales 7151009
Brock Michelle HQ Operations 7151002
Callahan Tommy Branch C Sales 7151001
Callahan 5r. Thomas Branch A Executive 7151007
Chase Vincent Branch C Marketing 7151019
Davies Adam Branch B Sales 7151016
Gordon Dana Branch B Executive 7151017

Reasons for this include:

e The BLF Plug-in on the Cisco Unified Attendant Console Server is not running. To fix this, log in
to Cisco Unified Attendant Console Web Admin, choose Engineering > Service Management, and
then start the BLF Plug-in.

» Cisco Unified Attendant Console client is unable to reach the BLF Plug-in service on the Cisco
Unified Attendant Console server. If so:

a. Ensure the BLF Plug-in is running, as described above.
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Client Preferences Are Not Saved

Ping the Cisco Unified Attendant Console Server by hostname and IP address, it should be
reachable by IP address and hostname. If it is not reachable by hostname, add the IP address and
hostname in the windows hosts file

Contact Phone Status Shows Out Of Service

If the phone status of an extension displays out-of-service status regardless of the actual status of the
phone, do the following:

« Verify that the device in question is registered in Call Manager.

» The device might just be taking some time to display status: press F2 to bring up the status window
which will send the request right away

« If the F2 window also displays out of service or no phone status at all close this window and press
F12 to bring up the contact details.

« In the contact details window click the Numbers tab:

ensure that Use Device Name is checked (enabled)
ensure the Device Name is that of the device that should be monitored

if the device name is incorrect manually add the correct device name or if extension mobility is
being used, remove any device name present

close the contact details window and refresh the BLF status (by pressing F2 on the contact or
clearing the search and searching for that contact again)

Ensure that the Device Number is an exact match to the Cisco Unified Communication
Manager, any mismatch (including Spaces) will stop BLF from working,

If entries are Extension Mobility Users, ensure that allow control of Device from CTI is selected
against the End User, the Device Profile and the logged out phone device. If you need to enable
this option, the user will need to log out and back into the phone in order to start getting BLF
information.

Client Preferences Are Not Saved

The operator configures preferences on their PC, but these settings are lost when they restart their PC.

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

You need to amend the security settings for the Arc Solutions registry key so that all users have Full
Control of this registry key.

On the Attendant Console client PC, log in as Local Administrator.

Ensure that all Cisco applications are closed.

Click the Start button, and then, from the Start menu, select Run.

In the Run dialog box, type Regedit.

The Windows Registry Editor opens.

Browse to HKLM > Software > Arc Solutions.

Right-click the Arc Solutions registry key, and select Permissions.

| oL-20150-01
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W Client Preferences Are Not Saved

Step 7

Step 8
Step 9

Step 10
Step 11

Step 12

Step 13

The Permissions for Arc Solutions dialog box appears. For example:

fis Tor Arc Soluticng
S ity
TFOUD OF LT AR
[ i mcbmiristraless (BGILAP TOF Adkmirisiralen)
£ Beonie Gt (ARCSYSTEMS Barriad

1 CREATOR DWHER
EF’H’HHF Lizsm (BGLAFTO P Power Linsrs)

m LA -ma—iLl] w
£ *
[ igdd. [ Bemeawa ]
E fior Ackmir Alow Dy
Fid Carreal |
Resd |

Special Parmiasons

For apecial pemissions of for advanced settings,
chok Advanced. Advancad

L_ox J[ oo ]

Click Add.

In Enter the object name to select, type <domain_name> \Everyone, where <domain_name> is the

domain that a standard desktop user logs in to.

Click OK to add the user Everyone.

From Group or user names, select Everyone, and then, in the Permissions for Everyone list, select the
Allow Full Control check box, to grant full access to this registry key.

Parmissions Tor

SeCuy

s O Lt ST
I Acmimistrwicn (BELAP TO P Adminirinetans) -
] Berrie Srere GRS SYSTEM S Bonria)
I CREATOGR OVHER

Everyora
Biniacme | e BT & DTS E D ssome | e et
< >
[ Add. | [ Bemow= |
Esmasiona for Everyona Alorer Lrarry
Full Cortrel =l (]
Pamd = -

Spowcal Penmissans

Fer spa=ial parmizsiora or for achesncsd ssitirge — I
chek Aduarsad Ay -

Ok ] [ Canca ] [ &opw

Click Advanced and then select the Replace all existing inheritable permissions on all descendants
with in heritable permissions from this object check box.

Click Apply, and then click OK.

The access rights have now been granted and Cisco Unified Attendant Console will now save settings.
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Remove Call Park Window [l

Remove Call Park Window

Step 1

Step 2
Step 3

Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

If customer is not using the Call Park functionality with Cisco Unified Attendant Console, they are able
to remove this window from the screen.

To achieve this, follow the steps below to hide the Call Park window.

On the client machine (i.e. the Attendant Console client PC), log in to the machine as Local
Administrator

Ensure that all Cisco applications are closed

Select Start > Run, and type Regedit in the Run Box

Tyo= th= name of a program, folder, doament, o
Irermel resaunce, and Windows adl open it for voi

Qpen: | EEEED b

[ ][ comee | [ gowee..

The Windows Registry Editor opens.

Browse to HKLM > Software > Arc Solutions\Call Connect\Operator\Defaults
Locate the registry key named Allow Call Parking

Double click this registry key, and change the value to No. Press OK

Close the registry editor, and reopen the Cisco Unified Attendant Console application

The call park window has now been removed

Enabling Direct Transfers

Direct Transfers can be enabled on the Attendant Console PC. You should consider doing this if you want
to achieve either of the following:

< When the operator performs a blind transfer, the recipient of the transfer shows the caller ID of a
CTI Port (the Cisco Unified Attendant Console Service device), while the call is ringing on the IP
Phone, however the desired behavior is that the recipients see’s the CLI of the caller

« When a call has been transferred, the caller hears Music-on-Hold while the call is ringing on the
other IP Phone, the desired behavior is for the caller to hear "ring tone"

When the operator performs a blind transfer via the Cisco Unified Attendant Console application, the
original caller is moved to a CTI Port (the "Service" device). This CTI Port then answers the call, and
makes the transfer to the target extension. It is this call flow that enables the "transfer recall”
functionality of Cisco Unified Attendant Console, however has the effects that are mentioned above

It is possible to disable this functionality - when doing so, Transfer Recall functionality will be lost,
however if the IP Phones users have voicemail this is typically acceptable, as calls will forward to the IP
Phones users voicemail box, as opposed to recalling back to the operator

Performing this action is known as enabling "direct transfers"

| oL-20150-01
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M Enabling Direct Transfers

To enable direct transfers:

Stepl  On the client machine (i.e. the Attendant Console client PC), log in to the machine as Local
Administrator

Step2  Ensure that all Cisco applications are closed

Step3  Select Start > Run, and type Regedit in the Run Box

fun @E|

Typ= th= name of a program, fold=r, dooment, o
Irviermel resaurce, and Windows wil open it for vois

Open: | BEEED bl

[ [ coem ][ mowee..

Step4  The Windows Registry Editor opens.
Step5  Browse to HKLM > Software > Arc Solutions\Call Connect\Operator\Defaults
Step6  Locate the registry key named Direct Transfers

Step7  Double click this registry key, and change the value the appropriate option listed below. NOTE: typical
option would be to set this to All. Press OK

Step8  Close the registry editor, and reopen the Cisco Unified Attendant Console application
Step9  Direct Transfers is now enabled
The following configurations are available:
e All - Enabled for all Transfer types.
e Off - Direct Transfers are disabled and Service Queue will be used (Default operation)

< Internal - This will only enable Direct Transfers to internal numbers. Transfers to external numbers
will still go via the Service Queue.*

« External - This will only enable Direct Transfers to external numbers. Transfers to internal numbers
will still go via the Service Queue.*

* Internal and External numbers are determined by the configuration in the Web Admin under User
Configuration - general Properties.

Technical Considerations for enabling Direct Transfers

When the Cisco Unified Attendant Console application performs a standard blind transfer, it is using a
specific CTI function -

Redirect (SLDST_REDIRECT_RESET_ORIG_CALLED). This redirects the call from the Attendant
Console handset to the Service Queue (CTI Port). This in turn will use the first line to hold the call and
the second to make the call out - in the same manner as a consult transfer. When the target recipient picks
up the two calls are automatically joined together.

Cisco Unified Attendant Console - Troubleshooting Guide
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Tip

Enabling Direct Transfers

When direct transfers is enabled, the blind transfer function still utilizes this same CTI function, however
in this scenario the call passes the Service Queue and redirects the call instantly to the physical handset.
Therefore, the caller will hear ringing as the call is no longer being placed on hold on a CTI Port. The
call will also display the original Caller-ID rather than the Caller ID of the CTI Port.

As the CTI redirect function works slightly differently to a standard blind transfer that would be invoked
via a physical handset, the call is never placed on hold. Due to this, the redirect of the call will therefore
be using the Calling Search Space of the originating device - in the case of an external call that is inbound
to Cisco Unified Attendant Console, this will be the Calling Search Space of the PSTN gateway.

If the gateway has a restricted Calling Search Space that only allows calls to internal extension, and a
call into the attendant console is desired to be transferred to an external number - in this scenario it would
fail, and a message of Invalid Destination will be displayed on the Cisco Unified Attendant Console
application. This is because the originating Calling Search Space does not allow the call to be sent to an
external location.

Recommendations:
If Direct Transfer is enabled, a pre-requisite is that the gateway is configured with the relevant CSS to
enable calls to be redirected back out to an external number.

However not all Cisco Unified Communication Manager customers are willing to make changes to their
CSS or Gateway configuration.

As such, the following statement applies when using direct transfers:
If you wish to enable Direct Transfers you must accept that the gateway’s CSS MUST be configured to
allow calls in to be redirected back to an external location
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M Enabling Direct Transfers

Cisco Unified Attendant Console - Troubleshooting Guide
m. 0L-20150-01 |



	Cisco Unified Attendant Console - Troubleshooting Guide
	Contents
	Preface
	Logging
	Cisco Unified Attendant Console Logs
	Cisco Unified Attendant Server Logs
	Cisco Unified Attendant LDAP Plug-in
	Cisco Unified Attendant CUPS Plug-in
	Cisco Unified Attendant BLF Plug-in
	Web Admin
	Cisco TSP Logging

	Installation and Connectivity
	Unable to Connect to Cisco Unified Communication Manager
	CTI Device Problems
	Uninstalling the Wave Driver
	Some CTI Devices Not Registering
	Callers To Main Reception Hear Fast Busy Tone
	CTI Devices Not Synchronizing
	Ldap Server Not Synchronizing Contacts
	Operators Receive Invalid Destination Error When Transferring Calls

	Administrator Permissions Issue
	Configuring Cisco Unified Attendant Console Web Admin under a local administrator account

	Changing Cisco Unified Attendant Console Server IP Address
	XML Configuration files
	CTI Server
	CUPS Server
	Database Configuration file

	Clients
	Unable To Make Online Changes Because Channel Link Is Down

	Web Administration
	Unable to Create Queues or Operators
	Unable to activate LAC on Cisco Website
	Logging in to Web Admin Causes "DB Error" Message

	Attendant Console and Client Software Issues
	Directory Issues
	Directory Does Not Display and Console Shows Database not connected
	Contact Phone Status Not Displayed
	Contact Phone Status Shows Out Of Service

	Client Preferences Are Not Saved
	Remove Call Park Window
	Enabling Direct Transfers
	Technical Considerations for enabling Direct Transfers



