A

administration page not displaying, troubleshooting 4-3

administrator account not associated with Cisco Unity
subscriber  8-3

admission rejects  5-17
allowing remote access, how to  A-4
analyzing captured packets 2-10

assistant console displays error, Cisco IPMA service
unreachable 9-8

attendant cannot access server error message
displays 9-15

authentication error  9-25

automatic installation of MS Virtual Machine is no longer
provided for download 9-6

B

barge, troubleshooting 9-22

B-channel remains locked when restart_ack does not
contain channel |E, troubleshooting  5-18

C

caller misses availability notification before phone
reset 9-29

call flow traces B-9, C-1
Calling Search Space 6-3
calls do not get routed when filtering is on or off  9-9

calls forwarded to voice mail treated as direct call,
troubleshooting  8-2

cannot search for Unicode languages  9-19
captured packets, analyzing 2-10
Case Study
troubleshooting Cisco Unified IP Phone calls  B-1

INDEX

troubl eshooting
Cisco Unified IP Phone-to-Cisco 10S Gateway
calls C-1

CCO cases, opening acase A-3
Certificate Authority Proxy Function (CAPF)

LSC validation fails  4-17

troubleshooting  4-16

verifying CAPF certificate installation 4-17

verifying MIC exists  4-17
certificates, troubleshooting  4-15
Cisco CTIManager down 9-26
Cisco CTL client, troubleshooting  4-15
Cisco discovery protocol support  2-3
Cisco Extension Mobility

error clearing  9-2

troubleshooting  9-1
Cisco 10S Gateway

T1/CASinterface C-9

T1/PRI interface C-8
Cisco Livel, reporting acase A-4
Cisco product security overview xv
Cisco Secure Telnet

design A-5

overview 2-5

server access A-4

structure A-5

system A-5
Cisco Syslog Analysis

Cisco Syslog Analyzer  2-3

Cisco Syslog Analyzer Collector 2-3
Cisco Technical Support website  xvi
Cisco Unified CallManager

administration page does not display 4-3

Assistant, troubleshooting 9-4

[ oL-10055-01

Troubleshooting Guide for Cisco Unified CallManager g



W index

assistant troubleshooting tools and client desktop  9-4
Attendant Console I ssues
collecting server logs 9-21
directory issues 9-17
initialization of telephony errors 9-13
interface issues 9-18
problems making and receiving calls  9-15
serviceability does not generate JTAPI logs 9-20
voice mail issues 9-18
Extension Mobility, general problems clearing 9-1
initialization process B-3
intracluster call flow traces B-5
keepalive process B-5
registration process B-4
Serviceability does not generate JTAPI logs  9-20
servicesissues 7-1
system issues 4-1
system not responding  4-1
system stops responding  4-2
troubleshooting tools 2-5
Cisco Unified IP Phone
troubleshooting
authentication string  4-16
verifying LSC  4-17
Cisco Unified IP Phone
initialization process B-2
troubleshooting audio problems  5-3
Cisco Unity does not rollover, troubleshooting  8-2
CiscoWorks2000 2-3
codec and region mismatches 5-9
collecting
debugs 2-4
sniffer traces 2-4
collecting server logs 9-21
Command Line Interface 2-2
configuration checklist for packet capturing  2-6
configuring packet capturing
gateway and trunk configuration windows 2-8
phone configuration window  2-7

service parameters 2-7
correcting audio problems from the Cisco |P Phone
CTL client, troubleshooting 4-15

5-3

D

debug messages and show commands

Cisco |0S Gatekeeper C-4

Cisco |10S Gateway C-5
debugs,collecting  2-4
definitions of service request severity  xvii
destination not reachable 9-27
device issues

introduction  5-1

troubleshooting  5-1
diagnosing slow server response  4-7
dial planissues 6-3
dial plans and routing issues 6-1
directory issues 9-17

directory numbers appear in an unknown line state  9-20

directory service down 9-26
domain names  6-3
dropped calls 5-11

E

echo 5-4
encryption
troubleshooting SRTP/SCCP  2-5
troubleshooting with packet capturing  4-17
error messages for Cisco Call Back 9-29
etoken, troubleshooting  4-15
exception, java.lang.ClassNotFoundException  9-6

F

failed call flow B-10
failed to open device/line  9-27

l_ Troubleshooting Guide for Cisco Unified CallManager

0L-10055-01 |



features, troubleshooting  8-1
firewall protection A-5

G

gatekeeper issues 5-17

gateway issues 5-11

gateway registration failure 5-12
gateway reorder tone 5-11

general model of problem solving  1-2
group pickup configuration  6-3

index

K

key isnot active 9-24

H

hardware transcoder not working as expected 7-2

immediate divert, troubleshooting 9-24

improper network setting exists in the remote
machine 4-6

initialization of call control fails 9-14
initialization of telephony errors 9-13
initialization of telephony fails 9-13
intercluster H.323 communication B-9

IPMAConsolelnstall.jsp displays error, no page
found 9-5

I P Phone, troubleshooting
authentication string  4-16
verifying LSC  4-17

L

line not available 9-16

lines disabled on phone 9-16

locally significant certificate (LSC), troubleshooting
validation fails 4-17
verifying installation  4-17

locating the Cisco Call Back log files  9-30

location and bandwidth  5-9

log files, troubleshooting  4-15

logs, echolog 5-5

lost or distorted audio  5-2

M

manager cannot intercept calls ringing on Assistant proxy
line 9-11

manager is logged out while the serviceis still
running 9-10

manufacture-installed certificate (MIC), verifying 4-17
MIVR-SS TEL-1-ModuleRunTimeFailure 4-11
MIVR-SS TEL-4-ModuleRunTimeFailure 4-8

J

JTAPI subsystem
isin PARTIAL_SERVICE 4-12
isOUT_OF SERVICE 4-8
startup problems 4-8

N

name to address resolution failing, troubleshooting 4-5
network failure preparation 1-3

network layout A-2

no conference bridge available 7-1

no connectivity, remote server 4-6

no supplementary services available on an established
cal 7-4

[ oL-10055-01

Troubleshooting Guide for Cisco Unified CallManager g



W index

@)

obtaining additional publications and information  xvii
obtaining documentation  xiv
obtaining technical assistance xvi
one-way audio or no audio 5-5
open a TAC case, required information  A-2
opening a CCO case, url location A-3
ordering documentation  xiv
overview 2-3
Cisco Secure Telnet  2-5
CiscoWorks2000 2-3
serviceability 1-1
troubleshooting 1-1

R

registration rejects  5-17

remote access A-4

remote server, no connectivity 4-6

replication, reestablishing 4-6

reporting security problemsin Cisco products xv

route partitions and calling search spaces 6-1

P

packet capturing
analyzing 2-10
configuration checklist (table) 2-6
configuration settings  2-9
overview 2-5
service parameters  2-7
settings  2-9
partitioning 6-3
Perfmon datalogging 2-16
performance tool
function 2-11
statistics monitor and display  2-11
phone issues 5-10
phone resets 5-10
port 80 blocked, troubleshooting  4-5
problems
displaying or adding users 4-4
making and receiving calls 9-15
using Attendant Console Interface 9-18
using cisco call back 9-28
when dialing a number  6-3
problem solving guidelines 1-2

S

sampletopology of intracluster Cisco I P Phone-to Cisco IP
Phonecalls B-2

securedial plan 6-5
security

tokens 4-15

troubleshooting, packet capturing 2-5
security, firewall integrity A-5
self-starting processes B-3
serviceability

overview 1-1

tools 2-2
services, troubleshooting  7-1
service temporarily unavailable 9-25
session expired, please login again  9-26
slow server response  4-7
sniffer traces, collecting 2-4
SNMP

defined 2-3

remote monitoring with  2-3

support  2-3

speed dial and directory windows display incorrect line
state 9-20

submitting a service request  xvi

summary of CLI commands and GUI selections  2-18,2-19
syslog analysis, described 2-3

system issues, troubleshooting  4-1

system logging, described 2-3

system log management  2-3

l_ Troubleshooting Guide for Cisco Unified CallManager

0L-10055-01 |



system not responding
troubleshooting  4-2
troubleshooting overview  4-1

T

TAC

allowing remote access A-4
Cisco Livel A-4

required information  A-2

Telnet, Cisco Secure

description  2-5

design A-5

structure A-4

temporary failure 9-24

testing gateways 5-4

text displays incorrect language 9-19
troubleshooting

administration page not displaying 4-3

administrator account not associated with Cisco Unity
subscriber  8-3

admission rejects  5-17

aarms 4-13

ARJs 5-17

audio problems from Cisco Unified IP Phone 5-3

authentication string entered incorrectly on phone 4-16

barge 9-22

B-channel remains locked when restart_ack does not
contain channel IE  5-18

calling search spaces 6-1
CAPF 4-16
certificates 4-15
Cisco Call Back 9-28
Cisco CallManager Extension Mobility 9-2
Cisco CTL client 4-15
Cisco Extension Mobility
error messages 9-2
overview 9-1
Cisco Unified CallManager Assistant 9-4

index

Cisco Unified CallManager system not responding 4-1
Cisco Unified IP Phone calls
intercluster B-9
intracluster B-1
Cisco WebDialer 9-25
codec and region mismatches 5-9
CTL security tokens 4-15
deviceissues 5-1
dial plan problems 6-3
dropped calls  5-11
echo 54
features 8-1
features and services 9-1
gatekeeper issues 5-17
gateway registration failure 5-12
gateway reorder tone issues 5-11
immediate divert 9-24
location and bandwidth issues 5-9
log files 4-15
lost or distorted audio problems  5-2
LSC validation fails 4-17
name to address resolution failing 4-5
no connectivity to other devices 4-6
not authorized to view page 4-4
one-way or no audio 5-5
opening acase A-3
opening a case with TAC  A-1
overview 1-1
packet capturing 4-17
packet capturing with encryption 4-17
Perfmon data logging
configuring  2-16
parameters 2-17
viewing log files 2-17
performance monitor counter descriptions (table) 4-14
performance monitor counters 4-13
phone resets 5-10
port 80 blocked 4-5
registration rejects  5-17

[ oL-10055-01

Troubleshooting Guide for Cisco Unified CallManager g



Index

remote access for TAC A-4

required preliminary information  A-2

route partition problems 6-1

RRJs 5-17

secure dial plans 6-5

security
analyzing captured packets 2-10
packet-capturing configuration checklist (table) 2-6
packet-capturing configuration settings  2-9
packet-capturing service parameters 2-7
SRTP/SCCP overview 2-5

services 7-1

system issues 4-1

system stops responding  4-2

tips 2-20

tools 2-1

trace files 4-15

unity does not rollover 8-2

using Cisco Livel A-4

verifying CAPF certificate installation  4-17

verifying LSC installation 4-17

verifying MIC exists  4-17

voice mail stops after 30 seconds 8-1

voice quality issues 5-1

WebDialer 9-25

troubleshooting server without root access 2-18

troubleshooting tools  2-1

U

unable to communicate with Attendant Console

server 9-18

unable to place calls to pilot point  9-15

Unity does not roll over, receive busy tone 8-2

User authentication fails 9-7

User not logged in on any device 9-27

User presses callback softkey before phonerings.  9-28

User unplugs or resets phone after pressing the CallBack

softkey but before Call Back occurs.  9-28

\Y%

verify Cisco Unified CallManager services are
running 2-21

viewing Perfmon log files with Microsoft performance
tool 2-17

voice mail Issues 9-18

voice mail stops after 30 seconds, troubleshooting  8-1
voice messaging issues 8-1

voice messaging stops after 30 seconds  8-1

voice quality 5-1

W

WebDialer, troubleshooting 9-25

Y

you are not authorized to view this page 4-4

you attempted to access a machine where accessis
explicitly denied 4-6

l_ Troubleshooting Guide for Cisco Unified CallManager

0L-10055-01 |




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


