CHAPTER

Cisco Unified CallManager System Issues

Updated7-3-2007

This section covers solutions for the following most common issues that relates to a
Cisco Unified CallManager system.

Cisco Unified CallManager System Not Responding, page 3-1
Replication Fails Between the Publisher and the Subscriber, page 3-6
Slow Server Response, page 3-7

JTAPI Subsystem Startup Problems, page 3-8

Security Issues, page 3-12

Cisco Unified CallManager System Not Responding

This section covers the following issues for a Cisco Unified CallManager system that is not responding:

Cisco Unified CallManager System Stops Responding, page 3-2
Cisco Unified CallManager Administration Does Not Display, page 3-3
Error When Attempting to Access Cisco Unified CallManager Administration, page 3-3

Error When Attempting to Access Cisco Unified CallManager Administration on a Subsequent
Node, page 3-3

You Are Not Authorized to View, page 3-4

Problems Displaying or Adding Users with Cisco Unified CallManager, page 3-4

Name to Address Resolution Failing, page 3-5

Port 80 Blocked Between Your Browser and the Cisco Unified CallManager Server, page 3-5
Improper Network Setting Exists in the Remote Machine, page 3-6

Slow Server Response, page 3-7
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| Cisco Unified CallManager System Not Responding

Cisco Unified CallManager System Stops Responding

Step 1
Step 2
Step 3
Step 4

Symptom
The Cisco Unified CallManager system does not respond.
When the Cisco CallManager service crashes, the following message displays in the System Event log:

The Cisco CallManager service terminated unexpectedly.
It has done this 1 time. The following corrective action
will be taken in 60000 ms. Restart the service.

Other messages you may see in the event of a crash follow:

Timeout 3000 milliseconds waiting for
Cisco CallManager service to connect.

The Cisco CallManager failed to start due to the following error:

The service did not respond to the start or control request in a timely fashion.

At this time, when devices such as the Cisco Unified IP Phones and gateways unregister from the
Cisco Unified CallManager, users receive delayed dial tone, and/or the Cisco Unified CallManager

server freezes due to high CPU usage. For event log messages that are not included here, view the
Cisco Unified CallManager Event Logs.

Possible Cause

The Cisco CallManager service can crash because the service does not have enough resources such as
CPU or memory to function. Generally, the CPU utilization in the server is 100 percent at that time.

Recommended Action

Depending on what type of crash you experience, you will need to gather different data that will help
determine the root cause of the crash.

Use the following procedure if a lack of resources crash occurs.

Procedure

Collect Cisco CallManager traces 15 minutes before and after the crash.
Collect SDL traces 15 minutes before and after the crash.
Collect perfmon traces if available.

If the traces are not available, start collecting the perfmon traces and track memory and CPU usage for

each process that is running on the server. These will help in the event of another lack of resources crash.
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Cisco Unified CallManager Administration Does Not Display

Symptom
Cisco Unified CallManager Administration does not display.

Possible Cause
The Cisco CallManager service stopped.

Recommended Action

Verify that the Cisco CallManager service is active and running on the server, as described in “Verify
Cisco Unified CallManager Services Are Running” section on page 2-21 or in the Cisco Unified
CallManager Serviceability Administration Guide.

Error When Attempting to Access Cisco Unified CallManager Administration

Symptom
One of the following messages displays when you are trying to access Cisco Unified CallManager
Administration.

¢ Internet Explorer—The page cannot be displayed.

e Netscape—Warning box displays: There was no response. The server could be down or is not
responding.

Possible Cause

The services did not start automatically as expected. One of the services stopping represents the most
frequent reason for Cisco Unified CallManager Administration not displaying.

Recommended Action
Try starting the other services.

Error When Attempting to Access Cisco Unified CallManager Administration
on a Subsequent Node

Symptom
One of the following error messages displays when you are trying to access the
Cisco Unified CallManager Administration.

Possible Cause

If the IP address of the first Cisco Unified CallManager node gets changed while a subsequent node is
offline, you may not be able to log in to Cisco Unified CallManager Administration on the subsequent
node.

Recommended Action

If this occurs, follow the procedure for changing the IP address on a subsequent

Cisco Unified CallManager node in the Cisco Unified Communications Operating System
Administration Guide.
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You Are Not Authorized to View

Symptom
When accessing the Cisco Unified CallManager Administration, one of the following messages
displays.

¢ You Are Not Authorized to View This Page

¢ You do not have permission to view this directory or page using the credentials you supplied.

e Server Application Error. The server has encountered an error while loading an application during
the processing of your request. Please refer to the event log for more detailed information. Please
contact the server administrator for assistance.

e Error: Access is Denied.

Possible Cause

Unknown

Recommended Action
Contact TAC for further assistance.

Problems Displaying or Adding Users with Cisco Unified CallManager

Symptom

You cannot add a user or conduct a search in Cisco Unified CallManager Administration.

Possible Cause

You may encounter the following problems if you are working with Cisco Unified CallManager that is
installed on a server that has a special character (such as an underscore) in its hostname or Microsoft
Internet Explorer 5.5 with SP2 and a Q313675 patch or above.

e  When you conduct a basic search and hit submit, the same page redisplays.
e When you try to insert a new user, the following message displays.

The following error occurred while trying to execute the command.
Sorry, your session object has timed out.
Click here to Begin a New Search

Recommended Action

You may not be able to add a user or do a search on Cisco Unified CallManager Administration, if your
Cisco Unified CallManager hostname contains any special characters such as underscore or period (for
example, Call_Manager). Domain Name System (DNS)-supported characters include all letters (A-Z,
a-z), numbers (0-9), and hyphen (-); any special characters are not allowed. If the Q313675 patch is
installed on your browser, make sure that the URL does not contain any non-DNS supported characters.

For more information about the Q313675 patch, refer to MS01-058: File Vulnerability Patch for Internet
Explorer 5.5 and Internet Explorer 6.

To resolve this problem, you have the following options:
e Access Cisco Unified CallManager Administration by using the IP address of the server.
e Do not use non-DNS characters in the Server Name.

e Use the localhost or IP address in the URL.

Troubleshooting Guide for Cisco Unified CallManager
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Name to Address Resolution Failing

Symptom
One of the following messages displays when you try to access the following URL:
http://your-cm-server-name/ccmadmin

¢ Internet Explorer—This page cannot be displayed

e Netscape—Not Found. The requested URL /ccmadmin was not found on this server.

If you try to access the same URL by using the Cisco CallManager IP address
(http://10.48.23.2/ccmadmin) instead of the name, the window displays.

Possible Cause

The name that you entered as “your-cm-server-name” maps to the wrong IP address in DNS or hosts file.

Recommended Action

If you have configured the use of DNS, check in the DNS to see whether the entry for the
your-cm-server-name has the correct IP address of the Cisco Unified CallManager server. If it is not
correct, change it.

If you are not using DNS, your local machine will check in the “hosts” file to see whether an entry exists
for the your-cm-server-name and an IP address that is associated to it. Open the file and add the

Cisco Unified CallManager server name and the IP address. You can find the “hosts” file at
C:\WINNT\system32\drivers\etc\hosts.

Port 80 Blocked Between Your Browser and the Cisco Unified CallManager

Server
Symptom
One of the following messages displays when a firewall blocks the port that is used by the web server or
the http traffic:
¢ Internet Explorer—This page cannot be displayed
e Netscape—There was no response. The server could be down or is not responding
Possible Cause
For security reasons, the system blocked the http access from your local network to the server
network.
Recommended Action
1. Verify whether other types of traffic to the Cisco Unified CallManager server, such as ping or Telnet,
are allowed. If any are successful, it will show that http access to the Cisco Unified CallManager
web server has been blocked from your remote network.
2. Check the security policies with your network administrator.
3. Try again from the same network where the server is located.
Troubleshooting Guide for Cisco Unified CallManager
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Improper Network Setting Exists in the Remote Machine

Symptom

No connectivity exists, or no connectivity exists to other devices in the same network as the
Cisco Unified CallManager.

When you attempt the same action from other remote machines, Cisco Unified CallManager
Administration displays.

Possible Cause

Improper network configuration settings on a station or on the default gateway can cause a web page not
to display because partial or no connectivity to that network exists.

Recommended Action

1.

Try pinging the IP address of the Cisco Unified CallManager server and other devices to confirm
that you cannot connect.

If the connectivity to any other device out of your local network is failing, check the network setting
on your station, as well as the cable and connector integrity. Refer to the appropriate hardware
documentation for detailed information.

If you are using TCP-IP over a LAN to connect, continue with the following steps to verify the
network settings on the remote station.

Choose Start > Setting > Network and Dial-up connections.
Choose Local Area Connection, then Properties.

The list of communication protocols displays as checked.
Choose Internet Protocol (TCP-IP) and click Properties again.

Depending on your network, choose either Obtain an ip address automatically or set manually
your address, mask and default Gateway.

The possibility exists that a browser-specific setting could be improperly configured.
Choose the Internet Explorer browser Tools > Internet Options.
Choose the Connections tab and then verify the LAN settings or the dial-up settings.

By default, the LAN settings and the dial-up settings do not get configured. The generic network
setting from Windows gets used.

If the connectivity is failing only to the Cisco Unified CallManager network, a routing issue
probably exists in the network. Contact the network administrator to verify the routing that is
configured in your default gateway.

~

Note If you cannot browse from the remote server after following this procedure, contact TAC to
have the issue investigated in more detail.

Replication Fails Between the Publisher and the Subscriber

Replicating the database is a core function of Cisco Communications Manager clusters. The server with
the master copy of the database is called the publisher, while the servers replicating the database are
called subscribers.

Troubleshooting Guide for Cisco Unified CallManager
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Symptom

Changes made on the publisher are not reflected on phones that are registered with the subscriber.

Possible Cause

Replication fails between the publisher and subscriber.

Recommended Action
Complete the following steps to reestablish the relationship between the two systems.

1. Verify the Replication.
a. Open Cisco Unified Communications Manager Real-Time Monitoring Too (RTMT).
b. Choose System > Performance > Open Peformance Monitoring.
Double-click the publisher node to expand the performance monitors.

c
d. Double-click Replication Counters.

Double-click Number of Replicates Created.

f. Choose ReplicateCount from the Object Instances dialog box and click Add.
g. Double-click Replication Status.

h. Choose ReplicateCount from the Object Instances dialog box and click Add.

~

Note  Right click the counter name and choose Counter Description to view the definition of the
counter.

2. Check State of Replication via CLI.
a. Access the platform CLI and use the following command to check repliaction:

utils dbreplication status file view activelog <filename_output_above>

b. Review the Summary information and counts for each node to verify replication.

3. To repair replication, use the following procedure:
a. Access the platform CLI.

b. Repair replication by using the following command:

utils dbreplication repair usage:utils dbreplicatoin repair [nodename] |all

Slow Server Response

This section addresses a problem that relates to a slow response from the server due to mismatched
duplex port settings.

Symptom

Slow response from the server occurs.

Troubleshooting Guide for Cisco Unified CallManager
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Possible Cause

Slow response could result if the duplex setting of the switch does not match the duplex port setting on
the Cisco Unified CallManager server.

Recommended Action
1. For optimal performance, set both switch and server to 100/Full.

Cisco does not recommend using the Auto setting on either the switch or the server.

2. You must restart the Cisco Unified CallManager server for this change to take effect.

JTAPI Subsystem Startup Problems

The JTAPI (Java Telephony API) subsystem represents a very important component of the Cisco
Customer Response Solutions (CRS) platform. JTAPI communicates with the Cisco Unified
CallManager and has responsibility for telephony call control. The CRS platform hosts telephony
applications, such as Cisco Unified AutoAttendant, Cisco IP ICD, and Cisco Unified IP-IVR. Although
this section is not specific to any of these applications, keep in mind that the JTAPI subsystem is an
underlying component that all of them use.

Before starting the troubleshooting process, ensure that the software versions that you are using are
compatible. To verify compatibility, read the Cisco Unified CallManager Release Notes for the version
of Cisco Unified CallManager that you are using.

To check the version of CRS, log in to the AppAdmin page by typing http://servername/appadmin, where
servername is the name of the server on which CRS is installed. The current version is located in the
lower-right corner of the main menu.

JTAPI Subsystem is OUT_OF_SERVICE

Symptom
The JTAPI subsystem does not start.

Possible Cause

One of the following exceptions displays in the trace file:
e MIVR-SS_TEL-4-ModuleRunTimeFailure
e MIVR-SS_TEL-1-ModuleRunTimeFailure

MIVR-SS TEL-4-ModuleRunTimeFailure

Search for the MIVR-SS_TEL-1-ModuleRunTimeFailure string in the trace file. At the end of the line, an
exception reason appears.

The following list gives the most common errors:
e Unable to create provider—bad login or password
e Unable to create provider—Connection refused
e Unable to create provider—login=

e Unable to create provider—hostname

Troubleshooting Guide for Cisco Unified CallManager
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e Unable to create provider—Operation timed out

e Unable to create provider—null

Unable to create provider—bad login or password

Possible Cause

Administrator entered an incorrect user name or password in the JTAPI configuration.

Full Text of Error Message

$MIVR-SS_TEL-4-ModuleRunTimeFailure:Real-time
failure in JTAPI subsystem: Module=JTAPI

Subsystem, Failure Cause=7,Failure
Module=JTAPI_PROVIDER_INIT,
Exception=com.cisco.jtapi.PlatformExceptionImpl:
Unable to create provider -- bad login or password.
$MIVR-SS_TEL-7-
EXCEPTION:com.cisco.jtapi.PlatformExceptionImpl:
Unable to create provider -- bad login or password.

Recommended Action

Verify that the user name and password are correct. Try logging into the Unified CMuser page
(http://servername/ccmuser) on the Cisco Unified CallManager to ensure that the
Cisco Unified CallManager cannot authenticate correctly.

Unable to create provider—Connection refused

Possible Cause
The Cisco Unified CallManager refused the JTAPI connection to the Cisco Unified CallManager.

Full Text of Error Message

$MIVR-SS_TEL-4-ModuleRunTimeFailure:Real-time

failure in JTAPI subsystem: Module=JTAPI Subsystem,

Failure Cause=7,Failure Module=JTAPI_PROVIDER_INIT,
Exception=com.cisco.jtapi.PlatformExceptionImpl: Unable

to create provider -- Connection refused
$MIVR-SS_TEL-7-EXCEPTION:com.cisco.jtapi.PlatformExceptionImpl:
Unable to create provider -- Connection refused

Recommended Action

Verify that the CTI Manager service is running in the Cisco Unified CallManager Control Center.

Unable to create provider—login=

Possible Cause
Nothing has been configured in the JTAPI configuration window.

Full Text of Error Message

$MIVR-SS_TEL-4-ModuleRunTimeFailure:Real-time

failure in JTAPI subsystem: Module=JTAPI Subsystem,

Failure Cause=7,Failure Module=JTAPI_PROVIDER_INIT,
Exception=com.cisco.jtapi.PlatformExceptionImpl :

Unable to create provider -- login=
SMIVR-SS_TEL-7-EXCEPTION:com.cisco.jtapi.PlatformExceptionImpl :
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Unable to create provider -- login=

Recommended Action
Configure a JTAPI provider in the JTAPI configuration window on the CRS server.

Unable to create provider—hostname

Possible Cause

The CRS engine cannot resolve the host name of the Cisco Unified CallManager.

Full Text of Error Message

$MIMIVR-SS_TEL-4-ModuleRunTimeFailure:Real-time
failure in JTAPI subsystem: Module=JTAPI Subsystem,
Failure Cause=7,Failure Module=JTAPI_PROVIDER_INIT,
Exception=com.cisco.jtapi.PlatformExceptionImpl:

Unable to create provider -- dgrant-mcs7835.cisco.com
$MIVR-SS_TEL-7-EXCEPTION:com.cisco.jtapi.PlatformExceptionImpl:
Unable to create provider -- dgrant-mcs7835.cisco.com

Recommended Action

Verify that DNS resolution is working correctly from the CRS engine. Try using an IP address instead
of the DNS name.

Unable to create provider—Operation timed out

Possible Cause
The CRS engine does not have IP connectivity with the Cisco Unified CallManager.

Full Text of Error Message

101: Mar 24 11:37:42.153 PST
$MIVR-SS_TEL-4-ModuleRunTimeFailure:Real-time

failure in JTAPI subsystem: Module=JTAPI Subsystem,
Failure Cause=7,Failure Module=JTAPI_PROVIDER_INIT,
Exception=com.cisco.jtapi.PlatformExceptionImpl:
Unable to create provider -- Operation timed out

102: Mar 24 11:37:42.168 PST $MIVR-SS_TEL-7-EXCEPTION:
com.cisco.jtapi.PlatformExceptionImpl:

Unable to create provider -- Operation timed out

Recommended Action

Check the IP address that is configured for the JTAPI provider on the CRS server. Check the default
gateway configuration on the CRS server and the Cisco Unified CallManager. Make sure no IP routing
problems exist. Test connectivity by pinging the Cisco Unified CallManager from the CRS server.

Unable to create provider—null

Possible Cause

No JTAPI provider IP address or host name get configured, or the JTAPI client is not using the correct
version.

Full Text of Error Message

$MIVR-SS_TEL-4-ModuleRunTimeFailure:Real-time
failure in JTAPI subsystem: Module=JTAPI Subsystem,

Troubleshooting Guide for Cisco Unified CallManager
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Failure Cause=7,Failure Module=JTAPI_PROVIDER_INIT,
Exception=com.cisco.jtapi.PlatformExceptionImpl :
Unable to create provider -- null

Recommended Action

Verify that a host name or IP address is configured in the JTAPI configuration. If the JTAPI version is
incorrect, download the JTAPI client from the Cisco Unified CallManager Plugins window and install it
on the CRS server.

MIVR-SS_TEL-1-ModuleRunTimeFailure

Symptom

This exception usually occurs when the JTAPI subsystem is unable to initialize any ports.

Possible Cause

The CRS server can communicate with the Cisco Unified CallManager, but is unable to initialize any
CTI ports or CTI route points through JTAPI. This error occurs if the CTI ports and CTI route points are
not associated with the JTAPI user.

Troubleshooting Guide for Cisco Unified CallManager
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Full Text of Error Message

255: Mar 23 10:05:35.271 PST $MIVR-SS_TEL-1-ModuleRunTimeFailure:
Real-time failure in JTAPI subsystem: Module=JTAPI Subsystem,
Failure Cause=7,Failure Module=JTAPI_SS, Exception=null

Recommended Action

Check the JTAPI user on the Cisco Unified CallManager and verify that CTI ports and CTI route points
that are configured on the CRS server associate with the user.

JTAPI Subsystem is in PARTIAL_SERVICE

Symptom
The following exception displays in the trace file:

MIVR-SS_TEL-3-UNABLE_REGISTER_CTIPORT

Possible Cause

The JTAPI subsystem cannot initialize one or more CTI ports or route points.

Full Text of Error Message

1683: Mar 24 11:27:51.716 PST
$MIVR-SS_TEL-3-UNABLE_REGISTER_CTIPORT:

Unable to register CTI Port: CTI Port=4503,
Exception=com.cisco.jtapi.InvalidArgumentExceptionImpl:
Address 4503 is not in provider's domain.

1684: Mar 24 11:27:51.716 PST $MIVR-SS_TEL-7-EXCEPTION:
com.cisco.jtapi.InvalidArgumentExceptionImpl:

Address 4503 is not in provider's domain.

Recommended Action

The message in the trace tells you which CTI port or route point cannot be initialized. Verify that this
device exists in the Cisco Unified CallManager configuration and also associates with the JTAPI user on
the Cisco Unified CallManager.

Security Issues

This section provides information about security-related measurements and general guidelines for
troubleshooting security-related problems. This section contains information on the following topics:

e Security Alarms, page 3-13

e Security Performance Monitor Counters, page 3-13

e Reviewing Security Log and Trace Files, page 3-15

e Troubleshooting Certificates, page 3-15

e Troubleshooting CTL Security Tokens, page 3-15

e Troubleshooting CAPF, page 3-16

¢ Troubleshooting Encryption for Phones and Cisco IOS MGCP Gateways, page 3-17
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This section does not describe how to reset the Cisco Unified IP Phone if it has been corrupted by bad
loads, security bugs, and so on. For information on resetting the phone, refer to the

Cisco Unified IP Phone Administration Guide for Cisco Unified CallManager that matches the model of
the phone.

For information about how to delete the CTL file from Cisco Unified IP Phone models 7970, 7960, and
7940 only, see the Cisco Unified CallManager Security Guide or the Cisco Unified IP Phone
Administration Guide for Cisco Unified CallManager that matches the model of the phone.

Security Alarms

Cisco Unified CallManager Serviceability generates security-related alarms for X.509 name
mismatches, authentication errors, and encryption errors. The Serviceability GUI provides the alarm
definitions.

Alarms may get generated on the phone for TFTP server and CTL file errors. For alarms that get
generated on the phone, refer to the Cisco Unified IP Phone Administration Guide for
Cisco Unified CallManager for your phone model and type (SCCP or SIP).

Security Performance Monitor Counters

Performance monitor counters monitor the number of authenticated phones that register with

Cisco Unified CallManager, the number of authenticated calls that are completed, and the number of
authenticated calls that are active at any time. Table 3-1 lists the performance counters that apply to
security features.
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Table 3-1  Security Performance Counters

Object

Counters

Cisco Unified CallManager

AuthenticatedCallsActive
AuthenticatedCallsCompleted
AuthenticatedPartiallyRegisteredPhone
AuthenticatedRegisteredPhones
EncryptedCallsActive
EncryptedCallsCompleted
EncryptedPartiallyRegisteredPhones
EncryptedRegisteredPhones
SIPLineServerAuthorizationChallenges
SIPLineServerAuthorizationFailures
SIPTrunkServerAuthenticationChallenges
SIPTrunkServerAuthenticationFailures
SIPTrunkApplicationAuthorization
SIPTrunkApplicationAuthorizationFailures
TLSConnectedSIPTrunk

SIP Stack

StatusCodes4xxIns

StatusCodes4xxOuts

For example:

401 Unauthorized (HTTP authentication required)
403 Forbidden

405 Method Not Allowed

407 Proxy Authentication Required

TFTP Server

BuildSignCount
EncryptCount

Refer to the CallManager Serviceability System Guide for accessing performance monitors in RTMT,
configuring perfmon logs, and for more details about counters.

The CLI command show perf displays performance monitoring information. For information about
using the CLI interface, refer to the Cisco Unified Communications Operating System Administration

Guide.

[l Troubleshooting Guide for Cisco Unified CallManager
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Reviewing Security Log and Trace Files

Cisco Unified CallManager stores log and trace files in multiple directories (cm/log, cm/trace,
tomcat/logs, tomcat/logs/security, and so on).

~

Note  For devices that support encryption, the SRTP keying material does not display in the trace file.

You can use the trace collection feature of Cisco Unified CallManager Real Time Monitoring Tool or
CLI commands to find, view, and manipulate log and trace files.

Troubleshooting Certificates

The certificate management tool in Cisco Unified Communications Platform Administration allows you
to display certificates, delete and regenerate certificates, monitor certificate expirations, and download
and upload certificates and CTL files (for example, to upload updated CTL files to Unity). The CLI

allows you to list and view self-signed and trusted certificates and to regenerate self-signed certificates.

The CLI commands show cert, show web-security, set cert regen, and set web-security allow you to
manage certificates at the CLI interface; for example, set cert regen tomcat. For information about how
to use the GUI or CLI to manage certificates, refer to Cisco Unified Communications Operating System
Administration Guide.

Troubleshooting CTL Security Tokens

The section contains information on the following topics:

e Troubleshooting a Locked Security Token After You Consecutively Enter an Incorrect Security
Token Password, page 3-15

e Troubleshooting If You Lose One Security Token (Etoken), page 3-16

If you lose all security tokens (etokens), contact Cisco TAC for further assistance.

Troubleshooting a Locked Security Token After You Consecutively Enter an Incorrect Security
Token Password

Each security token contains a retry counter, which specifies the number of consecutive attempts to log
in to the etoken Password window. The retry counter value for the security token equals 15. If the number
of consecutive attempts exceeds the counter value, that is, 16 unsuccessful consecutive attempts occur,
a message indicates that the security token is locked and unusable. You cannot re-enable a locked
security token.

Obtain additional security token(s) and configure the CTL file, as described in the Cisco Unified
CallManager Security Guide. If necessary, purchase new security token(s) to configure the file.

Tip After you successfully enter the password, the counter resets to zero.

Troubleshooting Guide for Cisco Unified CallManager
I oL-10055-01 .m



Chapter3  Cisco Unified CallManager System Issues |

| Security Issues

Troubleshooting If You Lose One Security Token (Etoken)

If you lose one security token, perform the following procedure:

Procedure

Step1  Purchase a new security token.
Step2  Using a token that signed the CTL file, update the CTL file by performing the following tasks:
a. Add the new token to the CTL file.
b. Delete the lost token from the CTL file.
For more information on how to perform these tasks, see the Cisco Unified CallManager Security Guide.

Step3  Reset all phones, as described in the Cisco Unified CallManager Security Guide.

Troubleshooting CAPF

This section contains information on the following topics:
e Troubleshooting the Authentication String on the Phone, page 3-16
¢ Troubleshooting If the Locally Significant Certificate Validation Fails, page 3-17
e Verifying That the CAPF Certificate Installed on All Servers in the Cluster, page 3-17
e Verifying That a Locally Significant Certificate Exists on the Phone, page 3-17
e Verifying That a Manufacture-Installed Certificate (MIC) Exists in the Phone, page 3-17
e CAPF Error Codes, page 3-18

Troubleshooting the Authentication String on the Phone

If you incorrectly enter the authentication string on the phone, a message displays on the phone. Enter
the correct authentication string on the phone.

L

Tip Verify that the phone is registered to the Cisco Unified CallManager. If the phone is not registered to the
Cisco Unified CallManager, you cannot enter the authentication string on the phone.

Verify that the device security mode for the phone equals nonsecure.

Verify authentication mode in the security profile that is applied to the phone is set to By Authentication
String.

CAPF limits the number of consecutive attempts in which you can enter the authentication string on the
phone. If you have not entered the correct authentication string after 10 attempts, wait at least 10 minutes
before you attempt to enter the correct string again.

Troubleshooting Guide for Cisco Unified CallManager
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Troubleshooting If the Locally Significant Certificate Validation Fails

On the phone, the locally significant certificate validation may fail if the certificate is not the version
that CAPF issued, the certificate has expired, the CAPF certificate does not exist on all servers in the
cluster, the CAPF certificate does not exist in the CAPF directory, the phone is not registered to
Cisco Unified CallManager, and so on. If the locally significant certificate validation fails, review the
SDL trace files and the CAPF trace files for errors.

Verifying That the CAPF Certificate Installed on All Servers in the Cluster

After you activate the Cisco Certificate Authority Proxy Function service, CAPF automatically
generates a key pair and certificate that is specific for CAPF. The CAPF certificate, which the Cisco CTL
client copies to all servers in the cluster, uses the .0 extension. To verify that the CAPF certificate exists,
display the CAPF certificate at the Cisco Unified Communications platform GUI or use the CLI:

e In DER encoded format—CAPF.cer

e In PEM encoded format—.0 extension file that contains the same common name string as the
CAPFE.cer

Verifying That a Locally Significant Certificate Exists on the Phone

You can verify that the locally significant certificate is installed on the phone at the Model Information
or Security Configuration phone menus and by viewing the LSC setting. Refer to the

Cisco Unified IP Phone Administration Guide for your phone model and type (SCCP or SIP) for additional
information.

Verifying That a Manufacture-Installed Certificate (MIC) Exists in the Phone

You can verify that a MIC exists in the phone at the Model Information or Security Configuration phone
menus and by viewing the MIC setting. Refer to the Cisco Unified IP Phone Administration Guide for your
phone model and type (SCCP or SIP) for additional information.

Troubleshooting Encryption for Phones and Cisco 10S MGCP Gateways

This section contains information on the following topics:

e Using Packet Capturing, page 3-17

Using Packet Capturing

Because third-party troubleshooting tools that sniff media and TCP packets do not work after you enable
SRTP encryption, you must use Cisco Unified CallManager Administration to perform the following
tasks if a problem occurs:

¢ Analyze packets for messages that are exchanged between Cisco Unified CallManager and the
device (Cisco Unified IP Phone, Cisco SIP IP Phone, Cisco IOS MGCP gateway, H.323 gateway,
H.323/H.245/H.225 trunk, or SIP trunk).

~

Note  SIP trunks do not support SRTP.

Troubleshooting Guide for Cisco Unified CallManager
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e Capture the SRTP packets between the devices.

e Extract the media encryption key material from messages and decrypt the media between the
devices.

For information about using or configuring packet capturing and about analyzing captured packets for
SRTP-encrypted calls (and for all other call types), see the “Packet Capture” section on page 2-5.

Tip Performing this task for several devices at the same time may cause high CPU usage and call-processing
interruptions. Cisco strongly recommends that you perform this task when you can minimize
call-processing interruptions.

By using the Bulk Administration Tool that is compatible with this Cisco Unified CallManager release,
you can configure the packet capture mode for phones. For information about how to perform this task,
refer to the Cisco Unified CallManager Bulk Administration Guide.

ﬁ Performing this task in Cisco Unified CallManager Bulk Administration may cause high CPU usage and
call-processing interruptions. Cisco strongly recommends that you perform this task when you can
minimize call-processing interruptions.

CAPF Error Codes

The following table contains CAPF error codes that may appear in CAPF log files and the corresponding
corrective actions for those codes:

Table 3-2 CAPF Error Codes

Error

Code |Description Corrective Action

0 CAPF_OP_SUCCESS No correction action required.

/*Success */

1 CAPF_FETCH_SUCCESS_BUT_NO_CERT Install a certificate on the phone. For
more information, refer to the Cisco
Unified CallManager Security Guide.

/* Fetch is successful; however there is no cert */

2 CAPF_OP_FAIL No corrective action available.
/* Fail */
3 CAPF_OP_FAIL_INVALID_AUTH_STR Enter the correct authentication string on

phone. For more information, refer to the

/* Invalid Authentication string */ . . .
Cisco Unified CallManager Security

Guide.
4 CAPF_OP_FAIL_INVALID_LSC Update the locally significant certificate
/% Invalid LSC */ (LSC) on the phone. For more

information, refer to the Cisco Unified
CallManager Security Guide.

Troubleshooting Guide for Cisco Unified CallManager
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Table 3-2 CAPF Error Codes (continued)

Error

Code |Description Corrective Action

5 CAPF_OP_FAIL_INVALID_MIC, The manufacture-installed certificate

/* Invalid MIC */

(MIC) has been invalidated. You must
install a LSC. For more information, refer
to the Cisco Unified CallManager
Security Guide.

CAPF_OP_FAIL_INVALID_CRENDENTIALS,

/* Invalid credential */

Enter correct credentials.

CAPF_OP_FAIL_PHONE_COMM_ERROR,

/* Phone Communication Failure*/

No corrective action available.

CAPF_OP_FAIL_OP_TIMED_OUT,

/* Operation timeout */

Reschedule the operation.

11

CAPF_OP_FAIL_LATE_REQUEST
/* User Initiated Request Late */

Reschedule the CAPF operation.

[ oL-10055-01

Troubleshooting Guide for Cisco Unified CallManager g



Chapter3  Cisco Unified CallManager System Issues |

| Security Issues

Troubleshooting Guide for Cisco Unified CallManager
m. 0L-10055-01 |



	Cisco Unified CallManager System Issues
	Cisco Unified CallManager System Not Responding
	Cisco Unified CallManager System Stops Responding
	Cisco Unified CallManager Administration Does Not Display
	Error When Attempting to Access Cisco Unified CallManager Administration
	Error When Attempting to Access Cisco Unified CallManager Administration on a Subsequent Node
	You Are Not Authorized to View
	Problems Displaying or Adding Users with Cisco Unified CallManager
	Name to Address Resolution Failing
	Port 80 Blocked Between Your Browser and the Cisco Unified CallManager Server
	Improper Network Setting Exists in the Remote Machine

	Replication Fails Between the Publisher and the Subscriber
	Slow Server Response
	JTAPI Subsystem Startup Problems
	JTAPI Subsystem is OUT_OF_SERVICE
	MIVR-SS_TEL-4-ModuleRunTimeFailure
	MIVR-SS_TEL-1-ModuleRunTimeFailure

	JTAPI Subsystem is in PARTIAL_SERVICE

	Security Issues
	Security Alarms
	Security Performance Monitor Counters
	Reviewing Security Log and Trace Files
	Troubleshooting Certificates
	Troubleshooting CTL Security Tokens
	Troubleshooting a Locked Security Token After You Consecutively Enter an Incorrect Security Token Password
	Troubleshooting If You Lose One Security Token (Etoken)

	Troubleshooting CAPF
	Troubleshooting the Authentication String on the Phone
	Troubleshooting If the Locally Significant Certificate Validation Fails
	Verifying That the CAPF Certificate Installed on All Servers in the Cluster
	Verifying That a Locally Significant Certificate Exists on the Phone
	Verifying That a Manufacture-Installed Certificate (MIC) Exists in the Phone

	Troubleshooting Encryption for Phones and Cisco IOS MGCP Gateways
	Using Packet Capturing

	CAPF Error Codes




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


