
 

Preface

This preface describes the purpose, audience, organization, and conventions of this guide and provides 
information on how to obtain related documentation.

The preface covers these topics:

• Purpose, page xi

• Audience, page xii

• Organization, page xii

• Related Documentation, page xiii

• Conventions, page xiv

• Obtaining Documentation, Obtaining Support, and Security Guidelines, page xiv

Purpose
Cisco Unified Communications Manager Security Guide helps system and phone administrators perform 
the following tasks:

• Configure authentication.

• Configure encryption.

• Configure digest authentication.

• Install server authentication certificate that is associated with HTTPS

• Configure the Cisco CTL Client.

• Configure security profiles.

• Configure Certificate Authority Proxy Function (CAPF) to install, upgrade, or delete locally 
significant certificates on supported Cisco Unified IP Phone models.

• Configure phone hardening.

• Configure Survivable Remote Site Telephony (SRST) references for security.

• Configure gateways and trunks for security.
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Audience
This guide provides a reference and procedural guide for system and phone administrators who plan to 
configure call security features for Cisco Unified Communications Manager (formerly Cisco Unified 
CallManager).

Organization
Table 1 lists the major sections of this guide:

Table 1 Guide Overview

Chapter Description

Security Basics

Chapter 1, “Security Overview” Provides an overview of security terminology, 
system requirements, interactions and 
restrictions, installation requirements, and a 
configuration checklist; describes the different 
types of authentication and encryption.

Chapter 2, “Using Hypertext Transfer Protocol 
over Secure Sockets Layer (HTTPS)”

Provides an overview of HTTPS and describes 
how to install the server authentication certificate 
in the trusted folder.

Chapter 3, “Configuring the Cisco CTL Client” Describes how to configure authentication by 
installing and configuring the Cisco CTL Client.

Security for Phones and Voice Mail Ports

Chapter 4, “Phone Security Overview” Describes how Cisco Unified Communications 
Manager and the phone use security; provides a 
list of tasks that you perform to configure security 
for the phone.

Chapter 5, “Configuring a Phone Security 
Profile”

Describes how to configure the security profile 
and apply it to the phones in Cisco Unified 
Communications Manager Administration.

“Configuring Secure-Indication Tone” Describes how to configure a phone to play a 
secure-indication tone.

Chapter 7, “Using the Certificate Authority Proxy 
Function”

Provides an overview of Certificate Authority 
Proxy Function and describes how to install, 
upgrade, delete, or troubleshoot locally 
significant certificates on supported phones.

Chapter 8, “Configuring Encrypted Phone 
Configuration Files”

Describes how to configure encrypted phone 
configuration files in Cisco Unified 
Communications Manager Administration.

Chapter 9, “Configuring Digest Authentication 
for the SIP Phone”

Describes how to configure digest authentication 
on the phone that is running SIP in Cisco Unified 
Communications Manager Administration.
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Related Documentation
Each chapter contains a list of related documentation for the chapter topic.

Refer to the following documents for further information about related Cisco IP telephony applications 
and products:

• Cisco Unified IP Phone Administration Guide for Cisco Unified Communications Manager

• Media and Signaling Authentication and Encryption Feature for Cisco IOS MGCP Gateways

• Cisco Unified Communications Manager Integration Guide for Cisco Unity 

• Cisco Unified Communications Manager Integration Guide for Cisco Unity Connection

Chapter 10, “Phone Hardening” Describes how to tighten the security on the phone 
by using Cisco Unified Communications Manager 
Administration.

Chapter 11, “Configuring Secure Conference 
Resources”

Describes how to configure media encryption for 
secure conferences.

Chapter 12, “Configuring Voice-Messaging Ports 
for Security”

Describes how to configure security for voice 
mail ports in Cisco Unified Communications 
Manager Administration.

Security for CTI, JTAPI, and TAPI 

Chapter 13, “Configuring Authentication and 
Encryption for CTI, JTAPI, and TAPI”

Describes how to configure the Application User 
CAPF Profile and End User CAPF Profiles in 
Cisco Unified Communications Manager 
Administration.

Security for SRST References, Gateways, Trunks, and CUMA Servers

Chapter 14, “Configuring a Secure Survivable 
Remote Site Telephony (SRST) Reference”

Describes how to configure the SRST reference 
for security in Cisco Unified Communications 
Manager Administration.

Chapter 15, “Configuring Encryption for 
Gateways and Trunks”

Describes how Cisco Unified Communications 
Manager communicates with a secure gateway or 
trunk; describes IPSec recommendations and 
considerations.

Chapter 16, “Configuring the SIP Trunk Security 
Profile”

Describes how to configure and apply the SIP 
trunk security profile in Cisco Unified 
Communications Manager Administration.

Chapter 17, “Configuring Digest Authentication 
for the SIP Trunk”

Describes how to configure digest authentication 
for the SIP trunk in Cisco Unified 
Communications Manager Administration.

Chapter 18, “Configuring a Cisco Unified 
Mobility Advantage Security Profile”

Describes how to configure a CUMA server 
security profile in Cisco Unified Communications 
Manager Administration.

Table 1 Guide Overview (continued)

Chapter Description
xiii
Cisco Unified Communications Manager Security Guide

OL-16342-01 



 

Preface
  
• Cisco Unified Survivable Remote Site Telephony (SRST) administration documentation that 
supports the SRST-enabled gateway

• The firmware release notes that support your phone model

Conventions
Notes use the following conventions:

Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the 
publication.

Tips use the following conventions:

Tip Means the following are useful tips.

Cautions use the following conventions:

Caution  Means reader be careful. In this situation, you might do something that could result in equipment 
damage or loss of data.

Obtaining Documentation, Obtaining Support, and Security 
Guidelines

For information on obtaining documentation, obtaining support, providing documentation feedback, 
security guidelines, and also recommended aliases and general Cisco documents, see the monthly 
What’s New in Cisco Product Documentation, which also lists all new and revised Cisco technical 
documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Cisco Product Security Overview
This product contains cryptographic features and is subject to United States and local country laws 
governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply 
third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors 
and users are responsible for compliance with U.S. and local country laws. By using this product you 
agree to comply with applicable laws and regulations. If you are unable to comply with U.S. and local 
laws, return this product immediately. 

Further information regarding U.S. export regulations may be found at 
http://www.access.gpo.gov/bis/ear/ear_data.html.
xiv
Cisco Unified Communications Manager Security Guide

OL-16342-01

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
http://www.access.gpo.gov/bis/ear/ear_data.html

	Preface


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


