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Phone Security Overview

This chapter contains information on the following topics:

• Understanding How Security Works for Phones, page 4-1

• Supported Phone Models, page 4-2

• Viewing Security Settings on the Phone, page 4-2

• Phone Security Configuration Checklist, page 4-2

• Where to Find More Information, page 4-3

Understanding How Security Works for Phones
At installation, Cisco Unified Communications Manager boots up in nonsecure mode. When the phones 
boot up after the Cisco Unified Communications Manager installation, all devices register as nonsecure 
with Cisco Unified Communications Manager.

After you upgrade from Cisco Unified Communications Manager 4.0(1) or a later release, the phones 
boot up in the device security mode that you enabled prior to the upgrade; all devices register by using 
the chosen security mode.

The Cisco Unified Communications Manager installation creates a self-signed certificate on the Cisco 
Unified Communications Manager and TFTP server. You may also choose to use a third-party, 
CA-signed certificate for Cisco Unified Communications Manager instead of the self-signed certificate. 
After you configure authentication, Cisco Unified Communications Manager uses the certificate to 
authenticate with supported Cisco Unified IP Phones. After a certificate exists on the Cisco Unified 
Communications Manager and TFTP server, Cisco Unified Communications Manager does not reissue 
the certificates during each Cisco Unified Communications Manager upgrade. You must create a new 
CTL file with the new certificate entries.

Tip For information on unsupported or nonsecure scenarios, see the “Interactions and Restrictions” section 
on page 1-6.

Cisco Unified Communications Manager maintains the authentication and encryption status at the device 
level. If all devices that are involved in the call register as secure, the call status registers as secure. If 
one device registers as nonsecure, the call registers as nonsecure, even if the phone of the caller or 
recipient registers as secure.
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Cisco Unified Communications Manager retains the authentication and encryption status of the device 
when a user uses Cisco Extension Mobility. Cisco Unified Communications Manager also retains the 
authentication and encryption status of the device when shared lines are configured.

Tip When you configure a shared line for an encrypted Cisco Unified IP Phone, configure all devices that 
share the lines for encryption; that is, ensure that you set the device security mode for all devices to 
encrypted by applying a security profile that supports encryption.

Supported Phone Models
For a list of security features that are supported on your phone, refer to the phone administration and 
user documentation that supports this Cisco Unified Communications Manager release or the firmware 
documentation that supports your firmware load.

Although you may be able to configure the security features in Cisco Unified Communications Manager 
Administration, the features may not work until you install a compatible firmware load on the Cisco 
TFTP server.

Viewing Security Settings on the Phone
You can configure and view certain security-related settings on phones that support security; for 
example, you can view whether a phone has a locally significant certificate or manufacture-installed 
certificate installed. For additional information on the security menu and icons, refer to the Cisco 
Unified IP Phone administration and user documentation that supports your phone model and this 
version of Cisco Unified Communications Manager.

When Cisco Unified Communications Manager classifies a call as authenticated or encrypted, an icon 
displays on the phone to indicate the call state. To determine when Cisco Unified Communications 
Manager classifies the call as authenticated or encrypted, refer to the “Security Icons” section on 
page 1-6 and the “Interactions and Restrictions” section on page 1-6.

Phone Security Configuration Checklist
Table 4-1 describes the tasks to configure security for supported phones.

Table 4-1 Phone Security Configuration Checklist

Configuration Steps Related Procedures and Topics

Step 1 If you have not already done so, configure the Cisco CTL Client 
and ensure that the Cisco Unified Communications Manager 
security mode equals Mixed Mode.

Configuring the Cisco CTL Client, page 3-1

Step 2 If the phone does not contain a locally significant certificate 
(LSC) or manufacture-installed certificate (MIC), install a LSC 
by using the Certificate Authority Proxy Function (CAPF).

Using the Certificate Authority Proxy 
Function, page 7-1

Step 3 Configure phone security profiles. Configuring a Phone Security Profile, 
page 5-1
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Related Topics

• Interactions and Restrictions, page 1-6

• Authentication, Integrity, and Authorization Overview, page 1-17

• Encryption Overview, page 1-21

• Configuration Checklist Overview, page 1-24

• Using the Certificate Authority Proxy Function, page 7-1

• Phone Security Configuration Checklist, page 4-2

• Configuring a Phone Security Profile, page 5-1

• Configuring Encrypted Phone Configuration Files, page 8-1

• Phone Hardening, page 10-1

Related Cisco Documentation

• Cisco Unified IP Phone Administration Guide for Cisco Unified Communications Manager

• Troubleshooting Guide for Cisco Unified Communications Manager

Step 4 Apply a phone security profile to the phone. Applying a Phone Security Profile, page 5-9

Step 5 If a phone that is running SIP supports digest authentication, 
configure the digest credentials in the End User Configuration 
window.

• Configuring Digest Credentials in the 
End User Configuration Window, 
page 9-3

• End User Digest Credential 
Configuration Settings, page 9-3

Step 6 After you configure digest credentials, choose the Digest User 
from the Phone Configuration window.

Configuring the Digest User in the Phone 
Configuration Window, page 9-4

Step 7 On Cisco Unified IP Phone 7960G or 7940G (SIP only), enter 
the digest authentication username and password (digest 
credentials) that you configured in the End User Configuration 
window.

This document does not provide procedures 
on how to enter the digest authentication 
credentials on the phone. For information on 
how to perform this task, refer to the Cisco 
Unified IP Phone administration guide that 
supports your phone model and this version of 
Cisco Unified Communications Manager. 

Step 8 Encrypt the phone configuration file, if the phone supports this 
functionality. 

Configuring Encrypted Phone Configuration 
Files, page 8-1

Step 9 To harden the phone, disable phone settings. Phone Hardening, page 10-1

Table 4-1 Phone Security Configuration Checklist (continued)

Configuration Steps Related Procedures and Topics
4-3
Cisco Unified Communications Manager Security Guide

OL-16342-01 



 

Chapter 4      Phone Security Overview
  Where to Find More Information
4-4
Cisco Unified Communications Manager Security Guide

OL-16342-01


	Phone Security Overview
	Understanding How Security Works for Phones
	Supported Phone Models
	Viewing Security Settings on the Phone
	Phone Security Configuration Checklist
	Where to Find More Information



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


