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C H A P T E R 14

Configuring the SIP Trunk Security Profile

This chapter contains information on the following topics:

• SIP Trunk Security Profile Overview, page 14-1

• Configuration Tips for SIP Trunk Security Profile, page 14-1

• Finding a SIP Trunk Security Profile, page 14-2

• Configuring the SIP Trunk Security Profile, page 14-2

• SIP Trunk Security Profile Configuration Settings, page 14-3

• Applying a SIP Trunk Security Profile, page 14-7

• Deleting a SIP Trunk Security Profile, page 14-8

• Where to Find More Information, page 14-8

SIP Trunk Security Profile Overview
Cisco Unified CallManager Administration groups security-related settings for the SIP trunk to allow 
you to assign a single security profile to multiple SIP trunks. Security-related settings include device 
security mode, digest authentication, and incoming/outgoing transport type settings. You apply the 
configured settings to the SIP trunk when you choose the security profile in the Trunk Configuration 
window.

Installing Cisco Unified CallManager provides a predefined, nonsecure SIP trunk security profile for 
autoregistration. To enable security features for a SIP trunk, configure a new security profile and apply 
it to the SIP trunk. If the trunk does not support security, choose a nonsecure profile. 

Only security features that the SIP trunk supports display in the security profile settings window. 

Configuration Tips for SIP Trunk Security Profile
Consider the following information when you configure SIP trunk security profiles in 
Cisco Unified CallManager Administration:

• When you are configuring a SIP trunk, you must select a security profile in the Trunk Configuration 
window. If the device does not support security, apply a nonsecure profile. 

• You cannot delete a security profile that is currently assigned to a device. 
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• If you change the settings in a security profile that is already assigned to a SIP trunk, the 
reconfigured settings apply to all SIP trunks that are assigned that profile.

• You can rename security files that are assigned to devices. The SIP trunks that are assigned the old 
profile name and settings assume the new profile name and settings.

• If you configured the device security mode prior to a Cisco Unified CallManager 5.0 or later 
upgrade, Cisco Unified CallManager creates a profile for the SIP trunk and applies the profile to the 
device.

Finding a SIP Trunk Security Profile
To find a SIP trunk security profile, perform the following procedure:

Procedure

Step 1 In Cisco Unified CallManager Administration, choose System > Security Profile > SIP Trunk 
Security Profile.

The Find and List window displays.

Step 2 From the drop-down list boxes, choose your search criteria for the security profiles that you want to list 
and click Find.

Note To find all SIP trunk security profiles that are registered in the database, click Find without 
specifying any search criteria.

The window refreshes and displays the security profiles that match your search criteria.

Step 3 Click the Name link for the security profile that you want to view.

Tip To search for the Name or Description within the search results, check the Search Within 
Results check box, enter your search criteria as described in this procedure, and click Find.

Additional Information

See the “Related Topics” section on page 14-8.

Configuring the SIP Trunk Security Profile
To add, update, or copy a SIP trunk security profile, perform the following procedure:

Procedure

Step 1 In Cisco Unified CallManager Administration, choose System > Security Profile > SIP Trunk 
Security Profile.

Step 2 Perform one of the following tasks:
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• To add a new profile, click the Add New button and continue with Step 3.

• To copy an existing security profile, locate the appropriate profile as described in “Finding a SIP 
Trunk Security Profile” section on page 14-2, click the Copy button next to the security profile that 
you want to copy, and continue with Step 3.

• To update an existing profile, locate the appropriate security profile as described in “Finding a SIP 
Trunk Security Profile” section on page 14-2 and continue with Step 3.

Step 3 Enter the appropriate settings as described in Table 14-1.

Step 4 Click Save.

Additional Steps

After you create the security profile, apply it to the trunk, as described in the “Applying a SIP Trunk 
Security Profile” section on page 14-7.

If you configured digest authentication for SIP trunks, you must configure the digest credentials in the 
SIP Realm window for the trunk and Application User window for applications that are connected 
through the SIP trunk, if you have not already done so. 

If you enabled application-level authorization for applications that are connected through the SIP trunk, 
you must configure the methods that are allowed for the application in the Application User window, if 
you have not already done so.

Additional Information

See the “Related Topics” section on page 14-8.

SIP Trunk Security Profile Configuration Settings
Table 14-1 describes the settings for the SIP Trunk Security Profile.

• For configuration tips, refer to the “Configuration Tips for SIP Trunk Security Profile” section on 
page 14-1. 

• For related information and procedures, see the “Related Topics” section on page 14-8.

Table 14-1 SIP Trunk Security Profile Configuration Settings

Setting Description

Name Enter a name for the security profile. When you save the new profile, the 
name displays in the SIP Trunk Security Profile drop-down list box in the 
Trunk Configuration window.

Description Enter a description for the security profile.
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Device Security Mode From the drop-down list box, choose one of the following options:

• Non Secure—No security features except image authentication 
apply. A TCP or UDP connection opens to Cisco Unified 
CallManager.

• Authenticated—Cisco Unified CallManager provides integrity and 
authentication for the trunk. A TLS connection that uses NULL/SHA 
opens.

• Encrypted—Cisco Unified CallManager provides integrity, 
authentication, and signaling encryption for the trunk. A TLS 
connection that uses AES128/SHA opens for signaling.

Note SIP trunks support signaling encryption (not SRTP).

Incoming Transport Type When Device Security Mode is Non Secure, TCP+UDP specifies the 
transport type.

When Device Security Mode is Authenticated or Encrypted, TLS 
specifies the transport type.

Note The Transport Layer Security (TLS) protocol secures the 
connection between Cisco Unified CallManager and the trunk.

Outgoing Transport Type From the drop-down list box, choose the outgoing transport mode.

When Device Security Mode is Non Secure, choose TCP or UDP.

When Device Security Mode is Authenticated or Encrypted, TLS 
specifies the transport type.

Note TLS ensures signaling integrity, device authentication, and 
signaling encryption for SIP trunks.

Enable Digest 
Authentication

Check this check box to enable digest authentication. If you check this 
check box, Cisco Unified CallManager challenges all SIP requests from 
the trunk. 

Digest authentication does not provide device authentication, integrity or 
confidentiality.Choose a security mode of authenticated or encrypted to 
use these features.

For more information on digest authentication, see the Digest 
Authentication, page 1-16, and Configuring Digest Authentication for 
the SIP Trunk, page 15-1. 

Tip Use digest authentication to authenticate SIP trunk users on 
trunks that are using TCP or UDP transport. 

Nonce Validity Time Enter the number of minutes (in seconds) that the nonce value is 
valid.The default value equals 600 (10 minutes). When the time expires, 
Cisco Unified CallManager generates a new value.

Note A nonce value, a random number that supports digest 
authentication, gets used to calculate the MD5 hash of the digest 
authentication password.

Table 14-1 SIP Trunk Security Profile Configuration Settings (continued)

Setting Description
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  SIP Trunk Security Profile Configuration Settings
X.509 Subject Name This field applies if you configured TLS for the incoming and outgoing 
transport type.

For device authentication, enter the subject name of the X.509 certificate 
for the SIP trunk device. If you have a Cisco Unified CallManager cluster 
or if you use SRV lookup for the TLS peer, a single trunk may resolve to 
multiple hosts, which results in multiple X.509 subject names for the 
trunk. If multiple X.509 subject names exist, enter one of the following 
characters to separate the names: space, comma, semicolon, or a colon.

You can enter up to 4096 characters in this field.

Tip The subject name corresponds to the source connection TLS 
certificate. Ensure subject names are unique for each subject 
name and port. You cannot assign the same subject name and 
incoming port combination to different SIP trunks.

Example: SIP TLS trunk1 on port 5061 has X.509 Subject Names 
my_cm1, my_cm2. SIP TLS trunk2 on port 5071 has X.509 Subject 
Names my_cm2, my_cm3. SIP TLS trunk3 on port 5061 can have 
X.509 Subject Name my_ccm4 but cannot have X.509 Subject 
Name my_cm1.

Incoming Port Choose the incoming port. Enter a value that is a unique port number 
from 1024-65535. The default port value for incoming TCP and UDP SIP 
messages specifies 5060. The default SIP secured port for incoming TLS 
messages specifies 5061. The value that you enter applies to all SIP 
trunks that use the profile. 

Tip All SIP trunks that use TLS can share the same incoming port; all 
SIP trunks that use TCP + UDP can share the same incoming 
port. You cannot mix SIP TLS transport trunks with SIP non-TLS 
transport trunk types on the same port.

Table 14-1 SIP Trunk Security Profile Configuration Settings (continued)

Setting Description
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Enable Application Level 
Authorization

Application-level authorization applies to applications that are connected 
through the SIP trunk.

If you check this check box, you must also check the Enable Digest 
Authentication check box and configure digest authentication for the 
trunk. Cisco Unified CallManager authenticates a SIP application user 
before checking the allowed application methods.

When application level authorization is enabled, trunk-level 
authorization occurs first, and application-level authorization then 
occurs, meaning Cisco Unified CallManager checks the methods that are 
authorized for the trunk (in this security profile) before the methods that 
are authorized for the SIP application user in the Application User 
Configuration window.

Tip Consider using application-level authorization if you do not trust 
the identity of the application or if the application is not trusted 
on a particular trunk; that is, application requests may come from 
a different trunk than you expect.

For information on configuring digest authentication for the trunk, see 
the Configuring Digest Authentication for the SIP Trunk, page 15-1. For 
more information about authorization, refer to Authorization, page 1-17, 
and Interactions, page 1-6. For more information about configuring 
application level authorization at the Application User Configuration 
window, see the Cisco Unified CallManager Administration Guide. 

Accept Presence 
Subscription

If you want Cisco Unified CallManager to accept presence subscription 
requests that come via the SIP trunk, check this check box. 

If you checked the Enable Application Level Authorization check box, go 
to the Application User Configuration window and check the Accept 
Presence Subscription check box for any application users that are 
authorized for this feature.

When application-level authorization is enabled, if you check the Accept 
Presence Subscription check box for the application user but not for the 
trunk, a 403 error message gets sent to the SIP user agent that is 
connected to the trunk.

Accept Out-of-Dialog 
Refer

If you want Cisco Unified CallManager to accept incoming 
non-INVITE, Out-of-Dialog REFER requests that come via the SIP 
trunk, check this check box.

If you checked the Enable Application Level Authorization check box, go 
to the Application User Configuration window and check the Accept 
Out-of-Dialog Refer check box for any application users that are 
authorized for this method.

Table 14-1 SIP Trunk Security Profile Configuration Settings (continued)

Setting Description
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Applying a SIP Trunk Security Profile
You apply a SIP trunk security profile to the trunk in the Trunk Configuration window. To apply a 
security profile to a device, perform the following procedure:

Procedure

Step 1 Find the trunk, as described in the Cisco Unified CallManager Administration Guide.

Step 2 After the Trunk Configuration window displays, locate the SIP Trunk Security Profile setting.

Step 3 From the security profile drop-down list box, choose the security profile that applies to the device. 

Step 4 Click Save.

Step 5 To reset the trunk, click Reset.

Additional Steps

If you applied a profile enabling digest authentication for SIP trunks, you must configure the digest 
credentials in the SIP Realm window for the trunk. See “Configuring a SIP Realm” section on page 15-4.

If you applied a profile enabling application-level authorization, you must configure the digest 
credentials and allowed authorization methods in the Application User window, if you have not already 
done so.

Additional Information

See the “Related Topics” section on page 14-8.

Accept Unsolicited 
Notification

If you want Cisco Unified CallManager to accept incoming 
non-INVITE, unsolicited notification messages that come via the SIP 
trunk, check this check box.

If you checked the Enable Application Level Authorization check box, go 
to the Application User Configuration window and check the Accept 
Unsolicited Notification check box for any application users that are 
authorized for this method.

Accept Header 
Replacement

If you want Cisco Unified CallManager to accept new SIP dialogs, which 
have replaced existing SIP dialogs, check this check box.

If you checked the Enable Application Level Authorization check box, go 
to the Application User Configuration window and check the Accept 
Header Replacement check box for any application users that are 
authorized for this method.

Table 14-1 SIP Trunk Security Profile Configuration Settings (continued)

Setting Description
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Deleting a SIP Trunk Security Profile
This section describes how to delete a SIP trunk security profile from the Cisco Unified CallManager 
database.

Before You Begin

Before you can delete a security profile from Cisco Unified CallManager Administration, you must 
apply a different profile to the devices or delete all devices that use the profile. To find out which devices 
use the profile, choose Dependency Records from the Related Links drop-down list box in the SIP 
Trunk Security Profile Configuration window and click Go.

If the dependency records feature is not enabled for the system, the dependency records summary 
window displays a message that shows the action that you can take to enable the dependency records; 
the message also displays information about high CPU consumption that is related to the dependency 
records feature. For more information about dependency records, refer to the 
Cisco Unified CallManager System Guide.

Procedure

Step 1 Find the security profile by using the procedure in the “Finding a SIP Trunk Security Profile” section on 
page 14-2.

Step 2 To delete multiple security profiles, check the check boxes next to the appropriate check box in the Find 
and List window; then, click the Delete Selected icon or the Delete Selected button.

Step 3 To delete a single security profile, perform one of the following tasks:

• In the Find and List window, check the check box next to the appropriate security profile; then, click 
the Delete Selected icon or the Delete Selected button.

• In the Find and List window, click the Name link for the security profile. After the specific Security 
Profile Configuration window displays, click the Delete Selected icon or the Delete Selected 
button.

Step 4 When prompted to confirm the delete operation, click OK to delete or Cancel to cancel the delete 
operation.

Additional Information

See the “Related Topics” section on page 14-8.

Where to Find More Information
Related Topics

• SIP Trunk Security Profile Overview, page 14-1

• Configuration Tips for SIP Trunk Security Profile, page 14-1

• Finding a SIP Trunk Security Profile, page 14-2

• Configuring the SIP Trunk Security Profile, page 14-2

• SIP Trunk Security Profile Configuration Settings, page 14-3

• Applying a SIP Trunk Security Profile, page 14-7
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• Deleting a SIP Trunk Security Profile, page 14-8

• Authorization, page 1-17

• Interactions, page 1-6

• Digest Authentication, page 1-16

Related Cisco Documentation

Cisco Unified CallManager Administration Guide

Cisco Unified CallManager System Guide
14-9
Cisco CallManager Security Guide

OL-10051-01



 

Chapter 14      Configuring the SIP Trunk Security Profile
  Where to Find More Information
14-10
Cisco CallManager Security Guide

OL-10051-01


	Configuring the SIP Trunk Security Profile
	SIP Trunk Security Profile Overview
	Configuration Tips for SIP Trunk Security Profile
	Finding a SIP Trunk Security Profile
	Configuring the SIP Trunk Security Profile
	SIP Trunk Security Profile Configuration Settings
	Applying a SIP Trunk Security Profile
	Deleting a SIP Trunk Security Profile
	Where to Find More Information



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


