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Security Overview

Implementing security mechanisms in the Cisco Unified CallManager system prevents identity theft of
the phone/Cisco Unified CallManager server, data tampering, and call-signaling/media-stream
tampering.

The Cisco IP telephony network establishes and maintains authenticated communication streams,
digitally signs files before transferring the file to the phone, and encrypts media streams and call
signaling between Cisco Unified IP Phones.

This chapter provides information on the following topics:

Authentication and Encryption Terminology, page 30-2
System Requirements, page 30-4

Features List, page 30-4

Security Icons, page 30-5

Interactions and Restrictions, page 30-5

Best Practices, page 30-10

Installation, page 30-12

TLS and IPSec, page 30-12

Certificates, page 30-12

Authentication, Integrity, and Authorization Overview, page 30-15
Encryption Overview, page 30-19

Configuration Checklist Overview, page 30-21

Where to Find More Information, page 30-25
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I Authentication and Encryption Terminology

Authentication and Encryption Terminology

The definitions inTable 30-1 apply when you configure authentication and encryption for your
Cisco IP telephony network:

Table 30-1

Terminology

Term

Definition

Access control list (ACL)

List that defines rights and permissions to access system functions and
resources. See Method List.

Authentication

Process that verifies the identity of an entity.

Authorization

Process that specifies whether an authenticated user, service, or
application has the necessary permissions to perform a requested action; in
Cisco Unified CallManager, security process that restricts SUBSCRIBE
requests and certain trunk-side SIP requests to authorized users.

Authorization Header

A SIP user agent response to a challenge.

Certificate Authority (CA)

Entity that issues certificates; may be a Cisco or third-party entity.

Certificate Authority Proxy
Function (CAPF)

Process by which supported devices can request locally significant
certificates by using Cisco Unified CallManager Administration.

Certificate Trust List (CTL)

A file that contains a list of certificates that the phone is to trust. The
Cisco Site Administrator Security Token (security token) signs the CTL
file. The CTL file gets created automatically when the Cisco CTL client is
used to transition the cluster to secure/mixed-mode.

Challenge

In digest authentication, a request to a SIP user agent to authenticate its
identity.

Cisco Site Administrator
Security Token (security
token; etoken)

A portable hardware security module that contains a private key and an
X.509v3 certificate that the Cisco Certificate Authority signs; used for
file authentication, it signs the CTL file.

Device Authentication

Process that validates the identity of the device and ensures that the
entity is what it claims to be before making a connection.

Digest Authentication

A form of device authentication where an MDS5 hash of a shared password

(among other things) gets used to establish the identity of a SIP User agent.

Digest User User name that is included in the authorization request that SIP phones
or SIP trunks send.
Encryption Process that ensures that only the intended recipient receives and reads

the data; process that ensures the confidentiality of the information;
process that translates data into ciphertext, which appears random and
meaningless. Requires an encryption algorithm and encryption key.

File Authentication

Process that validates digitally signed files that the phone downloads.
The phone validates the signature to make sure that file tampering did
not occur after the file creation.

Hypertext Transfer
Protocol over Secure
Sockets Layer (HTTPS)

An IETF-defined protocol that ensures (at a minimum) the identity of
the HTTPS server; by using encryption, ensures the confidentiality of
the information that is exchanged between the Tomcat server and the
browser client.
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Table 30-1 Terminology (continued)
Term Definition
Image Authentication Process that prevents tampering with the binary image prior to loading

it on the phone; process whereby a phone validates the integrity and
source of an image.

Integrity Process that ensures that data tampering did not occur between entities.

IPSec Transport that provides secure H.225, H.245, and RAS signaling
channels for end-to-end security.

Locally Significant A digital X.509v3 certificate that is installed on the phone or

Certificate (LSC) JTAPI/TAPI/CTI application; issued by a third-party certificate
authority or CAPF.

Manufacture Installed A digital X.509v3 certificate that is signed by the Cisco Certificate

Certificate (MIC) Authority and installed in supported phones by Cisco Manufacturing.

Man-in-the-Middle Attacks |Process that allows an attacker to observe and modify the information
flow between Cisco Unified CallManager and the phone.

Media Encryption Process whereby the confidentiality of the media is protected by use of
cryptographic procedures. Media encryption uses Secure Real-Time
Protocol (SRTP) as defined in IETF RFC 3711.

Message/Data Tampering |Event when an attacker attempts to alter messages in transit, including
ending a call prematurely.

Method List Tool to restrict certain categories of messages that can come in on a SIP
trunk during the authorization process; defines which SIP nonINVITE
methods are allowed for a trunk-side application or device. Also Method
ACL.

Mixed Mode Mode within a cluster that you configured for security; includes
authenticated and nonauthenticated devices that connect to the
Cisco Unified CallManager.

Nonce A unique, random number that the server generates for each digest
authentication request.

Nonsecure Call Call in which at least one device is not authenticated or encrypted.

PKI Public key infrastructure; the set of elements that is needed for public

key encryption, including certificates and certificate authorities.

Replay Attack Event when an attacker captures information that identifies a phone or
proxy server and replays information while pretending to be the actual
device; for example, by impersonating the proxy server private key.

System Administrator In CTI/JTAPI/TAPI applications, a token that is used to sign the CTL file

Security Token (SAST) for CTL download.

Simple Certificate A protocol that is used to communicate with a certificate authority that

Enrollment Protocol issues X.509 certificates.

(SCEP)

Secure Call Call in which all devices are authenticated and the media stream is
encrypted.

Signaling Authentication  |Process that validates that no tampering occurred to signaling packets
during transmission; uses the Transport Layer Security protocol.

Cisco Unified CallManager New and Changed Information Guide
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Table 30-1 Terminology (continued)
Term Definition
Signaling Encryption Process that uses cryptographic methods to protect the confidentiality of

all signaling messages that are sent between the device and the
Cisco Unified CallManager server.

SIP Realm A string (name) that specifies protected space in digest authentication;

identifies the line- or trunk-side user agent for the SIP request.

SSL A cryptographic protocol that secures data communications such as

e-mail on the Internet. Consider SSL as equivalent to TLS, its successor.

Transport Layer Security A cryptographic protocol that secures data communications such as

(TLS) e-mail on the Internet. Consider TLS as functionally equivalent to SSL.
Trust List Certificate list without digital signatures.
Trust Store A repository of X.509 certificates that are explicitly trusted by an

application, such as Cisco Unified CallManager.

X.509 An ITU-T cryptographic standard for importing PKI certificates, which

includes certificate formats.

System Requirements

The following system requirements exist for authentication or encryption:

Features List

Cisco Unified CallManager Release 5.1(1) serves as the minimum requirement for the security
features that this document describes.

The Administrator password can differ on every server in the cluster.

The username and password that are used at the Cisco CTL client (to log in to the

Cisco Unified CallManager server) matches Cisco Unified CallManager Administration username
and password (the username and password that are used to log in to the Cisco Unified CallManager
Administration).

For Certificate Authority Proxy Function (CAPF) information, see “CAPF System Interactions and
Requirements” in the Using the Certificate Authority Proxy Function chapter in the Cisco Unified
CallManager Security Guide, Release 5.0(4).

Before you configure voice mail ports for security, verify that you installed a version of Cisco Unity
that supports Cisco Unified CallManager Release 5.1.

Cisco Unified CallManager system uses a multilayered approach to call security, from the transport
layer to the application layer.

Transport layer security includes TLS and IPSec for signaling authentication and encryption to control
and prevent access to the voice domain. SRTP adds media authentication and encryption to secure
privacy and confidentiality for voice conversation and other media.

Table 30-2 provides a summary of security features that Cisco Unified CallManager can implement
during a SIP or SCCP call, depending on the features that are supported and configured.

Cisco Unified CallManager New and Changed Information Guide
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Table 30-2

Call Processing Security Features List

Security Icons

Security Feature

Line Side

Trunk Side

Transport/Connection/Integrity

Secure TLS port

IPSec associations

Secure TLS port (SIP trunk
only)

Device Authentication

TLS certificate exchange
w/Cisco Unified CallManager
and/or CAPF

IPSec certificate exchange or
pre-shared key

Digest Authentication

SIP phone users only

SIP trunk users and SIP trunk
application users

Signaling
Authentication/Encryption

TLS Mode: authenticated or
encrypted

IPSec [authentication header,
encryption (ESP), or both]

TLS Mode: authenticated or
encrypted mode (SIP trunk only)

Media Encryption

SRTP

SRTP

Authorization

Presence requests

Presence requests

Method list

Note: The features that are supported on a device vary by device type and protocol.

Security lcons

Phones that support security icons display the Cisco Unified CallManager security level that is

associated with a call.

e The phone displays a shield icon for calls with a signaling security level of authenticated. A shield
identifies a secured connection between Cisco IP devices.

e The phone displays a lock icon for calls with encrypted media, meaning the media stream between
the Cisco IP devices is encrypted.

security icons.

Interactions and Restrictions

Interactions

e Interactions, page 30-5

e Restrictions, page 30-6

This section contains information on the following topics:

Refer to “Phone Icons and Encryption” section on page 30-9 for restrictions that are associated with

This section describes how Cisco security features interact with Cisco Unified CallManager
applications.

[ oL-11473-01

Cisco Unified CallManager New and Changed Information Guide g



Chapter30  Security Overview

M Interactions and Restrictions

Note

Restrictions

To add presence group authorization for SIP phones and trunks, configure presence groups to restrict
presence requests to authorized users.

Refer to the Cisco Unified CallManager Features and Services Guide for more information about
configuring presence groups.

To allow presence requests on SIP trunks, you must authorize Cisco Unified CallManager to accept
presence requests on the SIP trunk and, if required, configure end user clients in Cisco Unified
CallManager Administration to allow Cisco Unified CallManager to accept and authenticate incoming
presence requests from the remote device and application.

To use SIP-initiated transfer features and other advanced transfer-related features on SIP trunks, such as
Web Transfer and Click to Dial, you must authorize Cisco Unified CallManager to accept incoming Out
of Dialog REFER requests.

To provide support for event reporting (such as MWI support) and to reduce per-call MTP allocations
(from a voice-messaging server for example), you must authorize Cisco Unified CallManager to accept
Unsolicited Notification SIP requests.

To allow Cisco Unified CallManager to transfer an external call on a SIP trunk to an external device or
party (in attended transfer, for example) you must authorize Cisco Unified CallManager to accept SIP
requests with replaces header in REFERS and INVITES.

For extension mobility, the SIP digest credentials change when a user logs in and out because different
credentials are configured for different end users.

Cisco Unified CallManager Assistant supports a secure connection to CTI (transport layer security
connection); the administrator must configure a CAPF profile (one for each Cisco Unified CallManager
Assistant node).

When multiple instance of a CTI/JTAPI/TAPI application are running, CTI TLS support requires
administrators to configure a unique instancelD (IID) for every application instance to secure signaling
and media communication streams between CTI Manager and JTAPI/TSP/CTI applications.

When the device security mode equals authenticated or encrypted, the Cisco Unity-CM TSP connects to
Cisco Unified CallManager through the Cisco Unified CallManager TLS port. When the security mode
equals nonsecure, the Cisco Unity TSP connects to Cisco Unified CallManager through the

Cisco Unified CallManager port.

The following sections describe restrictions that apply to Cisco security features:
e Authentication and Encryption, page 30-7
e Barge and Encryption, page 30-7
e Wideband Codecs and Encryption, page 30-8
e Media Resources and Encryption, page 30-8
e Device Support and Encryption, page 30-8
e Phone Icons and Encryption, page 30-9
e Cluster and Device Security Modes, page 30-9
e Packet Capturing and Encryption, page 30-9
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Authentication and Encryption

Consider the following restrictions before you install and configure authentication and encryption
features:

e Auto-registration does not work when you configure the cluster for mixed mode.

* You cannot implement signaling or media encryption if device authentication does not exist in the
cluster; that is, if you do not enable the Cisco CTL Provider service or install and configure the Cisco
CTL client.

e (Cisco does not support Network Address Translation (NAT) with Cisco Unified CallManager if you
configure the cluster for mixed mode.

You can enable UDP in the firewall to allow media stream firewall traversal. Enabling UDP allows
the media source on the trusted side of the firewall to open a bidirectional media flow through the
firewall by sending the media packet through the firewall.

e

Tip Hardware DSP resources cannot initiate this type of connection and, therefore, must exist
outside of the firewall.

Signaling encryption does not support NAT traversal. Instead of using NAT, consider using LAN
extension VPNs.

e SRTP encrypts voice packets only.

Barge and Encryption

The following restrictions apply to barge and encryption:

¢ A Cisco Unified IP Phone model 7960 (SCCP) and 7970 user cannot barge in to an encrypted call
if the Cisco Unified IP Phone model 7970 that is used to barge is not configured for encryption.
When barge fails in this case, a busy tone plays on the phone where the user initiated the barge.

If the initiator phone is configured for encryption, the barge initiator can barge in to an authenticated
or nonsecure call from the encrypted phone. After the barge occurs, Cisco Unified CallManager
classifies the call as nonsecure.

If the initiator phone is configured for encryption, the barge initiator can barge in to an encrypted
call, and the phone indicates that the call state equals encrypted.

A user can barge in to an authenticated call, even if the phone that is used to barge is nonsecure. The
authentication icon continues to display on the authenticated devices in the call, even if the initiator
phone does not support security.

e

ﬁ You can configure cbarge if you want barge functionality, but Cisco Unified CallManager
automatically classifies the call as nonsecure.

e If you configure encryption for Cisco Unified IP Phone models 7960 and 7940, those encrypted
devices cannot accept a barge request when they are participating in an encrypted call. When the call
is encrypted, the barge attempt fails. A tone plays on the phone to indicate that the barge failed.

Cisco Unified CallManager New and Changed Information Guide
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A message displays in Cisco Unified CallManager Administration when you attempt the following
configuration:

- In the Phone Configuration window, you apply a security profile that supports encryption, you
choose On for the Built In Bridge setting (or default setting equals On), and you click Save after
you create this specific configuration.

— In the Service Parameter window, you update the Built In Bridge Enable parameter.

Wideband Codecs and Encryption

The following information applies for Cisco Unified IP Phone models 7960 or 7940 that are configured
for encryption and associated with a wideband codec region. This only applies to Cisco Unified IP Phone
models 7960 or 7940 that are configured for TLS/SRTP.

To establish an encrypted call, Cisco Unified CallManager ignores the wideband codec and chooses
another supported codec from the codec list that the phone presents. If the other devices in the call are
not configured for encryption, Cisco Unified CallManager may establish the authenticated/nonsecure
call by using the wideband codec.

Media Resources and Encryption

Cisco Unified CallManager supports authenticated and encrypted calls between secure Cisco Unified
IP Phones (SCCP or SIP), secure CTI devices/route points, secure Cisco MGCP I0S gateways, secure
SIP trunks, secure H.323 gateways, and secure H.323/H.245/H.225 trunks where no media resources are
used. For example, Cisco Unified CallManager Release 5.1 does not provide media encryption in the
following cases:

e (alls that involve transcoders or media termination points
* Ad hoc or Meet-Me conferences

e (Calls that involve music on hold

Device Support and Encryption

Note

Some Cisco Unified IP Phone models, such as Cisco Unified IP Phone model 7912, do not support
encrypted calls. Some phones support encryption but do not validate certificate signatures. Refer to the
Cisco Unified IP Phone administration guides for Cisco Unified IP Phone models that support
encryption and this version of Cisco Unified CallManager for more information.

In this release, the following Cisco Unified SCCP IP Phone models support encryption: 7906, 7911,
7940, 7941, 7941G-GE, 7960, 7961, 7961G-GE, 7970, 7971. The following Cisco Unified SIP IP Phone
models support encryption: 7906, 7911, 7941, 7941G-GE, 7961, 7961G-GE, 7970, 7971.

Cisco Unified SIP IP Phone models 7940/7960 do not support signaling encryption with TLS.

SIP trunks do not support SRTP encryption; Cisco Unified CallManager secures calls on SIP trunks with
TLS.

Cisco Unified CallManager New and Changed Information Guide
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Interactions and Restrictions

Cisco Unified CallManager supports SRTP primarily for IOS gateways and Cisco Unified CallManager
H.323 trunks on gatekeeper-controlled and non-gatekeeper-controlled trunks. If SRTP cannot be
engaged for a call, Cisco Unified CallManager engages RTP.

Not all phones support encrypted configuration files. Some phones support encrypted configuration files
but do not validate file signatures. All phones that support encrypted configuration files require new
firmware (except Cisco Unified IP Phone models 7905 and 7912) that is compatible with this release to
receive full encrypted configuration files. Cisco Unified IP Phone models 7905 and7912 use existing
security mechanisms and do not require new firmware for this feature.

Refer to Supported Phone Models, page 33-4 for phone support of encrypted configuration files.

Phone Icons and Encryption

The encryption lock icon indicates that the media stream between the Cisco IP devices is encrypted.

The encryption lock icon may not display on the phone when you perform tasks such as conferencing,
transferring, or putting a call on hold; the status changes from encrypted to nonsecure if the media
streams that are associated with these tasks are not encrypted.

Cisco Unified CallManager does not display the lock icon for calls that originate at or terminate to SIP
trunk-side connections. Cisco Unified CallManager does not display the shield icon for calls that are
transiting H.323 trunks.

Cluster and Device Security Modes

When the cluster security mode equals nonsecure, the device security mode equals nonsecure in the
phone configuration file, even though Cisco Unified CallManager Administration may indicate that the
device security mode is authenticated or encrypted. Under these circumstances, the phone attempts
nonsecure connections with the SRST-enabled gateway and the Cisco Unified CallManager servers in
the cluster.

When the cluster security mode equals nonsecure, the security-related configuration in Cisco Unified
CallManager Administration gets ignored; for example, the device security mode, the SRST Allowed
check box, and so on. The configuration does not get deleted in Cisco Unified CallManager
Administration, but security does not get provided.

The phone attempts a secure connection to the SRST-enabled gateway only when the cluster security
mode equals secure, the device security mode in the phone configuration file is set to authenticated or
encrypted, the SRST Allowed? check box is checked in the Trunk Configuration window, and a valid
SRST certificate exists in the phone configuration file.

Packet Capturing and Encryption

When SRTP encryption is implemented, third-party sniffing tools do not work. Authorized
administrators with appropriate authentication can initiate packet capturing in Cisco Unified
CallManager Administration with a configuration change in Cisco Unified CallManager Administration
(for devices that support packet capturing).
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Best Practices

Cisco strongly recommends the following best practices:

e Always perform installation and configuration tasks in a secure lab environment before you deploy
to a wide-scale network.

e Use IPSec for gateways and other application servers at remote locations; for example, Cisco Unity
or Cisco Unified Contact Center or other Cisco Unified CallManager servers.

A

Caution  Failure to use IPSec in these instances results in session encryption keys getting transmitted in the clear.

e To prevent toll fraud, configure conference enhancements that are described in the Cisco Unified
CallManager System Guide. Likewise, you can perform configuration tasks to restrict external
transferring of calls. For information on how to perform this task, refer to the Cisco Unified
CallManager Features and Services Guide.

This section contains the following topics:
e Resetting the Devices, Restarting Services, or Rebooting the Server/Cluster, page 30-10

e Configuring Media Encryption with Barge, page 30-11

Resetting the Devices, Restarting Services, or Rebooting the Server/Cluster

This section describes when you need to reset the devices, to restart services in
Cisco Unified CallManager Serviceability, or to reboot the server/cluster.

Consider the following guidelines:

e Reset a single device after you apply a different security profile in Cisco Unified CallManager
Administration.

e Reset the devices if you perform phone-hardening tasks.

¢ Reset the devices after you change the clusterwide security mode from mixed to nonsecure mode (or
vice versa).

e Restart all devices after you configure the Cisco CTL client or update the CTL file.
e Reset the devices after you update CAPF enterprise parameters.
e Restart the Cisco CTL Provider service after you update ports for the TLS connection.

e Restart the Cisco CallManager service after you change the clusterwide security mode from mixed
to nonsecure mode (or vice versa).

¢ Restart the Cisco Certificate Authority Proxy Function service after you update associated CAPF
service parameters.

e Restart all Cisco CallManager and Cisco TFTP services in Cisco Unified CallManager
Serviceability after you configure the Cisco CTL client or update the CTL file. Perform this task on
all servers that run these services.

e Restart all Cisco CallManager and Cisco TFTP services after you start or stop the CTL Provider
service.

e Reset dependent devices after you configure secure SRST references.

e If you set the Smart Card service to Started and Automatic, reboot the PC where you installed the
Cisco CTL client.

Cisco Unified CallManager New and Changed Information Guide
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Step 1

Step 2

Step 3

Step 4
Step 5

Best Practices I

e Restart the Cisco CallManager IP Manager Assistant Service, Cisco WebDialer Web Service, and
the Cisco Extended Functions service after you configure the security-related service parameters
that are associated with the Application User CAPF Profile.

To restart the Cisco CallManager service, refer to the Cisco Unified CallManager Serviceability
Administration Guide.

To reset a single device after updating the configuration, see the “““Applying a Phone Security Profile”
section on page 32-9.

To reset all devices in the cluster, perform the following procedure:

Procedure

In Cisco Unified CallManager Administration, choose System > Cisco Unified CallManager.
The Find/List window displays.

Click Find.

A list of configured Cisco Unified CallManager servers displays.

Choose the Cisco Unified CallManager on which you want to reset devices.

Click Reset.

Perform Step 2 and Step 4 for each server in the cluster.

Configuring Media Encryption with Barge

Je

Tp.

Use the following information with the “Barge and Encryption” section on page 30-7.

When you attempt to configure barge for Cisco Unified IP Phone models 7960 and 7940 that are
configured for encryption, the following message displays:

If you configure encryption for Cisco Unified IP Phone models 7960 and 7940, those encrypted devices
cannot accept a barge request when they are participating in an encrypted call. When the call is
encrypted, the barge attempt fails.

The message displays when you perform the following tasks in Cisco Unified CallManager
Administration:

¢ In the Phone Configuration window, you choose Encrypted for the Device Security Mode (or
System Default equals Encrypted) and On for the Built In Bridge setting (or default setting equals
On), and you click Insert or Update after you create this specific configuration.

e In the Enterprise Parameter window, you update the Device Security Mode parameter.

¢ In the Service Parameter window, you update the Built In Bridge Enable parameter.

For changes to take effect, you must reset the dependent Cisco IP devices.
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Installation

To obtain authentication support, you install a plug-in, the Cisco CTL client, from Cisco Unified
CallManager Administration. To install the Cisco CTL client, you must obtain at least two security
tokens.

Media and signaling encryption capabilities automatically install when you install Cisco Unified
CallManager.

Cisco Unified CallManager automatically installs Secure Sockets Layer (SSL) for Cisco Unified
CallManager virtual directories.

Cisco Certificate Authority Proxy Function (CAPF) installs automatically as a part of Cisco Unified
CallManager Administration.

TLS and IPSec

Transport security handles the coding, packing, and sending of data. Cisco Unified CallManager
provides the following secure transport protocols:

e Transport Layer Security (TLS) provides secure and reliable data transfer between two systems or
devices by using secure ports and certificate exchange. TLS secures and controls connections
between Cisco Unified CallManager-controlled systems, devices, and processes to prevent access to
the voice domain. Cisco Unified CallManager uses TLS to secure SCCP calls to SCCP phones and
SIP calls to SIP phones or trunks.

e [P Security (IPSec) provides secure and reliable data transfer between Cisco Unified CallManager
and gateways. IPSec implements signaling authentication and encryption to Cisco IOS MGCP and
H.323 gateways.

You can add secure RTP (SRTP) to TLS and IPSec transport services for the next level of security on
devices that support SRTP. SRTP authenticates and encrypts the media stream (voice packets) to ensure
that voice conversations that originate at or terminate to Cisco Unified IP Phones and either TDM or
analog voice gateway ports are protected from eavesdroppers who may have gained access to the voice
domain. SRTP adds protection against replay attacks.

Certificates

Certificates secure client and server identities. After root certificates are installed, certificates get added
to the root trust stores to secure connections between users and hosts, including devices and application
users.

Administrators can view the fingerprint of server certificates, regenerate self-signed certificates, and
delete trust certificates at the Cisco Unified Communications Operating System GUI.

Administrators can also regenerate and view self-signed certificates at the command line interface (CLI).

For information on updating the Cisco Unified CallManager trust store and managing certificates, refer
to the Cisco Unified Communications Operating System Administration Guide, Release 5.0(4).

Note  Cisco Unified CallManager supports only PEM (.pem) and DER (.der) formatted certificates.
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This section contains information on the following topics:
e Phone Certificate Types, page 30-13
e Server Certificate Types, page 30-13
e Support for Certificates from External CAs, page 30-14

Phone Certificate Types

Cisco uses the following certificate types in phones:

e Manufacture-installed certificate (MIC)—Cisco Manufacturing automatically installs this
certificate in supported phone models. With certain phone models, one MIC and one locally
significant certificate (LSC) can exist in the same phone, in which case, the LSC takes precedence
over the MIC for authentication to the Cisco Unified CallManager after you configure the device
security mode for authentication or encryption.

You cannot overwrite or delete the manufacture-installed certificate.

e Locally significant certificate (LSC)—This certificate type installs on supported phones after you
perform the necessary tasks that are associated with the Cisco Certificate Authority Proxy Function
(CAPF). With certain phone models, one LSC and one MIC can exist in the same phone, in which
case, the LSC takes precedence over the MIC for authentication to the Cisco Unified CallManager
after you configure the device security mode for authentication or encryption.

Tip Cisco recommends using manufacturer-installed certificates (MICs) for LSC installation only. Cisco
supports LSCs to authenticate the TLS connection with Cisco Unified CallManager. Because MIC root
certificates can be compromised, customers who configure phones to use MICs for TLS authentication
or for any other purpose do so at their own risk. Cisco assumes no liability if MICs are compromised.

Cisco recommends upgrading Cisco Unified IP Phone models 7906, 7911, 7941, 7961, 7970, and 7971
to use LSCs for TLS connection to Cisco Unified CallManager and removing MIC root certificates from
the CallManager trust store to avoid possible future compatibility issues. Some phone models that use
MICs for TLS connection to Cisco Unified CallManager may not be able to register.

Administrators should remove the following MIC root certificates from the CallManager trust store:
CAP-RTP-001

CAP-RTP-002

Cisco_Manufacturing_CA

Cisco_Root_CA_2048

MIC root certificates that stay in the CAPF trust store get used for certificate upgrades. For information
on updating the Cisco Unified CallManager trust store and managing certificates, refer to the
Cisco Unified Communications Operating System Administration Guide, Release 5.0(4).

Server Certificate Types

Cisco uses the following self-signed (own) certificate types in Cisco Unified CallManager servers:

e HTTPS certificate (tomcat_cert)—This self-signed root certificate gets generated during the
Cisco Unified CallManager installation for the HTTPS server.
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e Cisco Unified CallManager node certificate—This self-signed root certificate automatically installs
when you install Cisco Unified CallManager 5.1 for the Cisco Unified CallManager server.
Cisco Unified CallManager certificates provide server identification, including the
Cisco Unified CallManager server name and the Global Unique Identifier (GUID).

e CAPF certificate—The system copies this root certificate to all servers in the cluster after you
complete the Cisco CTL client configuration.

e [PSec certificate (ipsec_cert)—This self-signed root certificate gets generated during
Cisco Unified CallManager installation for IPSec connections with MGCP and H.323 gateways.

e SRST-enabled gateway certificate—When you configure a secure SRST reference in
Cisco Unified CallManager Administration, Cisco Unified CallManager retrieves the
SRST-enabled gateway certificate from the gateway and stores it in the Cisco Unified CallManager
database. After you reset the devices, the certificate gets added to the phone configuration file.
Because the certificate is stored in the database, this certificate does not get integrated into the
certificate management tool.

Cisco Unified CallManager imports the following certificate types to the Cisco Unified CallManager
trust store:

¢ Cisco Unity server certificate—Cisco Unity uses this self-signed root certificate to sign the
Cisco Unity SCCP device certificates. The Cisco Unity Telephony Integration Manager manages
this certificate.

e Cisco Unity SCCP device certificates—Cisco Unity SCCP devices use this signed certificate to
establish a TLS connection with the Cisco Unified CallManager. Every Unity device (or port) gets
issued a certificate that is rooted at the Unity root certificate. The Unity certificate name represents
a hash of the certificate subject name, which is based on the Unity machine name.

e SIP Proxy server certificate—A SIP user agent that connects via a SIP trunk authenticates to
Cisco Unified CallManager if the Cisco Unified CallManager trust store contains the SIP user agent
certificate and if the SIP user agent contains the Cisco Unified CallManager certificate in its trust
store.

Support for Certificates from External CAs

Note

Cisco Unified CallManager supports integration with third-party certificate authorities (CAs) by using a
PKCS#10 certificate signing request (CSR) mechanism, which is accessible at the Cisco Unified
Communications Operating System Certificate Manager GUI. Customers who currently use third-party
CAs should use the CSR mechanism to issue certificates for both CallManager and CAPF.

This release of Cisco Unified CallManager does not provide SCEP interface support.

Cisco has verified the PKCS#10 CSR support mechanism with these CAs: Keon and Microsoft. Cisco has not
verified certificate issuance with other external CAs that support PKCS#10 CSRs.

Be sure to run the CTL client after you upload a third-party, CA-signed certificate to the platform to update
the CTL file. After running the CTL client, restart the appropriate service(s) for the update; for example,
restart Cisco Call Manager and Cisco Tftp when updating the Cisco Unified CallManager certificate, restart
CAPF when updating the CAPF certificate, and so on. See “Configuring the Cisco CTL Client” section on
page 31-1 for the update procedure.

For information on generating Certificate Signing Requests (CSRs) at the platform, refer to the Cisco
Unified Communications Operating System Administration Guide, Release 5.0(4)

Cisco Unified CallManager New and Changed Information Guide
m. 0L-11473-01



| Chapter 30

Security Overview

Authentication, Integrity, and Authorization Overview 1l

Authentication, Integrity, and Authorization Overview

Integrity and authentication protect against the following threats:
e TFTP file manipulation (integrity)

e Modification of call-processing signaling between the phone and Cisco Unified CallManager
(authentication)

e Man-in-the-middle attacks (authentication), as defined in Table 30-1
e Phone and server identity theft (authentication)
e Replay attack (digest authentication)

Authorization specifies what an authenticated user, service, or application can do. You can implement
multiple authentication and authorization methods in a single session.

See the following sections for information on authentication, integrity, and authorization:
e Image Authentication, page 30-15
e Device Authentication, page 30-15
¢ File Authentication, page 30-16
¢ Signaling Authentication, page 30-16
e Digest Authentication, page 30-17
e Authorization, page 30-18

Image Authentication

This process prevents tampering with the binary image, that is, the firmware load, prior to loading it on
the phone. Tampering with the image causes the phone to fail the authentication process and reject the
image. Image authentication occurs through signed binary files that are automatically installed when you
install Cisco Unified CallManager. Likewise, firmware updates that you download from the web also
provide signed binary images.

Device Authentication

This process validates the identity of the device and ensures that the entity is who it claims to be. For a
list of devices that are supported, see “Supported Phone Models” in the Phones Security Overview
chapter in the Cisco Unified CallManager Security Guide, Release 5.0(4).

Device authentication occurs between the Cisco Unified CallManager server and supported

Cisco Unified IP Phones, SIP trunks, or JTAPI/TAPI/CTI applications (when supported). An
authenticated connection occurs between these entities only when each entity accepts the certificate of
the other entity. This process of mutual certificate exchange is called mutual authentication.

Device authentication relies on the creation of the Cisco CTL file (for authenticating

Cisco Unified CallManager server node and applications), as described in Configuring the Cisco CTL
Client, page 31-1, and the Certificate Authority Proxy Function (for authenticating phones and
JTAPI/TAPI/CTI applications), as described in “Using the Certificate Authority Proxy Function” chapter
in the Cisco Unified CallManager Security Guide, Release 5.0(4).
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e

Tip A STP user agent that connects via a SIP trunk authenticates to Cisco Unified CallManager if the
Cisco Unified CallManager trust store contains the SIP user agent certificate and if the SIP user agent
contains the Cisco Unified CallManager certificate in its trust store. For information on updating the
Cisco Unified CallManager trust store, refer to the Cisco Unified Communications Operating System
Administration Guide, Release 5.0(4).

File Authentication

This process validates digitally signed files that the phone downloads; for example, the configuration,
ring list, locale, and CTL files. The phone validates the signature to verify that file tampering did not
occur after the file creation. For a list of devices that are supported, see “Supported Phone Models” in
the Phone Security Overview chapter in the Cisco Unified CallManager Security Guide, Release 5.0(4).

The TFTP server does not sign any files if you configure the cluster for nonsecure mode. If you configure
the cluster for mixed mode, the TFTP server signs static files, such as ring list, localized, default.cnf.xml,
and ring list wav files, in .sgn format. The TFTP server signs files in <device name>.cnf.xml format
every time that the TFTP server verifies that a data change occurred for the file.

The TFTP server writes the signed files to disk if caching is disabled. If the TFTP server verifies that a
saved file has changed, the TFTP server re-signs the file. The new file on the disk overwrites the saved
file that gets deleted. Before the phone can download the new file, the administrator must restart affected
devices in Cisco Unified CallManager Administration.

After the phone receives the files from the TFTP server, the phone verifies the integrity of the files by
validating the signature on the file. For the phone to establish an authenticated connection, ensure that
the following criteria are met:

e A certificate must exist in the phone.

e The CTL file must exist on the phone, and the Cisco Unified CallManager entry and certificate must
exist in the file.

* You configured the device for authentication or encryption.

Fte File authentication relies on the creation of the Certificate Trust List (CTL) file, which the
““Configuring the Cisco CTL Client” section on page 31-1 describes.

Signaling Authentication

This process, also known as signaling integrity, uses the TLS protocol to validate that no tampering
occurred to signaling packets during transmission.

Signaling authentication relies on the creation of the Certificate Trust List (CTL) file, which the
““Configuring the Cisco CTL Client” section on page 31-1 describes
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Digest Authentication

Note

Tip

Tip

This process for SIP trunks and phones allows Cisco Unified CallManager to challenge the identity of a
SIP user agent (UA) when the UA sends a request to Cisco Unified CallManager. (A SIP user agent
represents a device or application that originates a SIP message.)

Cisco Unified CallManager acts as a user agent server (UAS) for SIP calls that are originated by
line-side phones or devices that are reached through the SIP trunk, as a user agent client (UAC) for SIP
calls that it originates to the SIP trunk, or a back-to-back user agent (B2BUA) for line-to-line or
trunk-to-trunk connections. In most environments, Cisco Unified CallManager acts primarily as B2BUA
connecting SCCP and SIP endpoints.

Cisco Unified CallManager can challenge SIP phones or SIP devices that connect through a SIP trunk
(as a UAS) and can respond to challenges that are received on its SIP trunk interface (as a UAC). When
digest authentication is enabled for a phone, Cisco Unified CallManager challenges all SIP phone
requests except keepalive messages.

Cisco Unified CallManager does not respond to challenges from line-side phones.

Cisco Unified CallManager defines a SIP call as having two or more separate call legs. For a standard,
two-party call between two SIP devices, two separate call legs exist: one leg between the originating SIP
UA and Cisco Unified CallManager (the originating call leg) and the other leg between

Cisco Unified CallManager and destination SIP UA (the terminating call leg). Each call leg represents a
separate dialog. Because digest authentication is a point-to-point process, digest authentication on each
call leg stays independent of the other call legs. SRTP capabilities can change for each call leg,
depending on the capabilities that are negotiated between the user agents.

Digest authentication does not provide integrity or confidentiality. To ensure integrity and
confidentiality for the device, configure the TLS protocol for the device, if the device supports TLS. If
the device supports encryption, configure the device security mode as encrypted. If the device supports
encrypted phone configuration files, configure encryption for the files.

Cisco Unified CallManager server uses a SIP 401 (Unauthorized) message to initiate a challenge, which
includes the nonce and the realm in the header. (The nonce specifies a random number that gets used to
calculate the MDS5 hash.) When a SIP user agent challenges the identity of Cisco Unified CallManager,
Cisco Unified CallManager responds to SIP 401 and SIP 407 (Proxy Authentication Required)
messages.

After you enable digest authentication for a SIP phone or trunk and configure digest credentials,
Cisco Unified CallManager calculates a credentials checksum that includes a hash of the username,
password, and the realm. Cisco Unified CallManager encrypts the values and stores the username and
the checksum in the database. Each digest user can have one set of digest credentials per realm.

SIP phones can only exist in the Cisco Unified CallManager realm. For SIP trunks, the realm represents
the domain that connects through the SIP trunk, such as xyz.com, which helps to identify the source of
the request.
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When Cisco Unified CallManager challenges a user agent, Cisco Unified CallManager indicates the
realm and nonce value for which the user agent must present its credentials. After receiving a response,
Cisco Unified CallManager validates the checksum for the username that is stored in the database
against the credentials that are received in the response header from the UA. If the credentials match,
digest authentication succeeded, and Cisco Unified CallManager processes the SIP request.

When responding to a challenge from a user agent that is connected through the SIP trunk,

Cisco Unified CallManager responds with the Cisco Unified CallManager username and password that
are configured for the realm, which is specified in the challenge message header. When

Cisco Unified CallManager gets challenged, the Cisco Unified CallManager looks up the username and
encrypted password based on the realm that the challenge message specifies. Cisco Unified CallManager
decrypts the password, calculates the digest, and presents it in the response message.

Administrators configure SIP digest credentials for a phone user or application user. For applications,
you specify digest credentials in the Applications User Configuration window in Cisco Unified
CallManager Administration. For SIP phones, you specify the digest authentication credentials, which
are then applied to a phone, in the End User window in Cisco Unified CallManager Administration.

To associate the credentials with the phone after you configure the user, you choose a Digest User, an
end user, in the Phone Configuration window. After you reset the phone, the credentials exist in the
phone configuration file that the TFTP server offers to the phone.

If you enable digest authentication for an end user but do not configure the digest credentials, the phone
will fail registration. If the cluster mode is nonsecure and you enable digest authentication and configure
digest credentials, the digest credentials get sent to the phone, and Cisco Unified CallManager still
initiates challenges.

Administrators configure the SIP realm for challenges to the phone and for challenges that are received
through the SIP trunk.The SIP Realm GUI provides the trunk-side credentials for UAC mode. You
configure the SIP realm for phones with the service parameter SIP Station Realm. You must configure a
SIP realm and username and password in Cisco Unified CallManager Administration for each SIP trunk
user agent that can challenge Cisco Unified CallManager.

Administrators configure the minutes for which the nonce value stays valid for the external device before
Cisco Unified CallManager rejects the external device and generates a new number.

Authorization

Cisco Unified CallManager uses the authorization process to restrict certain categories of messages from
SIP phones, from SIP trunks, and from SIP application requests on SIP trunks.

For SIP INVITE messages and in-dialog messages, and for SIP phones, Cisco Unified CallManager
provides authorization through calling search spaces and partitions.

For SIP SUBSCRIBE requests from phones, Cisco Unified CallManager provides authorization for user
access to presence groups.

For SIP trunks, Cisco Unified CallManager provides authorization of presence subscriptions and certain
non-INVITE SIP messages; for example, out-of-dial REFER, unsolicited notification, and any SIP
request with the replaces header. You specify authorization in the SIP Trunk Security Profile window
when you check the related check boxes in the window.

Authorization occurs for the SIP trunk first (as configured in the SIP Trunk Security Profile) and then
for the SIP application user agent on the SIP trunk (as configured in the Application User Configuration),
when application-level authorization is configured. For the trunk, Cisco Unified CallManager
downloads the trunk ACL information and caches it. The ACL information gets applied to the incoming
SIP request. If the ACL does not allow the SIP request, the call fails with a 403 Forbidden message.
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If the ACL allows the SIP request, Cisco Unified CallManager checks whether digest authentication is
enabled in the SIP Trunk Security Profile. If digest authentication is not enabled and application-level
authorization is not enabled, Cisco Unified CallManager processes the request. If digest authentication
is enabled, Cisco Unified CallManager verifies that the authentication header exists in the incoming
request and then uses digest authentication to identify the source application. If the header does not exist,
Cisco Unified CallManager challenges the device with a 401 message.

To enable SIP application authorization on the SIP trunk, you must check the Enable Application Level
Authorization check box in the SIP Trunk Security Profile window. Before an application-level ACL gets
applied, Cisco Unified CallManager authenticates the SIP trunk user agent through digest
authentication. Therefore, you must enable digest authentication in the SIP Trunk Security Profile for
application-level authorization to occur.

Overview

Encryption installs automatically when you install Cisco Unified CallManager 5.1 on each server in the
cluster.

Cisco Unified CallManager supports the following types of encryption:
¢ Signaling Authentication, page 30-16
e Media Encryption, page 30-20
e Configuration File Encryption, page 30-21

Signaling Encryption

Tip

Signaling encryption ensures that all SIP and SCCP signaling messages that are sent between the device
and the Cisco Unified CallManager server are encrypted.

Signaling encryption ensures that the information that pertains to the parties, DTMF digits that are
entered by the parties, call status, media encryption keys, and so on, are protected against unintended or
unauthorized access.

Cisco does not support Network Address Translation (NAT) with Cisco Unified CallManager if you
configure the cluster for mixed mode; NAT does not work with signaling encryption.

You can enable UDP ALG in the firewall to allow media stream firewall traversal. Enabling the UDP
ALG allows the media source on the trusted side of the firewall to open a bidirectional media flow
through the firewall by sending the media packet through the firewall.

Hardware DSP resources cannot initiate this type of connection and, therefore, must exist outside the
firewall.

Signaling encryption does not support NAT traversal. Instead of using NAT, consider using LAN
extension VPNs.

SIP trunks support signaling encryption but do not support media encryption.
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Media Encryption

Media encryption, which uses SRTP, ensures that only the intended recipient can interpret the media
streams between supported devices. Support includes audio streams only. Media encryption includes
creating a media master key pair for the devices, delivering the keys to the devices, and securing the
delivery of the keys while the keys are in transport.

Note  Cisco Unified CallManager handles media encryption keys differently for different devices and
protocols. All SCCP phones get their media encryption keys from Cisco Unified CallManager, which
secures the media encryption key downloads to phones with TLS encrypted signaling channels. SIP
phones generate and store their own media encryption keys. Media encryption keys that are derived by
Cisco Unified CallManager system securely get sent via encrypted signaling paths to gateways over
IPSec-protected links.

If the devices support SRTP, the system uses a SRTP connection. If at least one device does not support
SRTP, the system uses a RTP connection. SRTP-to-RTP fallback may occur for transfers from a secure
device to a non-secure device, conferencing, transcoding, music on hold, and so on.

For most security-supported devices, authentication and signaling encryption serve as the minimum
requirements for media encryption; that is, if the devices do not support signaling encryption and
authentication, media encryption cannot occur. Cisco IOS gateways and trunks support media
encryption without authentication. For Cisco IOS gateways and trunks, you must configure IPSec when
you enable the SRTP capability (media encryption).

Tip Before you configure SRTP or signaling encryption for gateways and trunks, Cisco strongly
recommends that you configure IPSec because Cisco IOS MGCP gateways, H.323 gateways,
H.323/H.245/H.225 trunks, and SIP trunks rely on IPSec configuration to ensure that security-related
information does not get sent in the clear. Cisco Unified CallManager does not verify that you
configured IPSec correctly. If you do not configure IPSec correctly, security-related information may get
exposed.

Secure SIP trunks can support secure calls over TLS; be aware, though, that the trunk supports signaling
encryption but does not support media encryption (SRTP). Because the trunk does not support media
encryption, the shield icon may display on the phones during the call; that is, if all devices in the call
support authentication or signaling encryption.

The following example demonstrates media encryption for SCCP and MGCP calls.

1. Device A and Device B, which support media encryption and authentication, register with
Cisco Unified CallManager.

2. When Device A places a call to Device B, Cisco Unified CallManager requests two sets of media
session master values from the key manager function.

3. Both devices receive the two sets: one set for the media stream, Device A—Device B, and the other
set for the media stream, Device B—Device A.

4. Using the first set of master values, Device A derives the keys that encrypt and authenticate the
media stream, Device A—Device B.

5. Using the second set of master values, Device A derives the keys that authenticate and decrypt the
media stream, Device B—Device A.

6. Device B uses these sets in the inverse operational sequence.
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1. After the devices receive the keys, the devices perform the required key derivation, and SRTP packet
processing occurs.

SIP phones and H.323 trunks/gateways generate their own cryptographic parameters and send them to
Cisco Unified CallManager.

Configuration File Encryption

Note

Cisco Unified CallManager pushes confidential data such as digest credentials and administrator
passwords to phones in configuration file downloads from the TFTP server.

Cisco Unified CallManager uses reversible encryption to secure these credentials in the database. To
secure this data during the download process, Cisco recommends that you configure encrypted
configuration files for all Cisco Unified IP Phones that support this option (see “Supported Phone
Models” section on page 33-4). When this option is enabled, only the device configuration file gets
encrypted for download.

In some circumstances, you may choose to download confidential data to phones in the clear; for
example, to troubleshoot the phone or during auto-registration.

Cisco Unified CallManager encodes and stores encryption keys in the database. The TFTP server
encrypts and decrypts configuration files by using symmetric encryption keys:

e If the phone has PKI capabilities, Cisco Unified CallManager can use the phone public key to
encrypt the phone configuration file.

e If the phone does not have PKI capabilities, you must configure a unique symmetric key in
Cisco Unified CallManager and in the phone.

You enable encrypted configuration file settings in the Phone Security Profile window in
Cisco Unified CallManager Administration, which you then apply to a phone in the Phone Configuration
window.

See “Understanding Encryption of the Phone Configuration File” section on page 33-1 in this document
for more information.

Configuration Checklist Overview

Table 30-3 describes tasks that you must perform to implement authentication and encryption. Each
chapter may also contain a checklist for the tasks that you must perform for the specified security feature.

[ oL-11473-01

Cisco Unified CallManager New and Changed Information Guide g



Chapter30  Security Overview

M Configuration Checklist Overview

Table 30-3

Configuration Checklist for Authentication and Encryption

Configuration Steps

Related Procedures and Topics

Step 1 On each server in the cluster, activate the Cisco CTL Provider |Activating the Cisco CTL Provider Service,
service in Cisco Unified CallManager Serviceability. page 31-4
Tip If you activated this service prior to a Cisco Unified
CallManager upgrade, you do not need to activate the
service again. The service automatically activates after
the upgrade.
Step 2 On the first node, activate the Cisco Certificate Authority Proxy |Activating the Certificate Authority Proxy
service in Cisco Unified CallManager Serviceability to install, |Function Service, Cisco Unified CallManager
upgrade, troubleshoot, or delete locally significant certificates. |Security Guide, Release 5.0(4)
Timesaver  Performing this task before you install and
configure the Cisco CTL client ensures that you do
not have to update the CTL file to use CAPF.
Step 3 If you do not want to use the default port settings, configure Configuring Ports for the TLS Connection,
ports for the TLS connection. page 31-5
Tip If you configured these settings prior to a Cisco Unified
CallManager upgrade, the settings migrate
automatically during the upgrade.
Step 4 Obtain at least two security tokens and the passwords, Configuring the Cisco CTL Client, page 31-8
hostnames/IP addresses, and port numbers for the servers that
you will configure for the Cisco CTL client.
Step 5 Install the Cisco CTL client. e System Requirements, page 30-4
Tip To update the Cisco CTL file after an upgrade to Cisco | ¢ Installation, page 30-12
Unlf}ed Ca.dlMan.ager. 5.1(1),.y.0u mustinstall the plug-in | Installing the Cisco CTL Client, page
that is available in Cisco Unified CallManager 31-6
Administration 5.1(1).
e Upgrading the Cisco CTL Client and
Migrating the Cisco CTL File, page 31-7
Step 6 Configure the Cisco CTL client. e Configuring the Cisco CTL Client, page

Tip If you created the Cisco CTL file prior to a Cisco
Unified CallManager upgrade, the Cisco CTL file
migrates automatically during the upgrade. To update
the Cisco CTL file after an upgrade to Cisco Unified
CallManager 5.1(1), you must install and configure the
5.1(1) version of the Cisco CTL client.

31-8

e Upgrading the Cisco CTL Client and
Migrating the Cisco CTL File, page 31-7
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Table 30-3 Configuration Checklist for Authentication and Encryption (continued)
Configuration Steps Related Procedures and Topics
Step 7 Configure the phone security profiles. Perform the following Configuring a Phone Security Profile, page
tasks when you configure the profiles: 32-3
e Configure the device security mode (for SCCP and SIP Configuration Tips for Phone Security
phones). Profiles, page 32-1

The device security mode migrates automatically during the |Configuring Encrypted Phone Configuration
Cisco Unified CallManager upgrade. If you want to Files, page 33-1

configure encryption for devices that only supported
authentication in Cisco Unified CallManager 4.0, you must
choose a security profile for encryption in the Phone
Configuration window.

e Configure CAPF settings (for some SCCP and SIP phones).

Additional CAPF settings display in the Phone
Configuration window.

Configuration Tips for Encrypted
Configuration Files, page 33-4

e If you plan to use digest authentication for SIP phones,
check the Enable Digest Authentication check box.

e To enable encrypted configuration files (for some SCCP and
SIP phones), check the TFTP Encrypted Confide check box.

e To exclude digest credentials in configuration file
downloads, check the TFTP Exclude Digest Credential in
Configuration File check box.

Step 8 Apply the phone security profiles to the phones. Applying a Phone Security Profile, page 32-9
Step 9 Configure CAPF to issue certificates to the phones. e System Requirements, page 30-4
If you performed certificate operations before the upgrade to e CAPF Configuration Checklist, Cisco
Cisco Unified CallManager 5.1 and CAPF ran on a subscriber Unified CallManager Security Guide,
server, you must copy the CAPF data to the 4.0 publisher Release 5.0(4)

database server before you upgrade the cluster to Cisco Unified
CallManager 5.1.

A

Caution = The CAPF data on the Cisco Unified CallManager 4.0
subscriber server does not migrate to the Cisco
Unified CallManager 5.1 database, and a loss of data
occurs if you do not copy the data to the 5.1 database.
If a loss of data occurs, the locally significant
certificates that you issued with CAPF utility 1.0(1)
remain in the phones, but CAPF 5.1 must reissue the
certificates, which are no longer valid.

Step 10 Verify that the locally significant certificates are installed on e System Requirements, page 30-4

supported Cisco Unified IP Phones. e Entering the Authentication String on the

Phone, Cisco Unified CallManager
Security Guide, Release 5.0(4)
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Table 30-3

Configuration Checklist for Authentication and Encryption (continued)

Configuration Steps

Related Procedures and Topics

Step 11 Configure digest authentication for SIP phones. e Configuring Digest Authentication for
the SIP Phone, Cisco Unified
CallManager Security Guide, Release
5.0(4)
Step 12 Perform phone-hardening tasks. e Phone Hardening, Cisco Unified
Tip If you configured phone-hardening settings prior to a gc(z)lli\/lanag er Security Guide, Release
Cisco Unified CallManager upgrade, the device -0(4)
configuration settings migrate automatically during the
upgrade.
Step 13 Configure voice mail ports for security. e Configuring Voice Messaging Ports for
Security, Cisco Unified CallManager
Security Guide, Release 5.0(4)
e Cisco Unified CallManager 5.0
Integration Guide for Cisco Unity 4.x
Step 14 Configure security settings for SRST references. e Configuring a Secure Survivable Remote
Tip If you configured secure SRST references in a previous Sl'jltef T‘j‘?h;]rg (SRST; Refe.renGce,.dCzsco
Cisco Unified CallManager release, the configuration nified CallManager Security Guide,
. . . Release 5.0(4)
automatically migrates during the
Cisco Unified CallManager upgrade.
Step 15 Configure IPSec. e Configuring Encryption for Gateways
and Trunks, Cisco Unified CallManager
Security Guide, Release 5.0(4)
¢ Considerations for Configuring IPSec in
the Network Infrastructure, Cisco Unified
CallManager Security Guide, Release
5.0(4)
e Media and Signaling Authentication and
Encryption Feature for Cisco I0S MGCP
Gateways
e Cisco Unified Communications
Operating System Administration Guide,
Release 5.0(4).
Step 16 Configure the SIP trunk security profile. e Configuring the SIP Trunk Security

If you plan to use digest authentication, check the Enable Digest
Authentication check box in the profile.

For trunk-level authorization, check the authorization check
boxes for the allowed SIP requests.

If you want application-level authorization to occur after
trunk-level authorization, check the Enable Application Level
Authorization check box.

You cannot check application-level authorization unless digest
authentication is checked.

Profile, Cisco Unified CallManager
Security Guide, Release 5.0(4)

Configuring Digest Authentication
Enterprise Parameters, Cisco Unified
CallManager Security Guide, Release
5.0(4)
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Where to Find More Information W

Configuration Checklist for Authentication and Encryption (continued)

Configuration Steps

Related Procedures and Topics

Step 17 Apply the SIP trunk security profile to the trunk. e Applying a SIP Trunk Security Profile,
Cisco Unified CallManager Security
Guide, Release 5.0(4)
Step 18 Configure digest authentication for the trunk. ¢ Configuring Digest Authentication for
the SIP Trunk, Cisco Unified
CallManager Security Guide, Release
5.0(4)
Step 19 If you checked the Enable Application Level Authorization e Configuring the SIP Trunk Security
check box in the SIP trunk security profile, configure the Profile, Cisco Unified CallManager
allowed SIP requests by checking the authorization check boxes Security Guide, Release 5.0(4)
in the Application User Configuration window. e See also application user authorization in
the Cisco Unified CallManager
Administration Guide
Step 20 Reset all phones in the cluster. Resetting the Devices, Restarting Services, or
Rebooting the Server/Cluster, page 30-10
Step 21 Reboot all servers in the cluster. Resetting the Devices, Restarting Services, or

Rebooting the Server/Cluster, page 30-10

Where to Find More Information

Related Cisco Documentation

Refer to the following documents for further information about related Cisco IP telephony applications
and products:

Cisco Unified IP Phone Administration Guide for Cisco Unified CallManager

Cisco Unified Communications Operating System Administration Guide

Media and Signaling Authentication and Encryption Feature for Cisco 10S MGCP Gateways
Cisco Unified CallManager 5.0 Integration Guide for Cisco Unity 4.x

Cisco Unified Survivable Remote Site Telephony (SRST) administration documentation that
supports the SRST-enabled gateway

Cisco IP Telephony Disaster Recovery Framework Administration Guide
Cisco Unified CallManager Bulk Administration Guide
Troubleshooting Guide for Cisco Unified CallManager

The firmware release notes that support your phone model

[ oL-11473-01

Cisco Unified CallManager New and Changed Information Guide g



Chapter 30  Security Overview |

B Where to Find More Information

Cisco Unified CallManager New and Changed Information Guide
m. oL-11473-01 |



	Security Overview
	Authentication and Encryption Terminology
	System Requirements
	Features List
	Security Icons
	Interactions and Restrictions
	Interactions
	Restrictions
	Authentication and Encryption
	Barge and Encryption
	Wideband Codecs and Encryption
	Media Resources and Encryption
	Device Support and Encryption
	Phone Icons and Encryption
	Cluster and Device Security Modes
	Packet Capturing and Encryption


	Best Practices
	Resetting the Devices, Restarting Services, or Rebooting the Server/Cluster
	Configuring Media Encryption with Barge

	Installation
	TLS and IPSec
	Certificates
	Phone Certificate Types
	Server Certificate Types
	Support for Certificates from External CAs

	Authentication, Integrity, and Authorization Overview
	Image Authentication
	Device Authentication
	File Authentication
	Signaling Authentication
	Digest Authentication
	Authorization

	Encryption Overview
	Signaling Encryption
	Media Encryption
	Configuration File Encryption

	Configuration Checklist Overview
	Where to Find More Information



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


