CHAPTER I

Operating and Configuring Cisco SPA

This chapter contains the following topics:
- After Installing Cisco SPA, page 4-1
- Starting and Stopping Cisco SPA, page 4-1
» Logging In to Cisco SPA, page 4-2
« About Cisco SPA Operation and Configuration Tool Features, page 4-2
» Starting the Cisco SPA Operation and Configuration Tool, page 4-2
« About Using the Tabs in Cisco SPA OCT, page 4-3
» About the Audit Tool, page 4-15
« About the Bulk Load Function, page 4-17

After Installing Cisco SPA

When you have successfully installed Cisco SPA compl ete these steps before accessing the application.

Step1  Enter Cisco BTS EMS server information to establish a connection with the Cisco BTS EMS 10200
Softswitch (see the “Using the Configuration Tab” section on page 4-8).

Step2  Set up aconnection to the mail server (see the “Using the Configuration Tab” section on page 4-8).

Step3  Generate and import security certificates to set up a Secure Socket Layer (SSL) connection from the
service provider to Cisco SPA (see the “Using the Configuration Tab” section on page 4-8).

Step4  If necessary, select the Use Secure HTTP Connections option (see the “Using the Configuration Tab”
section on page 4-8).

Starting and Stopping Cisco SPA

You can start and stop Cisco SPA from the Cisco SPA configuration tool interface (see the “Using the
Status Tab” section on page 4-4).
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Logging In to Cisco SPA

Step 1

Step 2

Step 3

Step 4

This section describes how to access the Cisco SPA application as an administrator by using aweb
browser.

Start aweb browser window. (For supported web browsers, see the Release Notes for Cisco Self-Service
Phone Administration.)

Access Cisco SPA from aweb browser. (For supported web browsers, see the Release Notes for Cisco
Self-Service Phone Administration.)

Log in as the default administrator:
User Name: admin

Password: admin

Click Login.

When you log in successfully, the failed login counter is reset.

About Cisco SPA Operation and Configuration Tool Features

After you haveinstalled Cisco SPA, configure and customize the product by using the supplied operation
and configuration tool. This tool is a standalone (not web-based) GUI application that runs directly on
the hardware platform on which Cisco SPA isinstalled. With this tool, you can check the status of the
application, configure initial settings and perform maintenance in the following areas:

» Branding customization
» Database management
- Cisco BTS 10200 Softswitch connection configuration
» Web server configuration
- Datalogging level
« Backup and restore database and configuration information
- Start and stop operations
The Cisco SPA operation and configuration tool (OCT) is located in the /opt/SPA/bin directory.

Starting the Cisco SPA Operation and Configuration Tool

Step 1

~

Note

Step 2

Log in to the server where Cisco SPA isinstalled:

Login: spausr

The spausr is created at the time of Cisco SPA installation.

Set a password for future logins:

New password: xxxxxxxx
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Reenter password: XXXXXXXX

Enter a new password that is up to 20 characters in length.

Note  You are prompted for this password the first time that you log in (as spausr) to the Cisco SPA server.

Step3  Enter the following command:

oct.sh

The Cisco SPA OCT GUI opens (see Figure 4-1).

Figure 4-1 Cisco SPA Operation and Configuration Tool

% SPA Operations & Configuration Tool -0 x|
Statuz | Dperations r Configuration r Branding r Walidation

Tomcat Processi Running  MySOL Process: Running  SPA Application: Running

| Start SPA | | Stop SPA

Recent Alarms:

| »

2004-01-08 10350452, 432 CRITICAL WER Server is down
2004-01-08 10351104 ,947 CLEARED Failed to connect to BTS EHS
2004-01-08 10:51:10,840 CLEARED Failed to connect to Databaze
2004-01-08 10:51:11,285 CLEARED WER Server iz down

Recent Logfile Entries:

TYH Hemory: 2090mb/123mb/27mb (95,4% available?

| »

INFO 2004-01-08 13:16:11,523 Thread-2 Meazurement
JYH Hemory: 2090mb123mb/27mb (95,4% availablel

INFO 2004-01-08 13:17:11,524 Thread-2 Measurement
TYH Hemory: 2090mb/123mb/26mb {95,354 availabled

INFO 2004-01-08 13:18:11,526 Thread-2 Measurement
TYH Memory: 2030mb/123nb/26mb {95,359% awvailablel

KNE

[+]

Refresh
Exit OCT Tool

103549

About Using the Tabs in Cisco SPA OCT

The Cisco SPA operation and configuration tool (OCT) window contains five tabs described in the
following sections:
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» Using the Status Tab, page 4-4
« About the Operations Tab, page 4-4

» Using the Configuration Tab, page 4-8

« Branding Tab, page 4-13

- Validation Tab, page 4-14

~

Note  First set up the connection to the Cisco BTS 10200 Softswitch (see the “After Installing Cisco SPA”
section on page 4-1; then to start the Cisco SPA application, see the “Using the Status Tab” section on

page 4-4.

Using the Status Tab

The Status tab in the Cisco SPA operation and configuration tool enables you to do the following:

- Start and stop Cisco SPA operation

e Check if Tomcat and MySQL processes are running

» Check if the Cisco SPA application isrunning

« View recent alarms generated by Cisco SPA

» View recent entries to Cisco SPA log files

Field

Description

Tomcat Process

MySQL process

SPA Application

Shows if this processis running. When you click Start SPA, the
Tomcat and MySQL processes start running almost immediately,
whereas the Cisco SPA application takes longer to start operation.

Click the Refresh button to check if processes have started running
since you clicked Start SPA.

Start SPA

Starts the Cisco SPA application.

Stop SPA

Stops the Cisco SPA application.

Recent Alarms

Shows recent alarms generated by Cisco SPA.
« Red text indicates current alarm conditions.

« Green text indicates cleared alarm conditions.

Recent Logfile Entries

Shows recent entries to the log files located at /opt/SPA/data/l og.

About the Operations Tab

The Operations tab in the Cisco SPA operation and configuration tool contains two tabs:
» Using the Backup and Restore Tab

« Using the Audit Tab
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Using the Backup and Restore Tab

The Backup and Restore tab enables you to do the following:
» Backup the Cisco SPA database and configuration settings either immediately or at a future time
» Restore the Cisco SPA database

Field Description
Scheduled Backups Scheduling up to Five Data Backups

1. Select atime for the backup.
— For the hour, enter avalue from 0 to 23.

— For the minute, enter avalue from 00 to
59.

2. Select the days when you want the data
backup to occur.

3. Click Save Schedule.
The backed up datais stored at /opt/SPA/data.

Canceling a Scheduled Data Backup

1. Select Delete for that data backup.
2. Click Save Schedule.

Save Schedule To save any changes to the scheduled data
backups, click Save Schedule.

Backup Now Starts an immediate data backup.
You are prompted for alocation where the data
will be stored.

Restore You are prompted to choose a dataset that you

want to restore.

Using the Audit Tab

The Audit tab enables you to schedul e future audits that compare the datain the Cisco SPA database with
the data in the Cisco BTS EMS server database. You can narrow the scope of the audit by selecting
specific components to be audited.

Note  To perform immediate database audits, follow the procedure described in “Running the Audit Tool”
section on page 4-15.
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Field Description
Scheduled Audits You can schedule up to five database audits:

1. Select atime for the audit.
— For the hour, enter avalue from 0 to 23.

— For the minute, enter avalue from 00 to
59.

2. Select the days on which the audit will occur.
3. Click Save Schedule.

The audit results are stored at in a timestamped
log file called audit.log.yyyy-mm-dd_hh: mm:ss
which islocated at /opt/SPA/data/l ogs.

Where,

yyyy-mm-dd is the date (year, month, and day)
when the audit was started.

hh:mm:ss is the time (hour, minute, and second)
when the audit was started.

e

% The audit function stores seven days of
audit results.

Canceling a Scheduled Database Audit

1. Select Delete for that audit.
2. Click Save Schedule.

Options To run a complete audit of all components, select
all the options.

S
Note  To further restrict the scope of the audit,

see the “Running the Audit Tool” section
on page 4-15.

Phones « The audit tool checks if the phones on Cisco
SPA exist in the Cisco BTS EMS server
database. If a discrepancy is detected, the
audit tool displays a message. For more
information on messages, see the “About
Cisco SPA Alarms” section on page 5-2.

« The audit tool checksif phonesin Centrex
and multiline hunt groups on the Cisco BTS
EMS server also exist on Cisco SPA. If a
discrepancy is detected, the audit tool
displays a message. For more information on
messages, see the “About Cisco SPA Alarms’
section on page 5-2.
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Field

Description

COS

Checksif each class of servicesin Cisco SPA
exists on the Cisco BTS EMS server. If a
discrepancy is detected, the audit tool
displays amessage and the class of servicesis
deleted from Cisco SPA. For more
information on messages, see the “About
Cisco SPA Alarms” section on page 5-2.

Checks which phones are using each class of
service on the Cisco BTS EMS server.

— If aclass of servicesis being used by
phones assigned to more than one Cisco
SPA account, the audit tool displays a
message. A class of service ID isunique
and can be used by only one account. For
more information on messages, see the
“About Cisco SPA Alarms” section on
page 5-2.

— If aclass of servicesis being used by
phones on the Cisco BTS EMS server
that are not on Cisco SPA, the audit tool
displays a message. For more
information on messages, see the “About
Cisco SPA Alarms” section on page 5-2.

— If aclass of servicesisnot in the Cisco
SPA database and there are no other
errors, the audit tool displays a message
and adds the class of serviceto the Cisco
SPA database. For more information on
messages, see the “About Cisco SPA
Alarms” section on page 5-2.

| oL-5342-01
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Field Description

AC Group « The audit tool checksif each authorization

code group in the Cisco SPA database also
exists on the Cisco BTS EMS server. If a
discrepancy is detected, the audit tool
displays a message and deletes the
authorization code group from the Cisco SPA
database.

« Theaudit tool checks which class of services
are using which authorization code group on
the Cisco BTS EMS server.

— If an authorization code group on the
Cisco BTS EMS server is being used by
class of services in more than one Cisco
SPA account, the audit tool displaysa
message. An authorization codegroup ID
is unique and can be used by only one
account. For more information on
messages, see the “About Cisco SPA
Alarms” section on page 5-2.

— If an authorization code group is not in
the Cisco SPA database and there are no
other errors, the authorization code group
is added to the Cisco SPA database, and
the audit tool displays a message. For
more information on messages, see the
“About Cisco SPA Alarms” section on

page 5-2.

Save Schedule Saves any changes to the scheduled database

audits.

Using the Configuration Tab

The Configuration tab in the Cisco SPA operation and configuration tool enablesyou to do the following:

Set up connectivity to the Cisco BTS EMS server
Specify security parameters

Import and generate security certificates

Specify e-mail contact information

Select secure HT TP connections

Select adatalogging level

Perform administrative functions such as resetting the administrator’s password and unlocking the
root account user

Specify SNMP parameters
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Field

Description

BTS Connection

EMS Host Name

Enter the name or | P address of the Cisco BTSEMS
server where the Cisco BTS 10200 Softswitch is
installed.

~

Note If you are using the I P aliasing feature on the
Cisco BTS 10200 Softswitch, enter an | P address
for thisfield.

If you are not using the | P aliasing feature, enter
either an IP address or a host name.

EMS Port Number

Enter the port number on the Cisco BTS EM S server that
communicates with Cisco SPA.

The default is 14001.

EMS Site ID

Enter the site ID of the Cisco BTS EMS server.

EMS Login User ID

Login name that is already set on the Cisco BTSEMS
server.

EMS Login Password

Confirm Password

This password is used for the Cisco SPA application to
log in to the Cisco BTS EMS server. If the Cisco BTS
EMS server login password changes, you must specify a
new password for Cisco SPA to communicate with the
Cisco BTS EMS server.

1. Enter anew password that is up to 20 charactersin
length.

2. Verify the new password.

3. Click Save Configuration to accept the new
password.

Number of BTS Connections

Enter the number of simultaneous connections allowed
between Cisco SPA and the Cisco BTS EMS server.

Security

SPAUSR Database Password

Confirm Password

SPAROOT Database Password

Confirm Password

1. Enter anew password that is up to 20 charactersin
length.

2. Verify the new password.

3. Click Save Configuration to accept the new
password.
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Field Description

Lock User Account after...failed Cisco SPA logs and maintains acounter for the number of

login attempts consecutive failed passwords for a user ID. When this
number is exceeded, the user ID islocked, and an alarm
occurs.

Enter avalue in the range 1 to 6; the default is 5.

The service provider or account administrator can unlock
the user ID (see the Unlock Root Account field in this

table).
Session Timeout (Minutes) Enter avalue in the range 5 to 30; the default is 10.
Use Secure HTTP Connections For secure HTTP connections, select this checkbox.

For secure connections, the port used is 443; for
nonsecure connections, the port used is 80.

SNMP
Community String Enter one of the following:

« public—Same as RO (read-only).

e private—Same as RW (read-write).

Manager Host IP Address for Traps |The IP address of the host where SNMP traps are stored.
Email Information

Mail Server Name Enter the name of the outgoing mail server that sends new
passwords or user ID reminders.

Mail from Address Enter the sending address that is sent on password and
user ID reminders.

L

Tip Enter an invalid e-mail address, so that users do
not reply to it.

Logging Select alevel at which data will be logged:
« Debug

- Information

« Warning

e Error

- Fata

~

Note  Select the Debug log level for troubleshooting
purposes only. During normal system operation,
select either the Warning or Error log level.

Keep log filesfor.... Enter avalue in the range 1 to 30 days; the default is 7.

Miscellaneous

Cisco SPA Installation and User Guide
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Field Description

Reset Admin Password To reset the current password to the default value of
“admin,” click Reset Admin Password.
~

Note  Thisisthe password that the admin user ID uses
to log in to the Cisco SPA application.

If the service provider root administrator account is
locked, thisbutton does not automatically unlock it. Click
Unlock Root Account to unlock the account.

Unlock Root Account To unlock the root account, click this button.

This action is necessary when the service provider root
administrator has not created additional service provider
administrators and is then locked out of the application
because failed password attempts exceed the maximum
number allowed.

The maximum number of failed password attemptsis
specified in the “Lock User Account after...failed login
attempts” field in this table.

Import Certificate To set up a Secure Socket Layer (SSL) connection from
Generate Certificate the service provider to .Cisco SPA, see the “A bc_)ut
Enabling SSL Connections on Cisco SPA” section on
page 4-12.

Save Configuration Click Save Configuration to save all changes that you
make to this window.

~

Note  Inorder for configuration changes to take effect,
first stop Cisco SPA (see the “Using the Status
Tab” section on page 4-4), then click Save
Configuration.

Implementing Cisco SPA Configuration Changes

In order for configuration changes to take effect, complete these steps:

Stepl  Stop Cisco SPA (see the “Using the Status Tab” section on page 4-4).
Step2  Make changes on the Configuration tab.
Step3  Click Save Configuration.

If Cisco SPA isrunning when you click Save Configuration, you are prompted to stop Cisco SPA and
then click Save Configuration. If you leave the Configuration tab to stop Cisco SPA, your changes are
kept intact until you return to save them.

Cisco SPA Installation and User Guide
e g 4l |



Chapter4  Operating and Configuring Cisco SPA |

M About Enabling SSL Connections on Cisco SPA

About Enabling SSL Connections on Cisco SPA

To set up a Secure Socket Layer (SSL) to Cisco SPA, follow these procedures:
- Task 1: Generating and Downloading a Certificate Signing Request File, page 4-12

» Task 2: Sending the Certificate Signing Request File to a Certificate Signing Authority, page 4-13

» Task 3: Importing the New Certificate and Root Certificate, page 4-13

Task 1. Generating and Downloading a Certificate Signing Request File

Stepl  Loginto Cisco SPA asdescribed in “ Starting the Cisco SPA Operation and Configuration Tool” section
on page 4-2.
Step2  Select the Configuration tab.
Step3  Click Generate Certificate.
Enter information in the Generate Key dialog fields:
Field Description
Host Name Enter the name of the server on which Cisco SPA
isinstalled.
Organizational Unit Enter the name of your company.
Organization Enter the name of your organization within your
company.
City or Locality Enter the name of your city.
State or Province Enter the name of your state.
Two Character Country Code |Enter the code for your country.
Replace existing certificate | Select this option to generate a new certificate.
file
S
Note  If you do not select this option, the
existing certificate is used.
Create a Certificate Signing Request File to send to Server Certificate Authorities.
Certificate File Name Enter alocation where the Certificate Signing
Request (CSR) File will be stored.
The default storage location is
/opt/SPA/spa_request.csr.
Step4  Click OK.
Step5  Download the spa request.csr file to your PC.

] Cisco SPA Installation and User Guide
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Task 2: Sending the Certificate Signing Request File to a Certificate Signing
Authority

Step 1

Step 2

Step 3
Step 4
Step 5

For signing, send the spa_request.csr file to a Certificate Signing Authority (CSA), such as Verisign
(www.verisign.com).

To get the CSR signed, follow the CSA’s instructions.

The CSA sends back a signed certificate.

Save the signed certificate in the signed-cert.txt file.

If the CSA also sends back a Root Certificate File, save it in the root-cert.txt file.

Upload the signed-cert.txt and root-cert.txt files to Cisco SPA, and store them at
/opt/SPA/signed-cert.txt.

Task 3: Importing the New Certificate and Root Certificate

Branding Tab

Step 1

Step 2
Step 3

Step 4
Step 5
Step 6

Loginto Cisco SPA as described in “ Starting the Cisco SPA Operation and Configuration Tool” section
on page 4-2.

Select the Configuration tab.
Click Import Certificate.
Enter information in the Import Certificates dialog fields:

Field Description

Certfication Authorities (CA) Root
Certificate File

Click Browse.
Navigate to the root-cert.txt file and select it.

New Certificate Issued for this Server Click Browse.

I A

Navigate to the signed-cert.txt file and select it.

Click OK.
From the Status tab, click Stop SPA.
Click Start SPA.

The Branding tab in the operation and configuration tool enables you to customize product properties
and the text displayed on the Cisco SPA home page.

The default logo (that displays on the home page) is the Cisco logo stored in logo.gif. You can replace
this with the logo of your choice.

| oL-5342-01

Cisco SPA Installation and User Guide ]



Chapter4  Operating and Configuring Cisco SPA |

M About Enabling SSL Connections on Cisco SPA

Field

Description

Customer Support Info

Application Name

Enter the name of your application or product.

Support Email Address

Enter up to 64 characters.

Support Phone Number

Enter a phone number.

Logo

Enter the name and location of afilein the .gif format. (Example:
/opt/SPA/config/logo.gif.)

To browse to afile:

1. Click Select.
2. When you locate the file, click Open to select it, or Cancel to
start over.

Customize your Home
Page

In the customization box, enter the text in HTML format.

Example:
<div valign='middle’><hl align='center’>Welcome to
SPA</hl></div>
Save Branding To save any changes made to this dialog box, click Save Branding.
Validation Tab

The Validation tab in the operation and configuration tool enables you to specify the minimum number
of alphanumeric characters for these user entries and the validation patterns used for each entry.

~

Note  You cannot change the maximum length of validations.

Field

Description

Validation Rules

Account Minimum Value

The maximum length is 20 characters; the
default minimum length is 6.

Email Minimum Value

The maximum length is 64 characters; the
default minimum length is 7.

Password Minimum Value

The maximum length is 20 characters; the
default minimum length is 6.

Phone Minimum Value

The maximum length varies depending on
your geographical location; the default
minimum length is 7.

User Id Minimum Value

The maximum length is 20 characters; the
default minimum lengthis 3.

Pattern

Shows how each valueis validated.
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Field Description

Update Validation Rules Click this to save any changes to either the
minimum values or validation patterns
entered in this dialog box.

Reset to Default Patterns Click thisto reinstate the default validation
patterns for all the values.

About the Audit Tool

Note

Cisco SPA contains a standalone (not web-based) application that compares the data in the Cisco SPA
database with the data in the Cisco BTS EMS server database.

The audit results are displayed and stored in atimestamped log file called
audit.log.yyyy-mm-dd_hh: mm:ss which is located at /opt/SPA/data/l ogs.

Where,
yyyy-mm-dd is the date (year, month, and day) when the audit was started.
hh:mm:ss is the time (hour, minute, and second) when the audit was started.

The audit tool stores seven days of audit results.

For Existing Cisco BTS 10200 Softswitch customers:

If you are an existing Cisco BTS 10200 Softswitch customer who has installed Cisco SPA for the first
time, run the audit tool immediately after creating Cisco SPA accounts (see Figure 1-2, Workflow for
Existing Cisco BTS 10200 Customers).

The audit tool retrieves the class of service and authorization code group information (from the Cisco
BTSEMS server) for the phonesin your accounts and stores thisinformation in the Cisco SPA database.

If you attempt to assign class of services and authorization code groups from Cisco SPA, the assignments
fail because the phones already have these assigned on the Cisco BTS EM S server. In thisevent, an error

message appears.

Running the Audit Tool

Step 1

Step 2

Step 3

This procedure enables you to run an immediate audit on the Cisco SPA and Cisco BTS EMS server
databases. You can also schedul e audits to run at afuture time (see the “Using the Audit Tab” section on

page 4-5).

Log in to the server where Cisco SPA isinstalled:
Login: spausr

Enter a password:

Password: XXXXXXXX

Enter the following command:

audit.sh-value

| oL-5342-01
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Where,
value is one of the following:
- h—Help. Displays all the options that you can enter with this command.

» 1—Checksif the phoneson Cisco SPA exist in the Cisco BTS EMS server database. If a discrepancy
is detected, the audit tool displays a message. For more information on messages, see the “About
Cisco SPA Alarms” section on page 5-2.

e 2—Checksif phonesin Centrex and multiline hunt groups on the Cisco BTS EMS server also exist
on Cisco SPA. If adiscrepancy is detected, the audit tool displays a message. For more information
on messages, see the “About Cisco SPA Alarms” section on page 5-2.

)

Note  Thischeck isfor phonesin groups only. If a certain number of phones exist in a group on the
Cisco BTS EMS server, the audit tool checks that the same number of phones exist in the same
group on Cisco SPA.

« 3—Checksif each class of servicein Cisco SPA exists on the Cisco BTS EMS server. If a
discrepancy is detected, the audit tool displays a message, and the class of service is deleted from
Cisco SPA. For more information on messages, see the “About Cisco SPA Alarms” section on
page 5-2.

» 4—Checks which phones are using which class of service on the Cisco BTS EMS server.

— If aclass of serviceisbeing used by phones assigned to more than one Cisco SPA account, the
audit tool displays amessage. A class of service ID is unique and can be used by only one
account. For more information on messages, see the “About Cisco SPA Alarms” section on
page 5-2.

— If aclass of serviceis being used by phones on the Cisco BTS EMS server and is not on
Cisco SPA, the audit tool displaysamessage. For moreinformation on messages, seethe “About
Cisco SPA Alarms” section on page 5-2.

— If aclassof serviceisnot in the Cisco SPA database and there are no other errors, the audit tool
displays a message and adds the class of service to the Cisco SPA database. For more
information on messages, see the “About Cisco SPA Alarms” section on page 5-2.

« 5—Checksif each authorization code group in the Cisco SPA database also exists on the
Cisco BTS EMS server. If adiscrepancy is detected, the audit tool displays a message and deletes
the authorization code group from the Cisco SPA database.

- 6—Checkswhich class of servicesis using which authorization code group on the Cisco BTSEMS
server.

— If an authorization code group on the Cisco BTS EM S server is being used by aclass of services
in more than one Cisco SPA account, the audit tool displays a message. An authorization code
group 1D is unique and can be used by only one account. For more information on messages,
see the “About Cisco SPA Alarms” section on page 5-2.

— If an authorization code group is not in the Cisco SPA database and there are no other errors,
the authorization code group is added to the Cisco SPA database, and the audit tool displays a
message. For more information on messages, see the “About Cisco SPA Alarms” section on

page 5-2.
» a—Runsall the checks described in options 1 through 6.

e b—Runs the audit in batch mode and does not display results.
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The audit results are displayed as well as written to the log file (see the “About the Audit Tool” section
on page 4-15).

About the Bulk Load Function

The bulk load function allows you to create, edit, and delete accounts in Cisco SPA without using the
GUI. Because service providers have existing systems for tracking their customers, the data from these
systems can be extracted and placed in an XML file that Cisco SPA processes.

The bulk load function checks the bulk load depot directory once a minute to determine if there are files
to process. These checks start when Cisco SPA is started and stop when Cisco SPA is shut down.

If Cisco SPA is shut down while processing afile, the processing stops, and a results file indicates that
the processing was interrupted. The status of the records processed up to that point will bein the results
directory. You can resubmit the records that were not processed in the last attempt.

Location of Bulk Load Directories

You can find the bulk load directories at the following locations:
/opt/SPA/bulk-load/depot
/opt/SPA/bulk-load/results

Note  You can place multiple bulk load files in the depot directory, and as each file is processed successfully
aresponse is sent to the results directory.

Location of the Document Type Definition (DTD) File

The DTD describes the format of the XML file and is found at the following location:
/opt/SPA/bulk-load/spa-bulk-load.dtd

Example of an XML Input File

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE spa-bulk-load SYSTEM "/vob/bts-spa/spa-bulk-load.dtd">
<spa-bulk-load>
<records>
<record id="1">
<account verb="delete">
<ids>account-1</id>
</account>
</records>
<record id="2">

<account verb="add">

<idsaccount-1</id>
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<descriptionsaccount 1l</descriptions>
<allow-auth-codes>true</allow-auth-codes>
<allow-cos>true</allow-cos>
<allow-groups>true</allow-groups>
<admin-idsaccount-1l-adm</admin-id>

<admin-password>testl123</admin-passwords>

<admin-email>account-1-adm@hd.com</admin-email>

<phones>
<phone verb="add">
<fdn>7035550001</fdn>
</phone>
<phone verb="add">
<fdn>7035550002</fdn>
</phone>
<phone verb="add">
<fdn>7035550003</fdn>
</phone>
<phone verb="add">
<fdn>7035550004</fdn>
</phone>
</phones>
</account>
</records>
<record id="3">
<account verb="edit">
<ids>account-1</id>
<phones>
<phone verb="add">
<fdn>7035563784</fdn>
</phone>
</phones>
</account>
</records>
</records>

</spa-bulk-loads>

Example of an Output File

<?xml version="1.0" encoding="UTF-8"?>
<spa-bulk-load>

<results>

<result id="1" status="success"/>

<result id="2" status="success"/>
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<result id="3" status="success"/>

</results>

<summary status="success">

<msgs>

<msg>File processed succesfully.</msg>
<msg>Processed 3 records. Success (3) Failed
</msgs>

</summary>

</spa-bulk-loads>

About the Bulk Load Function

(0) </msg>

| oL-5342-01

Cisco SPA Installation and User Guide ]



Chapter4  Operating and Configuring Cisco SPA |

Bl About the Bulk Load Function

Cisco SPA Installation and User Guide
m. oL-5342-01 |



	Operating and Configuring Cisco SPA
	After Installing Cisco SPA
	Starting and Stopping Cisco SPA
	Logging In to Cisco SPA
	About Cisco SPA Operation and Configuration Tool Features
	Starting the Cisco SPA Operation and Configuration Tool

	About Using the Tabs in Cisco SPA OCT
	Using the Status Tab
	About the Operations Tab
	Using the Backup and Restore Tab
	Using the Audit Tab

	Using the Configuration Tab
	Implementing Cisco SPA Configuration Changes

	About Enabling SSL Connections on Cisco SPA
	Task 1: Generating and Downloading a Certificate Signing Request File
	Task 2: Sending the Certificate Signing Request File to a Certificate Signing Authority
	Task 3: Importing the New Certificate and Root Certificate
	Branding Tab
	Validation Tab

	About the Audit Tool
	Running the Audit Tool

	About the Bulk Load Function
	Location of Bulk Load Directories
	Location of the Document Type Definition (DTD) File
	Example of an XML Input File
	Example of an Output File





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


