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Appendix

Appendix A Installing SuSE Linux Enterprise Server

SuSE Linux Enterprise Server (SLES) is installed by means of a graphical user interface. In addition to
the standard installation shown in this appendix (including the special software components that must
be installed), a few post-installation procedures must be added to build an OS for use in a FlexPod

environment.

SuSE Linux Installation (SLES 11)

The following are the installation steps as carried out on a virtual machine (see section "Linux Template
Creation"). After the boot process has completed, mount the installation DVD to start the SuSE

installation.
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Select Installation at the SuUSE Boot Options screen to proceed.
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If desired, check the installation medium. Otherwise, click Next.

) Media Check

o
SUSE. Linux :ﬂ#mw::wt:cw et allat e ks
Enterprise

Pesparation 0w DVD Drive

HECWHWe Vidwas IDE CORDD dwdwdl = | Shaet Check _E_'

r Appendix




Appendix A Installing SuSE Linux Enterprise Server ||

Select English (US) as the language, select a keyboard layout, and read and accept the license

terms.
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5 Define your time zone settings.
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6 Select Physical Machine as the server base scenario.
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On the Expert tab under Installation Settings, change the partitioning of the hard disk and the
software components to be installed.
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Select the Custom Partitioning option to prepare the hard disk.
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9 Add two primary partitions: a 20GB Linux native type with Ext3 FS type mounted at /; and a 40GB
Linux swap partition. Click Accept.
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10 Add the following software components in addition to the standard: SAP Application Server Base,
C/C++ Development tools, and your desired desktop. Click Details.
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11 On the screen that is displayed, search for ODBC.
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12 Select unixODBC, unixODBC-32bit, unixODBC-devel, and unixODBC-devel-32bit. In addition, search
for java and install java-1_4_2-ibm. Confirm that Perl 5 is selected for installation. If not, select Perl 5
also. When you are finished, click Accept.
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13 Click Install to start the installation.
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15 Set the root password.

m & Password for the System Administrator "root®
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17 Open the SSH ports in the firewall and set the network interfaces (eth0-ethX) to internal networks.
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18 Use the default network services configuration.
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Skip the network test.
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N 55 Test Internet Connection
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21 Configure the NIS: Select the Use NIS and Open Port in Firewall.
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22 Read the release notes and click Next.
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23 Accept the default hardware configuration.
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25 Click Finish to complete the installation. If you want to repeat this installation for another VM, select
the Clone This System for AutoYaST checkbox.
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DHCP Client Configuration

This section describes the required DHCP client configuration and other network-related configurations.

Set the DHCP client timeout to 99 seconds. This prevents the DHCP client from going into the
background to get the DHCP lease. This is necessary to prevent other scripts or services that require
network access from failing to start at boot time. Edit /etc/sysconfig/metwork/dhcp and change the
timeout value to 99:

DHClient TIMEOUT='99'

Because all interfaces should get the same hostname, insert the line hostname > /etc/HOSTNAME into
the section case$state in /etc/sysconfig/network/scripts/dhepd-:

case $state in

up)
write cached config _data dhcp4_state up $INTERFACE
commit_cached config data $INTERFACE

$debug && NC_OPTIONS="-v"

/sbin/netconfig modify -s "dhcpcd" \
-i SINTERFACE $NC70PTIONS \
-1 $leaseinfo 2>&1 | $log_dbg

hostname > /etc/HOSTNAME
In addition, it is necessary for all other interfaces to wait until the first interface (eth0) is up and gets the
new hostname assigned. Therefore add the following line to the configuration files (for example,
/etc/sysconfig/network/ifcfg-ethl for ethl) of all interfaces except for eth0:

PRE UP SCRIPT='wait4eth0'

r Appendix



Appendix A Installing SuSE Linux Enterprise Server ||

Then create the script wait4ethO in the directory /etc/sysconfig/network/script with the following
content:

#!/bin/bash
ifstatus etho
ethOup=s?
while [ $ethOup -gt 0 ]; do
echo "waiting for ethoO...";
sleep 5;
ifstatus etho;
ethOup=$7;
done
Disable the use of persistent network device names by clearing the UDEV configuration for network

interfaces according to the Novell/SUSE TID 3048119:

cat< /dev/null > /etc/udev/rules.d/70-persistent-net.rules

This step must be repeated if the template is started or rebooted for other changes.
Check whether the network interfaces are set to internal networks at the firewall.

Open /etc/sysconfig/SuSEfirewall2 and check whether the network interfaces are included in
FW_DEV_INT:

FW_DEV_INT="cthO cthl eth2"

NIS Configuration

nsswitch

passwd

The OS template is configured to run a NIS client communicating with a NIS server to provide central
user management capabilities. The following maps are provided by the NIS server: passwd, group,
services. This section describes the necessary configurations.

The file /etc/nsswitch.conf configures the source of data for the different user configuration files. The
OS template should contain the following nsswitch.conf entries:

passwd: compat
shadow: files
group: compat
hosts: dns files
networks: files dns
services: nis

If it is not already present, the following line must be appended to the file /etc/passwd to merge NIS users
with local users:

Groups

If it is not already present, the following line must be appended to the file /etc/group to merge NIS groups
with local groups:

+i
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Services

The services definition is retrieved solely from the NIS server. No local services are possible.

Linux Kernel Configuration

No special kernel settings are required for the SAP Applications built on FlexPod landscape other than
the ones mentioned in SAP note 1310037 for SLES 11 installations. The most important item to install
is the sapconf (fka sapinit) package. This is done automatically when you select the pattern SAP
Application Server Base during the SLES installation procedure.

Appendix B Installing Red Hat Enterprise Linux

This section describes the creation of a VMware template for Red Hat Enterprise Linux (RHEL) 5.5.

The first sections ("OS Template Installation" and "Post-installation Activities") describe the standard
OS installation and post-installation procedures required to install RHEL on a virtual machine.

The final section, "Preparing Red Hat for a Kickstart Installation on Bare Metal", focuses on an
automated procedure that uses a predefined kickstart file.

OS Template Installation

The standard RHEL installation procedure starts when the virtual machine (or physical server) is booted
with the installation DVD mounted in the CD-ROM (physical or virtual) drive. The following lists the
installation steps:

Appendix
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Boot from the physical or virtual CD-ROM to start the installation process.

ET.‘ RHELS5-Template on 192.168.99.59

RED HAT
ENTERPRISE LINUX 5

To install or upgrade in graphical mode, pr
linux text <ENTER>.

To stall or upgrade in text mod

Use the functiom listed below for more information.

the <ENTER> key.

Wait until the boot of the CD is finished.

[ RHELS-Templote on 192,160.99.59
Filz Wiew WM

TV - R o

Loading ata_piix driver...
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K] Click Skip to skip the media test.

(4] RHELS-Template on 192,168.99.59

e lcome to Red Hat Ente

To begin testing the CD media before
installation press OK.

Choose Skip to skip the media test
and start the inztallation.

fTab2> <Alt-Tabh> between elements i {apace?

A Click Next.

|‘f,|url| S Template on 192, 060.90.59
Fils Wesw VM

Ny &5 I b

RED HAT
ENTERPRISE LINUX 5

RED HAT
ENTERPRISE LINUX 5

a&"lwm Hotis & Hext
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Select English as the default language.

[55) RMELS- Template on 1921 GIL99.59

Fils Viem WM
L R i e

RED HAT

ENTERPRISE LINUX 5

What language would you ke [0 use during the
Installation process?

Chinese(Simplified) [ S0 g
chinese(Traditional) (Rl

Croatian (Hreatski)

Caech (Cedting)

Danish (Dansk)

Dutch [Nederands)

Estorilan {eestl kowl]

Finniph {SLoemil)

French [Frangais)

Gedrnan [Densch)

Greek [EANmand)

Gujarati [3andl) =)

[ Betease Notes [ 4 Back [ & Mext i

Select a keyboard layout.

[ RHELE-Template on 192,160,959

Fie View WM

B0 BB GDoe D
RED HAT

ENTERPRISE LINUX 5

@ Select the appropdiate kéyboand for the system.

Sloveraan 1=
Spanish

Swedish

Swiss French

Swlet French (latinl)
SWISS German

Swiss German (latinl)
Tamil {Inscript)

Tamil {Typewriter)
Turkish

L5, Intermaticnal

Ukrainlan
United Kingdam

[ Betease Notes 4 Back M iem 1
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U Skip the step of entering the installation number.

Installation Number

Would you like to enter an Installation Number (sometimes
called Subscription Number) now? This feature enables the
installer to access any extra components included with your
subscription. If you skip this step, additional components
can be installed manually later.

See http:/fwww.redhat.com/InstNum/ for more information.

() Installation Number: [ ]

(@ Skip entering Installation Number!

e[ 9e ]

8 Click Skip to acknowledge that you have skipped entering the installation number.

I

If you cannot locate the Installation Number,
consult http:/fwww.redhat.com/InstNum/

Back | [ skip |

o Click Yes to initialize the disk.
The partition table on device sda (VMware Virtual disk 61436
MB) was unreadable.
To create new partitions it must be initialized, causing the

loss of ALL DATA on this drive.

This operation will override any previous installation choices
about which drives to ignore.

Would you like to initialize this drive, erasing ALL DATA?
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10

From the drop-down list, select “Remove all partitions on selected drives and create default layout,”

then select the “Review and modify partitioning layout” checkbox.

(3 RHEL5-Template on 192, 168.99.57

Fle Wew WM

I R e T
RED HAT

ENTERPRISE LINUX 5

Installation requires partitioning of yoaar hard dive.
By default, a partitioning layout 15 chosen which Is
reasonable for most users. You can either choose
to use this or create your own.

Remove all partitions on selected drives and create default layout. 3
(] Encrypt system

Select the drivels) bo use f'or this installation.

=l

o Adwvanced storage configuration

1 Reyiew and maodity partitioning layout

[)Betease Notes | 4 Back & Hest |

I1

Click Yes to create the partition table.

You have chosen to remove all partitions (ALL DATA) on the
following drives:

sda (VMware Virtual disk 61436 MB)

Are you sure you want to do this?

| @ no @ Yes ‘
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12

Review the new disk layout.

MH
B &0 @O D g

ENTERPRISE LINUX 5

Drive fdevisda (61436 MB) (Medel: VMwars Virtual disk]

idal
61334 M8

L Edit Delene Flirg it RAID M
Devion :Im::‘; Type  Farmat ::;] Start End .
= VM Velume Groupd
= VolGraupd0 61312
Logvaion ' oKty + 51328
Logiieill SWap o SRk

= _Hard Driuec

Hihe RAID devioad v Volume Group menbens

[} Betease Motes o Back [ % pext

I3

Review the boot loader configuration.

{7 LS Template on 192168

| BB G D

RED HAT

ENTERPRISE LINUX 5

% Thix GRAUB boot loader will b installed on fdevisda,
Mo boot loader will be installed.

Youu can configure the Boot loader 1o boot other oparating systems, It will allow you to select an cparating system
o boot from Ehe st To add additional operating systems. which are not automatically detected. Click "Add" To
changs th operating system Dodted by default, select "Defaull’ by the desingd aperating system

Default Label Davice A
Faed Hat Enterprise Linus Server dewolGroup0iLogiol 00 Eait
Delete

A Eoot el PASEWOrd revants uens rom changing options passed to the kemal, Fof greater system securnity, it
Is recommended that you set a password.

Lise & BOol bodder pasiword

Configure advanced boot loasder gptions

) Belease Notes ¥ Back jh’““ J
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14

Select the Activate on Boot checkbox for all Ethernet interfaces.

[55) RS- Template om 192, 1605359
Fie Vs WM

B B E G B D

RED HAT
ENTERPRISE LINUX 5

Network Devices

Active on Boot Davice IPvdMetmask IPvEPrefix Eoit
&thi DEHCP Auto
= ethl  DHCP Auto

Hostname
St the: hostrame:
% gutomatically via DHCP

maruslly {2, hoSLaamaln.com)

Miscellaneous Settings

) Belease Motes 4 Back

& Mext

I5

Select the time zone for your location.

(] RHELE - Tewnplate on 192.1
L
uNr®sE G D

RED HAT
ENTERPRISE LINUX 5

S

Plaasa dick Into the map (o choose a eglon

EuropeBeriin

] System chock uses UTC

[ Betease Notes 4 Back

& Hext |
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16 Enter the root password twice.

RED HAT
ENTERPRISE LINUX 5

O Thit o6t Account 14 uted for sdminiabiring the

systemm, Enled a password for the root user,
Aoot Password: | ssesssss
Canfirm: |.."..."|
) Betease Notes 4 Back W Hext
17 Select Customize now and click Next.

{7 RHELS-Template on 1321685959

B o Be 2

Fla Yew '™
| ®

RED HAT
ENTERPRISE LINUX 5

Thar dafault installation ¢f Red Hat Entarpeise Linux Server includes a sat of softwang
applicable for general intermaet usage. What additional tasks would you like your system bo

Include support for?

| Saftwane Development
Web server

You can fusther customibe the Softwang Selection now. of After ingtall via the Softwan

management appllcation
Customilze [ater T Sustomize now

A Back & Hext

[} Belease Notes
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18 Select or deselect the GNOME or KDE desktop.
L RHEL S Templst e o 1971685959
Fle View WM
LI I e e
RED HAT
Desktop Environments 'm GNOME Desktop Environment
Applications . KDE (K Desktop Environment)
Development
Servers
Base System
Languages
GHOME |5 a powarful, graphical user interfacs which includas a panal, desktop, systam
Icons, and & graphical flle manager
37 af 38 optional packages selected
Dptional packages
[} Beiease Hotes | 4 Back B Next
19

Select Development, select Development Libraries and Development Tools, and click Next.

(o RHIL5-Templst e on 192 1G5 HEB
Fla View WM

IR e ]

RED HAT

ENTERPRISE LINUX 5

Desktop Envirenments .: @ Development Libraries {

Applications 5 7 Development Tools

Deve ?pﬂltﬂ‘l ‘E GMOME Software Development

Serve =, Java Development

Base System E: KDE Software Development

Languages 320 Legacy Software Development
®e

Ruby

T PAck BGEL In IRIS Group A Con [IEAnes fedded 19 develop appic sl

35 of 65 optional packages selocted

Cipticnal packages

[ Betease Hotes 4 Back B Mt
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20

Click Next to start the installation.

[SIRHELS-Template on 192.168.99.59

Fln W WM

AN |p B EEEE D

RED HAT
ENTERPRISE LINUX 5

Click next to bagin
Installation of Red Hat
Enterprise Linux Server.

A complete log of the
Installation can be found in
the fle '/rootinsialllog’

A kickstart file contalning
the installation options
selected can be found In the
file “froct/anaconda-ks.cig’
after rebooting the system.

[()Betease Notes @ ack

after rebooting your system.,

% Heat

21

Wait until the file system has been formatted.

[+ BHELS- Ternplate on 1921687959

RED HAT
ENTERPRISE LINUX 5

Formatting / file system a
E & = 2 ta

L) Betease Hotes
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22

Wait until the installation of the packages is finished.

[ BHEL 5- Termplabe on |92, 15687955

[T - TR e

RED HAT
ENTERPRISE LINUX 5

Q. redhat

Installing nourtes-5. %24 70060715 <8664 (2 M)
A terminal Fandling library

L} Betoase Notes

23

Click Reboot to restart the server.

ELRHEL S Template on 197, 1650959
Fle Wew WM

I e T

RED HAT
ENTERPRISE LINUX 5

Cangratulatians, the IFstaliation |15 complete

Rarnaonss ary masdia used durkng the installation process and press the
“Reboot™ Bution Lo NEDOOTL your System

k

() Betease Notes
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24 This screen appears during reboot. Wait until the reboot is finished.
i_"'ultrl.l S-Template on 192.160.99.59
[Be] vew 11
L B R - e
'rezs any key to enter the menu
Boot ing Red Hat Enterprise Linux Server (2.6.18-194.e15) in 3 seconds. .. JJ
RED HAT
T rsdeass cursor, press CTRL + ALT
25

This screen appears during reboot. Wait until the reboot is finished.
(5 RHELS- Tesmglatie o 1921 60.99.59

Fla Wesw WM

N € 0 05k D

ENTERPRISE LINUX
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26

Click Forward.

Filo iow WM
RNk @

F Welcome

2]
Agresment

Firswal
SELInux
Kdump

Date and Thee

Set Up Software
Updates

Creats User
Sownd Card
Additional CDs

G Ihied o

/% Welcome

There are & few mone $9eps 0 Lake belfone your Systerm is ready o use. The
Setup Agent will new guite You through some basic confliguration. Please
click the “Fonsand™ Dutton in B lower right Comer to contirue

& Eorward

27

Select Yes, | agree to the License Agreement and click Forward.

Welcome

License
Agresment

Firewall
SELInux
Edump
Date and Time

Set Up Softwars
Updates

Create User
Sound Card
Additional CDs

Z) License Agreement

END USER LWCENSE AGREEMENT
HED HAT® ENTERPRISE UNUXE AND BED HAT APPLICATIONS

This end user Boense agresment | “EULAT) governs the use of any of e versions
of Red Hat Enberprise Linux, any Red Hat Applcabions (as se1 foth at

www redhat comiicenses/products). and any related updabes, source code,
Appearance, Srecture and organizabon (the Frograma”). regardless of the
deliviery mechanism

1. License Grand. Subject Do the folowing tenms, Red Hat, g, {"Rad Hat™)
grants ko you | “User”) & perpetual, worldwide kcense to the Programs
pursuant to the GNU General Public License v.2. The Programs ang sither a
GUar sparaling Sy ST or 30 apphc aon consRtng of hundreds of
software components. Wi the exception of certain image files identifed
in Section 2 below, the Bcense agresment for each Softwane Companent is
Iscated in the Software COMPonent's SOUWFCE Code and parmis User o run,
copy, modify, and redistribute [subject to Certain oblgations in some
Cabes] the Software Component. in both sourte code and binary code farms
Thiss EULA pemaing solely to the Prograrns and does nal limit User's nights
under, or grant User rights that superseds, ths icense terms of any
PATCUAr Component

i Yes. | agree to the License Agresment
Mg, | do not agroe

A Back

i Foreard
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28

Disable the firewall and click Forward.

= BHEL S Tenngdat

File Weew ¥

| B
Welcome

Licanse
Agresment

Firewall
SELinux

Kdump

oo e he &

= 5
=5 Firewall

WU Can Use a firewall 1o Mlow ACCESS 10 Specific ServICEs of YOour COMmputer
from ofher computers and prevent unauthonzed access from the cutside
world. Which senvices. if any. @0 you wish 1o alow access la?

Date and Time

Firewall: | Disabled

Set Up Softwars

Updates

Create User

Souwnd Card

Additional CDs

@ Back W Forwan |

29

Click Yes.

& the system and override any existing firewall

Clicking the 'Yes' button will set the security level of

configuration. Are you sure that you want to do this?
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30

Select Disabled and click Forward.

5 RHELS-Templake on 192.160.99.59

Fils Wiew WM

Ry BEGER S

Welcome

License
Agresment

Firewall

SE LInux
Kdump

Date and Time

Set Up Software
Updates

Create User
Sound Card
Additional CDs

LQJ'E "

ot SELinux

Security Enhanced Linux (SELInux) provides finer-grained securty controls
than those avallable in a traditional Linux system. | can be set up in a
disabled state, & state which only warms abmmlngs which would bé denied,
of a fully active state. Most people should keep the default setting.

SELinux Setting: | Disabled

& Back

B Eorwand

31

Click Yes.

system so the entire file system may be relabeled.
Relabeling takes a long time depending on the file
system. Would you like to continue with this setting and
reboot the system after firstboot is complete?

@ Changing this 5ELinux setting requires rebooting the
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32

(5 RHILS-Template on 1921 LILTR59
Fils Wew WM
m e B E G D

Welcome

ucanse ) Kdump

Agresment
Kdump 5 4 kemel orash dumping mechanism. in the event of 4 System
cragh, kdump will capiure informnation from your systemn that can ba
inwaleable in determining the cause of the crash. Mote that kdump does

require reserving a pertsan of sy stem memony that wil b unavalable for
oEhesT LSS

Firewall
SE Lbnux

Kdump

Date and Time

Set Up Software
Updates Enable kdump?
Create User
Sound Card

Additional CDs

o Back

Leave the Enable kdump? checkbox unselected (the default) and click Forward.

& Forward

33

Configure the date and time and click Forward.

i 5 Templabe on D92 | GLSLSS
File Wew WM
LRI e

Welcome

License
Agresment

E@) Date and Time

Firewall Pease set the date and time for the System

SE Ly

Dﬂtﬁm_wmml’

Date and Time Qe Thrre
4« March P

Kdump

Set Up Software 12012 ¢ Currert Time = 00:37.55
Updat Sal
i Hour: |0
Craate User
Sound Card § 7 8 % W 1 1z e - |34
Additional €Ds 13 18 1% 16 17 18 19 second - [
w n n PR s =
27 Z8 Fa ] i 1
W Back

& Farward
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34 Select “No, | prefer to register at a later time” and click Forward.
:':: RHILS-Template on 192, 1 GILSFLS9
Fls Wiew Y™
I e

Welcoma m
Licanse ' Set Up Software Updates
Agresment
Firewall
SELinux This assistant will guide you through connecting your system

b R Hat Network (RHM) fee softwane updabes, such as
Kdump
Date and Time * Wour oed Hat Nebwork of Fed Hat Netwerk Satelite login
Sat Up Saftware = A name for your System’s Red Hat Network profile
Updates = Tha address to your Red Hat Nebwork Satelite (opSonal)
Create User
Sound Card WiTvy Should | Connect to RHN?
Additional COs

Would you o o MEQister your sysbem ot this

trree 7 (Strongly recommended. )

Jog. Nd B Do megister now.
4 Ho. | prefer to regeber M & Later Bme
Q@Back | | o Forwand
35

Click “No thanks, I'll connect later.”

Are you sure you don't want to connect your system
to Red Hat Network? You'll miss out on the benefits of
a Red Hat Enterprise Linux subscription:

Security & Updates:
Receive the |atest software updates, including

security updates, keeping this Red Hat Enterprise
Linux system updated and secure.

Downloads & Upgrades:
Download installation images for Red Hat
Enterprise Linux releases. including new releases
Support:

Access to the technical support experts at Red Hat
or Red Hat's partners for help with any issues you
might encounter with this system.

Compliance:

Stay in compliance with your subscription
n agreement and manage subscriptions for systermns
connected to your account at hitp:/irhn.redhat.comy.

You will not be able to take advantage of these subscriptions
privileges without connecting your system to Red Hat Network,

Take me back to the setup process. | | Mo thanks. Il connect later.
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36

Click Forward.

HEL 5 Templste on 1

Flg Viem WM

B A &

Walcome

Licenss
Agreement

Firewall
SELInux
Kelump

Date and Time

Sat Up Softwars

Updates
Create User
Sound Card
Additional CDs

& 03

“J Finish Updates Setup

0 o sy siem is not selup for soffwane updates

You wonT be able 1o recehve softwane updates, mchuding
Secunty updates, for this system

To keep your system updated, secure, and supported. please
connect this system to RHN at your earliest convenience. You
may access this softwane updates setup tool at any time by
funning Saftware Updater in th Applications > System Tools

g

4 Back

& Forwand

37

Create an additional user and click Forward.

HLL 5% Templat e
Fila Wiew W8

[ I - B.c

Welcome

License
Agreement

Firewall
SELinux
Edump

Date and Time

Set Up Softwars
Updates

Craate User
Sound Card
Additional COs

1 E':.'. l-ﬁ -:_.:'

) Create User

R is recormmanded thal you cresle a usemanse’ for regular (mon-

administrative) use of your system. To create a sysbem ‘usemams,’ ploase

provide the inforrmatian requested below.

LS errarme
Full Marmg:
Password

Confirm Password:

bt

Test User

¥ youi ndead 1o wee network suthenBcalbon, such as Earberos or NIS, please

chick the Lise Netwoak Login button

Use Network Login

4 Back

B Forw.amrd
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Click Forward.

L 5= Template on 1
Fle Vew VM

C I IR T e R

Welcome

5 Sound Card

Agresment

Firawall An audio dovice has been defected in your Ccomputer

SELInux Chok the "Play” bulten 1o hear a sarmple sound. You should hear a senes of

Edump hree sounds. The Mirst sound will be in e rght channel, the second sound
Dita and Time will b in thhe beft channsel, and the third Sound will be in the center

Sat Up Software Mo soundcards were detected
Updates

Create User
Sound Card
aAgartional COs

A Back i}{mwa-a

Click Finish.

Template am 1

Fle Wew W™
I R B R

Welcome

@ Additional CDs

Agresment

Firewall Fiease insem any acditional software install cds at this time
SELInus

Kdump
Date and Time @ Auddiional COs | Install

Set Up Software
Updates

Creats User
Sound Card
v Additional CDs

4 Back ginish
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A0 Click OK to initiate the server reboot.
The system must now reboot for some of your
@ selections to take effect.
41

The server automatically boots the newly installed operating system.

(5 RHEL5-Template on 192.168.99.59

v
I - R o S

Fress any key to enter the menu

oot ing Red Hat Enterprise Linux Server (Z2.6.18-194.e15) in 3 senﬁnﬂs...l

RED HAT
ENTERPRISE LINUX 5

Post-Installation Activities

NIS Client Configuration

The NIS client can easily be configured by using the graphical interface (GNOME). The following lists
the steps to configure the NIS client.
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Log in to the server as root.

(o RHEL 5- Ternmplabe on 195G 1609959

T T - e R

RED HAT
ENTERPRISE LINUX 5

Username

Please entar WOUT USErname

) Language 4 Session 5" Restart 3 Shut Down

T release DA, press CTRL + AT

Open a terminal.

'|'. RHILS-Tenplate on 197, 1 GILS3 59

Fe Vs WM
T I - R
M sppications  Places  System gl 24TPM

Craate Folder
Create Lyuncher

Create Dodurment L

Chean Up by Name
| B Aligried

Change Deskiop Background

Appendix g



| Appendix B Installing Red Hat Enterprise Linux

K] Select System > Authentication. In the Authentication Configuration window, User Information tab,
select Enable NIS Support and click Configure NIS.

= Authentication Configuration =%

User Information | Authentication } Options I

NIS

Enable NIS Support

LDAP

[] Enable LDAP Support

[] Enable Hesiod Support

Winbind

[] Enable Winbind Support

[ % cancel H & ok l

a4 Enter t002 . company.corp.nis as the NIS Domain and leave the NIS Server field empty. Click
OK to close the NIS Settings window.

NIS Domain [tDDZ.company.corp.nis ]

MIS Server “ ]
[ ¥ cancel ] l @QK l
5 In the Authentication Configuration window, click OK to accept the NIS configuration and close the
window.
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6 Open a terminal window.

frd B - Towgediabe oo 1452 Dl %90 %9

e e
L B B o
M Appacatans  PLCES 5-..1-0--'-'-5} Fagma Q@

rostEt0a2-28 lna: -
e [0 Yew Jerrena Tabds (e
[root@toaz-28-inx ~ja |

o | B roscgmoz. 78 - =] )

U Open the file /etc/nsswitch. conf with an editor such as vi and change the listed lines as
follows:
Passwd: files nis

Shadow:files nis
Group: files nis
Hosts: files dns
Services:files nis

DHCP Client Hook

To retain all necessary search domains in the /etc/resolv.conf file, a custom DHCP client hook is needed.
Therefore the file /etc/dhclient-enter-hooks must be created with the following content.

Copy the function make resolv_conf() from the original /sbin/dhclient-script to the file. Replace the if
[ -n"$SEARCH" ]; ... fi clause with the following:

if [ -z "S$SEARCH" ]; then
make search $new domain name
fi
echo search $SEARCH >> Srscf
Add the following function to the file:

make search()
domain name="dnsdomainname”
if [ -z "$domain name" ] ||
[ "$domain name" == "localdomain" ]; then

domain name=$1

Appendix
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fi

echo "using domain $domain name..."

old search="grep search /etc/resolv.conf"
old search="$old search $1"

new_search=

for item in $old_search; do
match="echo $item | grep -o $domain_name”
if [ -n "S$Smatch" ]; then
already_added=
for added item in $new_search; do
if [ "$item" == "$Sadded item" ]; then
already_added=1
fi
done
if [ -z "S$Salready added" ]; then
new_search="$new search $item"
fi
fi
done

SEARCH=$new_search

}

Network Card Configuration

Add the following line to /etc/sysconfig/network-scripts/ifcfg-ethl:
DHCP_HOSTNAME="hostname"

Delete the following line from /etc/sysconfig/network-scripts/ifcfg-ethO and
/etc/sysconfig/metwork-scripts/ifcfg-ethl:

HWADDR=....

Linux Kernel Configuration

No special kernel settings are required for the FlexPod on SAP Application landscape other than the ones

mentioned in SAP note 1048303 for Red Hat Enterprise Linux 5 installations.

Preparing Red Hat for a Kickstart Installation on Bare Metal

Instead of a manual installation of the OS, Red Hat supports an automated installation procedure
(kickstart) that allows you to install not only the base operating system, but additional software
components as well. Especially for the provisioning of bare metal servers, where the OS is to be installed
on local (SAN) disks with the attendant difficulty of preparing a standard boot image, this is an easy

method to standardize the installation process.

To use the kickstart file listed in this section, the reference software must be in place.

The difference between automated installation and a standard installation is that in an automated
installation all additional components and configuration steps have already been applied.

ISO Images

Copy ISO image RHEL 5.5 to the central software share on the central software vFiler unit.

r Appendix



Appendix B Installing Red Hat Enterprise Linux ||

Log in to a server in the infrastructure tenant with read/write permissions on the central software share.
The default mountpoint on Linux operating systems is /mnt/software.

Create a new directory for the ISO images:

Mkdir /mnt/software/ISO

Copy the required ISO images to the new directory:

Cp /tmp/rhel-server-5.5-x86-_ 64-dvd.iso /mnt/software/ISO/rhel-server-5.5-x86_64-dvd.iso

Required Software
The kickstart files refer to software components on the software share /mnt/software. To use the kickstart
file as shown, the software components must be found at the following locations:
e /mnt/software/SMT_Software/SDU/netapp.snapdrive.linux 4 2.rpm
» /mnt/software/SMT_Software/SMSAP/netapp.smsap.linux-x64-3.1.bin
« /mnt/software/SMT_Software/SMSAP/snapmanager
* /mnt/software/SMT_ Software/SMSAP/ORADBUSR.SQL
e /mnt/software/SMT_Software/SMSAP/os_db_authentication.sh
* /mnt/software/ACC/hostagent7.2L.tgz
¢ /mnt/software/ACC/installsapinit.sh

» /mnt/software/scripts/flexpod config

Kickstart File for RHEL 5.5

Create a new directory on the central software share:
Mkdir /mnt/software/RHEL

Create a new kickstart file in the new directory:

vi /mnt/software/RHEL/rhel55 ks

Add the following lines to the new kickstart file:

START OF SAMPLE KICKSTART
# Kickstart file automatically generated by anaconda.

install
nfs --server=192.168.96.10 --dir=/vol/software/ISO
key --skip

lang en US.UTF-8

keyboard us

network --device ethO --bootproto dhcp

network --device ethl --bootproto dhcp --hostname="hostname”

rootpw --iscrypted $1$BCDPox75$CyI4U56yKEDkd5E/1CQrh.

firewall --enabled --trust ethO0 --trust ethl

authconfig --enableshadow --enablemd5 --enablenis --nisdomain=company.corp.nis

selinux --permissive

reboot

timezone --utc Europe/Berlin

bootloader --location=mbr --driveorder=sda --append="rhgb quiet"
# The following is the partition information you requested

# Note that any partitions you deleted are not expressed

# here so unless you clear all partitions first, this is
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# not guaranteed to work
%include /tmp/part-include

%$packages
@base
@core
@development-1libs
@development-tools
@editors
@legacy-software-development
@legacy-software-support
@printing
@base-x
@gnome-desktop
iscsi-initiator-utils
fipscheck
device-mapper-multipath
sgpio
python-dmidecode
imake
openssl097a
compat-openldap
xorg-xll-utils
xorg-xll-server-Xvib
-emacs-leim
-psgml
-emacspeak
%post
#!/bin/bash

/etc/bashrc
( # for logging purpose
echo "BEGIN: KICKSTART POST PROCEDURE"
echo "BEGIN: Prepare ethl setup"
cat > /etc/sysconfig/network-scripts/ifcfg-ethl <<EOF
DEVICE=ethl
BOOTPROTO=dhcp
DHCP_HOSTNAME="hostname "
ONBOOT=yes
EOF

echo "Bring up ethl"

ifconfig ethl up

dhclient ethl -H “hostname”

echo "Start portmap"
/etc/init.d/portmap start

echo "END : Prepare ethl setup"

echo "BEGIN: MKDIR and MOUNTS"
mkdir /mnt/software

mkdir /mnt/data

mkdir /mnt/backup

sleep 2

echo "Mount"

/bin/mount <<var software ip>>:/vol/software /mnt/software
sleep 1

/bin/mount

echo "END : MKDIR and MOUNTS"

echo "BEGIN: NetApp SDU SnapDrive"

rpm -ivh /mnt/software/SMT Software/SDU/netapp.snapdrive.linux 4 2.rpm

echo "use-https-to-filer=off" >> /opt/NetApp/snapdrive/snapdrive.conf

echo "snapcreate-check-nonpersistent-nfs=off" >> /opt/NetApp/snapdrive/snapdrive.conf
echo "autosupport-enabled=off" >> /opt/NetApp/snapdrive/snapdrive.conf
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echo "END : NetApp SDU SnapDrive"

echo "BEGIN: NetApp SnapManager for SAP"
/mnt/software/SMT_Software/SMSAP/netapp.smsap.linux-x64-3.1.bin <<EOF

root
root
1

EOF

echo "auto_support.on=off" >> /opt/NetApp/smsap/properties/smsap.config
cp /mnt/software/SMT Software/SMSAP/snapmanager /etc/pam.d/snapmanager
cp /opt/NetApp/smsap/plugins/examples/clone/create/post/*activities.sh
/opt/NetApp/smsap/plugins/clone/create/post/

cp /opt/NetApp/smsap/plugins/examples/clone/create/post/os_db_auth*.sh
/opt/NetApp/smsap/plugins/clone/create/post/

cp /mnt/software/SMT Software/SMSAP/ORADBUSR.SQL

/opt /NetApp/smsap/plugins/clone/create/post/

cp /mnt/software/SMT Software/SMSAP/os_db_authentication.sh
/opt/NetApp/smsap/plugins/clone/create/post/

echo "END : NetApp SnapManager for SAP"

echo "BEGIN: SAP Hostagent "

cd /tmp

tar -xf /mnt/software/ACC/hostagent7.2L.tgz
groupadd sapsys

useradd -g sapsys sapadm

cd /tmp/hostctrl

cp -fp /mnt/software/ACC/installsapinit.sh
. /saphostexec -install

echo "END : SAP Hostagent "

echo "BEGIN: FlexPod bootscript config "

mkdir /opt/NetApp/FlexPod

sleep 1

cp /mnt/software/scripts/flexpod config /etc/init.d
/sbin/chkconfig --add flexpod config

echo "END : FlexPod bootscript config "
echo "END : KICKSTART POST PROCEDURE"
%pre

#!/bin/bash
# VMs may have different device name for 1lst hdd
if [ -b /dev/vda ]; then
disk=vda
disk2=vda
elif [ -b /dev/mapper/mpathO ]; then
disk=mapper/mpath0
disk2=dm-0
elif [ -b /dev/sda ]; then
disk=sda
disk2=sda
fi

# decide whether to use LVM or not (size < 40gb ==> no LVM)
size=$ (grep "$disk2$" /proc/partitions | awk '{ print $3 }')

if [ -z "$size" ]; then
echo "E: could not get size of installation disk"
exit 1

fi
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if [ "Ssize" -gt 40000000 ]; then

# lvm setup, 100m /boot, 2g swap, 10g root

cat > /tmp/part-include <<-EOF
bootloader --location=mbr --append=selinux=0
clearpart --all --initlabel --drives=s$disk
part /boot --fstype ext3 --size 100
part pv.0l --size 1000 --grow --ondisk=S$disk
volgroup vg0 pv.01l

logvol swap --fstype swap --name=swap --vgname=vg0 --s1ze=40000
logvol / --fstype ext3 --name=root --vgname=vg0 --size=10000
EOF
else
# small disk, use one big plain parititon, no swap
cat > /tmp/part-include <<-EOF
bootloader --location=mbr --append=selinux=0
clearpart --all --initlabel --drives=$disk
part / --fstype ext3 --size 100 --grow
EOF
fi
%$end
%end

Appendix C Configuring PXE Boot with SuSE Linux
Enterprise Server

This Appendix explains the process of configuring a PXE boot process for the SAP Application built on
FlexPod environment. The goal of this configuration is to support the use of physical blades in almost
the same way as booting a virtual machine.

The following overview summarizes the procedure:

1. For every server that should be used as a physical blade in a tenant, a dedicated server profile must
be created, except that in this case the servers are configured diskless and they boot by using the
storage LAN NIC.

2. Because network traffic is isolated in a tenant, the PXE boot server is configured in a tenant. The
tenant-specific services VM with dnsmasq is used for a TFTP service that assigns the MAC address
of the created server to an IP address and OS image.

3. The OS image must be provisioned from the vFiler unit in a tenant. Once created globally, an OS
image needs only minor adaptations in a given tenant. As usual with PXE boot, the image is mapped
1:1 to a server profile by using the MAC addresses.

This three-step procedure assumes that an OS image has already been created in such a way that it
includes all the tools and procedures to be started by means of PXE boot and all the features and tools
that are required for the SAP Application built on FlexPod environment.

Creating a Server Profile

Most of the settings and definitions in the Cisco UCS Manger can be reused. Only new settings are
covered in this section.
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Creating Required Policies

To simplify the server profile creation, you must create the following policies:
* No local storage usage
* Boot using storage LAN (ethl)

The following describes the steps to create the required boot policies.

1 Log on to Cisco UCS and launch Cisco UCS Manager.
i;‘.‘;‘;&.cistn UICS Manager I + | -

-‘l' Goagle ):" i E

£ % 1921699870 v‘

Cisco UCS Manager

Single point of device management for the
Cisco Systems Unified Computing System.

LAUMNCH

KWW LALINCH MANAGER

Select the Servers tab. In the tree view on the left, select Server > Policies > root > Sub-Organizations
> FlexPod.

a Cisco Unified Computing System Manager - cisco-ucs-01

Fault Summary

D) % A A

1 s 7 15 General | sub-Organizations | Seruice Profies | Pools | Policies | Fauts | Everts |

iQ 3 New - | [ Options o

e s

Equipment | Servers | Lan | sant| vt | admin e . Properties

Filter: Al - S vV A A Name: FlexPod
o o o 10

(€3] | = | Description [FlexFod for AP
~Actions | Level: L

[ERT [ L

75 senics Profes ‘i':" Create Organization )

roat 2|
Service Profils Templates = Create Service Frofie
=5 policies
Bl root = Create Service Frofie (expert)

Adapter Policies

BI0S Defats [T create Serviee Profi Template

==

E‘OSPP“I"”ES = Create Service Prafies From Template
ot Policies

Host Fimwars Packages Pools

TPMI Accass Profiles @n“ et e ool

Local Disk Config Polidies >

Mairitenancs Policies % Create LLID SUffix Pacl

Management Firmware Packages
Power Conkrol Policies
Serub Policies
Serial aver LAM Policies
Server Paol Policies
Server Pool Policy Qualifications
Threshold Policies
wHICIvHEA Placement Policies
&, Sub-Organizations

&

Policies

3 Create Server Fuol Folicy cuslfication

Create Baot Policy

Create BIOS Policy

5 Create Ethernet Adspter Policy

Create Fibre Channel Adapter Policy
Adapter Policies

BICS Policies

Boot Policies

Haost Firmesare Packages

IPMI Access Profiles

55 Loral bisk Config Policies

5 Maintenance Polcies
Management Firwsare Packagss
Powsr Control Policias

Scrub Policies.

Setial over LAN Policies

5 Server Poul Policiss

B} server ool Policy Qualfications ©
S5 Thresheld Palcies | &1 create Host Fimware Package

Create Local Disk Corfiguration Policy

Create IPMI Access Frofile

. Create Server Pocl Folcy
Create Scrub Palicy

Create Serial over LAN Palicy
5 Creste Threshoid Policy

5 Create Power Cortrol Falcy
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K] Select Create Local Disk Configuration Policy, enter a name, select No Local Storage for the mode,
and save the settings.

| & Create Local Disk Configuration Policy

Create Local Disk Configuration Policy ©

PXE-Mo-Storage
i
Mo Local Storage

"No Local Storage
[T}

Create a Service Template

The following describes the steps to create a service template that can be used to provision service
profiles for a tenant.
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instill on the Servers tab, select Server > Service Profile Templates > root > Sub-Organizations >
FlexPod. Under Actions, select Create Service Profile Template.

+ Cisco Unified Computing System Manager - ci

@ @ New - | [ Options ‘ @ Pending Actitiss ‘ et

Sb-rgarzaticrs | servicepofes | P | pees [ Fats [mvems |

FlexPod for sap

EE

S Servers
75 Service Profies

2, rook

[ service Profie Templates
=43, oot

=5 éuwvgamzamns

[ Service Template PXE_SUSE
VHBAS
1l vNICs
1= vHIC eth)
il Network TOO2-Access
1=l vNIC etht
il Network TOD2-BackEnd
[iH Service Template T0O2-PXE-Book
|iH Service Template linux_a
il vHBas
1l vNICs
1= vNIC NIC_A
il Network default
I NIC WNIC B
|fH Service Template linux_b
£ - vHBis
=l vHBA vHBA_A
il vHBA vHBA_B
1l vNICs
1= vNIC NIC_A
il Network default
1=l vNIC «NIC_B
il Network default
5, Sub-Organizations
5, LinuxLab
£, Sub-Organizations
5, WindowsLab
£, Sub-Organizations

& priiries

Enter a name and description, select the previously created UUID_Pool, and click Next.

» Create Service Profile Template

Unified Computing System Manager

Identify Service Profile Template
You must enter & name for the service profile template and specify the template type. You can also specify how a UUID will be
assigned to this template and enter a description

T002-PXE-Boot |

i“reate Service Profile Template

- ¥ Identify Service

Profile Template
Storage
Networking

0o wMIC vHBA Placement
Server Boot Crder

Maintenance Policy

o Server Assignment
0 Operational Policies L]

(COREEs MU (00 T

LILID_Pool(24/100) o

PXE Boot Template for Tenant TO02
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K] Select the local storage policy that was previously created, select No vHBAs, and click
Next.

= Create Service Profile Template

Unified Computing System Manager

Create Service Profile Template Storage
Optionally specify disk policies and SAM configuration information.

+ ¥ 1dentiy Service Profile

Template

Vi Storage

a Metworking

D I vHES Placement
Server Boot Order
Maintenance Policy
Server Assignment
Operational Policies

COEEIRN IR L0
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In the Networking section, click Add to add the
NICs.

w Create Service Profile Template

Unified Computing System Manager

|Create Service Profile Template NEtWOI'kIng
Optionally specify LAN configuration information

- ¥ IdertiFy Service: Profile

Template

‘/Stnrage

¥ Networking

Q wMICHBA Placement
Server Book Order
Maintenance Policy
Server Assignment
Opetational Policies

Select a Policy to use {no Dynamic ¥NIC Policy by default) +

s RS Al

i Dekete Add [ Madify

||| s | [ | e |
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5 Create ethO for the access LAN of tenant 002.
| & Creakte ¥vNIC

Create vNIC L7

MAC_Pool_a{194/200) -

Remote_Span
TO01-Applicaion
TOO1-Lser
TO0Z-Access

Operational Parameters

(1
=nak set >

<not set>
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Create eth1 for the storage LAN. Select the settings as shown and click OK.

| & Create ¥NIC

Create vNIC

MAC_Poal_B{ 194/200] -

TO0Z-Applicaion

TO02-BackEnd

TOOZ-Mgmt

TOO3-Access

Operational Parameters
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U Verify the placement as shown and click Next.

Unified Computing System Manager

Create Service Profile Template vNIC/vHBA Placement

Specify how vMNICs and vHBAS are placed on physical network intedface cards
' Identify Service Profile

Template

\"Stnrage

(Netwmrlﬁng

V yNIC/vHBA Placement
Server Boot Order
Maintenance Policy
Server Assignment
Operational Policies

Let System Perform Placement +

COREIRROUE U] (oh 2 CO5 )

Name: Address
¥NIC etho erive
h d d
il ¥NIC ethl derived

A& WMowelUp W Move Down .De\ete ¥ Reorder . Iodify.

< Prey | ,Nele Finish Cancel
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3 In The Server Boot Order section, select your boot policy and verify that the server boots by using
eth1.

Unified Computing System Manager

Server Boot Order
Optionally specify the boot policy for this serdce profile template

Create Service Profile Template

- ¥ Identify Service Profile
Template

(Stnrage

(Netwmrlﬁng

V WMIC/vHE Placement

Server Boot Order

Maintenance Policy
Server Assiqnment
Operational Policies

CONR IR b O

) (= ‘4, Filter ‘ = Export ‘ % Prink
Mame | Order | WNIC vHEA Type

== Lan 1

L a LAM ethi primary

< Prev | hext = I Firish Cancel

o All the other sections are defaults. Save your settings.

Create Service Profiles from the Template

The following describes the steps to create the service profiles from the template.
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Still on the Servers tab, select Servers > Service Profile Templates > root > Sub-Organizations >
FlexPod. Under Actions, select the Create Service Profiles from Template.

# Cisco Unified Computing System Manager - cisco-ucs-01

Fault Summary

1 & iz
Equipment | 58rvers | Lan | 54 | v | Adrin

Filker: Al -

E
=

CJ \ A A

15

iQ 3 New

[ Options

Genetal | sub-Organizations | Service Profiles | Pooks | Folcies | Fauls | Events

e Servers
(=75 Service Profiles

o, root
Service Profile Templotes
&5, root
[ 8%, Sb-Orgarizations
5,
-l Service Template PXE_SUSE
il vHBas
1l vNICs
1= vHIC eth)
il Network TOO2-Access
1=l vNIC etht
il Network TOD2-BackEnd
e [fH Service Template T002-PXE-Book

Fault Summary

& V A A
[ 0 [ 10
Actions

2
ZAFy Create Organization

13| Create Service Profile

=53 Create Service Profile (expert)

[ create service Profie Tempicte

=55 Create Service Profiles From Template
Ponls

(@Y Create Server Poal

Is"l:]l Create LLIID Suffix Pool

Policies

Properties T

Mame: FlexPod

Descriptian: [Flexpod for saP
Level: 1

|iH Service Template linux_a
1l vHBis
1l vNICs
-l ¥NIC YNIC_A
il Network default
-l vNIC WHIC B
|fH Service Template linux_b
£l vHBis
el vHBA vHBA_A
-l vHBA vHBA_B
1l vNICs
-l ¥NIC YNIC_A

75 Create Server Pool Policy Qualfication

eate Boot Policy

£} Create BIOS Policy

ate Ethernet Adapter Policy
74 Create Fibre Channel Adapter Policy
75 Create Local Disk Configuration Policy
s 4 Create IPMI Access Profils

etwork def
-l vNIC WHIC B

il Network default
e [ Service Template Istornt4a
x| Service Template Istornt b
5, Sub-Organizations
- &, LinuxLab
£, Sub-Organizations
- g, WindowsLab

£, Sub-Organizations

£} Create Server Paal Policy

£} Create Sarub Policy

eate Serial over LAN Policy

= create Threshold Policy

eate Power Cantral Poicy

- & Priries (L create Host Frmnare Packane

Enter a name prefix and the number of profiles to create.

Create Service Profiles From Template

Maming Prefix: (TOD2-PXE-SUSE-
|

Mumber: |2

(8] Cancel

The service profiles are created. Verify them in the Service Profiles tree. The MAC addresses created
are important in configuring the PXE boot. You can find them in the created service profile in the
Networking section. Note the MAC addresses of both adapters for future

reference.

E} 3, Sub-Organizations -]
El#3, FlexPod

Hothing Selected

E SE-1
~ll vHBAs WNICs
51-ll vNICS
2725 T002-PRE-SUSE-2 (&) |=) |, Fier | = Export | iz Print
":ff Hame MAC hddress | DesredOrder | éctuslOrder | FabricD Desied Placement actuslPlacement | Hative VLAN |
] vnICs
= 1002 SLSE 0L ==l vNIC etho 00:25:B544:A0:2F 1 1 AB any any I
wHBAs il Network TOD2-Access @
&l vics 5l VNIC sthi 00:25:85:44:60: 7F 2 2 B4 any any
- ¥NIC ethd =l Network TaD2-BackEnd &
“tfll Network TODZ-Access
-~ vNIC ethl
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Required Storage Layout

To support the PXE boot process and simplify maintenance, the storage layout shown in Figure 1 should

be used.
Figure 1 Storage Layout
Li 4] & Egad
408 | 208 | 208 s
TFTP Server  PXE-Server TETF Server -
TO01-tftp [}]] p TO02-tftp

“clone”

fTUmosmaster)

i 0101 0101
Primary  EEESTAIEET
vFiler a8 6
Units

fTO02-0S-server
fTO02-0S-server?
ITO02-0S-serverd

T00Z-osmaster ' D]] -5

Primary Storage Backup Storage

To configure PXE boot, each tenant must have the following volumes:

* Tnnn-tftp. This volume holds all required information for the TFTP server, such as Initrd, vimlinuz,
and additional configurations. This volume is mounted from the tenant-specific services VM that
must be configured as the TFTP server.

* Tnnn-osmaster. This is the osmaster image that a server must boot. It is considered to be tenant
specific to allow tenant-specific adaptations. The osmaster volume must have two qtrees, one for
the OS itself, the other for the swap area. The naming convention can be used to identify the kernel
release. In the example, Rel 2.6.32.49 results in:

— /vol/t001-osmaster/sles 263249 001
— /vol/t001-osmaster/swap 263249 001

* Tnnn-OS-server or servers. Each PXE server that must be booted is assigned to a specific volume
in a tenant.

The infrastructure tenant volumes are considered to be "golden images." All of the tenant-specific
volumes are based on clones from this master copy. The server-specific OS volumes in a tenant are also
clones of the tenant-specific OS master image.

To focus on the PXE boot configuration, this appendix assumes that the storage has been created and is
available for NFS mount in the tenant.
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Golden Image Creation

In the example configuration, the golden image creation occurs in the infrastructure tenant. It is also
possible to create a dedicated test tenant in which all of the golden image preparation steps can be
applied. This test tenant can also be used for SAP installation and other administrative tests. The rest of
this appendix uses the infrastructure tenant.

The following steps are required to create the golden image:
1. Extract the SUSE DVD.

2. Mount the golden TFTP and osmaster volumes.
3. Prepare the TFTP boot volume
4. Configure dnsmasq
5. Install Linux
Extract the SuSE DVD

On the software vFiler unit, create a folder to hold the SuSE installation DVD. It is assumed that
DVD.iso is copied to /mnt/software/SLES.

T001-0-1nx:~ # cd /mnt/software/SLES

T001-0-1nx:~ # mkdir ISO

T001-0-1nx:~ # mount -o loop SLES-11-SP1-DVD-x86_64-GM-DVDl.iso ISO
T001-0-1nx:~ # mkdir SLESI11

T001-0-1lnx:~ # cp ISO/* SLES11/

Mount the Golden TFTP and Osmaster Volumes

Create the folder structure and mount the volumes:

T001-0-1nx:~ # mkdir /NetApp

T001-0-1nx:~ # mkdir /NetApp/osmaster

T001-0-1nx:~ # mkdir /NetApp/tftpboot

T001-0-1nx:~ # mount -t nfs software:/vol/t00l-osmaster /NetApp/osmaster
T001-0-1nx:~ # mount -t nfs software:/vol/t001-tftp /NetApp/tftpboot
T001-0-1nx:~ # 1ln -s /NetApp/tftpboot /tftpboot

Prepare the TFTP Boot Volume for the First Installation

To start the SLES installation by means of PXE boot, you must prepare the tftpboot folder for the first
installation: pxelinux.0 must be copied from an existing Linux installation (such as the tenant-specific
services VM) and the boot configuration files must be created.

T001-0-1nx:~ # cp /usr/share/syslinux/pxelinux.0 /tftpboot

T001-0-1lnx:~ # cd /mnt/software/SLES/ISO/boot/x64 64/loader
T001-0-1nx:~ # cp initrd /tftpboot/initrd-iso

T001-0-1nx:~ # cp linux /tftpboot/linux-iso

T001-0-1nx:~ # cd /tftpboot

T001-0-1nx:~ # mkdir pxelinux.cfg

T001-0-1nx:~ # cd pxelinux.cfg/

T001-0-1nx:~ # vi default

TO01-0-1lnx:~ #
The default configuration must contain the following:
# SAP UCS PXE Boot Definition

display ../boot.msg
default Install
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#
prompt 1
timeout 10
LABEL Install

KERNEL linux-iso

APPEND initrd=initrd-iso
install=nfs://192.168.96.10:/vol/software/SLES/SLES11/?device=ethl
Create the file boot.msg:

T001-0-1nx:~ # cd /tftpboot/
T001-0-1nx:~ # vi boot.msg
T001-0-1lnx:~ #

The content should be:

R R R

HH#HHHHHHH R HHHHHHHH AR
HH#HH#H HH#HHH#
## CISCO Systems Inc. #t
#4# SAP Applications built on FlexPod ##
HH#HH#H HH#HHH#
HH#HHHHHHHH A HH HHHHRHHHHHHHAHH

R AR R R

Configure dnsmask

Dnsmask is already used for DNS and DHCP. The extension to enable tftpboot is quite simple.

To adapt the configuration file /etc/dnsmasq.conf, insert these lines:

#
# Activate MAC address based ip's
#

read-ethers

Also enter the tfpt boot activation at the end of the file:

enable-tftp

tftp-root=/tftpboot

dhcp-boot=pxelinux.0

tftp-no-blocksize

If you have not yet enabled the infrastructure tenant dhcp functionality, dnsmasq.conf should also

contain:

# 1: Subnet Mask
dhcp-option=1,255.255.255.0

# 3: Router (default gateway)
dhcp-option=tag:access,3,192.168.99.1
dhcp-option=tag:backend, 3

# 6: Domain Name Server
#dhcp-option=tag:access,6,192.168.99.50
#dhcp-option=tag:backend, 6,192.168.101.50
dhcp-option=6,192.168.99.50

# 119: DNS domain search list
dhcp-option=119,t001.company.corp,bknd.t001.company.corp
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Create or add the file /etc/ethers. Here you need the MAC addresses of your service profile:

00:25:B5:44:A0:5F 192.168.99.51
00:25:B5:44:B0:4F 192.168.101.51

Add the appropriate hostnames to the file /etc/hosts, assuming that t001-1-Inx is the host name:

# PXE Boot pairs
192.168.99.51 £001-1-1nx.t002.company.corp £001-1-1nx
192.168.101.51 £001-1-1nx.bknd.t002.company.corp

Install SuSE Linux

With these settings in place, the server profile is ready to boot the SuSE installation. The following

describes the PXE boot-specific installation steps.

appears.

CLIENT MAC ADDR: 00 25 BS Fa Ba 3F GUID: 1616FC94-E44C-11E0-00ZZ2-00000000004F
CLIENT IP: 192.168.202.10 MaASK: 255.255.255.0 DHCP IP: 192.168.202.5

PXELINUX 3.82 3.82 Copyright (C) 1994-2009 H. Peter fAnvin et al
tPXE entry point found (we hope) at 9A91:00CC via plan A

UNDI code segment at 9A91 len OAFD

UNDI data segment at 9A23 len 06D4

Getting cached packet 01 02 03

My IP address seems to be COABCAOA 192.168.202.10
ip=192.168.202.10:192.168.202.5:0.0.0.0:255.255.255.0

TFTP prefix:

Trying to load: pxelinux.cfgs1616fc94-b44c-11e0-0022-00000000004f
Trying to load: pxelinux.cfgrs01-00-25-b5-fa-ba-3f

Trying to load: pxelinux.cfg-COABCAOA

Trying to load: pxelinux.cfgsCOABCAD

Trying to load: pxelinux.cfg-COABCA

Trying to load: pxelinux.cfgsCOABC

Trying to load: pxelinux.cfgsCOAB

Trying to load: pxelinux.cfgrsCOA

Trying to load: pxelinux.cfgsCO

Trying to load: pxelinux.cfgrsC

Trying to load: pxelinux.cfgrsdefault

boot:

I Assign the service profile to a blade, start the KVM, and boot the system. The following boot message
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The Linux installation starts. Proceed
until you reach the disk portioning step. Select an expert partitioner.

You must add the volume /vol/t001-osmaster/sles 263249 001 from the vFiler unit and
mount it as root. (The screenshot shows different values.)

o

SUSE. Linux
Enterprise

Preparation

» Installation Summary
* Perform Installation

Configuration

Check Installation
Hostname

N ark
Customer Center

Update

Rel otes

Hardware Configuration

: &

Im‘T] Choose [Nu\,fusmaster l Select
[] NFSv4 Share

Mount Peint (local)

l.f ] Browse

» Expert Partitioner

System View

= (3 192.168.202.10

B Hard Disks

@ RAID

= Wolume Management

@ MNetwork File System (NFS)
| NFS Shares I

Server Remote Directory
192.168.202.201 jvoljosmaster

NES Settings

Mount Paint

= Crypt Files

Device Mappar
E Unused Devices

NFS Server Hostname Bemote Directory

Options :
[defaults l *L

oK H Cancel ][ Help ]

3 Finalize the installation

, as shown in steps 9-25
Do not reboot the system.

Create the nfsroot initrd

At this point, the newly created initrd must be customized for a PXE boot.

Initially, kernel version 2.6.32.12 is installed.

1. Mount the newly created OS master, copy the initrd to the tftpboot folder, and unpack it in a
temporary folder.

T001-0-1nx

:/tftpboot # mount -t nfs 192.168.99.10:/vol/t00l-osmaster/sles 263249 001

/NetApp/osmaster

T001-0-1nx
T001-0-1nx

:/tftpboot # cd /NetApp/osmaster/boot
:/tftpboot # cp initrd-2.6.32.12-0.7-default

/tftpboot/initrd-2.6.32.12-0.7-default.gz

T001-0-1nx
T001-0-1nx
T001-0-1nx
T001-0-1nx
T001-0-1nx
T001-0-1nx

:/tftpboot # cp vmlinuz-2.6.32.12-0.7-default /tftpboot/
:/tftpboot # cd /tftpboot

:/tftpboot # gunzip initrd-2.6.32.12-0.7-default.gz

:/tftpboot # mkdir tmp 12

:/tftpboot # cd tmp 12

:/tftpboot/tmp 12 # cpio -idumf < ../initrd-2.6.32.12-0.7-default
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2. Editrun_all.sh in the unpacked initrd and change the following sections to reflect the location of the
boot image.

source boot/02-start.sh

[ "$modules" ] && load modules

[ "$Sdebug" ] && echo preping 03-storage.sh

[ "$fallback rootdev" ] ||

fallback rootdev='192.168.101.10:/vol/t001l-osmaster/sles 263249 001 '

[ "Srootdev" ] || rootdev='192.168.101.10:/vol/t00l-osmaster/sles 263249 001 '
[ "$rootfsopts" ] || rootfsopts='defaults'

"$Sdebug" ] && echo preping 1l2-network.sh

[

[ "$Snettype" ] || nettype='dhcp'

[ "$ip" ] || ip=':::::ethl:none’

[ "$interface" ] || interface='ethl!'

[ "$macaddress" ] || macaddress="''"

[ "$drvlink" ] || drvlink='"

if [ "$Sinterface" -o "Sdhcp" -o "$Sip" -o "$nfsaddrs" -o "S$drvlink" ]1; then

modules=" af packet S$bonding module"

[ "$debug" ] && echo running 82-resume.kernel.sh

source boot/82-resume.kernel.sh

[ "$modules" ] && load modules

[ "$debug" ] && echo preping 83-mount.sh

[ "$rootdev" ] || rootdev='192.168.101.10:/vol/t00l-osmaster/sles 263249 001 '
if [ ! "S$root already mounted" ]; then

[ "$debug" ] && echo running 83-mount.sh

source boot/83-mount.sh

[ "$modules" ] && load modules

3. Recreate the new initrd.

T001-0-1nx:/tftpboot/tmp 12 # find . |cpio --create --format='newc' >
../initrd nfsroot 2.6.32.12-cisco

31301 blocks

T001-0-1nx:/tftpboot/tmp 12 # cd

mgmtsrv02:/tftpboot # gzip -9 initrd nfsroot 2.6.32.12-cisco

mgmtsrv02:/tftpboot #

4. Inthe mounted OS image, disable the network resources during shutdown; otherwise the system will

not shut down completely.

T001-0-1nx: # cd /NetApp/osmaster/etc/init.d/rc3.d
T001-0-1nx:/NetApp/osmaster/etc/init.d/rc3.d # rm K04nfs KO07network KO5rpcbind
T001-0-1nx:/ NetApp/osmaster/etc/init.d/rc3.d # cd ../rc5.d

T001-0-1nx:/ NetApp/osmaster/etc/init.d/rc5.d # rm K04nfs KO7network KO5rpcbind
T001-0-1nx:/ NetApp/osmaster/etc/init.d/rc5.d #

5. Disable the cups daemon, smartd, samba fs, splash, kernel dump, and raid-manager.

T001-0-1nx:~ # chkconfig cups off
T001-0-1nx:~ # chkconfig smartd off
T001-0-1nx:~ # chkconfig smbfs off
T001-0-1nx:~ # chkconfig splash off
T001-0-1nx:~ # chkconfig boot.kdump off
T001-0-1nx:~ # chkconfig boot.md off
T001-0-1nx:~ # chkconfig boot.cycle off
T001-0-1nx:~ # chkconfig postfix off

6. Extend the PXE default configuration to include the new kernel (initrd, vmlinuz).
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T001-0-1nx:~ # cd /tftpboot/pxelinux.cfg/
T001-0-1lnx:~ # vi default
T001-0-1nx:~ #

7. Add the following lines, so that the final default content is:

# SAP UCS PXE Boot Definition
display ../boot.msg
#default Install
default SLES11_ 12
#
prompt 1
timeout 10
LABEL Install
KERNEL linux-iso
APPEND initrd=initrd-iso
install=nfs://192.168.96.10:/vol/software/SLES/SLES11/?device=ethl
LABEL SLES11 12
KERNEL vmlinuz-2.6.32.12-0.7-default
APPEND initrd=initrd nfsroot 2.6.32.12-cisco.gz rw
rootdev=192.168.101.10:/vol/t00l-osmaster/sles 263249 001 rootfsopts=default

8. Reboot the system to activate the kernel.

The process described throughout this document assumes that an online update is performed to reach the
most recent kernel version (currently 2.6.32.49). While online, you must apply an online update.
Depending on your network scenario, you may have to adjust the proxy settings.

After the online upgrade, do not reboot. Instead, apply the similar steps previously described to adapt
the initrd and PXE boot configuration for the new kernel.

From the KVM, reboot the system to activate the new kernel. If everything is fine, the OS master image
must be cleaned of temporary files.

Clean up the OS master image:

T001-0-1nx:/ # cd /NetApp/osmaster

T001-0-1nx: /NetApp/osmaster # rm -rf tmp/*
T001-0-1nx: /NetApp/osmaster # rm -rf tmp/.*
rm: cannot remove ~.' directory “tmp/.'

rm: cannot remove ~..' directory “tmp/..'
T001-0-1nx: /NetApp/osmaster # cd var/log
T001-0-1nx: /NetApp/osmaster/var/log # rm *
rm: cannot remove ~ConsoleKit': Is a directory
rm: cannot remove ~YaST2': Is a directory
rm: cannot remove “apparmor': Is a directory
rm: cannot remove “audit': Is a directory
rm: cannot remove “cups': Is a directory

rm: cannot remove ~gdm': Is a directory

rm: cannot remove “krb5': Is a directory

rm: cannot remove "news': Is a directory

rm: cannot remove “puppet': Is a directory
rm: cannot remove “sa': Is a directory

rm: cannot remove ~samba': Is a directory
rm: cannot remove “zypp': Is a directory

T001-0-1nx: /NetApp/osmaster/var/log # rm ConsoleKit/* YaST2/* apparmor/* audit/* cups/*
gdm/* krb5/* news/* puppet/* sa/* samba/* zypp/*

rm: cannot remove “apparmor/reports': Is a directory

rm: cannot remove ~apparmor/reports-archived': Is a directory

rm: cannot remove ~apparmor/reports-exported': Is a directory
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rm: cannot remove “krb5/*': No such file or directory

rm: cannot remove “puppet/*': No such file or directory

rm: cannot remove “samba/*': No such file or directory

T001-0-1nx: /NetApp/osmasterl/var/log #

T001-0-1nx:/NetApp/osmasterl/var/log # cd ../../etc

At this point, all of the FlexPod specific installations and configurations as described throughout the VM
template creation process must have been applied. See section "Installation of Additional Software
Components" for details.

After all steps have been tested and the cleanup procedures described in section "Converting the Virtual
Machine to a Template" have been performed, create a golden Snapshot copy of the osmaster image and
the tftpboot volume. Create the Snapshot copy by using the snap create command (with the desired
options) at the command line of the controller that contains the volumes.

This Snapshot copy must be used to create the template volumes for each tenant.

Preparation for PXE Boot in a Tenant

At this point it is assumed that the new tenant has clones of the tftpboot and osmaster images with the
following names:

e Tnnn-tftpboot
¢ Tnnn-osmaster

In a new tenant, the preparations for the PXE boot must be done similarly to the steps described in
"Golden Image Creation," earlier in this appendix. The following is a general checklist:

1. Mount the tnnn-tftpboot in the tenant /tftpboot folder.
2. Configure dnsmasq to enable tftpboot.

3. Configure a tenant service profile template and create the required number of service profiles. Note
the MAC address for each of the service profiles that you create.

4. Edit the /etc/ethers and /etc/hosts files to define the host names and IP addresses for the newly
created service profiles.

Based on this checklist, the following additional steps must be performed:

Clone the Osmaster for Each of the Servers
Based on the mapped MAC-to-IP address, calculate the ex IP for each server (storage LAN).
If the IP for server T002-1-Inx is 192.168.102.44:

e Using the MAC address 00:25:B5:44:A0:2F, run the command gethostip 192.168.102.44, resulting
in 192.168.102.44 192.168.102.44 C0OA8662C>

The hex IP is used to create a unique name for the OS master volume. Create a clone of the OS template
and name it as the hex IP. This name is unique through the whole infrastructure.

Adapt the tftpboot Configuration

The tftp boot configuration must be adapted so that every server can find its own image.

T002-0-1nx:/tftpboot # cd pxelinux.cfg/
T002-0-1nx:/tftpboot/pxelinux.cfg # cat default
# SAP UCS PXE Boot Definition

display ../boot.msg
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#default Install
default SLES11_49
prompt 1
timeout 10
LABEL Install
KERNEL linux-iso
APPEND initrd=initrd-iso
install=nfs://192.168.96.10:/vol/software/SLES/SLES11/?device=ethl
LABEL SLES11 12
KERNEL vmlinuz-2.6.32.49-0.3-default
APPEND initrd=initrd nfsroot_2.6.32.49-cisco.gz rw

T002-0-1nx:/tftpboot/pxelinux.cfg # cp default COA8662C
T002-0-1nx:/tftpboot/pxelinux.cfg # vi COA8662C
# SAP UCS PXE Boot Definition
display ../boot.msg
#default Install
default SLES11 49
prompt 1
timeout 10
LABEL Install
KERNEL linux-iso
APPEND initrd=initrd-iso
install=nfs://192.168.96.10:/vol/software/SLES/SLES11/?device=ethl
LABEL SLES11 49
KERNEL vmlinuz-2.6.32.49-0.3-default
APPEND initrd=initrd nfsroot 2.6.32.49-cisco.gz rw

OS_VOLUME=COA8662C
T002-0-1nx:/tftpboot/pxelinux.cfg #

Before you can boot the server for the first time, the individual swap file must be configured.

Create the Swap Partition

Boot the server and log in as root (assuming server name T002-1-1nx):

T002-1-1nx:~ # mkdir /swap

T002-1-1nx:~ # mount -t nfs 192.168.102.10:/vol/CO0A8662C/swap_ 263249 001 /swap
T002-1-1nx:~ # dd if=/dev/zero of=/swap/swap-0001 bs=1M count=1024

1024+0 records in

1024+0 records out

1073741824 bytes (1.1 GB) copied, 9.99352 s, 107 MB/s

T002-1-1nx:~ #

T002-1-1nx:~ # mkswap /swap/swap-0001

Setting up swapspace version 1, size = 1048572 KiB

no label, UUID=7a8fabb2-b4a5-456c-8853-fe0f4033b42a

T002-1-1nx:~ # swapon /swap/swap-0001

T002-1-1nx:~ # swapon -s

Filename Type Size Used Priority
/swap/swap-0001 file 1048568 0 -1
T002-1-1nx:~ #

T002-1-1nx:/etc/init.d # cp splash early nfs-swap
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Create an Automatic Swap Mount File

T002-1-1nx:/etc/init.d # vi nfs-swap

#! /bin/sh

#

# /etc/init.d/nfs-swap
#

### BEGIN INIT INFO

# Provides: nfs-swap

# Required-Start:

# Should-Start: sSnetwork $syslog

# Required-Stop:

# Should-Stop: S$syslog

# Default-Start: 2 3 5

# Default-Stop: 0 1 4 6

# Description: kills animation after network start
### END INIT INFO

/etc/rc.status

case "$1" in

start)

echo -n "Starting swap: "

mount -o vers=3,proto=tcp,rsize=32768,wsize=32768,hard, intr 192.168.102.10:/vol/C0A8662C
/swap_ 263249 001 /swap

sleep 1

swapon /swap/swap-0001

echo "done"

stop)

echo -n "Stopping swap: "

swapoff /swap/swap-0001

umount -1 /swap

echo "done"

restart)

swapoff /swap/swap-0001

swapon /swap/swap-0001

.

echo "Usage: swap { start | stop | restart }" >&2
exit 1

esac

rc_exit

T002-1-1nx:/etc/init.d #

T002-1-1nx:/etc/init.d # chmod 755 nfs-swap

T002-1-1nx:/etc/init.d # chkconfig nfs-swap

nfs-swap off

T002-1-1nx:/etc/init.d # chkconfig nfs-swap on

T002-1-1nx:/etc/init.d # ./nfs-swap stop

Stopping swap: done

T002-1-1nx:/etc/init.d # swapon -s

Filename Type Size Used Priority
T002-1-1nx:/etc/init.d # ./nfs-swap start

Starting swap: done

T002-1-1nx:/etc/init.d # swapon -s

Filename Type Size Used Priority
/swap/swap-0001 file 1048568 0 -1
T002-1-1nx:/etc/init.d #
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The new server with the previously mentioned IP now uses the COA8662C configuration for PXE boot.
Create a dedicated configuration for each of the servers in a tenant.

Each server profile now has its own preconfigured image and can be PXE booted into the tenant.

Appendix D Configuring Cisco VM-FEX with the Cisco UCS
Manager

Background

FlexPod for VMware and thus SAP applications built on FlexPod utilize a distributed switch to manage
the VLAN settings on a VMware vCenter from a central point. This not only simplifies the management
but also provide additional features.

While the previous version used Cisco Nexus 1000 / Cisco Nexus 1000V, the new available hardware
used in this setup allow using the built-in functionality within the Cisco UCS Manager. This offers
several advantages.

1. There is no need for an extra hardware such as Cisco Nexus 1010.

2. Cisco Unified Computing System provides a central configuration environment with which the
administrator is already familiar

3. Compared to using the Cisco Nexus 1010 V as virtual appliances within the VMware vCenter itself,
this setup avoids a SPOF and common restart issues when running the distributed switches in an
environment in which they are required for the network functionality of the ESX servers they are
running on. This is a common problem that needs to be taken care in the solution design.

The Cisco UCS Manager dramatically simplifies the hardware setup and operation utilizing the new HW
features to its fullest.

Process Overview

The setup and configuration of the distributed switches (Cisco Nexus 1000/V) in the previous setup is
described in TR-3939: VMware vSphere Built on FlexPod Implementation Guide in detail and is also

distributed and embedded in various sections of the document. This section provides a detailed overview
of all related topics such as setup, configuration, and operation using the Cisco UCS Manager.

The following sections provide:
* Background information on VM-FEX on Cisco UCS
 Initial set up and configuration

e Operation, i.e. adding networks for additional tenants

Initial Setup

The initial setup is a three-step procedure:
e Create a vNIC Connection policy in the Cisco UCS Manager
« Install the VEM software on the ESX server
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» Install the plug-in into the VMware vCenter.

Create a vNIC Connection Policy

To create a vNIC connection policy, follow these steps:

Step  Action

Log in to the Cisco UCS Manager.

Select the LAN tab in the left navigation pane and click LAN > Policies > root > Sub-organizations > >
FPD(name of the sub-organization in this example) > Dynamic vNIC Connection Profile.
Right-click and select Create Dynamic vNIC Connection Policy to start the wizard.

# Cisco Unified Computing System Manager - fpd-ucs-a

~Fault 5
- i V A @ B3 Mew - @ Options
) /
i} 3 7 == S Lan v Policies * 45:% root

~Dynamic ¥NIC Connection Policies
Equipmentl Servers | LAN I SANl VMl Admin] b

Filk 4l @ Filter | = Export L.‘f:, Print
ilter: A

=

=-=] Lan
B¢ Lan Cloud
{28 Fabric &
{EEE Fabric B
fﬁ Qo5 System Class
El LAN Pin Groups
Threshold Policies
=] wLans
[]--('_j Appliances
== Internal Lan
vl Inkernal Fabric &
il Internal Fabric B
Threshold Policies
= B Policies
; j Appliances
Ty LA Cloud
71 &5 Threshold Policies
‘9‘:&‘ roat
- Drynamic wMIC Connection Policies
- & Flow Control Policies
- 5= Metwork Control Policies
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+ wMIC Templates
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Metwark 1 Show Navigator
QoS Palic
Threshol:
TR T Temnlakes ””

Create Dynamic vMIC Connection Policy
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Type a name and description for the vNIC connection policy. Select VMWare from the Adapter Policy
drop-down menu. Select the Protected option. Click OK.

+ Create Dynamic ¥NIC Connection Policy E

Create Dynamic vNIC Connection Policy o

¥NIC Connection Policy for FEX

Ez Canicel |

In the Main section, retain the platform defaults.

» Create BIDS Policy

Unified Computing System Manager

Create BICS Policy Main (?)

-/ Processr

a Inkel Directed 10
RAS Memary
Setial Park
LISE

a PCI Configuration
Binat Crptions
Server Management

G0 Foeh [ e

= Prev ] fext > il Finish I Cancel [
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For Intel Directed 10, select enabled.
| v treate BIIZIS i’olic__y |

Unified Computing System Manager

Creats BIOS Policy Intel Directed 10

—-

+ ¥ Main
- Processor
- v Intel Directed 10
D RAS Mernoty:
Setial Port
LISE
a PCI Configuration
Boat Options
Server Management

[ I I T
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For RAS Memory, retain the Platform Default options.

» Create BIDS Policy E

Unified Computing System Manager

R | PCI Confiquration
Boot Options
Server Management

Create BIOS Policy RAS Memory
1 v Main
2. processor
3. VIntel Directed 10
4 vras Memory - . o
5. Serial Port
[ D@ ] »
7
g,
&
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Retain the Platform Default option for the remaining sections of the Create BIOS Policy wizard. Click
Next on each of these windows and then click Finish to complete the wizard

Unified Computing System Manager
Create BIOS Policy Processor (7]
1. \/m
2. v'processor
3. ' [ntel Directed 10 [] [ ]
4. ras IMernary
5. ¥ Serial Port L] ]
6, \{@
7. PCI Confiquration b » b
9

D Server Management
] ]
L] O
(L] R —
| g
(1) —
|® ®
- ]
Platform Defaul: -

< Prev | Next> | Finish Cancel
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Create BIOS Policy
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- vRras Memory
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Platform Default
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Leaving the Wizard you see the created Profile.
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Install the VEM Software on each ESXi Server

The communication between the vCenter, the Cisco UCS Manager's FEX and the ESXi server requires
installing a VEM (Virtual Ethernet Module) on each of the ESXi servers.
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Download and install the VEM software according to the VM-FEX for VMware Configuration Guide:
http://www.cisco.com/en/US/partner/products/ps10281/products_installation_and configuration guide
s_list.html

The vCenter integration requires configuration within the Cisco UCS Manager and the vCenter. To do
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Integrate Cisco UCS with VMware vCenter

this integration, follow these steps:

Step  Action

Log in to the Cisco UCS Manager.

In the navigation pane, click the VM tab, and in the VM tab, expand the All folder. Select the VMware

node, and in the Working Area, click the General tab.

a Cisco Unified Computing System Manager - fpd-ucs-a

 Fault 5i ¥

1} 3 7

() \% A

@ B New -

= ol v [ vMware

@ Options (i)

Pending Activities

[@] Exit

Equipmentl Sarvarsl LAN' SA

Filter: Al ~

s

General | vCentersl CertiFicatesl Deletion Tasksl Faults' Eventsl FSM]

| Actions

c-:' Export wCenter Exkension vCenter and UCSM.

ERRT

| Clusters
+ =] Port Profiles
=i

wirtual Machines

B Export Mulkiple wCenker Extensions RS

Modify Extension Key

DF—‘ Configure wCenter

Use Export wCenter Extension to download it
For viZenter version 4.0, vou need eight (&) extension files,

One or more wCenter extension files are required to establish secure communice
¥ou download the extension files through UCSM and install them as plug-ins on t

For vCenter version 4.0 Update 1 and later, vou need a single extension File,

Use Export Mulkiplz wCenter Extensions to download the required extension file:

d.i,—‘ Configure YMware Inkegration | Extension Key

Key: |Cisco-UCSM-eb733aZe-da39-11el-b5d

Select the Configure VMware Integration menu in the Actions area to start the Configuration wizard.

Follow the instructions and click Export.

+ Configure YMware Integration

Configure YMware Integration

L. Install Plug-in on
vCenter Server

2 0 Define YMware
Distributed Yirtual
SwikchiDWs)

3. 1 Diefine Port Profile
B &pply Pork Profiles to

Setver

Yirkual Machines in wCenter

Install Plug-in on vCenter Server

To establish the relationship and communication between Cisca UCS Manager and YMware vCenter, one or more

extension XML files need to be installed on the wCenter server, To create the extension XML file For wCenter 4.0 update 1

ot later, click the Export button below,
To create the eight extension XML files For wCenter 4.0, click the Export Multiple button below,
vCenter Extension plug-in

Export Export Multiple

After exporting the XML extension file(s), copw them to the wCenter server,

Ta install the extension file(s) in wCenter, log into the wCenter server through the wSphere clisnt,

From the Plug-ins menu, choose Plug-in Manager.

Right-click in the Plug-in Manager window and select New Plug-in...

In the Register Plug-in dialog, click the Browse button to locate the %ML extension file{s) you copied to the server.

After installing the extension %ML File(s), click the Register Plug-in button in the Register Plug-in dialog,

Once the plug-in registration process completes, rekurn to this wizard and click the Next buttan belaw,
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Enter the VMware vCenter Server name, vCenter Server host name or IP address, vCenter data
center name, DVS folder, and DVS name. Click Next.

» Configure ¥Mware Integration

Unified Computing System Manager

Define VIMware Distributed Virtual Switch(DVS)

Configure WMware Integration

L. Install Plu-in on «Center
Server

2. ' Define YMware

Distributed Yirtual

Switch{DY¥S)

Define Port Profile
Apply Port Profiles bo
Yirtual Machines in vCeriter

Server

e

v50-appliance

| < Prev ] et > I | Fhlsh t Caricel r
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Define the port profiles. It is important to select the basic VLANs that are required to communicate
with the VEM and the vCenter that have been previously defined in the Cisco Nexus switches and the
Cisco UCS Manager accordingly. Select MGMT-VLAN_T001 and indicate it is the native VLAN..

+ Configure ¥Mware Integration E

Unified Computing System Manager

Define Port Profile L7)

Configure Wiware Inkegration

L. +'1nstall Plug-in on vCenter
Server
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default -
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-

<nat set

Mame Mative YLAN

default
MGMT-¥LAN_TO01
MFS-YLAN_TOO1
Mative_VLAN_ID
Packet-Contral-YLAN
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wiotion-YLAMN

=== (0=
aliells]is]talic]le]
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CHS-FEX hd
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Apply Port Profiles to Virtual Machines in vCenter Server @

Configure WMware Inkegration

L./ Install Plug-in on vCenter
Server

2./ Define ¥Mware Distributed
Wirbual Switch({Dws)

3./ Define Port Prafile

4. Apply Port Profiles to
Wirtual Machines in
¥Center Server

Configure ¥Mware Integration

When finishing the Wizard, the Cisco UCS Manager connects to the vCenter and adds the plug-in.

Validate Settings in VMware vCenter

To validate the successful installation of the Cisco UCS Manager plug-in, complete the following steps:
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Log in to the vCenter Server.

¥Mware vSphere Client

vmware

VMware vSphere”

(lient

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of &
vCenter Server,

IP address [ Mame: |172.21.1.235 j
User name: Iadministratur|
Password: |**"""**"“"

™ Uise Windows session rredentisks

Lagin I Clase | Help |

In the Main menu, select Plug-ins > Manage Plug-ins.

File Edit “ew Inventory Administration |FPlug-ins | Help

[%) YCENTER - vSphere Client

a E £y Home b gF] Inventor Manage Plug-ins...

mip &g 6D e @

The popups will show that Cisco UCS Manager is already integrated in vCenter.

Available Plug-ins

[ Plug-in Manager =10/ x|
Plug-in Name | vendor | version | status | Description | Progress ;I
vCenter services
& vCenter Hardware Status VMware, Inc. 5.0 Enabled Displays the hardware status of
hosts {CIM monitoring)
& Auto Deploy VMware, Inc. 5.0.0... Disabled Supports network based
deployment of ESX servers.

% [ Cisco-UCSM-eh733a2e-da3%. Cisco Systems,L.. 1.0.0 No dient sided...

| |

Help

3 |-
mY

N
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Fil= Edit
(3 B3

U EH

Click Inventory > Networking to see FEX added to distributed switch from Cisco UCS.

(= ¥CENTER - vSphete Client

Wiew Inventory  Administration  Plug-ins  Help

Q Home [ E']j Inventory [ E Mebworking

= [ [MCENTER

= ]_'l Flexpod-Dey
= E?‘? FE% Getting Started
FEX
What is the
This wiew dis
on wCenter.

Standard Operations

Add Distributed

Port Profiles

Port Profile Client

As part of standard operations such as the Tenant provisioning, the Network environment and such the
additional port profiles (VLANS) at the distributed switch must be created. The following section shows
in detail how to add this "additional" VLAN's i.e. distributed Port Groups.

Port Group to the VDS (vSphere Distributed Switch)

Port profiles contain the properties and settings that you can use to configure virtual interfaces in Cisco
UCS for VM-FEX. The port profiles are created and administered in Cisco UCS Manager. After a port
profile is created, assigned to, and actively used by one or more distributed virtual switches (DVSs), any
changes made to the networking properties of the port profile in Cisco UCS Manager are immediately
applied to those DVSs.

In VMware vCenter, a port profile is represented as a port group. Cisco UCS Manager pushes the port
profile names to VMware vCenter, which displays the names as port groups. None of the specific
networking properties or settings in the port profile is visible in VMware vCenter. You must configure
at least one port profile client for a port profile if you want Cisco UCS Manager to push the port profile
to VMware vCenter.

The port profile client determines the DVSs to which a port profile is applied. By default, the port profile
client specifies that the associated port profile applies to all DVSs in VMware vCenter. However, you
can configure the client to apply the port profile to all DVSs in a specific data center or data center folder
or to only one DVS.

Complete the following steps to create VM-FEX port profiles for use on the Cisco UCS distributed
virtual switch.
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1. Log in

1]

to Cisco UCS Manager.

Click the VM tab.
Right-click Port Profile > Create Port Profile.

# Cisco Unified Computing System Manager - fpd-ucs-a

Fault Summary

® VvV A A

3 & Z

Equipmentl Serversl LP.Nl SAN M | P.dmin]

Filter: &l -

@ | Mew =

sx Al » =] Port Profiles

@ options

Port Prafiles | Faults | Events | F5m |

14 (= | & Fiter | = Export | = Print

Iame

Show Navigator

Create Port Profile

Copy Chrl+C
Copy XML Chrl+L
Delete Ctri+D

Folder DWS-FEX

DVS-FEX

=il Profile FEX-Port-Profile
=il Prafile TOO1-Mgrmk

=il Profile deleted-pg-Ds-FEX

. -8 Folders

% virtual Machines

=] Port Profile FEX-Port-Profil
=] Port Profile TOOL-Mgnmt
El Pork Profile wMIC_Template_A
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Enter the name of the Port Profile. For example, TO01-NFS for the storage VLAN in
tenant t001.

Select the VLAN for NFS in t001 and press OK

- Create Port Profile [ x|

Create Port Profile o

TOD1-NFS
I

<nat set= v
default 7
1

64

]
<nat set= A

mn

-I-I_I—I?I-I_llﬁ

default
MGMT-YLAMN_TO01
MNFS-YLAN_TO01
Mative_YLAN_ID
Packet-Control-WLAN
M _Traffic-YLAN
wMaokion-YLAMN

Annhein —)é

The Port profile created will appear.

a . B2 Mew -

=5 ol =] Port Prefiles » =] Port Profile TOOL-NFS

WM LANS [ Profile Clients [ Virtual Machines [ Events _

[ Ontions | @ 0 | .Pending Activities | [©] Exit

e

B2 Al
W) Clusters

<nok set> -

=+-=] Port Profiles default -
=] Part Prafile FEX-Port-Profile
=] Port Profile TOO1-Mgmt

» o

=] Port Profile vMIC_Template_B

= @ YMware

Er_‘.i,—‘ wCenter vS0-appliance

E} & Datacenter Flexpod-Dey

- E-f] Folder Dvs-FEX

5 = BN Dvs-FEX

i-=ifl] Profile FEX-Port-Profile
=ifl] Profile TOO1-Mgmt

i =il Profile deletad-pg-Ovs-FEX
.=fl] Profile uplink-pg-Cs-FEX
g Folders

%2 virtual Machines
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4. Create the profile client to be integrated in the vCenter as a distributed port group in vDS.
To create profile client, right-click Port Profile TO01-NFS and click Create Profile Client.

EI Part Profile TOD1-MFS
| Port Profile TODZ-Acce Show Mavigatar
| Port Profile TonZ-Star
| Port Profile TOD3-Acce
| Part Profile TOO3-Star Modify VLAMS
| Part Profile ¥Mation

Create Profile Client

Copy ChrC
=] Port Profile wNIC_Terr : A5
EI Port Profile wMIC_Temr Copy XML Chrl+L
!

Muare Delete CtrD

ad wiCenker vienter I

Choose the data center created in your vCenter Server, folder, and distributed
virtual switch previously created.

Click OK.

Create Profile Client

Mame: |TOO1-MFS

Description:
Drakacenter: Gl):lexpod—Dev -
Folder; DYS-FEX -
(1]

Distributed Yirtual Switch: nEi"'."'

|

The client profile created will appear in your distributed virtual switch DVS-FEX.
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Equipmentl Serversl L.ﬁ.Nl san | MM I .ﬂ.dminl

Filter: all «

= | =

=9 Al
() Clusters
=-=] Port Profiles
. =] Fort Profile FEX-Part-Profile
----- =] Port Profile TOO1-Mgmt
----- = |Fort Profils TOO1-MFS
----- E] Port Profile «NIC_Template_a
i =] Port Profile +MNIC_Template
E}@ WMware
EI|§| wiZenter w50-appliance
- Datacenter Flexpod-Dev
=] Falder DvS-FE
=B Dvs-FEX
=il Profile FEx%-Port-Prafile
=il Profile TOD1-Pgmt
=il Profile TOO1-MNFS
=il Profile deleted-pg-DvS-FEX
=il Profile uplink-pg-CYS-FE=

m

ﬁ Folders

----- “ virtual Machines

Log into vCenter to see the vSphere Distributed Switch (VDS) created along with
TO01-NFS port group.

(%) ves0-appliance - vSphere Client

File Edit View Inventory Administration Plug-ns Help

E d |@ Home pﬁﬂ Inventory [ _@_ Networking

5] wcS0-appliance
B [f Flexpod-Dev
= 7 Dvs-FEX
=] DVS-FEX
S uplink-pg-DVS-FEX
&, deleted-pg-DVS-FEX
&, | FEX-Port-Profile
£, Too1-Mgmt
£y TOOL-NFS
§ MGMT-VLAN_TOD1
1§ NFS-VLAN_TOO1
§  Packet-Control

Repeat the these steps for creating a distributed port group for TO01-Mgmt.
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Adding Additional Tenant to Distributed Port Group to vCenter

As described in section, "Tenant Provisioning" part of the task to provision a tenant is to create the
required networks, as follows:

e Access LAN (txxx-access)
« Storage or backend LAN (txxx-storage)
To create the network setting, the following configuration steps must be completed.
Create the VLAN on "Cisco Nexus" (not part of this section).
Create the VLAN in Cisco UCS Manager.
Uplink/Server port assignment (not part of this section)
Create the VM-FEX port profile.
Create the VM-FEX port client.

Steps 2, 4, and 5 are required for adding the tenant network to the vCenter and are described in detail.
For all other network configurations, refer section, "Tenant Provisioning."

1 Create VLAN.

U O o

Log in to Cisco UCS Manager. Click the LAN tab and click Create VLANSs.

Equipmentl Servers | LAM | S.ﬁ.NI '-.-'MI F'.u:lmin]

Filker: All -

=

--m Fabric B il
----- Hi QoS Syskem Class
EI LAM Pin Groups

- &5 Threshold Policies

== R
~ = Show Mavigatar

SV Create vLANS

o [

=] VLAN Packet-Control-VLAN (1102)

=] VLAN TOD2-Access (2102)

=] vLAN TOD2-Storage (3102)

=] VLAN TOD3-Access (2103)

=] vLAN TOD3-Storage (3103)

=] VLAN WM _Traffic-YLAN (1103)

=] WLAM default (1)

- =] VLA wMotion-YLAMN {1101}
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Enter TO0O4-Access as the VLAN name for tenant t004 access.
Enter 2014 as the VLAN ID. Click OK.

|
Create VLANSs L7

TOD4-Access
(1)

Check Cwverlap | a4 I Cancel

Click the VM tab in Cisco UCS Manager.

Faulks | Events | F3M

=) |A Filter | = Export |7‘.‘;3 Print

Mame
& = | =] Port Profile Default
=2 Al - =] Port Profile FEX-Port-Profile
E@ Clsters =] Port Profile Packet-Contral
iigdefaul. =] Pert Prafile TOD1-Mamt
Wirtual Machines )
= [rort Profjand =] Part Proffle TO01-KFS
=] Part Show Navigator =] Port Profile TODZ-Access
=] Part Create Port Profile =] Port Profile TODZ-Storage
=] Part =] Port Profile TO03-Access
=] Part Copy Ctr+C =] Port Profile TOO3-Storage
=] Part Copy ¥ML Chrl4L =] Port Profile ¥Motion
:II EE:E Delete CHI4D =] Port Profile vNIC_Template_A

. =] Port Profile vNIC_Template_B
=] Port Profile TOD3-Access

=] Port Profile TOD3-Storage
=] Part Profile WMotion
=] Part Profile wMIC_Template_A

=] Port Profile wNIC_Template_B Right-click
Port Profile > Create Port Profile.
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4. Enter TO04-Access as name of the port profile. Select T004-Access, and select the Native
VLAN button.

Create Port Profile e

TO04-Access
]

=not set> hd

(L]
=not set> hd

Mame Mative YLAN

default
MGMT-YLAMN_TOO01
MFS-VLAN_TOO1
Mative _WVLAN_ID
Packet-Control-YLAN
TO0Z-Access
TOO2-Skorage
TO03-Access
TOO3-Skorage
TO04-Access

WM _Traffic-vLaN

a1l

A
lislicikeliellelielkelie e

Cancel |

5 Port profile created displays.

W LANS [ Prafile Clients [ Wirtual Machines [ Events _

Equipment [ Servers [ LAN [ SAN Admin

EINE
EERT ?
58 Gustas

PR default default w7
% Virkual Machines

=1-=] Port Profiles
=] Port Profile Default ’#
=] Port Profile FEX-Port-Prafile

=] Port Profile Packet-Control

=] Port Profile TOO1-Mgmt
=] Port Profile TOO1-MFS
=] Port Profile TODZ-Access
=] Part Profile TOD2-Storage
=] Port Profile TOO3-Access
=] Part Profile TO03-Storage
= [Fort Profile TO04-2

=] Port Profile Y¥Mation
=] Port Profile vMNIC_Template_a
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Create the Profile Client: Right-click the T0O04-Access Port Profile and click Create Profile Client.

Equipment | Servers | LAN | SAn | UM | Admin E
Filter: Al - A
= !
ERRT 4] |
- Clusters i
2 Virtual Machines
= _| Fort Profiles
=] Port Profile Default
=] Port Profile FEX-Port-Profile
=] Port Profile Packet-Contral
=] Port Profile TOO1-Mamt
=] Port Profile TOD1-MFS
=] Port Profile TODZ-Access
- El Port Profile TO0Z2-Storage
=] Port Profile TOD3-Access
- El Port Profile TO03-Storage
=] Part Profile Yot ohow Navigator
=] Port Profile wHIC_ Create Profile Client
=] Port Profile wMNIC_ ]
I':'l--@ Yhware Modify VLANS
El-[mp vCenter veenker Copy CtriC
& Dakacenter Fh
55 Folder FE: Copy XML Chrl+L
=1 Fex Delete ctil+D
P ol Pumens s e . ——

Enter a name of the Distributed port group on the vCenter
Select the data center. Select the folder for vDS.

Select FEX for Distributed Virtual Switch. Click OK.

~ Create Profile Client [ x|

Create Profile Client

Marme: |TOD4-Access
]

Descripkion:
Datacenter: G|:|=|E-'X|:IIZIE|-DEV -
Folder: FEx -
Distributed virkual Switch: -

QI I Cancel
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8. Log in to vCenter and click Inventory >Networking.

=] YCENTER - vSphere Client

File Edit Yew Inventory Adminiskration Plug-ins Help

E E |E} Home b gF] Inventary [b G YMs and Templates|

e Gt Search Chrl+3hift+F
n[> &8 G @
Hosts and Clusters CtrH-5hift+H
= (i) WCENTER
YWz and Templates Chrl4Shift+y

= L"_Il Flexpod-Dey
= Ef? _Templates
Master-SeMIL-Final-5LES 10
[ 1 Master-stFs11-p2

Datastores and Datastore Clusters  CrkrH-Shift+D

@O & L

Metworking Chrl+3hift+M

9 | YCENTER - vSphere Client

File Edit “iew Inwentory Administration FPlug-ins Help

g £y Home p gF Inventory b @ Networking

=] @EENITER ; TO04-Access
= [f7 Flexpod-Dew
E| Ef? = Sumn Paorts | Wirkual Ma
o == FEX
E ;P'I':”k‘ltpg":":x What is a distributed port group?
Erau
g, delsted-pg-FEX A distributed part group is a port groug
2 Packet-Control w3phere Distributed Switch and specif
£, TOO1-Mgmt configuration options far each member
2, TO01-NFS port groups define how a connection is
% ggi—:ttcess vSphere Distributed Switch to the netw
-Skorage
&, TO03-Access
&, TO03-Storage
% Basic Tasks
aCion
The

T004-Access distributed port group will be created in the vDS.

9. | Repeat the steps to add the T004-Storage distributed port group.
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